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ABSTRACT Educational remote laboratories allow users to access and control via the Internet remote
equipment, that may be physically located anywhere in the world. They have a great potential for education,
since they offer many advantages, such as cost reduction, high flexibility or the possibility of sharing
equipment among institutions. However, their use is not yet as widespread as it could be. Freely available
laboratories often present significant reliability issues. Instructors often plan their lessons in advance, and
incorporating third-party tools that are prone to failure is risky, since they may be unavailable for the class
and present errors to the students, which may make it necessary to suspend the session or find alternatives
on the go. This contribution analyzes the reliability of a set of state-of-the-art laboratories with a view to
categorizing and quantifying the most common failures. It then describes a multi-layered software model
for detecting errors in laboratories. This model has two main goals. First, to ensure that the laboratory
management system is aware of the state of the laboratory, so that users do not experience errors and
laboratory maintenance personnel can repair it as soon as possible. Second, to serve as a base for a fault-
tolerance model that leverages replicated instances of the laboratory. This fault-tolerance model is also
described, and is designed to provide high availability and support for multiple concurrent users. The
effectiveness of this model is validated by analyzing the reliability and availability of two remote laboratories

in which it has been implemented.

INDEX TERMS Remote laboratory, reliability, availability, failure detection, replicability.

I. INTRODUCTION

Remote experimentation has been an active research field
since 1995 [1]. The main difference between a remote and
a traditional hands-on experiment lies in the student’s prox-
imity. In a hands-on laboratory, the student is physically in
front of the experiment and is able to directly view and
manipulate it. Meanwhile, in a remote experiment, the student
accesses, controls and views the process via the Internet [2].
Remote laboratories can provide an educational experience
that is similar to the hands-on experiment, and if properly
designed they can achieve similar or even superior educa-
tional results [3]-[5]. In both cases, the experimentation is
real and not a simulation. Thus, the main difference is in
the means of interaction with the experiment. Instructors
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may have several different reasons for integrating a remote
laboratory in their teaching and these are explained in more
detail in [6], [7]. Remote laboratories can be used both
as a complement to traditional hands-on laboratories or as
a replacement [3], [4], [8], [9]. In both cases, they facil-
itate the work of the instructor and the students. Also,
for example, in the COVID-19 pandemic situation, which
has made online or distance training obligatory, the use
of remote laboratories has allowed the students of some
educational institutions to continue their laboratory prac-
tices almost normally, STEM experiments included. Differ-
ent public bodies have included remote laboratories in their
recommendations to instructors [10], making it possible to
continue teaching remotely. Examples of remote laborato-
ries used during the COVID-19 situation can be found in
the USA [11], in Spain [12], [13], in Germany [14], or in
Africa [15], [16].
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There are many remote experiments, especially in the
field of technology and experimental sciences [17]. However,
despite their usefulness, their actual use in classrooms is not
currently very widespread. Often the experiments are only
used by the instructors who worked on their development
as researchers, despite being offered to other instructors and
institutions. One of the main advantages of a remote labo-
ratory is that from a technical perspective, it can be shared
by different instructors, students and educational centers, and
most universities and researchers are willing to do this. How-
ever, in practice they are rarely used by third-parties, although
in principle they are freely available. Both [18] and [19] ana-
lyzed the low utilization rate of remote laboratories and found
two significant aspects. On the one hand, [18] remarked in his
study with instructors that reliability was the fundamental
characteristic expected in a remote laboratory, and on the
other hand [19] stated ‘““However, while the number of remote
laboratory initiatives is high, the overall impact of these
laboratories is fairly limited beyond the scope of the host
institution or the scope (and duration) of projects in which
the host institution is involved. There are cases where the
laboratories are regularly used by other institutions, but these
are still exceptions and remote laboratories are not yet widely
used. This is not the case for virtual laboratories (simula-
tions), where the maintenance costs and work required once
developed tend to be low” . In other words, instructors are not
willing to plan and integrate within their class a resource that
fails or may fail, especially when they cannot be sure of know-
ing this beforehand and cannot easily plan for an alternative
should the lab fail. The reliability of freely-offered remote
laboratories still raises too many uncertainties for them to be
used as a dependable tool in classrooms. These uncertainties
are more acceptable to and less of a concern for the original
designers of the remote experiment, since the latter will have
more information regarding the state of the laboratory, will
probably be able to identify and understand problems, and
may even have physical control over the equipment in order
to fix it themselves should it fail. For example, an issue
such as having a server accidentally turned off, or having a
simple cable disconnected, can often be solved in real-time
by the original designer. A third-party instructor, however,
would have no control, and would have to cancel the planned
activity, with the corresponding potential consequences.
Considering the didactic usefulness and advantages of remote
laboratories, there is therefore reason to believe that remote
experimentation would have greater presence in classrooms
if its reliability inspired more confidence in instructors. This
contribution analyzes in detail the most common problems
that occur when accessing remote experiments, and proposes
strategies to mitigate these problems by verifying in real-
time the availability and working order of the laboratories.
The paper also describes a model for the replication and
federation of those remote experiments in order to improve
the availability of the service once failures have been detected
by the aforementioned strategies. By having several copies
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of the same laboratory and by knowing whether a laboratory
is in working order, it is possible to increase the reliability
of the service from the students’ perspective, automatically
redirecting them to working instances.

The rest of the paper is organized as follows: Section II
groups multiple relevant remote laboratories and analyzes
their reliability. Section III introduces a set of two inter-
linked proposed solutions, including an integration example
for each one. In Section IV, two remote experiments based
on the proposed architecture are evaluated in terms of reli-
ability. Section V summarizes the conclusions of this paper
and Section V describes future lines of work that could be
pursued.

Il. LAB ANALYSIS FROM A RELIABILITY STANDPOINT

This section describes a preliminary study that has been
conducted to analyze the state of remote experiments from
a reliability perspective and to categorize the various fail-
ures observed into five different broad categories. The own-
ers or maintenance personnel of the remote laboratories were
not contacted by the authors and thus no particular measures
were taken beforehand. The laboratories were chosen because
they are well-known to researchers and users, are openly
shared and are representative examples of remote laborato-
ries. It is important to remark that the goal of the analysis is
not to determine the reliability of specific laboratories or to
compare them with one another. Reliability is not necessarily
a goal for laboratories, which are not necessarily intended to
offer high availability during the testing period. The goals of
this preliminary study are instead to categorize the very broad
diversity of observable failures into a manageable amount
of categories, to provide a general overview of the remote
laboratory ecosystem with regard to reliability, and to justify
the importance of reliability for laboratories intended for
broad third-party application, and thus the relevance of the
subsequent effort to detect and mitigate remote experiment
problems.

Several steps are performed by the user when accessing
and controlling a remote experiment. Figure 1 shows some of
these. From the user’s point of view, the experience consists
of the following steps:

o Access to the laboratory: First, users access the URL
of the remote experiment. Usually a catalogue of the
available remote experiments is displayed.

« Access to the remote experiment: Users then access
the remote experiment itself by clicking on the appro-
priate icon or link. Sometimes if the remote laboratory
platform provides access to a single experiment, this and
the previous step are merged into one.

o Setup of the remote experiment: Once inside the
remote experiment, users will normally have the chance
to set the parameters of the experiment or to program
the underlying device. Thus, users will normally have
control over the laboratory setup.

45033



IEEE Access

A. Villar-Martinez et al.: Towards Reliable Remote Laboratory Experiences

Step 1: Accessing the remote labaratory

5] i) _
e LabsEdland
) O Pendulum
Laveratoiy equpment Faidulun: nagiae Citer characletite
27
428
a5 5
=

Step 4: Get feedback from the remote experiment

Step 2: Accessing the remote experiment

‘oa Labs£3Land
() a= Pendulum
==
25°

Step 3: Set-up of the remote experiment

Pendulum

00:00.00
oo e T

FIGURE 1. Steps followed by users during the interaction with a remote laboratory and/or experiment.

o Feedback from the remote experiment: Either dur-
ing the experiment or upon completion, the laboratory
interface shows the results via a real-time video stream
(e.g., [20], [21]) tables, files, or similar means.

The design of a remote laboratory is highly complex since
it integrates software, hardware, telecommunications, web
design, and other fields. Even if the remote experiment was
properly designed and worked and met all requirements when
first deployed, over time, with a certain frequency, different
errors can occur in any of the four previously described
stages. These errors will be hard to predict: power outages,
unavailable servers, hardware issues, unfocused or incor-
rectly positioned cameras and other problems. The goal of
this work is not to detect the errors arising from the design
phases of the remote experiment. It is, instead, to detect the
faults that arise during its conventional use. The ultimate goal
is to be able to know when a laboratory is not in working
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order before user experience is negatively affected, and to use
that knowledge to solve and mitigate these failures, increasing
laboratory reliability and user confidence.

A. ANALYSIS OF REMOTE EXPERIMENTS
Now that the remote experiment experience has been cate-
gorized into four different phases, this contribution will ana-
lyze a small but representative set of state-of-the-art remote
experiments in terms of reliability, under the specific criteria
detailed below. It should be noted that, as mentioned before,
the goal of this analysis is not to determine the reliability
of specific laboratories but instead to provide an overview
of the reliability of examples of remote experiments and the
relevance of subsequent research efforts aimed at improving
that particular aspect of remote labs.

In order to select a set of remote laboratories to be analyzed
the authors chose those that fit 4 main criteria:
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TABLE 1. Table listing the state-of-the-art remote laboratories and experiments that were analyzed.

Laboratory

Experiment ID

Experiment name/description

Laboratory 1:
ISES

Experiment 1
Experiment 2
Experiment 3
Experiment 4
Experiment 5
Experiment 6
Experiment 7
Experiment 8
Experiment 9
Experiment 10
Experiment 11
Experiment 12
Experiment 13
Experiment 14
Experiment 15
Experiment 16
Experiment 17

Diffraction of electromagnetic radiation on microobjects I
Temperature monitoring

Electromagnetic induction

Natural driven oscillations

Magnetic fields in a coil

Solar energy conversion

Diffraction of electromagnetic radiation on microobjects II
Photoelectric effect

Polarization

Protection against ionizing radiation by distance
Monitoring of the natural background radiation

Study of spectra

Faraday phenomenon

Water level control

Rectifier

Series RLC circuit

VA characteristics of a LED - Measurement of Planck constant

Experiment 1 Induction
Experiment 2 Solar energy
Laboratory 2: Experiment 3 Rectifier
RemLabNet Experiment 4 Series RLC circuit
Experiment 5 Diffraction of electromagnetic radiation in microobjects
Experiment 6 Heisenberg
Experiment 1 Painel Elétrico CC (DC electric panel)
Experiment 2 Painel Elétrico CA (AC electric panel)
Experiment 3 Ambiente para Desenvolvimento em Arduino (Arduino development environment)
Experiment 4 Meios de Propagacdo de Calor (Heat propagation media)
Experiment 5 Microscépio Remoto (Remote microscope)
Laboratory 3: Experiment 6 Plano Inclinado (Inclined plane)
RExLab Experiment 7 Disco de Newton (Newton’s disc)
Experiment 8 Conversao de Energia Luminosa em Elétrica (Conversion of light to electric energy)
Experiment 9 Condugio de calor em barras metalicas (Heat conduction in metal bars)
Experiment 10 Arduino/block.ino
Experiment 11 VISIR
Experiment 12 Lab Agua (Water laboratory)
Laboratory 4: Experiment 1 Xilinx VHDL FPGA Laboratory (one specific instance)

WebLab-Deusto
(fault-tolerance
schemes bypassed)

Experiment 2
Experiment 3

Arduino Remote Laboratory (one specific instance)
Arduino Robot Remote Laboratory (one specific instance)

Experiment 1

MCU + 3-axis portal laboratory

Laboratory 5: Experiment 2 CPLD + production cell laboratory
GOLDi Experiment 3 MCU + 3-axis portal laboratory
Experiment 4 CPLD + production cell laboratory
1) The laboratory has a validated educational background. « Laboratory 2 groups together six remote experiments
2) The laboratory grants access to more than a single provided by RemLabNet [23].
experiment. Laboratory 3 groups together twelve remote experi-
3) The laboratory grants the educational community open ments provided by RExLab [24],% a remote laboratory
access during the dates on which the analysis was linked to Universidade Federal de Santa Catarina.
conducted. Laboratory 4 groups together three examples of remote
4) Access to the laboratory does not depend on pro- experiment instances provided by WebLab-Deusto [25]

prietary or platform-dependent technologies (e.g., NI,
LabView, Java).

As a result, five remote laboratories were chosen,
which provide access to a total of 42 different remote
experiments.

Laboratory 1 groups together seventeen remote exper-
iments provided by iSES [22],' or Internet School
Experimental System.

and integrated into LabsLand [19].* These examples
are associated with the authors of this paper. They
were accessed directly through WebLab-Deusto rather
than through LabsLand, so as to bypass LabsLand
fault-detection and fault-tolerance mechanisms, some
of which are described in this work, and which,

1 https://www.ises.info/index.php/en/laboratory
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2http://www.remlabnet.eu/
3 https://rexlab.ufsc.br/
4https://labsland.com/en
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as described in more detail in later sections, would have
prevented the observation of faults.

« Laboratory S groups together four remote experiments
provided by GOLDi [26], or Grid of Online Laboratory
Devices Ilmenau. Two of them are located at Ilmenau
University of Technology and two in Ukraine.

Most of the 42 remote experiments are focused on sci-
entific experiments in the area of physics and biology. The
remaining nine experiments, however, are focused on pro-
grammable devices.

The remote experiments were analyzed on four different
dates, spread over almost a month: 2020/04/16, 2020/04/26,
2020/05/04 and 2020/05/12. Each experiment was accessed
on each of the four aforementioned dates and analyzed in
terms of five criteria to characterize its behavior.

« Available: The experiment is available to the user. There
is a link, URL or other form of access that allows the
user to access the experiment. An unavailable experi-
ment would be one that is marked as offline or lacks a
URL or access link.

o Accessible: The experiment is accessible by the user.
After using the link, URL or other form of access,
the system shows the user the remote experiment inter-
face panel. An inaccessible experiment would be one
that does not allow the user to access the experiment
even when the user shows their willingness to access.
A clear example of this is when the interface shows
“loading” and freezes.

o Visible: The experiment is visible via webcam
(if the experiment has a webcam, which is very
common). The experiment can be considered not to
be visible if the webcam does not work correctly (but
should) and the user has no visual feedback of the
experiment. In many cases, this feedback is critical,
but in other cases it simply provides complementary
information or immersion. For example, in a typical
robotics experiment or in a microscope experiment it
tends to be critical, but not so much in an electrical
circuit experiment in which measurement values are
provided through other means.

o Controllable: The user can set-up or modify the values
of the experiment parameters via the interface or upload
the program with the control algorithm that controls the
hardware. Otherwise, manipulation of the experiment is
not effective, or although the user activates controls such
as switches and buttons, these do not work. Another sce-
nario for an uncontrollable experiment is one in which
the hardware to be controlled is broken.

o Observable: The experiment can be observed in its
entirety by the user via interface, and the data feedback
is correct and consistent. It can be considered not to be
observable if the data displayed are not correct, or the
data that are published on the interface are not consistent
with what is shown in the webcam.

5 https://www.goldi-labs.net/

45036

Table 2 shows the summary of the behavior of the
42 remote experiments analyzed in the five remote laborato-
ries. The experiments are grouped within the corresponding
laboratory and for each criterion, the number of days that the
experiment failed is indicated. For example, if Experiment 1
in Laboratory 1 has a value of two in the Visible column,
it means that on two of the four days that the experiment was
accessed, the webcam did not work. This criterion is designed
to be objective and is explained below. Its analysis indicates
the extent to which an experiment is reliable or not.

In some cases, it was not possible to fill all the boxes
if certain failures made it impossible to obtain the required
information. For example, Experiment 9 of Laboratory 1 was
not accessible on all four days, so it was impossible to deter-
mine the rest of the criteria, which is why several boxes are
empty. In the case of Experiment 10 from Laboratory 1, it was
inaccessible on half of the days, and on one of the days when
it was accessible, it was visible, but uncontrollable.

FIGURE 2. Webcam view of the experimentation bay of Laboratory 1,
Experiment 3.

If the webcam of an experiment does not work (as is
reflected in the visible column), the situation can have a dif-
ferent effect on students and their learning. If the visible cell is
colored in light green, it means that the experiment is partially
operational, although user experience is not complete. For
example, Experiment 3 in Laboratory 1 is an inductive exper-
iment that uses an electric motor, as can be seen in Figure 2.
In this case, the result of the experiment is seen in the attached
graph and therefore the webcam is only illustrative, although
it clearly reinforces user experience and confidence in the
experiment. In other cases, the camera is critical. For example
in Experiment 14 in Laboratory 1, the camera shows the level
of a liquid that is being controlled, and in Experiment 3 in
Laboratory 4, the webcam shows the movement of the robot.
In these two cases, the failure of the webcam hinders the
performance of the experimentation process, so the cells are
marked in red.

After evaluating the behavior of each of the experiments
with respect to the previously set criteria, these were catego-
rized according to their reliability. Table 2 lists four possible
outcomes in its last column on the right. Those labs that did
not experience errors are marked in green color, and were
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TABLE 2. Summary of analysis of remote experiments over four days.

Experiment Available Accessible

Visible

Controllable Observable Result

Experiment 1
Experiment 2
Experiment 3
Experiment 4
Experiment 5
Experiment 6
Experiment 7
Experiment 8
Experiment 9
Experiment 10
Experiment 11
Experiment 12
Experiment 13
Experiment 14
Experiment 15
Experiment 16
Experiment 17

Laboratory 1

Only camera non-critical failure
Only camera non-critical failure
Only camera non-critical failure
Single one-time critical error

Only camera non-critical failure

Only camera non-critical failure

Only camera non-critical failure

Experiment 1
Experiment 2
Experiment 3
Experiment 4
Experiment 5
Experiment 6

Laboratory 2

Experiment 1
Experiment 2
Experiment 3
Experiment 4
Experiment 5
Experiment 6
Experiment 7
Experiment 8
Experiment 9
Experiment 10
Experiment 11
Experiment 12

Laboratory 3

Only camera non-critical failure

Only camera non-critical failure

1 OO0 OO0 OO~ OO0 OOOCO
1 OO0 OO OO0 OO0 OO0 OO OO

Single one-time critical error

Only camera non-critical failure

O OO W NO =

Experiment 1
Experiment 2
Experiment 3

Laboratory 4

Only camera non-critical failure

Experiment 1
Experiment 2
Experiment 3
Experiment 4

Laboratory 5

SOOI OO DD OO0 OO PRPODDODODOODODOO OO OO
OO OO OO WOOOORr =~ = RAROOWDOCOOOD ! NNNAEAODOO ! mOOO

IOONOOOOOOOOOOOIEI' O'—O-hNO*—‘IIOOOWOObJUJF‘N

categorized as fully reliable experiments. Those labs that only
had visibility failures but where the webcam was not critical
have been marked in lighter green, and were categorized
as reliable labs with non-critical failures. This category is
special, since it includes experiments that, even presenting
failures, would not have prevented their use in a class, for
example. However, those laboratories where failures were
only found during one of the four days of testing have been
marked in yellow. During the testing period, it was not proven
that they were especially unreliable, and having failed only
for one day, it can be said that they could have been used in
class without hindering the user experience too much. Finally,
those experiments that presented critical errors for more than
one day were categorized as unreliable experiments. This cat-
egory includes those experiments whose webcam is critical
and have had visibility failures.

B. QUANTITATIVE ANALYSIS
A total of 42 remote experiments from five remote laborato-
ries were analyzed and their operation is reflected in Table 3.
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TABLE 3. Operability of the analyzed remote laboratories.

Operability Percentage
Fully operative experiments 26,1%
Semi-operative with non-critical errors 23,8%
Non-operative for at least one day 50,0%

Of these, 11 (26%) were fully operational for the four days
and 21, (50%), presented a serious failure for at least one
day. The rest of the experiments, 10 (24%), were partially
operative. In the latter, the educational experience was cor-
rect but they presented some minor problems. For example,
the webcam did not work but was not critical for learning
since it only provided visual feedback to the user to increase
the involvement in the experiment.

Remote experiments evolved differently over the testing
period. Table 4, shows that nine (21%) experiments did not
work at all during the analysis, similar to the number of
experiments that worked on every occasion.
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TABLE 4. Percentage of laboratories according to their operativity over a
number of 4 days.

Operability per day Percentage
Fully operative for 4 days 26,2%
Inoperative for 1 day 19,0%
Inoperative for 2 days 21,4%
Inoperative for 3 days 7,1%
Inoperative for 4 days 21,4%

TABLE 5. Relationship of types of errors and how they affected the
analyzed remote experiments.

Type of error Percentage
Experiment is offline 7,1%
Experiment is not accessible 30,9%
Experiment is not visible 35,7%
Experiment is not controllable 11,9%
Experiment is not observable 7,1%

Table 5 describes those errors, taking into account that the
same experiment can present several errors simultaneously.
The error distribution is not homogeneous. First, there are
accessibility errors. In this case, the student, after accessing
the remote laboratory interface and clicking on an exper-
iment, sees that the experiment does not appear, does not
load, or that the experiment interface cannot be controlled.
This situation is very frustrating for the user. Errors in web-
cam functionality are present in 15 experiments (35%), and
produce a very negative effect on users, since they do not see
what is happening and experience a loss of control. In five of
those cases (12% of the total), this failure is critical, since if
the student does not see the controlled hardware, for example
arobot, then there is neither experience nor learning.

Around 20% of the failures indicate that once stu-
dents accesses the experiment, they are unable to control
it or unable to extract the correct data from that experimen-
tation session. For example, the student may not be able to
program an Arduino device with the provided code, or once
programmed, is unable to interact with the buttons or switches
that control the programmed device. Other cases may show
unrealistic parameters, such as zero milliamps of current
flowing through a circuit that powers a light bulb, or a
displayed mass of minus 200 kilograms when weighing a
particular object.

Only three experiments, 7%, are registered as offline (not
available). In these cases, users can know in advance that the
experiment would not be available as supplementary material
for their classes, and can take proactive action. This situation
is therefore very different from the case of an inaccessible
experiment, since in the latter case, both the experiment
provider and the user may not be aware of the failure, and
may be frustrated by this unexpected discovery.

Most experiments that presented failures more than
once tended to present the same type of failure again.
Of the 31 experiments that presented some type of failure,
26 presented the same failure during the testing period.
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Only five of the experiments presented multiple types of
failure. The experiment that stands out in this respect is
Experiment 3 of Laboratory 3. It was inaccessible on the first
day, the webcam (a critical component in this experiment)
failed on the second day, and it presented interface control
errors on the two last days. It should also be noted that other
types of problems may exist in those laboratories that are not
accessible. Because they cannot be accessed, this cannot be
verified, and therefore these cases are marked with dashes
in Table 2.

C. QUALITATIVE ANALYSIS

From the previous analysis, the deduction is that the major-
ity of the remote laboratories offer erroneous or unavail-
able experiments, which generates frustration and lack of
confidence in remote experimentation for potential users,
such as teachers and students who are looking to incorporate
these technologies as in-class learning tools. In the following
subsections, each of the error types are analyzed in a more
detailed fashion.

1) EXPERIMENT NOT AVAILABLE OR OFFLINE

In this type of failure, the experiment is directly not avail-
able. This circumstance is normally communicated clearly
and directly to the potential user, or at least the latter is
inmediately made aware of the fact when trying to access.
From a user experience perspective, this failure is the least
negative one. In other types of failure, users invest time
and effort before they realize that the experiment cannot be
completed, or are even provided with incorrect results. In this
case, such issues are avoided.

Unavailability can be due to different reasons, such as
maintenance or repair tasks, or more serious failures automat-
ically detected by the RLMS or Remote Laboratory Manage-
ment System. RLMSs are tools that can facilitate the devel-
opment of new laboratories via the integration of common
features [25], [27]-[29].

It is noteworthy that, although less serious than other errors
that have a more negative effect upon the user experience,
unavailability is of course still negative. If users were expect-
ing to use the resource in class, for example, and had planned
this in advance, then they would have to suspend that ses-
sion or work around it.

Expetiment is ofine

hemgiei]

ccore  swecrooug
Ensrgy transter in circuits Coniralied penduium

FIGURE 3. Three different remote experiment access panels that indicate
availability failures.

Figure 3 shows three access panels for different exper-
iments, showing availability failures. On the left, one can
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see a message that appears when users attempt to access an
experiment, indicating that it is offline. On the right, there are
two access panels to different experiments, with red traffic
lights, indicating that neither experiments are available.

2) EXPERIMENT NOT ACCESSIBLE

According to the results of the previous analysis, this is
the second most common error in remote experiments, rep-
resenting 30.9% of cases. In these cases, even though the
experiment appears to be available, the control interface of
the experiment cannot be accessed, or the experiment control
panel does not load correctly. This can be due to a wide
range of causes, including network problems, power-related
problems, programming errors, or errors in the user/queue
management system. Figure 4 shows an experiment control
panel whose controls do not load correctly.

Source radiation pulses:

| Loading. Preious measurements: JJH‘-JWI;
Loading| I.r-.ﬂrg
GM2 - Background radiation pulses Loading. Previous measurements: | ,o;if{-ng

gl L-;acl g
1

Experiment control

Distance from source:  Loading Loading Loading Leading.

Loading.. Loading.. Loading... Loading... Loading...
Measurament time Loading.. Loading... Loading... Loading...
Actual time L nar:\r.-]:

FIGURE 4. Example of loading and queue management errors in remote
experiments.

3) EXPERIMENT NOT VISIBLE

The most common error found in the analysis is related to the
visibility of the experimentation session. In 35.7% of cases,
the experiment could not be seen correctly due to problems
with the webcam image. In some cases the real-time image
is not refreshed correctly or at all (so the results shown by
the data do not match what is shown in the image) and in
other cases the image is not available (due to network errors,
laboratory errors, energy related errors, etc.).

In some of the experiments, the real-time view is not
critical, because the experimentation data are also transmitted
to the user by other means, but in the remaining experi-
ments, the real-time streaming of the experimentation set-up
is critical. In these cases, the remote experiment is rendered
inoperative, as in cases 1 and 2.

Figure 5 shows an oscillation experiment where the web-
cam is not a critical component. In this case, the user cannot
see the experimentation setup, but the measured data are still
transmitted correctly to the user via a graph.

Itis noteworthy that in general, this type of error was some-
what volatile. That is, some days it was present and others it
was not. Specifically, out of the 15 experiments with webcam
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FIGURE 5. Example of a remote experiment that does not show the
webcam view.

1,30 Hz

errors, only two displayed continuous errors throughout the
testing period. In other words, the webcam brings instability
to the experiment, probably due to network and configuration
problems, and this instability generates insecurity for the user.
If instructors are uncertain of whether or not students will be
able to see the pendulum, it is likely that they will be very
reluctant to incorporate the laboratory into their lesson plans.

4) UNCONTROLLABLE EXPERIMENT
Analysis has shown that although an experiment is avail-
able and accessible, it may not be controllable. In this case,
when the experiment is accessed, it cannot be controlled for
one or several reasons:
« Experiment inputs (switches, buttons, etc.) do not work.
o Experiment hardware (motors, servomotors, sensors,
etc.) does not work.
« Experiment programmable devices (FPGA’s, microcon-
trollers, etc.) are broken or switched off.
o Experiment programmable devices (FPGA’s, microcon-
trollers, etc.) cannot be programmed.
These errors are usually hardware or network related, and
in almost all cases do not allow users to conduct their exper-
imentation sessions.

¢y am

Laboratorio Xilinx FPGA

NO IMAGE
AVAILABLE

FIGURE 6. Example of a remote experiment that is not controllable by
the user.

Figure 6 shows an experiment where a FPGA device should
be programmed. In this case, it is impossible to upload the
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FIGURE 7. Another example of a remote experiment that is not
controllable by the user.

.bit file that programs the FPGA device, and therefore the
experiment is uncontrollable. Figure 7 shows an experiment
where water is pumped by an electrical pump into a tank.
In this case, the electric pump is broken, and it is impossible
to transfer the water into the tank. The errors that fall in
this category are often difficult for laboratory maintenance
personnel to detect, because a full experimentation session
might be necessary in order to fully test all the hardware
devices.

5) NON-OBSERVABLE EXPERIMENT

This is one of the least common experiment errors but it
is particularly negative from a user experience perspective.
In this case, the experiment is perfectly controllable by the
user, but the feedback data transmitted to the user are incor-
rect or inconsistent. In many remote experiments, sensor data
are captured and manipulated before being transmitted to the
user by means of a control panel, and some errors can occur.

ARM
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'
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FIGURE 8. Example of a remote experiment that is not observable by the
user. There is inconsistency between the results shown by the control
panel and by the webcam view.

Figure 8 shows inconsistency in the experimentation
results of an electrical measurement experiment. In this case,
the data shown in the real-time video stream differ from the
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data projected on the control panel. The webcam shows a
value of 12.23 V for measurement point V2, while the control
panel indicates a voltage of 8.74 V. The same is true for
measurement point A2, where a current of 0 mA is shown
in the image and a current of 16 mA is shown on the control
panel. In this case, the user may not know which set of values
is correct, which renders the experimentation session useless.
These errors are also difficult for laboratory maintenance
personnel to detect, because a full experimentation session
has to be carried out in order to fully test all of the signal-
capturing devices.

In some cases, there might only be a single set of results
reported to the user. If these results are wrong, users might
in fact not realize and draw the wrong conclusions, or might
take a long time to realize that they are obtaining incorrect
results.

D. CONCLUSIONS OF ANALYSIS OF THE REMOTE
EXPERIMENTS

A remote laboratory with its remote experiments is a complex
design that combines software, hardware, graphic design and
communications and therefore can fail for multiple reasons,
creating frustration and lack of confidence in the end user,
whether student or instructor. This is a significant obstacle
that can prevent increased use of remote experimentation in
classrooms.

The following sections describe a technological solution
that mitigates the previously described issues. This solution
integrates an array of automatic tests in the architecture of the
remote laboratory, with the purpose of detecting failures and
identifying those experiments that have failed as unavailable
until they are repaired. Thus, the goal is for the system to
know the state of a laboratory in real-time.

Once the state of each experiment is known, it is possible to
employ this information in different ways. Firstly, the exper-
iment maintenance personnel can be immediately aware of
potential issues, and resolve these, if possible. For example,
if a minor failure in a device such as a webcam is causing the
experiment to fail, rebooting the webcam might be sufficient.
Secondly, users can be made aware that the experiment is
not available without having to experience failures once they
are already performing the experiment and after they have
already dedicated time and effort. Thirdly, this information
can also be used as a basis for a more thorough fault-tolerance
model. If there are multiple instances of the same experiment
available, and one knows which are failing, it is possible to
direct users only to those that are working. That way, users
will not actually experience failures and the experiment will
be available all the time, even if internally some instances
of the experiment are experiencing issues. This model is
discussed in the following sections.

Iil. PROPOSED SCHEME

As the analysis in previous sections shows, laboratories are
often unreliable. While some could be made reliable by sim-
ply being particularly careful about software and hardware
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and testing both thoroughly, there are others that contain
many moving parts, or parts that wear out. These laboratories
cannot be expected to work reliably for a long time unless
specific measures are taken.

To achieve reliability, the proposed scheme works under
one key assumption: all instances of individual experiments
eventually break. To provide reliability to end users, it will
therefore be necessary, first, to detect that a particular experi-
ment instance is failing, and second, to have and be able to
provide that user with a different, working instance of the
experiment, transparently.

A. FAULT-DETECTION LAYERS
As previously explained, the key to the first part of this
scheme is being able to detect that an experiment is failing.
If this is not possible, the system will assume it is working,
users will access it, and will potentially suffer a very bad user
experience. Sometimes they will simply be unable to work
on the laboratory as expected, and will have to reschedule
their lessons, which might be a significant inconvenience.
On other occasions, the experience might be even worse: they
will not realize that the experiment is failing, but will instead
be provided with incorrect experimentation data. They will
invest their time in drawing incorrect conclusions, and will
not trust the experiment again.

To detect failures, the proposed scheme relies mainly on
four layers of tests:

« Exception catching

o Generic periodical health checks

« Experiment-specific periodical health checks

« Periodical test runs

Test runs

Lab-specific healthchecks

Generic healthchecks

Exception catching

Frequency Specificity

FIGURE 9. Diagram of the four fault-detection layers arranged in terms of
frequency and specificity.

Figure 9 shows these four layers. The lower layers tend to
be less experiment-specific, while the higher ones tend to be
more experiment-specific. Likewise, the lower layers can be
run more frequently, but the higher ones more rarely (because
they tend to be more resource and time-intensive).
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1) THE FIRST LAYER

relies on explicit exceptions that are captured and registered
while a real user is using the experiment or when a test run is
underway (test runs themselves will be described as the fourth
layer, however). For example, if a student is using a remote
pendulum experiment for physics and a servo handling sys-
tem throws an exception, the laboratory system may assume
that it is broken. This has at least two significant limitations.
It only detects failures once they have occurred. Therefore,
the experiment instance can be automatically turned off, but
normally only after providing a poor experience for at least
one user. Moreover, its effectiveness is limited: not all errors
can be detected easily or throw exceptions. For example,
in many cases, if a servomotor actually broke, the handling
library would be unable to notice. The experiment would
seemingly behave normally from a software perspective, but
the pendulum (in this case) would not actually work.

2) THE SECOND LAYER

relies on generic periodical health checks that run against var-
ious components of the experiment. For example, an exper-
iment could have components such as a device server to
control remotized equipment, a web camera or an oscillo-
scope. Most generic health checks will involve actions such
as sending HTTP GET or POST requests to particular end-
points, or simply pinging particular components. The com-
plexity of a health check can vary. Normally, all health checks
will expect a success response. For example, in the case of
HTTP GET requests, they will most often expect a response
with a 200 status code. In other cases, they may expect more
specific data. For example, the web camera health checks
expect to receive not only a 200 status code, but an apparently
valid image. That is, binary data over a certain size that can
be loaded as e.g. a JPEG. The checks in this layer are generic,
in the sense that they are not experiment-specific. They will
normally not check in detail that the specific experiment
instance is working as expected, but rather ensure that certain
key components are not offline or failing in an obvious way.

3) THE THIRD LAYER
is similar to the previous one, but includes experiment-
specific checks. This kind of scheme resembles those used
in other areas to help ensure reliability and failure detection.
The health checks in this layer will contain experiment-
specific self-testing code. This will detect certain failures
which would not be detected via high-level generic checks.
The health check itself can be almost arbitrarily complex.
For example, an experiment that involves sensors could try
to read data received by the latter and evaluate its range, and
report an error if it fails to read the data or if the values are not
within a valid range. However, though powerful, these health
checks also have certain practical limitations. One of these
is that they are normally run periodically, while a user may
be actively using the experiment. Thus, they need to be run
relatively fast, and generally need to avoid interfering with
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FIGURE 10. Frame of the robotics remote laboratory Arduino-based robot being tracked through computer
vision techniques. The CV system detects a constellation of blue points over the white board.

user experience. Additionally, some hardware failures are still
hard to detect.

4) THE FOURTH LAYER

relies on detailed periodical test runs. Those test runs will
often simulate real usage of the experiment and will reserve
it for a time, just as a real user would. The advantage of this is
that more thorough tests can be run, and they can be results-
oriented. Rather than checking isolated components, they
can focus on the broader experience. As an example, in the
case of the robotics experiment, the periodical tests will be
run every few hours. They will then upload a line-following
program into the robot, which will thus start moving round
the circuit. A computer-vision based system tracks the robot’s
coordinates within the board. An image of a frame being
processed and detecting the position of the robot can be seen
in Figure 10. After a certain amount of time, the system
evaluates whether or not the robot has followed the line cor-
rectly, and at what speed. If the robot has not moved, has not
followed the line accurately enough, or has been moving too
slowly, then the system assumes that the instance is broken.
This can be due to a number of causes: a failing motor,
infrared sensors covered with dust, etc. However, whatever
the cause, it can be used to determine that the robot is not
working as expected and thus mark the instance as failing,
so that users can be redirected to different working instances.

B. FAULT-DETECTION EXAMPLE: LabsLand

ROBOTICS LABORATORY

The LabsLand Arduino Robotics laboratory [30] features
a real robot that is enclosed in a space and that students
can program remotely. Figure 11 shows two instances of
the Arduino Robotics laboratory deployed in the LabsLand
offices in Bilbao. Other instances are deployed in universities
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around the world and are very similar (e.g., in the Univer-
sity of Deusto [31], in the University of Fort Hare [32],
in UNAD [33] or in UNED in Costa Rica. This is a good
example of the fault-detection scheme because it is a rela-
tively complex laboratory with mechanical parts and several
potential sources of failure. For example, the motors or the
motor gears can break. This could be due to extensive usage,
recurrent motor stalls due to students’ programs, dust accu-
mulation, or any other cause. Another observed fault source
is dust accumulated over the infrared line sensors. There are
also several others.

Figures 12 and 13 show the architecture of an instance
of the laboratory. The online IDE that students use for pro-
gramming is in the cloud. The RLMS, which can be shared
with other laboratories, can be hosted anywhere (in the same
space as the laboratory, or in the computer center of the
institution that hosts it, or even in the cloud). The laboratory
server, which is based on a Raspberry Pi 3 single-board
computer, provides the Arduino robot-specific logic: it con-
trols the robot hardware, manages programming, and in this
case, even provides the UI through which students access the
robot. The experiment hardware is the internal Arduino that
is programmed by the student through the Raspberry Pi 3 and
is directly connected to the sensors and actuators. The web
camera provides a view of the robot, and the interactive live-
streaming server is the component that offers that view to the
users.

Some of the tests that are conducted to verify that particular
instances are in working order are the following:

1) FIRST LAYER (EXCEPTION CATCHING)

Involves capturing all exceptions and generally assuming
that unhandled ones or those that cannot be recovered imply
that the particular instance is not working. Some failures that
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FIGURE 11. LabsLand Arduino Robotics laboratory deployed at LabsLand,
in Bilbao. The structure provides two separate experimentation instances.

generate exceptions and that involve marking the laboratory
as failing are the following:

« Failing to program the Arduino.
« Failing to modify an emulated input peripheral value
(e.g., the press of a button).

2) SECOND LAYER (GENERIC HEALTH CHECKS)

Those are run periodically (every 5-15 minutes). They can
be configured but they do not have any experiment-specific
logic. For example, the web camera check could test the web
camera of this specific experiment, or the web camera of any
other.

o Check that the web camera is responding.

o Check that the Raspberry Pi device is responding to
pinging.

o Check that the HTTP server within the Raspberry Pi is
responding with a 200-success code.

o Check that the web camera is providing seemingly valid
images (valid JPEG files).
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3) THIRD LAYER (EXPERIMENT-SPECIFIC HEALTH CHECKS)
These are also run periodically, but they are experiment-
specific. For example:

o Verifying that the Arduino that is connected through
USB to the Raspberry Pi is detected as a USB host with
the correct ID.

4) FOURTH LAYER (TEST RUNS)

These are run more rarely (once every few hours). The
instance of the laboratory is reserved, and a specific Arduino
binary is programmed into the board, which should make the
robot follow the line. Simultaneously, the CV-based system
that was previously described (see Figure 10) keeps track of
the position of the robot in real-time. The system thus verifies:

« That the line is followed as expected.

o That the circuit is completed in a certain amount of time.

« That the robot is stationary before the program begins,
and stopped after the program ends.

The main disadvantage of this kind of test is that the
experiment needs to be reserved and the robot has to execute
it for a while. It also involves using the robot actively, so if
it were to run thousands of times, this could lead to some
extra wear of the robot. For this reason, it can be run less
frequently than other tests. The advantage, however, is that
it is very thorough. If the robot is not working as expected,
the test will most likely be able to detect this, no matter which
precise component is causing the failure. Figure 14 shows
the UI that displays the result of a (successful) test run. The
graphic above displays the robot’s movements during the test,
tracked automatically through computer vision.

We have included a supplementary MP4 format video file,
which complements the explanation about the proposed solu-
tion and the integration of fault-detection layers in a multi-
instance remote laboratory. The video shows the operation of
a test-run of the aforementioned LabsLand Arduino Robotics
laboratory, as well as the data collected for each test run.
This material is 588.2 MB in size and will be available at
http://ieeexplore.ieee.org.

C. MULTI-INSTANCE REMOTE LABORATORY
ARCHITECTURE

The second step, after detecting that a remote laboratory is
offline, is the capacity to redirect users seamlessly to another
instance (a copy) of the same laboratory. Thus, users always
access a working instance of the laboratory, do not experience
any errors, and perceive that the laboratory is reliable. In order
to make this model possible it is necessary to have various
similar laboratory instances and a system that can keep track
of which instances are working and direct incoming users to
those that are working and available.

To achieve reliability based on replicability (multiple
copies of the same experiment) it is necessary to use architec-
tures that allow the control of a series of laboratory instances
in an efficient way and with a limited cost. Maintaining a low
cost makes it easier to have more instances. These instances
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FIGURE 12. Overview of the multi-instance architecture split into several high-level layers. From [34].

can be used not only to provide greater reliability, but also
in order to serve a larger number of simultaneous users. The
architecture proposed in [34] allows for the creation of remote
multi-instance laboratories based on the principles of high
scalability, remotizable object flexibility and low cost. This
architecture is partially-based on previous work from [35].

The aforementioned architecture is divided into four main
layers to be able to control several experimentation instances
of a remote laboratory. Figure 12 shows an overview of the
architecture, with layer and component details. It is necessary
to introduce the term remotizable object, which is the ele-
ment or group of elements that are to be controlled remotely.
Figure 12 shows an Arduino UNO microcontroller develop-
ment board as the remotizable object, but this element can be
replaced by any other element or experimentation setup. The
layers that form the architecture are detailed below.

The lowest level layer in the architecture, which is the
hardware layer, encompasses all of the hardware devices
required to properly manage the remotizable object of the
remote laboratory. Usually, a single-board computer coupled
with a series of hardware components is capable of inter-
facing correctly with the remotizable object, but there are
many different possibilities. In order to fit other laboratory
setups, this layer could be based on a former PC or even
a PXI chassis. The purpose of this layer is to replicate the
physical actions that the user would perform in a hands-on
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laboratory. This remotizable object, which is the focus of the
remote laboratory, is also part of the hardware layer.

Secondly, the interface server layer is an entity respon-
sible for abstracting all of the control and hardware-related
idiosyncrasies via a simplified REST APIL. It is a software
layer that can be deployed in the aforementioned hardware
device or in other specific devices. Its goal is to store and
distribute all of the laboratory control tasks, which represent
actions to be performed upon the remotizable object, to the
existing hardware components. These tasks are received
through a web server that exposes a REST API, via GET
and POST requests, and are saved in a FIFO data structure.
The tasks are then distributed sequentially to the available
devices of the hardware layer in order to be performed. Both
the storage and distribution of actions are based on Redis [36],
an in-memory data store/message broker mixed component.
As can be seen in Figure 13, the different objects of the infer-
face server layer are connected via a TCP connection using
HTTP protocol. This broadens the interconnection capabil-
ities, enabling the use of different topologies and different
numbers of devices in order to better adapt to deployment
goals, such as capacity, modularity or cost.

Thirdly, the laboratory server layer, is a subsystem respon-
sible for supporting the required interaction between user and
experiment. This component supports the web-based client
that is shown to the user, which includes a real-time video
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FIGURE 13. Detailed view of the multi-instance architecture split into several layers. In order to achieve scalability, the architecture supports
one-to-many relationships (from right to left) between the components. From [34].

stream of the experiment and the different virtual laboratory
controls. This entity also communicates with the interface
server layer in order to propagate the user actions down-
stream and to retrieve the actual state of and information
about the experiment.

Fourthly, the remote laboratory management system is an
entity responsible for controlling all of the administrative
tasks required to manage the different concurrent laboratory
sessions that may arise. These tasks include user autho-
rization, booking, queuing or load balancing, among others.
It also serves as an integration tool, acting as a bridge between
the remote laboratory and the different learning management
systems or LMSs from which students gain access.

Finally, an interactive live-streaming platform is deployed
in parallel to the other four subsystems. This component,
which is also formed by various layers to ensure scalability
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and reliability, is responsible for of providing the user of
the remote laboratory with a real-time video stream, which
is captured on-site by a camera. This platform abstracts
out specific camera peculiarities and reliably provides these
functionalities.

The remote laboratory management system or RLMS layer
mentioned above is responsible for controlling users and
accessing laboratory instances. This layer has the informa-
tion generated by the fault detection methods explained in
Subsection III-A, and based on this is capable of redirecting
users to the different available instances. If all the instances
are available, the users will be distributed among them, in a
transparent fashion. If any of the instances are not available,
thanks to the active detection methods, users will only be dis-
tributed among the available instances, permitting a smooth
experimentation experience. In the event that all available
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FIGURE 14. LabsLand Arduino Robot test run information panel. Shows the data acquired during the test run, along
with a view of the points captured by the CV system that represent the robot’s movement in the board.

instances fail, regardless of the severity of the failure, the user
would be warned before accessing the laboratory.

This model therefore has thus two major advantages:
firstly, it offers reliability, but also it makes it possible for mul-
tiple users to use the laboratory at the same time. The capacity
will depend on the number of available working instances.
With a high-enough number of instances, this makes it pos-
sible to use the laboratory in-class with a whole classroom,
simultaneously. The number of instances that are required for
this is usually significantly lower than the number of total
students in the class, through the use of various strategies.
Those strategies are nonetheless beyond the scope of this
contribution.

When all of the instances are working correctly, the lab-
oratory’s capacity in terms of possible concurrent users is
high. If any of the laboratory instances fail, the relationship
between queued users and available instances is automati-
cally recalculated. This keeps the laboratory available to all
users, who also do not perceive that some instances of the
laboratory may be defective.

D. MULTI-INSTANCE LABORATORY EXAMPLE: LabsLand
ARDUINO BOARD LABORATORY

An example of a remote laboratory based on the afore-
mentioned scalable laboratory architecture is the LabsLand
Arduino Board laboratory. This remote laboratory is focused
on providing users with the capability to program and inter-
act with an Arduino UNO development board, which is
based on an AVR ATmega328P microcontroller. This remote
laboratory was developed as a proof of concept of the archi-
tecture, and at the time of writing this paper, sixteen labora-
tory instances have been deployed over the world. The total
number of laboratory instances is expected to grow, as more
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remote laboratories similar to these are going to be deployed
in different locations.

In order to mitigate the creation of single failure points,
the existing twelve laboratory instances have been grouped
into groups of four instances, which are located in different
parts of the world. Two of these groups are in different
locations in the city of Bilbao, Spain, another group is located
in the University of Fort Hare, in Alice, Eastern Cape, South
Africa, and the remaining group has recently been deployed
in the UNED in Costa Rica.

Each experimentation instance is formed by the Arduino
UNO Rev3 board and a series of peripherals, which include
LED diodes, emulated potentiometers, a serial commu-
nications console, emulated switches, emulated buttons,
an OLED screen and a servomotor. These peripherals are
prearranged and already connected in a specific way, because
users are unable to connect these components by themselves
because the system is in a remote laboratory. A diagram,
shown in Figure 15, is given to the users in advance, so they
can program the Arduino board accordingly. Input peripher-
als, such as switches, buttons and potentiometers are emu-
lated. The user controls virtual peripherals on the control
panel, and via the use of hardware devices (e.g. digital-analog
converters, port expanders, etc.), the equivalent electrical
signals are transmitted to and from the Arduino board. These
hardware devices are part of the hardware layer devices,
which allow the user to replicate those electrical signals
in-situ through the Internet.

To facilitate the deployment of the laboratory in each loca-
tion, the four laboratory instances have been grouped into a
single physical structure. As can be seen, Figure 16 shows
the physical structure that contains the main PCB with the
four Arduino UNO boards, its peripherals and the hardware
parts needed to control each laboratory setup. The structure
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fritzing

FIGURE 15. Fritzing schematic made available to the users of the

. FIGURE 17. Detailed view of the Arduino Board lab PCB, which contains
ArduinoRL laboratory.

the Arduino UNO boards, as well as the required hardware devices.

In relation to the aforementioned structure layers, this
remote laboratory can be described in the following manner:
o Hardware layer: It is formed both by the remotiz-

FIGURE 16. Overview of the Arduino Board lab structure, which is 3D
printed and supports all the hardware components that are needed.

also serves as a support for two Raspberry PI3 single-board
computers, one camera, one power supply, and a LED strip for
illumination. The Raspberry PI3 single-board computer acts
as a hardware platform to support the interface server layer.
The single camera, in similar fashion, is capable of recording
the four instances at the same time. The streaming platform is
capable of slicing each laboratory setup, and providing each
user with the correct video stream of each laboratory. As can
be seen, the aforementioned remote laboratory architecture
also provides flexibility and resource-sharing capabilities
which allows for a lower deployment cost. Currently there
are numerous remote laboratories similar to ArduinoRL in
terms of experimentation capability devices used (Arduino-
based development boards and Raspberry Pi-based control
systems), but some of them [37]-[40] have a single experi-
mentation instance, are not based on a resource-sharing capa-

able object and the control hardware. In this case, four
remotizable objects (The Arduino UNO boards plus the
LED diodes, servomotor, screen, etc.) coexist in a com-
mon PCB that provides the electrical interconnection
between the devices, as well as physical support. The
PCB can be seen in detail in Figure 17. The control
hardware comprises a series of devices, such as port
expanders, digital-to-analog converters, a programmer
and other devices required to propagate the interactions
between the user and the remotizable object and vice
versa.

Interface Server layer: This layer is limited hardware-
wise, in a single Raspberry Pi 3 single-board computer.
From a software point of view, it contains three major
components, which are the Hardware Driver, the Mes-
sage Broker and the Interface Web Server. This layer
transforms the HTTP queries in the specific commands
needed to control the hardware devices from the down-
stream layer. It also captures the experiment data and
propagates them upstream. Redis © is used for the mes-
sage broker and the interface server is based in Flask.”
Laboratory Server layer: This software-only layer is
responsible for providing the user with the laboratory-
specific web-client, with all the tasks that this entails.
It serves as a support for all the emulated controls (but-
tons, switches, sliding potentiometers), for the real-time
video stream of the setup, for the serial communication
console and for the Arduino code editor. Figure 18
shows the aforementioned control panel. As can be seen,
the user is not aware that there are different instances
of the same experiment, since the RLMS system in

ble architecture and/or do not use an RLMS as a decoupled
management tool.

6https://redis.io/
7https://ﬂask.palletsprojects.com/en/ 1.1.x/
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FIGURE 18. Control panel of the Arduino Board lab experiment. Contains a real-time video stream
of the experimentation setup, virtualized switches, buttons and potentiometers, and the Serial

console.

conjunction with this layer makes the control of each
instance transparent.

« Remote Laboratory Management System layer:
As in the previous Arduino Robot example, the RLMS
for this laboratory is located in the cloud. Different
locations use different RLMS components, since this
component is deployed according to locations rather
than laboratories.

« Interactive live-streaming platform: In parallel, this
multi-layer component is also deployed together with
the laboratory. From the hardware point of view, it uses a
USB camera and a Raspberry Pi 3 as a capture element,
as well as different services on cloud servers to process
the images.

The goal of this layered distribution is to achieve a dual-use
experimentation tool. Having multiple instances of the same
experiment makes it possible to increase the capacity of the
laboratory at a given moment, and provides the user with a
satisfactory experimentation session, even when one or sev-
eral instances are failing.

In order to perform the above, it is important to detect when
a specific instance is failing. To do this, this laboratory also
makes use of some of the fault detection layers explained in
Section III-A. In this case, the first layer (exception catching),
the second layer (generic health checks) and the third layer
(experiment-specific health checks) are used.
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IV. VALIDATION

So far, in our contribution we have analyzed five remote
laboratories in the literature and their associated remote
experiments, and determined that there are indeed general
concerns regarding their reliability (Section II). We have
then described a multi-layered architecture oriented towards
detecting reliability issues and mitigating them through dif-
ferent approaches (Section III), the main one based on fault-
tolerance through replication. To validate that approach,
we have introduced those improvements into two specific
remote experiments over which we have control. Our vali-
dation goal is thus to ensure that by means of these improve-
ments we can achieve significantly improved reliability and
availability for these two experiments, so that in the future
other researchers and laboratory developers can also improve
the reliability of their own remote experiments through simi-
lar approaches.

This section attempts to evaluate from a technical point
of view whether the objective of improving the reliabil-
ity of a remote laboratory using the solutions proposed in
Section III has been met. The results obtained in the evalu-
ation period of both solutions suggest that the objective has
indeed been fulfilled. For this purpose, two additional remote
experiments, out of the analysis included in Section II, have
been designed in accordance with the methodology indicated
in Section III. Both remote experiments were tested, over
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a period of 16 days, from 07/12/2020 to 07/27/2020 in the
case of the Arduino Robot Laboratory, and over a period of 5
months, from 05/01/2020 to 09/30/2020 in the case of the
Arduino Board Laboratory.

A. THE LabsLand ARDUINO ROBOT LABORATORY

The first laboratory to use both proposed solutions is the Lab-
sLand Arduino Robot Laboratory. As shown in section III,
this lab allows the user to remotely control a robot based on
the Arduino platform, which can be operated in a rectangular
space. This laboratory currently has nine instances deployed
globally, with four of them located in Bilbao, Spain, one in
Colombia, two in South Africa and two in Costa Rica. The
nine instances are physically deployed, though only five of
them were operational at the time of conducting this study
and writing this document. The two instances in South Africa
can be seen in Figure 19.

g -

FIGURE 19. LabsLand Arduino Robot Laboratory deployed at the
University of Fort Hare, in South Africa. A single structure provides two
different experimentation instances.

This laboratory uses both of the proposed solutions to
ensure reliability for students, instructors and other potential
users of the laboratory. Firstly, it uses the architecture men-
tioned in Section III to manage different equivalent instances
in a transparent way, and secondly, it uses a series of failure
detection tests in different layers to detect whether a specific
instance fails. As mentioned in Section III, different types
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of tests are performed depending on the type of laboratory.
In this case, due to its characteristics, it is possible to conduct
periodic tests on the four layers described above. The most
thorough test of those is the test run. In this test, a virtual
computer-controlled user follows all the steps that a real user
would perform. This virtual user makes a reservation in the
laboratory manager, accesses it, programs the robot, executes
the code, which makes the robot follow a certain circuit
layout, captures a series of data, and leaves the laboratory.
The information obtained allows the system to gather status
information about the behavior of all the layers of the labo-
ratory, from the queue management system to the operation
of the specific laboratory hardware. In addition, when a crit-
ical failure is detected (the robot does not follow the circuit
correctly, it does so but takes longer than it should, it is not
possible to observe the robot or it is not possible to connect
to the laboratory), it automatically disables that particular
instance until the next successful test run. The result of each
test is collected in an information panel (shown in Figure 14)
that can be consulted by those who develop or maintain the
laboratory. For each of the instances, three test runs are per-
formed each day, at eight-hour intervals. This number of daily
tests allows sufficient information to be obtained regarding
the state of the robot, and at the same time is not too hard
on the experiment hardware. A larger number of daily tests
would accumulate too many uses, which could damage the
robot prematurely.

During the sixteen days of evaluation, the five operational
instances of the robot were tested daily. Table 6 shows the
results of each test run (T1, T2 and T3) for each instance.
The first significant conclusion that can be drawn is that all
robots have failed at some point. The robots contain motors,
gearboxes, and other mechanical components, and therefore
failures are expected. The second significant lesson is that,
despite the fact that all the robots have failed in the time frame
in question, it has been possible to keep the service running,
albeit with limited capacity. The worst day in this evaluation
period was 07/20/2020, when three of the instances were
completely inoperative during the whole day, and two other
instances where inoperative for at least a third of the day. Even
in this situation, the service was not inoperative from a users
perspective, since at least one of the instances was working
correctly. Thus, although in this situation users might have
had to wait a longer time to access, even in this worst-case
scenario, the service was online and working, and users with
planned lessons using the laboratory would not have needed
to suspend their activities. With a sufficiently high user-load,
the service in that case could be slower, but the laboratory
would still be reliable and would be perceived as such. As can
be seen on the right-hand section of Table 6, the capacity
of the laboratory was 80% or more during more than half
of the 8-hour time frames, and it was never completely
inoperative. This aspect highlights the importance of having
several interchangeable instances of the laboratory. Usually,
laboratory instances fail randomly, so by having them repli-
cated, it is very unlikely that all instances will fail at once.
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TABLE 6. Summary of the results of each test run for each of the operational instances of the LabsLand Arduino Robot Laboratory for each day in the
evaluation period, as well as number of available instances and laboratory capacity.

Date Instance 1 | Instance 2 | Instance 3

07/12/2020 T2

07/13/2020 T2

07/14/2020 T2

07/15/2020 T2

07/16/2020 T2

07/17/2020 T2

07/18/2020 T2

07/19/2020 T2

07/20/2020 T2

07/21/2020 T2

07/22/2020 T2

07/23/2020 T2

07/24/2020 T2

07/25/2020 T2

07/26/2020 T2

07/27/2020 T2

This becomes more unlikely as the total number of deployed
instances increases. In conclusion, it can be considered that
the proposed solutions have improved the reliability of the
laboratory service as a whole. Not having several instances
would have led to unavailability for several days, which is
unsustainable for daily use in class by instructors and stu-
dents. Being able automatically to detect the different failures
in the robot would have hindered the user experimentation
sessions and provided a poor user experience, since users
would have been exposed to the failures. Thanks to the use
of these solutions, the laboratory has remained available and
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Available
instances

Instance 4 | Instance 6

Laboratory
capacity

Laboratory
online

working correctly, and in addition, the laboratory mainte-
nance team has been notified when the different failures have
occurred, which minimizes the repair time of the laboratory
instance.

B. THE LabsLand ARDUINO BOARD LABORATORY

As mentioned in Section III, LabsLand’s Arduino Board
remote laboratory bases its improved reliability on the com-
bination of fault-detection techniques and the creation of sev-
eral instances of the same experiment. Some of the instances
share some of the hardware to reduce cost, and the hardware
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TABLE 7. Summary of the incidents registered during the testing period of LabsLand’s Arduino Board remote laboratory.

University of Deusto LabsLand Offices

Date Fault type Instance 1 | Instance2 | Instance3 | Instance4 || Instancel | Instance2 | Instance3 | Instance 4
05/11/2020 Camera 1 min
05/13/2020 Camera 1 min
05/14/2020 Camera 2 min 2 min 2 min
05/16/2020 Camera 1 min
06/02/2020 Network 70 min 70 min 70 min 70 min
06/08/2020 Network 1 min 1 min
06/08/2020 Network 105 min 105 min
06/12/2020 Network 1 min 1 min 1 min
07/02/2020 Camera 2 min 2 min 2 min 2 min
07/08/2020 Network 2 min 2 min 2 min 2 min
07/20/2020 Network 1 min 1 min
07/21/2020 Development 3 min 3 min
07/24/2020 Development 60 min 60 min 60 min 60 min
07/26/2020 Network 45 min 45 min 45 min 45 min
08/14/2020 Network 1 min 1 min 1 min 1 min
08/18/2020 Network 2 min
09/18/2020 Network 1 min 1 min

to be shared is, by design, parts that are mostly reliable. The
laboratory is currently deployed in four different locations
(University of Deusto in Bilbao, Spain, LabsLand offices
in Bilbao, Spain, University of Fort Hare in Alice, South
Africa), and since recently, in UNED in Costa Rica, with four
instances in each location. The data used for this analysis
comes from the two deployments located in Bilbao, with a
total of eight instances.

Regarding failure detection techniques, it is worth men-
tioning that in this laboratory only layers one, two and three
of those mentioned in Subsection III-A are used. The exper-
imentation set-up of this laboratory is simpler than the robot
laboratory and contains fewer mechanical parts, which are
the primary cause of failures in that laboratory. In addition,
the hardware in this laboratory has been designed taking into
account possible misuse by the user, which makes it more
robust and less prone to failures.

Layers one, two and three tests, as they are software-
based, can be performed with a high frequency, which min-
imizes the time required to detect possible failures. In the
event of a failure being detected in a specific instance, it is
taken offline automatically, and the users are redistributed
among the remaining active instances in a transparent fashion.
In addition, an email is sent to the maintenance personnel to
ensure effective communication.

Due to the fact that this laboratory does not have hardware
devices as delicate as in the case of the robot laboratory,
the number of incidents detected is lower. Table 7 lists the
incidents detected throughout the testing period. Each row
of the table shows the date on which the incident occurred,
the reason for the incident, the instances affected by the
incident and the time in minutes during which the instance
was unavailable.

As can be seen, a significant number of the incidents
lasted three minutes or less. As a rule, these errors of such
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a short duration are usually glitches, specific communication
errors or timeouts, and they tend to self-correct. Detecting
these errors is possible thanks to the high frequency with
which the tests are performed. If the tests had been conducted
manually by the laboratory maintenance team, many of these
errors would have gone unnoticed. During the testing period,
other incidents also arose that took longer to resolve, close to
an hour, but these were fewer in number.

The causes of the detected incidents were mostly related
to the stability of the cameras, to the stability of the network
and in a few cases, to the deployment of new code in some
of the layers. Throughout the testing period, no errors were
caused by the laboratory-specific hardware, and no electronic
components had to be replaced. This is helped by the fact that
it is a simple laboratory in terms of mechanical components
(it only uses a servomotor, which only rotates to give visual
feedback to the user) and its hardware was designed taking
into account possible misuse by the user during the experi-
mentation sessions.

In no case was the laboratory totally unavailable. On the
worst days, the laboratory capacity was at least 50%, and
only on four of the 17 days on which there were failures,
did they last more than three minutes. On the remaining days
of the testing period (136 of a total of 153), the laboratory
maintained a full 100% capacity. Likewise, even in moments
with a reduced capacity, the availability of the laboratory as a
whole remained at 100%, since there was always at least one
instance working correctly.

These results reinforce the idea that it is important to
choose a laboratory architecture that allows the laboratory
to scale at different levels. Thanks to this, the laboratory
has been successfully deployed in different locations, which
improves its resistance against points of failure that are diffi-
cult to control, such as instability of the network connection
with the ISP or power outages.
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V. CONCLUSION

Despite the important technological advances achieved in the
field of remote experimentation and its proven validity as
an educational tool, the adoption of remote laboratories in
education has not led to a proportional progression. One of
the main barriers to the adoption of remote laboratories by
teachers is undoubtedly the lack of reliability of many of the
remote experiments available. Very often, the providers of
remote laboratories are the research teams in charge of their
development, which usually include teachers who promote
their use in courses of their own educational institution and,
on many occasions, they share them with the community
in a completely altruistic way. The complexity of remote
laboratories, which include software and hardware compo-
nents, requires constant maintenance to ensure proper use.
Lack of control over experimental failures damages users’
perception of the experiment by reducing the reliability of
the technology. Apart from the cost, both in personnel and
in equipment, it is necessary to provide techniques that allow
early detection of any operating error. In order to identify the
typology of the failures, this paper includes a study carried
out over a set of 42 different experiments, hosted by six
reference remote laboratories, quantitatively and qualitatively
analyzing the errors sustained during multiple sessions of
experimentation. This paper has identified the main types of
failures deriving from the remote testing sessions, identifying
the optimal action in response to each failure in order to
guarantee the reliability of the remote laboratories. As a
result, two compatible techniques are proposed to improve
the reliability of remote laboratories: Failure Detection and
Scalability. The first solution comprises an architecture that
supports a set of fault detection levels, ranging from the
lowest to the highest specificity, designed to validate the
correct functioning of the different aspects of the experiment.
Given the heterogeneity of the experiments analyzed, specific
failures deriving from the very nature of each experiment
have been detected, as well as other generic failures that
arise globally with total independence of the particularities in
the experiments. The less specific layers capture exceptions
by automatically launching HTTP requests to verify that all
laboratory resources are still online, while the more specific
layers perform lab tests, simulating real user sessions and
validating the results. These tests allow the self-detection of
malfunctions in the laboratories without these needing to be
reported by users, providing two improvements:

« Staff in charge of maintaining the remote laboratory are
alerted early.

o The experimentation instance is marked as down for
maintenance, preventing the user from experiencing
failed experimental sessions.

The second proposed solution is the adoption of archi-
tectures for the deployment of remote laboratories focused
on scalability and replicability. These architectures allow the
deployment of multiple identical instances of experimenta-
tion, providing two fundamental advantages:
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o The domain of students supported by the lab increases
and concurrent users are allowed in the laboratory.

« In the event of one or more individual instances failing,
load can be redirected to the available working instances,
keeping the lab available in a transparent way for
the user.

Both solutions were implemented in two remote labora-
tories to validate the improvements in the reliability of the
experiments. In the case of the Arduino Robotics laboratory,
it was observed that during a period of sixteen days, numerous
faults were automatically detected, without compromising
the availability of the laboratory thanks to the load balancing
between the working instances available at each moment.
At the same time, the implementation of the proposed tech-
niques in the Arduino Board laboratory made it possible to
keep the laboratory running continuously during a period of
5 months, during which time a total of 17 malfunctions were
detected. The distributed disposition of multiple instances
in different entities around the world has ensured that the
availability of the laboratory has never fallen below 50% of
its total capacity. Minimizing the downtime of a remote lab-
oratory substantially improves the quality of service and the
user experience. The proposed techniques have been shown
substantially to improve the quality of remote laboratories
by increasing laboratory reliability and user confidence. The
proposed solution does not prevent or reduce the number
of internal failures resulting from remote laboratories, but
it does drastically reduce their effect on the availability of
the remote experiment and it does reduce the number of
failures to which users are exposed, thus improving the user
experience.

FUTURE LINES

We are undergoing a global process of digitization that affects
communication, industry, social relations and of course
education. The distance education field is experiencing an
enormous boom and its evolution depends on advances in
educational technologies. Remote laboratories guarantee a
process of interdisciplinary experimentation. For years, sig-
nificant research efforts have been made in the development
of remote laboratories. Powerful remote laboratory manage-
ment systems (RLMS) [5], [41] have been developed such
as iLab [42], LabShare [43], Weblab-Deusto [44], etc. From
the social point of view, the educational efficiency of these
tools has been demonstrated. However, the adoption of this
technology depends on improving user experience and labo-
ratory reliability. A bad experience with a remote laboratory
undermines a user’s confidence and prevents the adoption
of other systems. This paper has laid a foundation in that
direction but there is still a long way to go. From the edu-
cational point of view, a qualitative analysis of the user’s
perception must be conducted vis-a-vis users, both instructors
and students, of remote laboratories designed according to
the premises set out in this paper. Not all remote laboratories
can provide 24/7 availability, but the deployment of fault
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detection techniques makes it possible objectively to calcu-
late the reliability of individual remote laboratories, providing
users with a reliable indicator of a system’s trustworthiness.
Although there are very specific failures that require a custom
development of the detection technology, most of the types
of failures identified in the paper respond to generic mal-
functions that usually affect remote laboratories, regardless of
their nature, such as inability to access the server, failures in
the authentication system, errors when accessing laboratory
devices such as cameras, etc. Developing a standard that
allows failure detection systems through Software as a Ser-
vice (SaaS) methodology can facilitate the early detection of
major errors and provide the availability ratio of each system,
indicating to the user a quantitative parameter of the reliabil-
ity of every system. This will make it possible to separate the
reliability of a particular system from the reliability of remote
laboratories in general. Detection of the specific defects of
a remote laboratory also provides a line of research with
many possibilities. Remote laboratories are systems that can
be analyzed using the latest predictive maintenance technolo-
gies developed in the industry for the analysis of equipment
used in production processes. The diagnostic capabilities of
predictive maintenance technologies have increased in recent
years with advances made in sensing technologies. Even in
the most complex laboratories, with an infinite number of
variables that complicate the repeatability of an experiment
and make it difficult to detect errors in the provided data,
the application of machine learning techniques allows for
the automatic replication of experimental sessions and the
evaluation of the validity of the results to detect an error in the
calculations carried out by the laboratory. These techniques,
combined with the capabilities of artificial vision, provide an
open field of research with a view to developing failure detec-
tion systems suitable for remote laboratories that involve the
use of any type of device. These future lines may constitute
the cornerstone that will make possible the definitive take-off
of remote experimentation in education.
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