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Resumen

Las vulnerabilidades de software son la causa de multitud de
problemas de seguridad en los sistemas informáticos. Debido a
su eficiencia y a su estricto control sobre los recursos del siste-
ma a bajo nivel, los lenguajes de programación C y C++ se utili-
zan para innumerables propósitos. Sin embargo, una gestión de
memoria insuficiente o inadecuada puede resultar en vulnera-
bilidades de corrupción de memoria. Estas vulnerabilidades son
una primitiva fuerte y flexible de explotación, y se utilizan ac-
tivamente para ataques elaborados que que eluden los métodos
de defensa existentes.

Mientras tanto, los programas concurrentes están cada vez más
presentes en los sistemas modernos. Estos programas hacen me-
jor uso de los recursos del procesador, pero introducen un nuevo
conjunto de problemas en términos de fiabilidad y seguridad.
Los errores de concurrencia provocan comportamientos ines-
perados y son un área de investigación activa. En términos de
seguridad, las vulnerabilidades de concurrencia muestran un
comportamiento dañino exclusivamente en ejecuciones concu-
rrentes. Una característica particular de la concurrencia es que
no sólo introduce nuevos problemas, sino que también permite
que se activen vulnerabilidades existentes de formas específi-
cas a la concurrencia. Concretamente, las vulnerabilidades más
peligrosas causan corrupción de memoria, y se conocen como
vulnerabilidades de corrupción de memoria de concurrencia.

En el desarrollo de métodos de detección de vulnerabilidades
de corrupción de memoria de concurrencia, la instrumentación
dinámica de binarios (DBI) es una tecnología fundamental. La
DBI es el conjunto de técnicas que permiten instrumentar pro-
gramas en tiempo de ejecución, haciendo posible monitorizar y
modificar la ejecución de binarios compilados o sistemas com-
pletos. De este modo, los sistemas de DBI facilitan a los usua-
rios las herramientas para definir rutinas que se ejecutan cada



vez que se producen determinados eventos. Además, la DBI se
utiliza para innumerables aplicaciones y análisis de seguridad,
tanto en la industria como en el mundo académico. A lo largo
de los años, se han propuesto soluciones basadas en diferentes
tecnologías e implementando diversas técnicas. Cada solución
intenta superar ciertas limitaciones, pero pero a veces presen-
tan otras deficiencias.

Esta tesis doctoral profundiza en tres elementos interrelaciona-
dos: (i) errores de memoria, (ii) vulnerabilidades de concurren-
cia (centrándose en la corrupción de memoria de concurrencia),
y (iii) técnicas de instrumentación dinámica de binarios (DBI).
Primero, analizamos las características de los distintos tipos de
errores de memoria y cómo son explotados por los atacantes,
así como los principales métodos de defensa propuestos. Ade-
más, sistematizamos las técnicas más relevantes en materia de
detección de corrupción de memoria. Asimismo, desarrollamos
una herramienta para analizar la evolución del panorama de la
corrupción de memoria en programas reales.

Analizamos de forma sistemática las vulnerabilidades de con-
currencia en programas escritos en C y C++, su explotación y su
detección, centrándonos en la corrupción de memoria de concu-
rrencia. Organizamos el trabajo previo sobre las características y
detección de errores de concurrencia, destacando las diferencias
en relación a las vulnerabilidades. Después, ampliamos nues-
tra herramienta anterior para analizar la presencia y las pro-
piedades de las vulnerabilidades de concurrencia en programas
reales, identificando una tendencia en aumento. Además, anali-
zamos y comparamos los enfoques existentes para la detección
de vulnerabilidades de corrupción de memoria de concurrencia,
muchos de ellos implementados sobre DBI.

En cuanto a la instrumentación dinámica de binarios (DBI), uni-
ficamos los enfoques a nivel de proceso y de sistema. Identifica-
mos y definimos sus bloques básicos y analizamos las técnicas de
instrumentación subyacentes, comparando su capacidad para
instrumentar primitivas y eventos. Después, evaluamos su ren-
dimiento al implementar cada primitiva, y destacamos las ob-
servaciones relevantes. Nuestros resultados muestran que nin-
guna técnica es mejor que el resto en todas las circunstancias.



Abstract

Software vulnerabilities are the root cause for a multitude of se-
curity problems in computer systems. Owing to their efficiency
and tight control over low-level system resources, the C and
C++ programming languages are extensively used for a myr-
iad of purposes, from implementing operating system kernels
to user-space applications. However, insufficient or improper
memory management frequently leads to invalid memory ac-
cesses, eventually resulting in memory corruption vulnerabili-
ties. These vulnerabilities are a strong and flexible primitive for
exploitation, and are actively used as a foothold for elaborated
attacks that bypass existing defense methods.

Meanwhile, concurrent programs are widespread in modern sys-
tems. They make better use of processor resources but inevitably
introduce new problems in terms of reliability and security. Con-
currency bugs usually lead to program crashes and unexpected
behavior. From a security perspective, concurrency vulnera-
bilities exhibit harmful behavior exclusively in concurrent ex-
ecutions. They take place in a diverse range of environments,
such as in operating system kernels, file system operations, or
general-purpose multithreaded programs. A particular charac-
teristic of concurrency is that it not only introduces new prob-
lems, but also enables traditional vulnerabilities to be triggered
in concurrent-specific ways. Those that lead to dangerous secu-
rity vulnerabilities usually cause memory corruption, and are
known as concurrency memory corruption vulnerabilities.

In the development of concurrency memory corruption vulner-
ability detection frameworks, Dynamic Binary Instrumentation
(DBI) is a core technology. DBI is the set of techniques that en-
able instrumentation of programs at run-time, making it possi-
ble to monitor and modify the execution of compiled binaries
or entire systems. DBI frameworks facilitate users the tools to



define routines that will be executed whenever certain events
occur in the program. DBI is used for countless security applica-
tions and analyses, and is extensively used across many fields in
both industry and academia. The applications of DBI are count-
less besides concurrecy vulnerability detection: program analy-
sis, security policy enforcement, software emulation or virtual-
ization, and so on. Over the years, several DBI approaches have
been proposed based on different technologies and implement-
ing diverse techniques. Every solution tries to overcome certain
limitations, but sometimes bring other shortcomings.

This dissertation delves into three interrelated elements: (i) mem-
ory errors, (ii) concurrency vulnerabilities (focusing on concur-
rency memory corruption), and (iii) Dynamic Binary Instrumen-
tation (DBI) techniques. First, we analyze the characteristics of
memory safety violations (i.e., memory errors), and how they
are exploited by attackers, as well as the main mitigation meth-
ods proposed in the research community. We further system-
atize the most relevant techniques with regards to memory cor-
ruption detection. Moreover, we develop a tool to analyze the
memory corruption landscape evolution in real-world programs.

We systematically analyze concurrency vulnerabilities in C and
C++ programs, their exploitation and their detection, focusing
on concurrency memory corruption vulnerabilities. We orga-
nize previous work on concurrency bug characteristics and de-
tection, and highlight the differences in relation to vulnerabili-
ties. Then, we extend our previous tool to analyze the presence
and the properties of concurrency vulnerabilities in real-world
programs by searching the CVE databases and point out a grow-
ing trend. Further, we analyze and compare the few existing
approaches towards concurrency memory corruption detection,
many of them implemented on top of DBI.

With regard to DBI, we bring together process-level and whole-
system approaches. We depict their building blocks and analyze
the underlying instrumentation techniques, comparing their abil-
ity to instrument different primitives and run-time events. Then,
we evaluate their performance when implementing each primi-
tive, and highlight relevant observations. Our results show that
no single technique is better than the rest in all circumstances.
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Chapter

1
Introduction

C
omputer systems are widespread in current society. Compa-
nies, institutions, and people in general constantly use and
rely on desktop computers, laptops, smartphones, servers,
and many other forms of devices. The programs running in
these systems are prone to software errors that may hinder

their proper functioning, or even worse, lead to security vulnerabilities that
can compromise these systems and the information they store.

Software vulnerabilities have become a serious risk at many levels and
different areas in modern society. Attackers unceasingly discover vulnera-
bilities in widely used software and are able to launch massive and directed
attacks.

Among the known software vulnerabilities, memory corruption is one
of the oldest and still one of the most harmful issues in programs to date.
With the development of increasingly complex systems and programs, mem-
ory corruption has become ubiquitous and has exhibited new behaviors in
programs that take advantage of concurrent systems.

The rest of this chapter is organized as follows: Section 1.1 gives an in-
troduction to the area of memory corruption vulnerabilities. Section 1.2
describes how concurrency and memory errors are linked together. Then,
Section 1.3 introduces the main concepts of dynamic binary instrumenta-
tion and current challenges. Section 1.4 defines the hypothesis and objec-
tives of this dissertation. Section 1.5 describes the methodology for this
research. Finally, Section 1.6 details the outline of the manuscript.

1



1. Introduction

1.1 Memory Errors in Programs
Memory and type unsafe languages such as C and C++ do not ensure that
memory accesses in programs are valid, which can lead to program bugs
that result in memory corruption and eventual exploitation, compromis-
ing system security. Memory errors have been present in software for more
than three decades now, leading to numerous security issues. Low-level
languages like C and C++ are prone to this class of errors and in widespread
use, meaning that a large number of current systems are susceptible to at-
tacks that target memory corruption vulnerabilities. Over the years, mem-
ory errors have been detected in countless programs of any type and na-
ture [WXL+20, CRD20], and have since established themselves as the most
dangerous and exploited vulnerabilities [Com]. Therefore, hardening pro-
grams and protecting against this type of attacks is of the utmost impor-
tance to build secure systems.

In spite of massive advances in memory safety violations detection and
mitigation, memory errors persist in current versions of software, as they
are further being exploited to carry out increasingly sophisticated attacks
[IAJP18, GKK+18]. Unfortunately, a significant part of the proposed ap-
proaches are not adopted in real-world scenarios, either because of perfor-
mance concerns, compatibility issues, or insufficient mitigation capabilities
[SPWS13]. In fact, a previous work [VdVCB+12] analyzed the evolution of
the memory corruption ecosystem, and concluded that it is unlikely that
memory errors will become less important in the near future, a fact that
remains true at present.

More worryingly, memory corruption does not take place during se-
quential execution. Depending on the interactions between threads and the
scheduling, new memory errors can arise in concurrent programs, leading
to concurrency memory corruption vulnerabilities that traditional detec-
tion tools fail to unmask [LZL+18, CZM+19].

1.2 From Sequential to Concurrency Vulnerabili-
ties
Concurrency is a crucial capability in modern systems. By means of dif-
ferent technologies, it makes it possible to maximize the usage of com-
puting resources and increase overall performance. However, concurrency
brings in new problems and challenges as well, especially in the context

2



1.2 From Sequential to Concurrency Vulnerabilities

of security vulnerabilities. In contrast to sequential programs, concurrent
program states are not only affected by program inputs but also by thread
scheduling and the different thread interleavings, making it challenging to
find, reproduce, and fix errors and vulnerabilities due to non-determinism
[LPSZ08].

Concurrency bugs usually arise as a result of concurrent accesses to a
shared resource without proper synchronization. The most representative
scenarios include shared memory accesses among threads within the same
process, and system resource accesses among different processes [FF09,
LLM+19]. As a result of improper synchronization, different concurrent
accesses are executed in non-deterministic interleavings, which compro-
mises reliability and can lead to incorrect outputs, program crashes, and so
on. Different from concurrency bugs (e.g., data races), concurrency vulner-
abilities exhibit harmful behavior from a security perspective. Therefore,
attackers are able to exploit these vulnerabilities to escalate privileges, ex-
ecute malicious code, leak sensitive data, and so on. Concurrency vulnera-
bilities are relatively similar in nature to concurrency errors and have been
generally oriented towards the file system (e.g., to read from or write to
sensitive files) [CGJ09].

In practice, a concurrency vulnerability can become apparent as a re-
sult of a concurrency error, but it is not a mandatory requirement. In fact,
making thread accesses to shared memory race-free does not necessarily
prevent a concurrency vulnerability from taking place, even if they are cor-
rectly protected by the same lock [cvea]. Therefore, a potential concurrency
vulnerability may appear if two or more out of a set of events (i.e., memory
operations) in a given execution can have their order changed, leading to
harmful program behavior.

In a different direction, memory errors are still pervasive in current soft-
ware (i.e., written in low-level languages such as C and C++) and have been
the focus of research for many years. By now, researchers have proposed a
myriad of approaches to exploit memory corruption, protect systems from
these attacks, and to enforce memory safety to prevent errors [SPWS13].
However, memory errors do not take place exclusively in their traditional
form (i.e., sequentially). The role of concurrency makes it possible for
memory corruption to be triggered in additional ways in concurrent exe-
cutions. This gives rise to concurrency memory corruption vulnerabilities
that standard detection approaches fail to unmask and to which little atten-
tion has been paid. In fact, while examining kernel commits to search for
concurrency use-after-free bugs, researchers found that most of reported
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concurrency use-after-free errors were identified by manual inspection or
runtime testing [BLCH19].

At first, it was assumed that concurrency memory corruption vulnera-
bilities were only a consequence of concurrency errors such as data races
[ZSL10, ZGQ+18], and that they were visible later in the execution flow.
However, a concurrency vulnerability is more related to the orders of events
(at different granularities) that can be inverted in alternative executions
and exhibit harmful behavior, no matter whether the corresponding ac-
cesses can form data races [CZM+19]. A major difference between these
two concepts is that conflicting accesses are usually expected to take place
simultaneously in a data race, but not in concurrency vulnerabilities, as
long as the harmful execution order can materialize.

The most naive method to try to find concurrency vulnerabilities would
be to explore all possible thread interleavings of a program to identify
harmful execution orders of operations. However, the number of possi-
ble thread interleavings grows exponentially, leading to interleaving space
explosion and making this method unfeasible. Further, using data race de-
tectors to find concurrency vulnerabilities leads to potential vulnerabilities
being missed, and requires additional effort, since usually only a small por-
tion of all reported data races are indeed harmful and even some are pur-
posefully introduced by developers. Recently, some approaches have been
proposed that focus on detecting concurrency memory corruption vulner-
abilities, many of them building upon Dynamic Binary Instrumentation
(DBI) systems. Some rely on fuzzing due to its demonstrated effectiveness
[LZL+18, CGX+20], whereas others borrow and adapt predictive detection
techniques from concurrency bug detection approaches [Hua18, CZM+19].

Although concurrency error characteristics and detection approaches
(many of them using DBI as their core) have been extensively studied previ-
ously [LPSZ08, PVH10], concurrency vulnerabilities — especially those re-
lated to memory corruption — have not received nearly as much attention.
More worryingly, an increasing number of concurrency vulnerabilities are
being reported each year. Therefore, a comprehensive analysis of concur-
rency memory corruption vulnerabilities and known detection methods re-
mains an important open task. A systematic study in this field will lead to a
better understanding and to the development of new detection approaches.
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1.3 Dynamic Binary Instrumentation
Dynamic Binary Instrumentation (DBI) frameworks are an extremely ver-
satile and powerful mechanism with a wide range of applications besides
concurrency error and vulnerability detection. For instance, they have been
extensively used for performance profiling and analysis [KC12, ACF12]
or software fault injection [WTLP14]. Recent work [DCN+19] has high-
lighted the pervasiveness of DBI in security research, which includes ap-
plications such as shepherding to enforce security policies such as Control-
Flow Integrity (CFI) [PHY15, VDVGC+16], diverse vulnerability discov-
ery and analysis [JC13, XLCZ17], fuzzing of embedded devices [PWL20,
CGS+20], and malware analysis [PCM+17, UPBSB16].

Traditionally, the only frameworks that were considered DBI were those
that explicitly insert user-defined code into the context of the target at run-
time, executing that code as part of the normal instruction stream. It has
also sometimes been ascribed entirely to user-space solutions (i.e., Intel Pin
[LCM+05]). However, this interpretation is overly restrictive and excludes
several approaches. Therefore, we broaden the perspective of DBI analy-
sis and design so as to include systems that qualify as DBI frameworks by
virtue of their similar purpose and characteristics.

Due to the high number of DBI implementations, and the heterogeneity
in the designs and techniques, the current state of the art is diffuse, hard
to understand and properly evaluate. For example, a new researcher in
this field, or any professional who has to develop or use DBI for a particu-
lar problem would need to carefully read several research papers, websites
and source code repositories, and test multiple tools in order to understand
the fundamentals and capabilities of existing solutions. Moreover, it is still
difficult to know which techniques and solutions are adequate in which cir-
cumstances, and to understand the advantages and disadvantages of each
of them.

On the one hand, there has been extensive discussion on DBI trans-
parency and evasive behavior [MANP17, DCN+19, FRF22, DIPQ22], espe-
cially in the context of adversarial environments such as malware analysis,
but to the best of our knowledge there is no existing work that clearly cat-
egorizes DBI components, and analyzes and compares existing instrumen-
tation techniques, their capabilities and relative performance in a compre-
hensive manner. In fact, they usually focus on a single technique or tech-
nology, or exclusively consider process-level or whole-system approaches.
For instance, in a previous work [DCN+19], authors focus on DBI evasion
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and escape problems in the context of Just-In-Time (JIT) dynamic compi-
lation based user-space DBI. Our goal is different in nature – instead of
focusing on the transparency and security of specific solutions, we are in-
terested in analyzing and evaluating all known instrumentation techniques
and their capabilities, mapping those instrumentation techniques to the
most relevant publicly available implementations.

On the other hand, a fair amount of research papers that propose a new
technique or DBI tool do not evaluate its performance, measure different
metrics, or only report the relative overhead with respect to native execu-
tion using arbitrary test cases. Unfortunately, this is not sufficient to un-
derstand which approach might show better performance for a particular
situation. In contrast, our interest is to take into consideration all existing
techniques, and analyze their performance when instrumenting different
types of events under different conditions, under a variety of programs,
with different lengths, and a different frequency of observable events.

1.4 Hypothesis and Objectives
The problems described in previous sections represent the current bound-
ary in the study of memory corruption, its concurrent version, and its de-
tection. Therefore, we have formulated the following hypothesis:

«Memory errors remain as one of the main threats to current
systems, their concurrent variant has largely gone overlooked,
and is harder to detect.»

From the formulated hypothesis, we have defined the general objective
of the research for this dissertation as:

General objective 1 Evaluate the evolution of memory errors
over time and verify the security risk posed
by concurrency in combination with mem-
ory corruption, and promote their detection.

From the general objective, this research defines the following specific
objectives:

Specific objective 1 Analyze in-depth memory corruption, of-
fensive and defensive methods, and the evo-
lution over time in real programs.
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Specific objective 2 Define the properties of concurrency vulner-
abilities, the role of memory corruption in
them, and analyze their existence in current
software and their detection approaches.

Specific objective 3 Develop and evaluate a DBI system evalua-
tion framework, and analyze the underlying
foundations and techniques.

1.5 Research Methodology
Our goal in this dissertation is to extend the knowledge in the field of mem-
ory errors. To do so, we need to acquire a deep understanding of the status
of current memory corruption research, as well as to propose new analyses.

To achieve these goals, the research will be carried out using the follow-
ing methodology:

1. Knowledge Acquisition. First, we must analyze the relevant and cur-
rent research on memory errors. To do so, we will study in depth
the state of the art on this topic to determine which are the lines of
research in the community and, therefore, the challenges to be solved.

2. Research questions. Then, we will formulate research questions to
be solved during the next steps, thus defining the lines to be followed
and the challenges to be solved in this dissertation.

3. Development of new analyses and tools. We will develop new tools
and analysis methods in order to address and solve the identified re-
search questions.

4. Analysis and evaluation of results. After developing the necessary
tools and methods, we will analyze and evaluate their usage and the
produced results to answer the formulated questions.

5. Gather feedback from the scientific community. We will present
the results of the research at international conferences and journals.
In this way, we will get feedback from the scientific community about
our work.

6. Dissemination of results. Linked to the previous step, we will com-
municate the final results of the research to the community.
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1.6 Dissertation Outline
This dissertation is structured under the chapters listed below:

• Chapter 1. Introduction. In this chapter, we give an introduction to
the area of memory corruption vulnerabilities, we describe how con-
currency and memory errors are linked together, and also introduce
the main concepts of dynamic binary instrumentation and current
challenges. Then, we detail the hypothesis and objectives of the dis-
sertation and describe the methodology for the research.

• Chapter 2. The Never-Ending Threat of Memory Errors. In this
chapter, we describe in a comprehensive manner the details of mem-
ory corruption, review the state-of-the-art in memory corruption de-
tection techniques, and detail further attacks as well as mitigation
approaches. Furthermore, we describe the implementation of the de-
veloped tool to analyze the landscape of memory corruption vulner-
abilities in real-world programs.

• Chapter 3. Towards Concurrency Memory Corruption Vulnerabili-
ties. In this chapter, we describe concurrency bug characteristics and
highlight the differences between bugs and vulnerabilities. We ex-
pand the previously developed tool and further analyze concurrency
memory corruption vulnerabilities, revealing a growing trend. More-
over, we systematize the knowledge in concurrency memory corrup-
tion detection for C and C++ programs.

• Chapter 4. Unveiling Dynamic Binary Instrumentation Techniques.
In this chapter, we propose a systematic study of DBI. We define the
fundamental aspects of DBI, and identify, classify, analyze, and eval-
uate underlying instrumentation techniques. We build a framework
to evaluate the performance of the techniques by testing a set of ref-
erence implementations and analyze the results to discover several
interesting findings.

• Chapter 5. Conclusions. In the last chapter, we present the aggre-
gated conclusions of this research and review the initially proposed
hypothesis. Moreover, we expand on future work on this line of re-
search.
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Chapter

2
The Never-Ending Threat

of Memory Errors

A
mong all the software issues that lead to security vulnerabil-
ities, memory corruption is one of the most dangerous and
oldest problems in which the systems security community
has focused on, and despite the numerous approaches pro-
posed to mitigate them, they are still found in generalized

and specialized software [WXL+20, CRD20]. Memory corruption occu-
pies the top positions in the Common Weakness Enumeration (CWE) most
dangerous software weaknesses list [Com], appearing separately as out-of-
bounds writes, out-of-bounds reads, Use-after-Frees (UAF), and so on.

Several factors influence the prevalence of memory errors, but one of
the main reasons is that a large amount of proposed detection and protec-
tion solutions are not deployed in practice due to performance overhead,
compatibility problems, lack of completeness in protection, or dependence
conflicts [VdVCB+12, SPWS13].

In this chapter, we aim at bringing a broad comprehension into the field
of memory corruption. To this end, we thoroughly describe memory safety,
review existing memory corruption identification techniques, and expand
on further attacks as well as mitigation approaches. Additionally, we ana-
lyze the landscape of memory corruption vulnerabilities in real-world pro-
grams.
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The rest of this chapter is organized as follows. Section 2.1 introduces
memory safety and enumerates memory safety violations, organizing them
on the basis of their characteristics. Section 2.2 presents the wide variety of
exploitation methods around memory errors along with the most relevant
mitigation strategies, with an emphasis on sophisticated attacks such as
those that reuse code already present in memory, and those that target non-
control data. Then, section 2.3 categorizes and details the main methods
used to detect memory errors. Section 2.4 describes the developed tool that
automatically parses, analyzes, and classifies vulnerabilities from the CVE
databases, along with the obtained results. Section 2.5 surveys analogous
research works in the literature. Lastly, section 2.6 presents the summary
of the chapter.

2.1 Memory Safety
Explicit memory management and pointer arithmetic are convenient fea-
tures of the C and C++ programming languages that make them the ideal
choice for many tasks. Their implementations enable developers to manage
and access objects stored in memory manually, providing static, automatic,
and dynamic memory allocation (and deallocation) methods. However, the
improper use of these mechanisms leads to a range of memory-related er-
rors that may result in unexpected program crashes and security vulnera-
bilities.

Memory safety is a property of programs that guarantees that memory
accesses are always to defined and valid memory. Namely, memory objects
are only accessed between their intended bounds, during their lifetime, and
given their original or compatible type.

Languages with automatic memory management (e.g., with garbage col-
lection) such as Java, abstract away memory management details and en-
sure memory safety in the implementation. On the contrary, the program-
mer and the compiler are responsible for handling this property in C and
C++.

Taking into account the above definition, memory safety violations com-
prise any access to memory not defined by the program (i.e., at the time of
dereference), and pointer dereferences to not designated memory regions.
There are certain situations that infringe memory safety and lead to mem-
ory corruption. They are usually grouped into spatial errors, temporal er-
rors, and type confusion vulnerabilities (which eventually lead to temporal
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char buffer[10];

char input[15];

strncpy(buffer, input,

sizeof(input));

(a) Example buffer overflow

char *p = (char *)malloc(

5 * sizeof(char));

free(p);

p[0] = ’a’;

(b) Example use-after-free

class Parent { int a; };

class Child: public Parent { int b; };

Parent *p = new Parent();

Child *c = static_cast<Child *>(p);

c->b = 0;

(c) Example type confusion

Figure 2.1: Memory errors code examples

or spatial safety violations).

2.1.1 Spatial Errors
Spatial memory safety violations take place when a pointer is used to access
a location in memory that is outside the bounds of the intended allocated
memory object, resulting in accesses to not designated memory areas (i.e.,
to that pointer) or undefined memory.

Buffer overflows are the typical representative instance of this class of
errors, when the program writes past the buffer boundary. To illustrate,
Figure 2.1a shows a simple buffer overflow example. The strncpy function
is called to copy the characters from input to buffer. However, the input

array is longer than buffer and will overwrite adjacent memory contents.

2.1.2 Temporal Errors
Temporal memory safety violations occur when the program uses a pointer
to access a memory object out of its lifetime. For instance, when deref-
erencing a dangling pointer. Within this category, we can find use-after-
free errors for accesses to deallocated memory objects, double-free errors,
accesses to not initialized memory, and Null-pointer dereferences. Other
more specific instances exist, such as use-after-return for accesses to local
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objects after a function has returned.
Figure 2.1b shows a simple use-after-free example. Pointer p points to a

dynamically allocated object in memory that is later freed in the execution.
Afterwards, p is dereferenced, which results in undefined behavior and a
possible exploitation opportunity.

2.1.3 Type Confusion
In languages that support the object-oriented programming paradigm such
as C++, it is essential to be able to convert one object type to another, known
as type conversion. Type confusion (or bad-casting) takes place when an
object type is interpreted as another due to unsafe type casting, which re-
sults in the wrong reinterpretation of the underlying type representation.

Among the provided types of cast by C++, static_cast checks whether
the conversion is valid at compile-time, and is commonly used in perfor-
mance critical applications because of its efficiency. However, it does not
verify the safety of the conversion at run-time.

Programs often cast an instance of a parent class to a derived class (i.e.,
downcasting), which is not safe if the parent lacks any of the fields or vir-
tual functions of the derived class. When the program then uses any of
these fields, it may use data as a regular field in one context and as a virtual
function table pointer in another, enabling memory corruption. Figure 2.1c
illustrates this situation.

2.2 Memory Corruption Attacks and Mitigations
Starting from the first discussion in 1972 on how buffer overflows overwrite
memory and could be used to inject code, an arms race began in which both
attacks and countermeasures have been evolving with memory errors as the
central piece [VdVCB+12].

Triggering a memory error is usually the first step to carry out several
attacks. By making a pointer go out of bounds or making it become dan-
gling and then dereferencing it, a potential attacker can modify code point-
ers and variables, for instance [SPWS13]. Attacks are primarily intended
to alter the execution of programs to make them behave in unintended
ways, and usually take control. To this end, one of the most straight-
forward methods is to modify the program code that resides in memory
through a buffer overflow, known as code corruption [SPWS13]. Never-
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theless, this approach is conveniently prevented by setting code pages as
read-only, leveraging the support from modern processors.

As a consequence of the increasing number of developed attacks over
the years, several countermeasures have been equally proposed. However,
many of them are not deployed in practice, or a less strict version is used,
since they usually incur high performance overhead.

Control-flow hijacking forms the basis for plenty of attacks, making
programs deviate from their intended control-flow [STL+15, GKK+18]. For
example, an attacker can exploit a buffer overflow to overwrite the return
address stored in the stack for the corresponding stack frame. When the
function returns, the execution will continue at the new given address. To
execute the code specified by the attacker, there are two strategies: code
injection and code reuse. It is worth to mention that stack canaries are
a widely used mechanism to prevent the corruption of return addresses in
the stack. They insert crafted values around return addresses to later verify
if they have been modified. However, stack canaries do not protect against
read operations, making them vulnerable to memory disclosure, and at-
tackers can leverage non-continuous overwrites, or other code pointers to
carry out attacks [SPWS13].

2.2.1 Code Injection
Within control-flow hijack attacks, code injection relies on injecting mali-
cious code into the memory of the program (e.g., writing to a buffer) and
using the previously described control-flow hijacking technique to direct
the control-flow to the injected code (i.e., overwriting a return address).
This code traditionally spawned a shell.

The root of these attacks is that the x86 architecture does not discern
code from data in memory. To protect systems against this type of attacks,
the Write XOR Execute protection policy enforces that memory pages can
be writable or executable but not both at the same time, effectively remov-
ing the executable permission from data pages like the stack. This protec-
tion policy is supported by modern CPUs that include the non-executable
bit permission that operating systems can leverage.

2.2.2 Code Reuse
In order to circumvent the ubiquitous Write XOR Execute policy that ren-
ders code injection attacks ineffective, new attacks reuse the own code of
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the program that is loaded in memory, chaining the execution of existing
code pieces through code pointers [RBSS12].

The earliest implementation of this class of attacks is return-into-libc,
which exploits memory corruption to make the program deviate from its
control-flow (e.g., by overwriting a return address) and execute functions
from the standard C library (i.e., libc). By means of chaining the execution
of libc functions with attacker controlled arguments, attackers are able to
effectively take control [Des97]. However, return-into-libc attacks have sev-
eral limitations such as architecture compatibility, and inherent constraints
in relying on the functionality of the standard C library.

Rather than reusing complete libc functions, Return Oriented Program-
ming (ROP) generalizes code reuse attacks by targeting gadgets — inter-
esting code sequences that end in a return instruction [Sha07, vdVAS+17].
These gadgets perform very specific tasks, and when the execution of these
gadgets is chained, the program is able to execute high-level operations.
On the basis of ROP, other code reuse variants have been developed, such
as Jump Oriented Programming (JOP) [BJFL11], which targets gadgets that
end in indirect branches instead of return instructions, or Block Oriented
Programming (BOP) [IAJP18], that makes use of basic blocks as gadgets.
These new techniques also seek to overcome emerging defenses proposed
by the research community.

2.2.3 Control-Flow Integrity
To hinder control-flow hijacking, proposed approaches seek to preserve the
integrity of the possible paths that programs may follow. The Control-Flow
Integrity (CFI) policy relies on the construction of a Control-Flow Graph
(CFG) of the program that represents the legitimate execution paths, and
prevents any deviations from it during execution [BCN+17]. This is usually
achieved through the instrumentation of indirect branches and the valida-
tion of all indirect control-flow transfers at run-time.

CFI implementations are often differentiated by the kind of policy they
enforce. Forward-edge CFI is focused on jump instructions and indirect
calls, whereas backward-edge CFI preserves the integrity of control-flow
transfers from return instructions. Further, fine-grained CFI enforces a
more strict policy [PBG15], whereas coarse-grained CFI is less restrictive
for better performance [VDVGC+16]. In order to improve overall perfor-
mance and gain adoption, researchers have explored the application of
hardware features, successfully enforcing CFI using the Intel Processor
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Trace [GCJ17] for example. Unfortunately, more sophisticated code reuse
attacks such as Counterfeit Object-Oriented Programming (COOP) are able
to bypass many existing implementations of CFI, taking advantage of ob-
ject semantics in C++ programs [STL+15]. In contrast to other code reuse
techniques, COOP uses virtual functions as gadgets.

2.2.4 Randomization-based Defenses
As an additional line of defense, randomization-based approaches make
exploitation harder through probabilistic techniques. Since attackers need
to know the specific addresses of their targets (i.e., the location of gadgets
for code reuse attacks), randomizing the location of regions in memory ren-
ders them ineffective. Address Space Layout Randomization (ASLR) is a
widely deployed method in modern operating systems that randomizes the
process memory layout by randomly placing memory regions such as pro-
gram code, the stack, heap, and shared libraries. The more fine-grained
randomization, the higher performance overhead.

However, attackers successfully identified and exploited weaknesses on
these approaches. First, address randomization in 32-bit systems is sus-
ceptible to brute-force attacks due to low entropy [SPP+04]. In addition,
taking advantage of memory corruption, attackers can leak memory con-
tents to uncover the memory layout of the program and successfully launch
attacks [SMD+13]. Since Write XOR Execute and ASLR emerged as two of
the most deployed defenses, attackers increased their focus on memory dis-
closure attacks, making it possible to leak code pointers or the contents of
code pages and find the required gadgets to execute a code reuse attack.

In light of these issues, researchers enhanced existing randomization
techniques to not be vulnerable to memory disclosure attacks. In that
context, newer approaches such as ASLRGuard use a shadow stack to pro-
tect code pointers [LSL+15]. Alternative approaches rely on systematic
re-randomization of the address space to invalidate current code pointers
[CBG17], which prevents the attacker from exploiting the obtained knowl-
edge about the program. However, attacks evolve at the same time, suc-
cessfully bypassing modern randomization techniques by directly reusing
the randomized code pointers [GKK+18].

In contrast, other approaches seek to provide probabilistic temporal
safety guarantees by implementing safe memory allocators. For example,
DieHard [BZ06] randomizes the locations of the program allocated objects
in the heap.

15



2. The Never-Ending Threat of Memory Errors

2.2.5 Non-control Data Attacks and Mitigations

Different from the aforementioned attacks, non-control data attacks (also
called data-only attacks) do not seek to hijack the control-flow of the pro-
gram to carry out malicious operations. Consequently, existing mitigations
that are focused on preventing alterations to the intended control-flow of
the program are not effective against this class of attacks.

The ultimate goal of data-only attacks is to modify the data-flow of
the program by altering security-critical data in memory, such as user in-
put, configuration data, decision-making values, and user identities, for
instance. As a result, attackers are able to escalate privileges, circumvent
authentication, or leak sensitive information [CXS+05].

FlowStitch [HCA+15] is a practical approach that automates the cre-
ation of data-only attacks through the exploitation of memory errors to
maliciously join existing data-flow paths to leak or alter relevant data in
the program. Afterwards, Data Oriented Programming (DOP) [HSA+16]
generalized non-control data attacks by systematically building exploits in
a Turing-complete fashion using techniques to find gadgets and to chain
them together in a conceptually similar vein to ROP, except that it does
not modify any code pointers. Similarly, the code reuse technique BOP is
also used to automatically mount successful data-only attacks, following
the valid Control-Flow Graph (CFG) of the program but not its Data-Flow
Graph (DFG).

Equivalent to CFI for control-flow hijacking attacks, Data-Flow Integrity
(DFI) seeks to protect against data-only attacks by enforcing that program
data only follows legitimate data-flows. To this end, DFI uses reaching
definitions data-flow analysis to construct a Data-Flow Graph (DFG). The
DFG is formed by the set of load instructions, and for each load, the set
of store instructions that can reach it. In other words, it maps the instruc-
tions to written values and uses of these values. By instrumenting read and
write instructions (usually at compile-time), DFI verifies that data-flows
are within the DFG at run-time [CCH06, SLL+16]. Unfortunately, DFI faces
similar problems to CFI having high memory and performance overheads.

2.2.6 Additional Mitigations

Several alternatives exist to the previously mentioned mitigation strategies.
For instance, pointer integrity policies are an efficient approach to protect
program pointers. This method is used to protect code pointers against
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control-flow hijacking [KSP+18] and even data pointers for a more compre-
hensive protection [LNW+19].

Software Fault Isolation (SFI) is another method that isolates untrusted
modules in a sandbox in the address space of the host program, in such
a way that it cannot perform memory accesses out of the sandbox. To il-
lustrate, Google NaCl [SMB+10] loads untrusted code into a specific mem-
ory area, and confines its memory and instruction references to the sand-
box through instrumentation. Alternatievly, ARMlock [ZWCW14] leverages
ARM hardware support to set up sandboxes by assigning memory to differ-
ent domains, and locking the execution to the current domain.

Furthermore, researchers have also brought memory safety to the C un-
safe language in a variety of ways. For instance, CCured [NMW02] is a type
system that leverages programmer annotations and fat pointers to ensure
program safety. Cyclone [JMG+02] is a safe dialect of the C programming
language that also extends the pointer representation with additional infor-
mation to perform several checks. Unfortunately, these approaches break
binary compatibility.

2.3 Memory Corruption Finding Techniques

Memory safety issues are of great relevance to computer systems. This is
also evidenced by the large amount and diversity of approaches proposed
to find them in the research community [SPWS13, SLR+19]. These ap-
proaches seek to identify security vulnerabilities in software before it is
finally deployed, and are based on static program analysis, dynamic pro-
gram analysis, or a combination of both.

Finding bugs in operating system kernels presents unique challenges
compared to user-level applications. This is attributed to their extensive
and heterogeneous codebases, interaction with devices, privilege levels,
and so on. Nevertheless, several approaches have been developed that
specifically target kernel errors by building a soundy static analysis tech-
nique for taint and pointer analysis [MSC+17], or a dynamic analysis frame-
work to hook and fuzz kernel drivers [SHD+19], for instance.

During the rest of this section, we mainly discuss the most representa-
tive general-purpose memory safety enforcement and error identification
approaches not tied to specific software.
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2.3.1 Fuzz Testing

Among the dynamic analysis techniques, fuzzing has been certainly one of
the most active research topics in recent years [MHH+19]. From a broad
perspective, the core of the iterative process of fuzzing has three different
phases. First, it generates an input, or a set of inputs (i.e., test cases), to
be fed to the program under test. Then, it executes the program given
the generated inputs. Last, the observations produced from the execution
are evaluated to determine whether the given input is interesting or not,
so that the input generation subsystem will use it for further executions
or not. Moreover, if the program crashes, it generates a crash report with
relevant information to analyze and reproduce it. Each of the stages can be
further divided into more specific tasks, we encourage the reader to refer to
the literature for more in-depth information [KRC+18, MHH+19]. Existing
fuzzing techniques are also usually classified into black-box, grey-box, and
white-box approaches depending on the information they observe and use
during the process.

Dynamic analysis approaches are only able to detect vulnerabilities in
a concrete execution, meaning that they only explore a small subset of the
possible program paths. Considering that fuzzing usually aims at exploring
as many paths as possible and uses code-coverage metrics, combining it
with sanitizers greatly boosts the ability to find memory errors [DBXP20,
ÖRBG20]. For the specific concurrency memory corruption vulnerabilities,
current fuzzers have also successfully incorporated instrumentation and
feedback mechanisms specific to threads and scheduling [CGX+20].

2.3.2 Static Approaches

Static analysis vulnerability detection refers to the set of program analysis
techniques that are devised to analyze program code (i.e., in either high-
level language, intermediate representation, or binary form), and reason
about different program properties to check memory safety, producing re-
sults that are conservatively correct for every possible execution. Although
static analyses are able to provide more complete results by taking into
account more execution paths than dynamic analysis, they suffer from a
higher false alarm rate, and usually need to make tradeoffs among sound-
ness, precision and scalability.

Among the static approaches developed to detect memory corruption
(i.e., each taking into account the different semantics of the different spa-
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tial and temporal errors), the most notable used techniques are: (i) abstract
interpretation [Cla], which approximates the behavior of program execu-
tion and enables the computation of invariants; (ii) model checking [KT14],
that computes and reasons about all program states; (iii) pointer analysis
[YSCX18], which seeks to approximately determine the possible values of
a pointer; and (iv) pattern matching [PLHM08], that reasons and finds oc-
currences of the given patterns.

2.3.3 Symbolic Execution
In a symbolic execution, programs are executed symbolically. That is, in-
put values are represented as symbolic values instead of concrete values
and the execution is carried out by a symbolic execution engine. These val-
ues are used to generate path conditions, which are logical expressions that
represent the program state and the transformations between them. To im-
plement symbolic execution, it is necessary to maintain a symbolic domain,
which is composed of a symbolic state that maps variables to symbolic ex-
pressions, and a path condition formula for each program path. Condi-
tional statements update the path condition formula, whereas assignments
update the symbolic state. Several approaches exist within symbolic ex-
ecution, such as forward and backward execution, or concolic execution
[BCD+18].

Generally, symbolic execution is used to verify properties of programs
(e.g., memory safety) and to automatically generate test cases to augment
other dynamic analyses, for instance. In conjuntion with vulnerability
models, researchers have successfully used symbolic execution to find mem-
ory errors such as heap overflows [JZS+17] and to also generate memory
corruption exploits [SWS+16].

2.3.4 Sanitizers
In contrast to static analysis, sanitizers are dynamic analysis tools that in-
strument programs, usually at compile-time or at binary-level by leverag-
ing Dynamic Binary Instrumentation (DBI) frameworks, to insert the so-
called inlined reference monitors and perform several checks at run-time.
In this way, they analyze an actual program execution and produce accu-
rate results with regards to that specific execution.

Over the years, a great number of sanitizers have been proposed in or-
der to identify and diagnose memory safety violations, each implementing
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methods to find spatial memory corruption, temporal memory corruption,
or both. Typically, these approaches create and maintain metadata that de-
scribes the spatial or temporal properties respectively of a pointer or object.

In relation to spatial memory safety, we can mostly discern two kinds
of approaches: those based on whitelisting memory regions, and those
based on blacklisting. At the same time, existing approaches either main-
tain metadata for each pointer, or for each memory object. For instance,
whitelisting and per-object bounds tracking approaches [ACCH09] store
bounds metadata for each object in a bounds table, and check it on pointer
arithmetic. As an alternative, per-pointer bounds tracking (i.e., SoftBound
[NZMZ09]) stores bounds metadata for each pointer in a bounds table,
propagates that metadata on pointer arithmetic, and checks it on each deref-
erence. In contrast, blacklisting techniques [SBPV12, SN05, BZ11] insert
poisoned red-zones around memory objects, track the state of the program
using a shadow memory, and check the shadow state on each memory ac-
cess.

With regards to temporal memory safety, the main used techniques are
lock-and-key and memory quarantining. Lock-and-key approaches assign
a unique key to memory objects and store that value in a lock location in
memory, keeping that metadata for each pointer, and checking on each
pointer dereference [NZMZ10]. When objects are deallocated the corre-
sponding key is no longer valid. Instead, quarantine-based approaches put
memory regions into quarantine as soon as they are deallocated, insert-
ing red-zones, and delaying their possible allocation [SBPV12, NS07] while
checking memory accesses.

In order to detect type confusion, sanitizers add run-time checks to de-
tect type casts that are incompatible. Existing tools either use run-time
type information [Und] or track type metadata for each object [HJP+16,
JBC+17] to verify static_cast operations, or check type compatibility on
each pointer dereference [DY18].

We encourage the reader to refer to existing literature to find further
information on sanitization techniques and implementations [SLR+19].

2.4 The Landscape of Memory Corruption
In order to observe and study the landscape, evolution, and possible trends
of memory corruption vulnerabilities in real-world software, we have de-
veloped a series of scripts that automatically download, parse and analyze
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all Common Vulnerabilities and Exposures (CVE) entries from 2002 to the
end of 2022 from the National Vulnerability Database (NVD) data feeds
[nvd].

2.4.1 CVE Parser and Classifier
Taking advantage of the publicly available data feeds from the NVD, our
CVE parser is able to download year by year historic and up-to-date CVE
data in JSON format. In addition, we also download all the public exploits
linked to their corresponding CVEs from The Exploit Database (exploit-db)
repository [exp]. After the first import of the complete data set, whenever
the CVE parser is invoked, it checks whether any of the files has been up-
dated with any addition or modification of vulnerabilities to get the most
recent data.

Once we have all the available data, the CVE parser parses each entry
from each of the files. First, it checks whether the entry has a description
and a correct published date and discards the entry if not. It also discards
entries that contain the string “DO NOT USE THIS CANDIDATE” in the
description, since some CVE entries are sometimes duplicates, are not asso-
ciated with any vulnerabilities, or are withdrawn. Then, it extracts relevant
fields and information to enable the following classification of the entry.
The retrieved information includes: description text, published date, Com-
mon Vulnerability Scoring System (CVSS) information, available exploits,
and the list of Common Weakness Enumeration (CWE) identifiers.

We classify vulnerabilities by looking at their assigned Common Weak-
ness Enumeration (CWE) identifiers combined with heuristics that use pat-
tern matching using regular expressions. Table 2.1 shows the complete list
of CWE identifiers along with their names and their memory corruption
category. We separate memory corruption vulnerabilities into those that
take place in the stack, the heap, integer-related problems, pointer usage
vulnerabilities, format string vulnerabilities, and generic memory corrup-
tion that does not fall into any of the above categories because vulnerability
details are not specific enough.

Unfortunately, it is nearly impossible to obtain fully accurate results
in terms of classification for several reasons. To begin with, descriptions
and vulnerability reports do not follow a particular standard and therefore
are occasionally unstructured or contain incomplete information. Further-
more, many CVE entries do not have a CWE assigned. In addition, search-
ing for overly simple keywords such as “stack” or “heap” is not appropri-
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Table 2.1: Common Weakness Enumeration (CWE) identifiers for memory
corruption.

Category ID Name

Stack CWE-121 Stack-based Buffer Overflow

Heap
CWE-122 Heap-based Buffer Overflow
CWE-415 Double Free
CWE-416 Use After Free

Integer

CWE-190 Integer Overflow or Wraparound
CWE-191 Integer Underflow (Wrap or Wraparound)
CWE-193 Off-by-one Error
CWE-680 Integer Overflow to Buffer Overflow

Pointer

CWE-476 NULL Pointer Dereference
CWE-590 Free of Memory not on the Heap
CWE-763 Release of Invalid Pointer or Reference
CWE-822 Untrusted Pointer Dereference
CWE-823 Use of Out-of-range Pointer Offset
CWE-824 Access of Uninitialized Pointer

Format String CWE-134 Use of Externally-controlled Format String

Generic

CWE-119 Improper Operations within the Bounds of a Buffer
CWE-120 Buffer Copy without Checking Size of Input
CWE-124 Buffer Underwrite (’Buffer Underflow’)
CWE-125 Out-of-bounds Read
CWE-126 Buffer Over-read
CWE-127 Buffer Under-read
CWE-457 Use of Uninitialized Variable
CWE-787 Out-of-bounds Write
CWE-788 Access of Memory Location After End of Buffer
CWE-805 Buffer Access with Incorrect Length Value

ate because they may wrongly match cases where they are used to describe
software functionality or other unrelated execution aspects. Consequently,
more sophisticated patterns are needed.

Bear in mind that our goal is not to develop the most accurate and com-
prehensive possible tool, but to obtain a general understanding of the land-
scape and the evolution of memory corruption vulnerabilities in the real-
world. Therefore, even though it may not yield the finest results and more
exhaustive techniques could have been used, it still provides useful and
valuable insights.
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Table 2.2: Number of reported CVEs for the selected memory corruption cat-
egories and the total reported vulnerabilities.

Category # Vulnerabilities

Stack 4,322
Heap 9,579
Integer 3,533
Pointer 3,350
Format String 814
Unclassified 23,707

Total memory corruption 42,989
Total 203,652

2.4.2 Evolution and Breakdown of Memory Corruption

Using the developed CVE parser, we maintain a map of vulnerabilities to
their reported dates along with their class and any other relevant informa-
tion. We collected statistical information about the reported vulnerabilities
ranging from 2002 to the end of 2022. Note that there are many different
possible categories and subclasses, as well as many possible classification
criteria. For simplicity, we chose to classify memory corruption vulnerabil-
ities into stack, heap, integer, pointer, format string, and generic memory
corruption. We believe that these are well-known categories that fairly rep-
resent the different schemes of memory corruption vulnerabilities.

Table 2.2 shows the number of reported vulnerabilities in the NVD
database for each of the memory corruption categories that we selected.
It is worth to note that according to our classification method described
above, generic memory corruption, which we refer to as unclassified in
Table 2.2, is the largest category incontestably. By manually inspecting
CVE entries, we found that this is because often vulnerabilities do not have
any CWE identifiers assigned or use some of the generic identifiers that we
listed in Table 2.1, and vulnerability descriptions are not detailed enough.

Figure 2.2 depicts the total number of reported memory corruption vul-
nerabilities compared to the total number of reported vulnerabilities per 3
months from 2002 to 2022. We group reported vulnerabilities together over
3 months instead of on a monthly basis to minimize fluctuations. Figure 2.2
shows that the number of reported memory corruption vulnerabilities has
been consistent over the years until 2015, when it experienced a marked

23



2. The Never-Ending Threat of Memory Errors

 0

 1000

 2000

 3000

 4000

 5000

 6000

 7000

2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022

#
V

u
ln

e
ra

b
ili

ti
e
s

Date

Memory corruption
Total

Memory corruption vulnerabilities in contrast to total reported vulnerabilities

Figure 2.2: Growth of the number of reported memory corruption vulnerabil-
ities and total reported vulnerabilities over time.

growth that resulted in around 1000 vulnerabilities being reported per 3
months. This growth can be attributed to the substantial growth in the
number of total reported vulnerabilities.

Figure 2.3 illustrates the percentage of individual categories over the
total reported memory corruption vulnerabilities. Unclassified vulnerabil-
ities account for 52.33% of the total as expected, whilst the second largest
category are heap-related vulnerabilities with a 21.14% over the total. This
may suggest that properly dealing with heap operations and identifying is-
sues during development is harder than with the stack for example, and
therefore more vulnerabilities emerge and reach production versions of
software. In contrast, format string vulnerabilities are almost non-existent
with a 1.80% over the total.

Table 2.3 lists the number of publicly available exploits for each of the
selected memory corruption categories. We can observe that the total num-
ber of 12,610 available exploits is significantly lower than the total number
of reported memory corruption vulnerabilities (i.e., 42,989). Figure 2.4 and
Figure 2.5 illustrate the percentage of memory corruption vulnerabilities
and exploits over the total reported vulnerabilities and available exploits,
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09.54% Stack

21.14% Heap

07.80% Integer

07.39% Pointer

01.80% Format

52.33% Unclassified

Percentage of individual categories within memory errors

Figure 2.3: Percentage of each memory corruption category over the total re-
ported memory corruption vulnerabilities.

and the percentage of exploits for each individual category over the total
memory corruption exploits respectively. The number of memory corrup-
tion vulnerabilities and available exploits follow approximately the same
trend, experiencing their highest point in 2017. They account for roughly
20% of all reported vulnerabilities and publicly available exploits in a con-
sistent fashion over the years. This clearly shows that memory errors are
a major threat to systems since their early detection, and are unlikely to
become less of a threat in the near future.

Figure 2.5 breaks down memory corruption exploits by category. It
shows similar rates to those of the vulnerabilities as depicted in Figure 2.3.
The most remarkable difference is that the percentage of stack exploits
is somewhat higher than its corresponding percentage of vulnerabilities.
Specifically, we found 2,053 stack-based exploits compared to 4,322 stack-
based vulnerabilities. Note that a single vulnerability may have multiple
exploits assigned. This indicates that the stack is one of the preferred tar-
gets to exploit, possibly due to its expressiveness for complex attacks or to
an increased ease of exploitation in relation to other vulnerabilities.

Table 2.4 lists the number of memory corruption vulnerabilities for each
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Table 2.3: Number of publicly available exploits for the selected memory cor-
ruption categories.

Category # Exploits

Stack 2,053
Heap 2,946
Integer 1,170
Pointer 1,282
Format String 279
Unclassified 4,880

Total memory corruption exploits 12,610

CVSS score range. The Common Vulnerability Scoring System (CVSS) is a
standard measurement system for vulnerability severity calculation. CVSS
base scores are calculated using multiple exploitability and impact metrics,
and represent the innate characteristics and severity of vulnerabilities. All
scores range from 0 to a maximum of 10. Vulnerabilities with a score of 0
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Figure 2.4: Percentage of memory corruption vulnerabilities and exploits over
the total reported vulnerabilities and exploits.
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Figure 2.5: Percentage of each memory corruption category over the total re-
ported memory corruption exploits.

are considered as non severe. Vulnerabilities with a score from 0.1 to 3.9
are considered as having low severity. Vulnerabilities with a score from 4 to
6.9 are considered as having medium severity. Vulnerabilities with a score
from 7 to 8.9 are considered as having high severity. Finally, vulnerabil-
ities with a score from 9 to 10 are considered critical. Unfortunately, not
every CVE entry has a CVSS score specified. For instance, out of the 42,989
memory corruption vulnerabilities identified, only 30,387 had CVSS infor-
mation available.

Figure 2.6 depicts the overall distribution of memory corruption vulner-
abilities over the different severity levels based on their CVSS base score.
We can observe that most memory corruption vulnerabilities are consid-
ered as high severity vulnerabilities. In particular, out of the total of 30,387
vulnerabilities, 22,659 have a score between 7 and 10, and 5,350 of them
are considered critical. These findings further strengthen the concept that
memory errors are a mayor threat to computer systems. In addition to ac-
counting for a major part of all reported vulnerabilities over the years, they
also have catastrophic consequences for the affected systems.
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Table 2.4: Number of memory corruption vulnerabilities for each CVSS score
ranked from 0 to 10.

Severity CVSS Score # Vulnerabilities

None 0 0

Low

0.1-1 0
1-2 0
2-3 24
3-4 318

Medium
4-5 661
5-6 3,731
6-7 2,994

High
7-8 12,410
8-9 4,899

Critical 9-10 5,350

2.5 Related Work
Memory errors have been a popular topic of research for more than three
decades. Therefore, in addition to proposing and evaluating different ap-
proaches, researchers have also carried out multiple works that review, sur-
vey, or systematize the knowledge on the different areas within this field.

For instance, Szekeres et al. [SPWS13] present a comprehensive analy-
sis of memory corruption in which they develop a general model for attacks
and protection policies. For programs in their binary form, angr [SWS+16]
is an extensive framework that implements numerous techniques to iden-
tify and exploit memory safety violations. From a different perspective, Van
der Veen et al. [VdVCB+12] elaborate on the historical evolution of memory
corruption. They point out that memory errors are unlikely to lose signif-
icance in the near future, and that despite all the proposed mitigations,
attackers still manage to exploit memory errors.

In the context of detection techniques, Song et al. [SLR+19] bring to-
gether the knowledge about sanitizing methods and implementations. They
present a comprehensive taxonomy of existing tools, highlighting several
fundamental characteristics. Baldoni et al. [BCD+18] survey the essentials
of symbolic execution and the most representative techniques for testing
and security applications, whereas Klees et al. [KRC+18] thoroughly eval-
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Figure 2.6: Distribution of memory corruption vulnerabilities by CCSS score.

uate existing fuzzing implementations and their experimental methodolo-
gies.

In relation to attack mitigation strategies, Larsen et al. [LHBF14] sys-
tematize the understanding on software diversity techniques and point out
fundamental trade-offs in fully automated approaches.

2.6 Summary
Memory safety violations have been a major source of vulnerabilities histor-
ically and they are still in current systems. Over the decades, researchers
have devised numerous methods to find and patch memory errors, or to
protect systems from their exploitation. At the same time, attacks that are
built upon memory corruption have been constantly evolving to circum-
vent newer defenses.

In this chapter, we have scrutinized the characteristics and details of
memory errors, and the different attacks that exploit them, showing how at-
tackers have devised new and increasingly complex attacks over the years.
We have also analyzed the main detection approaches to prevent their ex-
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ploitation, and current techniques to mitigate subsequent attacks. Despite
all the proposed approaches, memory corruption persists and is actively
exploited, suggesting that memory safety is still a serious concern, and that
further research is needed. Our analyses of reported memory corruption
vulnerabilities on the CVE database further confirm this perception and
show the extent to which memory errors are present in programs over the
years and their severity.
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Chapter

3
Towards Concurrency

Memory Corruption
Vulnerabilities

M
emory errors remain as one of the main and most dan-
gerous threats to computer systems. Unfortunately, con-
currency makes it even worse since enables memory cor-
ruption to take place in new and more difficult-to-detect
ways. Concurrency errors and detection approaches have

been extensively studied. However, concurrency vulnerabilities — espe-
cially concurrency memory corruption — have not received nearly as much
attention. More worryingly, an increasing number of concurrency vulner-
abilities are being reported each year. Therefore, a comprehensive analy-
sis of concurrency memory corruption vulnerabilities and known detection
methods remains an important open task. A systematic study in this field
will lead to a better understanding and to the development of new detec-
tion approaches.

In this chapter, we aim at filling this gap by highlighting the differ-
ences between bugs and vulnerabilities, revealing the existence and grow-
ing trend of reported concurrency vulnerabilities in widely used software,
and systematically analyzing the state-of-the-art in concurrency memory
corruption detection for C and C++ programs.
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The remainder of this chapter is organized as follows: Section §3.1 de-
picts the general taxonomy of concurrency bugs and reviews the state-of-
the-art detection approaches. Section §3.2 details the characteristics of con-
currency memory corruption vulnerabilities, and analyzes reported vul-
nerabilities in the CVE database. Section §3.3 explores the subtleties of
exploiting concurrency vulnerabilities. Section §3.4 describes and classi-
fies state-of-the-art approaches towards concurrency memory corruption
detection. Section §3.5 discusses the most remarkable points with regard
to the presence of concurrency memory corruption in real-world programs
and its detection approaches. Section §3.6 reviews the different works that
are related to this part of the dissertation. Finally, Section §3.7 concludes
the chapter.

3.1 Concurrency Errors
Concurrency errors are common in multithreaded programs and lead to
unintended program behavior, resulting in wrong outputs, program crashes,
and security vulnerabilities, for instance. Explicitly exploring their con-
sequences revealed that they often lead to memory corruption [ZSL10],
which suggests that traditional memory error detection approaches may
fail detecting these specific cases since they are usually triggered under a
certain scheduling sequence.

Although a concurrency error is not a necessary requirement to trigger
a concurrency vulnerability [CZM+19, CGX+20], their characteristics are
remarkably similar. Moreover, many concurrency vulnerability detection
approaches rely on or adapt existing concurrency error detection methods.

3.1.1 Classification
According to their observable properties, concurrency errors are usually
classified into deadlocks, data races, atomicity violations and order viola-
tions [LPSZ08].

Deadlocks

Deadlocks arise as a consequence of improper coordination in the use of
a synchronization mechanism (i.e., mutex locks). Specifically, a deadlock
materializes when a set of threads are circularly waiting to each other to
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obtain a resource (i.e., a lock) that is held by another thread, not being able
to continue the execution.

Data Races

Data Races take place when multiple memory accesses from different threads
access the same memory location (i.e., a shared variable) simultaneously
without proper synchronization, and at least one of them is a write opera-
tion. As a result, memory operations may get their intended order changed,
leading to inconsistent memory views from different threads, unexpected
memory values, and so on. Surprisignly, data races are often intentionally
introduced in programs (e.g., for optimization) [SBN+97].

It is worth noting that data races and race conditions are different con-
cepts, even though they are often used interchangeably. While data races
are exclusive to improper synchronization in concurrent memory accesses
with at least one memory write, race conditions refer to timing dependent
behavior in the execution.

Atomicity Violations

Atomicity Violations materialize when the desired serializability among
multiple operations in a concurrent execution is interleaved with opera-
tions from another thread (i.e., a code region is assumed to be atomic, but
the atomicity is not enforced during execution). Atomicity violation bugs
are closely connected to unserializable interleavings, which are interleav-
ings that are not equivalent to any sequential execution of the involved
operations [LTQZ06, PLZ09].

Order Violations

Order Violations, in a conceptually similar vein to atomicity violation er-
rors, take place when the desired order for a set of concurrent operations
is assumed but not enforced during the execution. For instance, when a
memory access is expected to precede another but the order is flipped at
runtime.

3.1.2 Detection Approaches
Over the years, many different approaches have been proposed towards
the challenge of identifying concurrency errors in multithreaded programs.
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Some try to detect or predict specific bug categories whereas others work
towards automatically fixing concurrency bugs. In reality, there is no ab-
solute solution, but the different approaches have their own strengths and
weaknesses in terms of false negatives, false positives, and performance.
Interestingly, we found that Dynamic Binary Instrumentation (DBI) tech-
niques are widely used in the development of concurrency error detection
approaches.

We focus on non-deadlock bugs since their characteristics are the most
similar to concurrency vulnerabilities, and have been shown to lead to
memory corruption and even to concurrency vulnerabilities. In practice,
there is a widely accepted way to handle deadlocks by monitoring the lock-
wait time and restarting the corresponding thread or process when neces-
sary. However, we encourage the reader to refer to existing literature for
further information on deadlock detection and mitigation [JTZ+08, CC12].
Since this work is focused on unsafe C and C++ programs, we also do not
consider approaches for other languages such as Java [CYW+21].

3.1.2.1 Data Races

Data races have been the focus of most concurrency bug detection works
[PFH06, LPSZ08, FF09, SI09, HMR14], proposing many different static, dy-
namic, and systematic testing (e.g., stateless model checking) methods.

Static approaches are intended to approximate the runtime behavior of
the program without it being executed, obtaining thread identifiers, identi-
fying synchronization operations and checking memory operations that po-
tentially access the same memory location statically. For instance, RacerX
[EA03] uses flow-sensitive inter-procedural analysis to infer lock-protected
operations, multithreaded contexts and dangerous shared accesses, whereas
LOCKSMITH [PFH06] uses context-sensitive correlation analysis to determine
whether the accessed memory locations are consistently protected by locks.
Unfortunately, pure static approaches usually produce a high number of
false alarms, increasing manual effort.

Dynamic solutions reason about synchronization operations and mem-
ory accesses in specific execution traces and have been proven to be very
effective in data race detection. Existing algorithms can be broadly classi-
fied into three groups: sound predictive analysis, lock-set analysis, and partial
order based techniques.

Firstly, sound predictive analyses are intended to explore all possible fea-
sible reorderings of a given trace, thus being sound and complete in the-
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ory. In practice, these techniques are expensive since each trace has expo-
nentially numerous valid reorderings. Therefore, completeness is traded
for performance by slicing traces into small fragments and analyzing these
fragments individually. These approaches usually formulate race detection
as a constraint solving problem and rely on SAT/SMT solvers [SWYS11,
HMR14] to detect data races.

Secondly, lock-set based approaches track the set of locks that are held
during memory accesses in the execution. They report a potential race
whenever two threads access the same memory location without proper
locking [SBN+97, EQT07].

Thirdly, partial order based methods formulate a partial order P on the
events in a given trace so that event pairs unordered by P conform data
races. The most common implementation uses the happens-before relation
(HBR). HBR detects a data race when two conflicting accesses (i.e., accesses
from different threads to the same memory location including at least one
write operation) are not causally ordered so that neither is forced to hap-
pen before the other, meaning that a reordering exists. Many tools are
based on HBR and have explored different ways to implement it efficiently
[FF09, BCM10]. In an effort to overcome the limitations of HBR, other
partial order techniques such as schedulable happens-before [MKV18], weak-
causally-precedes [KMV17], and doesn’t commute analysis [RGB18] have been
proposed in recent years.

Lastly, hybrid approaches such as ThreadSanitizer [SI09] and Hel-

grind [hel] combine lock-set and HBR analyses to improve detection ca-
pabilities and are widely used in practice.

Other techniques aim at exposing concurrency bugs by systematically
exploring different executions and multiple thread interleavings. For in-
stance, testing methods for concurrent programs are based on some sort
of controlled scheduling, since ordinary testing is inadequate due to non-
determinism [LLM+19]. To this end, existing solutions modify thread pri-
orities dynamically [LZL+18, CGX+20], introduce delays at specific loca-
tions [LLM+19], or explore the interleaving space in a randomized way
[NBMM12]. Conzzer [JBLH22] is a fuzzing framework for concurrent pro-
grams that uses a new context-sensitive coverage metric based on pairs
of concurrently executed functions, augmented with their calling contexts
(i.e., the runtime call stack). To explore as many thread interleavings as
possible, it uses an adjacency-directed mutation strategy of the already cov-
ered concurrent call pairs to infer other potential concurrent call pairs.
Then, it leverages previously injected breakpoints at function entries to
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tamper with thread scheduling, to try to cover these new thread interleav-
ings. To detect data races, it implements a dynamic lock-set analysis on the
identified concurrent function pairs, and verifies them by injecting break-
points at the racy instructions.

Moreover, controlled concurrency testing and stateless model check-
ing are both actively and effectively applied techniques in the industry
[ADH+21, BJA+21]. To illustrate, Nekara [ADH+21] is an open-source li-
brary that facilitates the development of systematic testing solutions for
multiple platforms. It provides an API to model the set of supported con-
currency primitives, and encapsulates state-of-the-art search heuristics to
explore the interleaving space from existing frameworks (e.g., in a random-
ized fashion, or focusing on schedules with limited context switches).

3.1.2.2 Atomicity Violations

Following data races, atomicity violations are the second most discussed
class of non-deadlock concurrency errors in the literature. Atomicity viola-
tion bugs widely exist because which part of the code needs to be atomic de-
pends on programmers’ intentions, who are often used to sequential think-
ing and assume non-atomic code regions to be atomic. Therefore, one of
the most challenging tasks for the detection of atomicity violations is how
to identify atomic regions.

On the one hand, some static approaches rely on user annotations and
type systems to specify and then verify atomic code regions (i.e., functions)
[FQ03]. On the other hand, dynamic methods such as AVIO [LTQZ06] pro-
pose access interleaving invariants and build a system that extracts these
invariants to detect violations at runtime, whereas Atomizer [FF04] lever-
ages lock-set and reduction algorithms to verify that the execution of atomic
blocks is not affected and does not interfere with other threads. Other
approaches build upon the concept of conflict serializability of execution
traces, soundly identifying traces that cannot be transformed into equiva-
lent serial traces and detecting violations dynamically [FFY08, MV20].

From a testing perspective, frameworks such as CTrigger [PLZ09] and
AssetFuzzer [LCC10] focus on the directed exploration of specific thread
interleavings inherently correlated to atomicity violations. They first per-
form analyses to identify candidate interleavings to then direct the execu-
tion towards them.
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3.1.2.3 Order Violations

In concurrency bug detection research, order violations have received the
least attention, although they are widely found among concurrency errors
[LPSZ08]. Preventing and fixing them is particularly difficult, since even
if two shared memory accesses are protected by the same lock or two con-
flicting code regions are atomic to each other, the execution order between
them still may not be guaranteed.

Similar to atomicity violations, it is common among developers to as-
sume an execution order but enforcing that order is notably challenging.
Further, to detect order violations, one needs to be able to identify whether
the executed instructions have been executed in the right order or not. Con-
sequently, this raises the challenge of determining the expected orders be-
tween pairs of events.

Among the proposed approaches, not many target order violations in a
specific fashion. Instead, there are general detectors that are not focused on
a single class of concurrency bugs but target multiple classes in a more gen-
eral fashion. For instance, Falcon [PVH10] uses a pattern-based dynamic
analysis method that identifies conflicting interleaving patterns that access
shared memory to then statistically rank them based on a suspiciousness
measure. ConMem [ZSL10] targets concurrency errors that lead to program
crashes, building on bug effects instead of on specific interleaving patterns,
unlike most approaches. To this end, it predicatively detects errors by iden-
tifying potentially harmful memory operations and then checking timing
conditions among them. In a similar vein, ConSeq [ZLO+11] proposes a
backwards analysis approach that covers more failure patterns besides pro-
gram crashes. Recently, other frameworks that target order violations spe-
cific to the Android platform have also been developed [FLJ18, WLS+19].

3.1.2.4 Bugs in Specific Domains

Some approaches are specifically tailored to particular problems and do-
mains such as operating system kernels, embedded systems, file systems,
and so on. Therefore, they do not target general-purpose concurrent pro-
grams and are designed to overcome unique challenges.

PASAN [KKR+21] is one of such approaches and seeks to protect periph-
erals in embedded systems from concurrency issues that corrupt on-going
jobs and result in erroneous sensor values, for instance. To this end, it
(i) parses device documents to identify MMIO address ranges for periph-
erals, (ii) extracts concurrency-related functions from firmware compiled
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into LLVM bitcode, (iii) computes points-to information, identifies concur-
rently executable instructions by tracking process and thread life spans,
and performs a context-sensitive lock-set analysis of the call stacks. Then,
it (iv) identifies transaction spans (that should ideally be locked), and (v)
verifies that the identified transaction spans that access the same MMIO
address range are correctly locked.

Other approaches are focused on detecting data races in operating sys-
tem kernels (i.e., Linux). Razzer [JKS+19] uses a combination of static
analysis and fuzzing. It first identifies potential racy memory access in-
structions through context-insensitive and flow-insensitive points-to anal-
ysis, over-approximating race candidate pairs. Then, it injects breakpoints
at the identified points, and performs fuzz testing seeking to execute the
race candidates while controlling thread interleavings. Krace [XKZK20]
is a fuzzing framework that targets kernel file systems. Apart from the
common branch coverage metric, it uses a concurrency-coverage metric
called alias instruction pair, which describes thread interleavings by track-
ing memory access instruction pairs from different contexts to each mem-
ory address. It also injects random delays at memory accesses to discover
thread interleavings. To check for data races, it implements offline happens-
before and lock-set algorithms.

In a different direction, researchers found that jointly exploring inter-
leavings and test inputs in kernels has received little attention due to the
big search space [GAFM21]. In that context, Snowboard [GAFM21] is a con-
currency testing framework that first executes a corpus of sequential tests
generated by Syzkaller [Goo], and collects non-stack memory accesses for
the relevant thread using a customized hypervisor. It then identifies and
clusters pairs of tests that read and write the same memory region respec-
tively. Next, it concurrently executes test pairs, segregating threads in sep-
arate vCPUs, and executing one vCPU at a time to enforce different inter-
leavings. To find bugs, it relies on existing bug detectors, and ranks them
by frequency, manually inspecting the highest-ranked ones.

3.1.3 From Errors to Vulnerabilities
Some of the approaches described above are also used to detect security
vulnerabilities stemming from the aforementioned concurrency errors, usu-
ally through manual inspection [JBLH22, JKS+19]. In this way, they have
been able to identify denial of service opportunities, privilege escalation,
and memory corruption instances.

38



3.2 Concurrency Vulnerabilities

Figure 3.1: Example race-free code snippet with a potential concurrency use-
after-free vulnerability.

However, these tools are geared towards detecting certain concurrency
bugs, and even discerning benign races from harmful ones is often a costly
manual task. To illustrate, researchers spent approximately 80 hours on
manual inspection and reproduction of 100 data races [GAFM21]. To find
and verify security consequences, it requires further manual inspection
and extra effort — a time consuming process that requires meticulous code
analysis.

3.2 Concurrency Vulnerabilities
In previous works [YCSS12, ZGQ+18], researchers analyzed and discussed
how concurrency errors can be exploited to carry out several attacks. How-
ever, further research showed that even though vulnerabilities and com-
mon concurrency errors have similar characteristics, their surrounding con-
ditions are different and neither is a necessary requirement for the other to
take place [LZL+18, CZM+19]. For instance, concurrency vulnerabilities
can exist in race-free executions [cvea], and triggering a concurrency bug
and a vulnerability usually need different inputs and thread interleavings.
Figure 3.1 illustrates this scenario with a simple code snippet example with
a potential concurrency use-after-free in a race-free program slice. The two
thread accesses to the shared variable p are correctly protected by the same
lock and thread 1 is expected to be executed before thread 2. However, if the
expected execution order gets reversed and thread 2 executes its statements
before thread 1 does, a concurrency use-after-free takes place.

Therefore, existing bug detection approaches may fail to detect vulnera-
bilities on their own. In the event that a vulnerability would arise out of an
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error, they would be able to detect the corresponding error but not whether
there could be a vulnerability or its triggering conditions, since they do not
reason about harmful program behavior from a security perspective. Simi-
larly, concurrency vulnerability detection approaches that build upon bug
detectors may miss potential vulnerabilities.

Among the vulnerabilities that have their origin in concurrency, the
most well-known include Time-Of-Check-to-Time-Of-Use (TOCTOU) vul-
nerabilities that target the file system [CGJ09], and double-fetch vulnera-
bilities [WKL+17]. However, concurrency can also lead to other vulnerabil-
ities that for instance enable side-channel attacks [WW19]. In this research,
we focus on memory corruption exclusive to concurrent executions.

3.2.1 Real-World Vulnerability Examples
In order to provide a practical illustration of real-world concurrency

memory corruption vulnerabilities, we have manually selected two repre-
sentative examples from the CVE database. Figure 3.2 shows a simplified
version of the code in drivers/block/nbd.c in the Linux kernel, that is
affected by CVE-2021-3348 [cvec], a concurrency use-after-free vulnerabil-
ity.

When a Network Block Device (NBD) is being set up, the Linux kernel
calls the function nbd_add_socket, which in turn calls krealloc to reallocate
memory for the config->socks array to add new sockets to the configura-
tion. Usually, krealloc will decide to expand or shrink the original mem-
ory block in place if possible, or to allocate a new memory block, copy
the data, and free the original block. At that point, if an I/O request is re-
ceived, nbd_handle_cmd will get called, dereferencing config->socks without
any locking. Since this happens after config->socks is reallocated but before
it gets assigned the new memory address, a use-after-free will take place.

To fix this vulnerability, locking accesses to config->socks was not a fea-
sible solution, as it would introduce excessive overhead. Instead, kernel
developers opted to freeze the request queue to not receive requests when
adding sockets to the configuration.

In a similar vein, Figure 3.3 illustrates a shortened version of the rele-
vant code with regards to CVE-2019-11366 [cveb] in atftp [Lef], a multi-
threaded implementation of the Trivial File Transfer Protocol (TFTP).

In tftpd_list.c, atftp uses a global linked list of server threads called
thread_data. These threads are started by the main thread when new re-
quests arrive. To do so, the main function calls pthread_create to execute
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static int nbd_handle_cmd(struct nbd_cmd *cmd, int index)

{

struct request *req = blk_mq_rq_from_pdu(cmd);

struct nbd_device *nbd = cmd->nbd;

struct nbd_config *config;

struct nbd_sock *nsock;

...
config = nbd->config;

...
nsock = config->socks[index];

mutex_lock(&nsock->tx_lock);

...
}

static int nbd_add_socket(struct nbd_device *nbd, unsigned long arg,

bool netlink)

{

struct nbd_config *config = nbd->config;

struct socket *sock;

struct nbd_sock **socks;

...
socks = krealloc(config->socks,

(config->num_connections + 1) * sizeof(struct nbd_sock *),

GFP_KERNEL);

if (!socks) {

kfree(nsock);

err = -ENOMEM;

goto put_socket;

}

config->socks = socks;

...
}

Figure 3.2: CVE-2021-3348 in the Linux kernel.

tftpd_receive_request, which later calls tftpd_list_add. This is shown in the
bottom lines of the code. Inside tftpd_list_add, atftp initializes a local pointer
to the head of the thread list thread_data. Then, it checks whether the
thread list is empty by checking whether thread_data points to NULL. In
that case, it inserts the first element to the list. Otherwise, it walks the list
using the local pointer current and inserts the element at the end of the list.

Since the assignment to current is not lock-protected, the harmful be-
havior occurs when thread_data is NULL when assigned to current in a
thread, but modified by another thread before it is checked. In such a
case, the program will try to walk the list and dereference current->next,
resulting in a null-pointer dereference.
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/* In tftpd_list.c */

struct thread_data *thread_data = NULL;

...
int tftpd_list_add(struct thread_data *new)

{

struct thread_data *current = thread_data;

int ret;

pthread_mutex_lock(&thread_list_mutex);

...
if (thread_data == NULL)

{

thread_data = new;

new->prev = NULL;

new->next = NULL;

}

else

{

while (current->next != NULL)

current = current->next;

current->next = new;

new->prev = current;

new->next = NULL;

}

pthread_mutex_unlock(&thread_list_mutex);

return ret;

}

/* In tftpd.c */

void *tftpd_receive_request(void *arg)

{

struct thread_data *data = (struct thread_data *)arg;

...
if (!abort)

stats_new_thread(tftpd_list_add(data));

...
}

int main(int argc, char **argv)

{

...
if (pthread_create(&tid, NULL, tftpd_receive_request , (void *)new) != 0)

...
}

Figure 3.3: CVE-2019-11366 in atftp.

3.2.2 The Concurrency Vulnerability Landscape

To observe and analyze the characteristics of concurrency vulnerabilities,
their long-term presence in real-world programs, and the possible trends
in concurrency vulnerabilities (and concurrency memory corruption vul-
nerabilities) over the years, we used the series of scripts that automatically
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Table 3.1: Common Weakness Enumeration (CWE) identifiers for concurrency
vulnerabilities in the CVE database.

ID Name

CWE-362 Race Condition
CWE-364 Signal Handler Race Condition
CWE-366 Race Condition within a Thread
CWE-367 Time-of-check Time-of-use (TOCTOU) Race Condition
CWE-421 Race Condition During Access to Alternate Channel
CWE-567 Unsynchronized Access to Shared Data in a Multithreaded Context
CWE-662 Improper Synchronization
CWE-663 Use of a Non-Reentrant Function in a Concurrent Context
CWE-667 Improper Locking
CWE-820 Missing Synchronization
CWE-821 Incorrect Synchronization

download, parse and classify all CVE entries from the National Vulnerabil-
ity Database (NVD) data feeds [nvd] described in Section 2.4 in Chapter 2.

3.2.2.1 Categorization
Similar to the approach adopted in Section 2.4, we classify vulnerabilities
and exploits by examining their assigned Common Weakness Enumeration
(CWE) identifiers combined with custom heuristics that leverage pattern
matching using regular expressions. Table 3.1 lists all the CWE identifiers
that we manually identified along with their corresponding names. Note
that all CWE identifiers deal with general concurrency issues and not spe-
cific cases such as concurrency memory corruption.

Unfortunately, it is again nearly impossible to obtain fully accurate re-
sults regarding concurrency vulnerabilities for several reasons. Besides
many entries not having a CWE assigned, in the case of concurrency vul-
nerabilities their assigned identifiers usually do not fall into any of the cat-
egories of concurrency issues but into the categories of their consequent
weaknesses (e.g., use-after-free), making it harder to identify them. In addi-
tion, searching for simple keywords such as “thread” or “concurrent” is not
appropriate because they may wrongly match cases where they are used to
describe software functionality or other unrelated execution aspects (e.g.,
multiple concurrent connections, a worker thread).

To reduce false positives as much as possible we go through some steps
before classifying a CVE entry as a concurrency memory corruption vul-
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Table 3.2: Number of reported CVEs for the selected categories and the total,
along with their mean CVSS score.

Category # Vulnerabilities CVSS

Concurrency memory corruption 564 7.1±1.2
Concurrency vulnerabilities 1,922 6.7±1.4
Memory corruption 42,989 7.7±1.4
Web-related vulnerabilities 53,913 6.8±1.7

Total 203,652 -

nerability appart from looking at the CWE identifiers in Table 3.1. For
instance, whenever a CVE entry has assigned more than one CWE iden-
tifier, we check whether it includes at least one identifier from the set in
Table 3.1 and another one from the set in Table 2.1. Furthermore, we check
several concurrency and thread-related regular expression matches in the
CVE description. If any of these regular expressions matches, we then
check whether the entry has a CWE identifier from the memory corruption
set, or whether any of the memory-corruption-related regular expressions
also match in the description.

3.2.2.2 Analysis of CVE Information

Using the method described above, we then collected and generated sta-
tistical information about the reported vulnerabilities ranging from 2002
to the end of 2022. Note that we are primarily interested in concurrency-
related vulnerabilities and thus we only discuss other vulnerability cate-
gories as a reference in Table 3.2. There are many different categories and
subclasses, as well as many possible classification criteria. In order to ob-
tain a general understanding, we also show memory corruption since it
is the sequential equivalent of the vulnerabilities we are interested in, and
web-related vulnerabilities as a reference to another broad category. Within
concurrency vulnerabilities, we further identify those that result in mem-
ory corruption.

Table 3.2 shows the number of reported vulnerabilities in the NVD
database for each of the categories that we selected along with the mean and
standard deviation of their Common Vulnerability Scoring System (CVSS)
scores.

1,922 out of the 203,652 total reported vulnerabilities are concurrency
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Figure 3.4: Concurrency vulnerabilities and concurrency memory corruption
growth over the years.

vulnerabilities, of which 564 are concurrency memory corruption vulnera-
bilities. In contrast, other well-known and well-studied vulnerability cate-
gories such as memory corruption and web-related vulnerabilities account
for 42,989 and 53,913 vulnerabilities respectively. Regarding CVSS mean
scores, the four selected categories have similar values, resulting in a high
severity rating in most of the cases. As expected, broad categories that have
more diversity in the nature of the vulnerabilities show a higher standard
deviation (i.e., web vulnerabilities). In addition, we found a total of 468 and
105 publicly available exploits for concurrency and concurrency memory
corruption vulnerabilities respectively.

Figure 3.4 shows the total number of both reported concurrency vul-
nerabilities and the subclass of concurrency memory corruption vulnera-
bilities per 3 months from 2002 to end 2022. Not surprisingly, in the early
years barely any vulnerabilities were reported in either of the two cases.
Out of these, the vast majority were TOCTOU and other file system related
race condition vulnerabilities. Afterwards, the number of reported concur-
rency vulnerabilities started to gradually increase until 2016, from where it
experienced a substantial and continuous growth up to the present, reach-
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Table 3.3: Number of concurrency and concurrency memory corruption vul-
nerabilities for each CVSS score ranked from 0 to 10. Conmem stands for
concurrency memory corruption.

Severity CVSS Score # Concurrency # Conmem

None 0 0 0

Low

0.1-1 0 0
1-2 0 0
2-3 12 0
3-4 33 3

Medium
4-5 160 33
5-6 212 53
6-7 235 106

High
7-8 632 232
8-9 187 66

Critical 9-10 34 21

ing its peak at nearly 90 vulnerabilities per 3 months. This growth can
be attributed to both the rising development of increasingly complex con-
current software and the recently proposed detection approaches. Con-
currency memory corruption vulnerabilities followed a similar trend. The
number of reported vulnerabilities started to steadily grow from 2014 on-
wards. Although it initially looked like it may have stabilized as of 2018,
it then continued to grow until it peaked in the present as well, at over 20
reported vulnerabilities per 3 months. It is worth noting that 76% of the
total number of concurrency memory corruption vulnerabilities have been
reported over the period from 2017 to 2022, following an upward trend.

Table 3.3 lists the number of concurrency and concurrency memory
corruption vulnerabilities for each CVSS score range respectively. As ex-
plained in Section 2.4, vulnerabilities with a score of 0 are considered as
non severe, a score from 0.1 to 3.9 is considered as low severity, a score
from 4 to 6.9 is considered as medium severity, a score from 7 to 8.9 is
considered as high severity, and a score from 9 to 10 is considered critical.

Figure 3.5 and Figure 3.6 depict the overall distribution of concurrency
and concurrency memory corruption vulnerabilities respectively over the
different severity levels based on their CVSS base score. We can observe
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Figure 3.5: Distribution of concurrency vulnerabilities by CCSS score.

that both concurrency vulnerabilities and concurrency memory corruption
vulnerabilities have their most reported vulnerabilities within the 7 to 8
range, meaning high severity vulnerabilities. Specifically, out of the total
of 1,505 concurrency vulnerabilities, 853 have a score between 7 and 10,
accounting for more than a half of the total. In the case of concurrency
memory corruption, out of 514 vulnerabilities, 319 are within the 7 to 10
range.

3.3 Concurrency Exploitation
Some research works have been devoted to understand and improve the
exploitation of concurrency vulnerabilities. OWL [ZGQ+18] was the first
study that analyzed the problem of exploiting concurrency vulnerabilities
stemming from data races. Their approach uses existing data race detectors
and checks whether the corresponding memory region propagates to attack
sites (e.g., strcpy() calls, NULL dereferences) through control-flow or data-
flow via inter-procedural static analysis. Then, it tries to trigger the bug
and execute an attack site.
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Figure 3.6: Distribution of concurrency memory corruption vulnerabilities by
CCSS score.

They found that the duration of the vulnerable window (i.e., the timing
window in which the error may materialize) is key to successfully exploit
a concurrency error. While some concurrency errors have large vulnerable
windows that enable their exploitation without much difficulty through
triggering sequences of UI events or re-running commands a few times,
those with shorter vulnerable windows are harder to exploit. Moreover,
hardware cache leases and CPU time slices are often larger than these short
timing windows, masking the errors.

In order to increase the probability of success of the attacks, they pro-
posed two methods: (i) to retry multiple times until the exploit succeeds,
and (ii) to provide carefully crafted inputs to enlarge the vulnerable win-
dow (e.g., by making a thread copy a large array, or triggering blocking
operations such as disk I/O).

Afterwards, researchers in the security community verified that tradi-
tional race exploitation in practice relies on brute-force attacks until it suc-
ceeds [LML21]. Such attacks work for some kernel races and have been
leveraged by most race-based privilege escalation attacks. However, brute-
force is not effective at all in some cases. The exploitation complexity varies
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for single-variable races and multi-variable races. They also found that
some multi-variable races (named non-inclusive multi-variable races) are
almost impossible to successfully exploit through brute-force, since they
require a unique execution order that cannot be triggered without using
debugging features.

Even though the probability of successful exploitation of single-variable
races and inclusive multi-variable races (i.e., when the execution time be-
tween the two writes in one task is shorter than the time taken between the
two reads in the other task) through brute-force appears to be low, exploita-
tion is indeed possible and effective with many trials. In fact, publicly avail-
able brute-force exploits succeed in between 5 to 30 seconds. However, the
probability of successful exploitation of non-inclusive multi-variable races
(i.e., the execution time between the two writes in one task is greater than
or equal to the time taken between the two reads in the other task) using
brute-force is virtually zero due to timing constraints for the tasks to satisfy
the required execution orders.

ExpRace [LML21] proposes a generic exploitation technique for non-
inclusive multi-variable kernel data races, a type of data race that cannot
be exploited through brute-force. The main objective is to intentionally
enlarge the execution time of the target instruction sequence of the task
that performs the read accesses using interrupts, so that a non-inclusive
multi-variable race turns into an inclusive multi-variable race. Since the in-
terrupt mechanisms are not accessible from user-space, ExpRace indirectly
raises interrupts using different methods to enlarge the time window that
enables exploitation. In particular, it focuses on inter-processor interrupts
and hardware interrupts through system calls and interrupt requests to de-
vices. They found that hardware interrupts yield the better results in terms
of exploitation success and stability.

In a different direction, COMRace [GGL+22] seeks to automatically syn-
thesize proof-of-concept (PoC) exploits that concurrently execute unsafe
method pairs with conflicting member field accesses in vulnerable Compo-
nent Object Model (COM) interfaces. To do so, it finds interface methods
that access member fields without synchronization through reverse engi-
neering and static analysis. Then, given a pair of interface methods with
conflicting accesses, it automatically synthesizes PoC exploits that concur-
rently invoke these methods in a loop, expecting to trigger the vulnerable
interleaving.
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Table 3.4: Predictive detection approaches for concurrency memory corrup-
tion vulnerabilities along with their main characteristics.

UFO ConVul ConVulPOE

Technique

Maximal Causal
Model +

Constraint
Solving

Exchangeable
Events Tracking

Trace
Construction

via Partial
Orders

Target vulnerability Use-After-Free

Use-After-Free,
NULL-Pointer
Dereference,
Double-Free

Use-After-Free,
NULL-Pointer
Dereference,
Double-Free

Output
Conflicting Call

Stacks
Conflicting Call

Stacks
Vulnerability-

Exposing Traces

Validation Method -
Enforced

Scheduling
-

3.4 Detection Approaches

In Chapter 2, we observed that memory errors are widespread in current
software and pose a major threat from a security perspective since they en-
able several attacks [SPWS13]. In consequence, numerous detectors and
mitigations have been proposed in over three decades of research. Unfor-
tunately, concurrency introduces new ways in which memory corruption
may take place, giving rise to the need for new detectors that can find vul-
nerabilities that traditional tools cannot identify.

In this section, we bring together the relevant proposed concurrency
memory corruption detectors in the literature. As in previous sections, we
only consider approaches that target C and C++ programs. Thus, we do
not include frameworks such as ExceptioNULL [FMRS12], which formu-
lates null-pointer dereference prediction as a constraint solving problem,
because it is specific to Java programs. The individual approaches are de-
scribed in their own sections below.
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3.4.1 Predictive Detection Algorithms
Tools within this category seek to predict vulnerabilities that can take place
from an observed correct execution. They are usually based on existing
concurrency bug detection algorithms that have been adapted to vulnera-
bility detection. Many of the existing frameworks rely on Dynamic Binary
Instrumentation (DBI) techniques as their base technology.

Table 3.4 summarizes proposed predictive detection algorithms for con-
currency memory corruption detection in the literature. It details the un-
derlying detection method of each tool. We also specify the vulnerability
subclasses targeted by the different tools. In addition, we point out the
output scheme of the reported vulnerabilities since it is a relevant aspect
in the reproduction and verification of findings. The validation method
refers to whether the proposed approaches try to trigger the identified vul-
nerabilities to verify their execution. Although this is intrinsic to testing
approaches such as fuzzing, tools based on predictive detection may also
benefit from it to avoid false positives.

UFO

UFO [Hua18] formulates concurrency use-after-free detection as a constraint
solving problem and builds upon a maximal causality model with the in-
tention to predict the maximal set of vulnerabilities from an observed con-
current execution trace. In contrast, most popular algorithms like happens-
before are not maximal (i.e., not all feasible traces are captured).

Since the original maximal causal model [HMR14] is not aware of the
semantic properties that define a use-after-free, UFO first extends it by in-
cluding allocation, use, and free events to then encode the model and use-
after-free violations as first order logical constraints to be solved using a
SMT solver.

To this end, UFO first modifies ThreadSanitizer to produce the execu-
tion trace that contains occurrences of all the previously defined events in
the model. This data is encoded and written to disk for offline analysis for
correctness and efficiency. Afterwards, UFO builds the model’s constraints
from the traces and finds allocation and free operation pairs along with
the conflicting memory accesses. In order to detect use-after-frees, it then
carries out a happens-before analysis for each pair of use and free events
on overlapping memory ranges. If the HBR is not satisfied either way by
inter-thread synchronization, then UFO builds the conjunction of the model
and the use-after-free constraints and invokes Z3 [MB08] to solve it. If it
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produces a solution, UFO reports the specific scheduling that triggers the
use-after-free.

The prediction relies on constraint solvers to determine the feasibility
of the different schedulings. Without an efficient solver, the solving process
can be time-consuming. In practice, a tool usually adapts a relaxed model
and, consequently, compromises its ability

ConVul

In ConVul [CZM+19], the authors highlight the differences between data
races and concurrency memory corruption vulnerabilities, and the ineffec-
tiveness of data race detectors in finding concurrency vulnerabilities.

They propose the concept of exchangeable events to refer to pairs of events
whose orders can be reversed. In its strict version, when for a pair of events
both execution orders are observed, they are considered to be exchange-
able. However, that approach is not practical. In consequence, they define a
relaxed model that heuristically predicts whether two events are exchange-
able based on their synchronization distance. The synchronization distance is
the minimal number of synchronization edges that order the two events,
being synchronization edges sequences of either lock acquire and release
operations in the same thread, or release and later acquire operations by
different threads. Taking this definition into account, they determine that,
for a pair of events, if their synchronization distance is 3 or less, there is a
high probability to reverse their execution order. Further, if there is a third
event such that the distances from both events to it are close to 0, then there
will be an increased probability.

Given the above definition, they implement a detection system on top
of Pin [LCM+05] Dynamic Binary Instrumentation (DBI) framework that
instruments synchronizations and memory accesses to track exchangeable
events. Whenever two conflicting operations, as defined by the different
algorithms for each targeted concurrency memory corruption vulnerability
(see Table 3.4), are found to be exchangeable, a potential vulnerability is
reported.

To verify reported vulnerabilities, ConVul tries to trigger the harmful
execution order by suspending the thread that should execute the last op-
eration (e.g., the use in a use-after-free) right before its execution.
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ConVulPOE
In a similar vein to ConVul, ConVulPOE [YWC+21] focuses on exchangeable
event pairs because they are more likely to cause concurrency memory cor-
ruption. In this approach, two events are considered exchangeable if two
valid traces exist in which the execution order of these events is different.

The main objective of ConVulPOE is to construct feasible traces that man-
ifest vulnerabilities from an observed execution trace. To that end, it lever-
ages partial orders that represent the execution orders of events. In the
first place, it needs to identify vulnerability-potential event pairs from an
observed trace, in accordance with the targeted vulnerabilities (see Table
3.4). Next, it assembles a feasible subset of events. These feasible event sets
are the events that should be included in the new trace (i.e., the event pairs
that can lead to a vulnerability if reordered) along with the other events
that make the execution correct. To prove that a potential vulnerability
may exist, it tries to generate a new feasible trace by building a partial or-
der over the feasible event set to add ordering between events while meet-
ing all necessary constraints. In other words, from a basic partial order,
it then considers newly ordered events to add new orderings between two
events incrementally.

ConVulPOE is composed of a trace recorder and a vulnerability predic-
tor component. The trace recorder is implemented on top of Pin to in-
strument threading and dynamic memory allocation operations, as well as
pointer dereferences heuristically. Taking the generated traces as input,
the vulnerability predictor works as an offline analysis to find potential
event pairs and construct partial orders incrementally. In large programs,
the trace can be overly long, making the partial order generation process
time-consuming. In these cases, it divides the trace into multiple parts and
analyzes each of them.

3.4.2 Concurrency Testing
Testing methods specific to concurrency randomly or systematically ex-
plore different thread interleavings and program states. For instance, sys-
tematic state space exploration by model checking is an effective verifica-
tion method. Since traditional model checkers are not practical for con-
current programs, stateless model checkers systematically explore traces
of shared memory accesses without capturing all program states. A custom
scheduler controls the non-determinism in the program and enumerates all
execution paths.

53



3. Towards Concurrency Memory Corruption Vulnerabilities

Table 3.5: Proposed concurrency testing approaches towards memory corrup-
tion vulnerability detection along with their main characteristics.
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Furthermore, dynamic analyses through testing such as fuzzing and
controlled concurrency testing aim at effectively triggering concurrency
memory corruption vulnerabilities in actual executions. Their main ob-
jectives and challenges include the exploration of the thread interleaving
space and the orchestration of thread scheduling.

Table 3.5 encapsulates concurrency testing approaches towards concur-
rency memory corruption detection. It specifies the underlying detection
technique of each tool, and the vulnerability subclasses targeted by the dif-
ferent tools. In addition, we point out the output scheme of the reported
vulnerabilities since it is a relevant aspect in the reproduction and verifica-
tion of findings.

ConAFL

ConAFL [LZL+18] is an heuristic framework composed of a static analysis
phase and thread-aware fuzzing using a priority-based strategy. In the first
place, the static analysis locates sensitive concurrent operations on shared
memory (e.g., calls to memcpy()) and categorizes them into a potential type
of vulnerability from the targeted concurrency vulnerabilities (i.e., buffer
overflow, use-after-free and double-free). Then, a custom fuzzer built upon
AFL [Zal] adjusts thread priorities through instrumentation and executes
the target program.

The static analysis is implemented upon the concurrency bug detector
LOCKSMITH and can be divided into four steps: (i) discover shared memory
by recording pointers that are either passed through pthread_create or point
to a global variable in the different threads, (ii) mark sensitive operations
by building a Data-Flow Graph (DFG) for the identified shared variables
and labeling sensitive operations (e.g., calls to free()) on that DFG, (iii) find
pairs of concurrent sensitive operations by merging data-flows that share
a preceding node and verifying that the operation pairs are concurrent by
checking the Control-Flow Graph (CFG), and (iv) categorize each sensitive
operation pair into a potential vulnerability type (e.g., two calls to free() to
a double-free).

To trigger potential vulnerabilities, the thread-aware fuzzer inserts an
assembly code snippet around the identified operations from a sensitive
operation pair. This code adjusts the priority of the thread so that the two
threads would likely be executed in the order that would trigger the vul-
nerability.
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3. Towards Concurrency Memory Corruption Vulnerabilities

MUZZ

General-purpose grey-box fuzzers are tied to single-threaded testing, and
thus they are not aware of multithreading-specific contexts. To overcome
these limitations on fuzzing multithreaded programs, MUZZ [CGX+20] pro-
poses three new thread-aware instrumentation algorithms on top of AFL

that provide useful runtime feedback to optimize seed generation and exe-
cution strategies to explore execution states originated from different thread
interleavings.

Prior to instrumentation, MUZZ builds a thread-aware inter-procedural
CFG (ICFG) that encodes threading operations information such as thread
creation and exit, lock acquires and releases, and shared variables. Given
that ICFG, it identifies code sequences relevant to multithreading that may
interleave during execution (i.e., suspicious interleaving scope) to later fo-
cus instrumentation on them. The objective is to emphasize multithreading-
relevant paths during fuzzing and to reduce the amount of instrumentation
required.

• The coverage-oriented instrumentation tracks thread-interleaving in-
duced coverage. It does so by extending a common coverage approach
[Zal] to instrument basic blocks that include suspicious interleaving
scope as well as specific instructions inside with certain probability,
and to instrument fewer blocks that do not.

• Threading context instrumentation collects the thread context (i.e., a
deputy instruction and thread ID tuple) at calls to lock, unlock and
join. When execution ends, MUZZ computes a context signature via
hashing that defines the overall thread context.

• Schedule-intervention instrumentation seeks to diversify thread in-
terleavings by assigning a random priority value to threads on thread
creation. It also stores a thread ID for the calling thread to maintain
a structure.

During the fuzzing process, MUZZ prioritizes seeds that exercise new
coverage as done in AFL, but giving precedence to seeds that cover new
thread contexts by checking the context signatures. In addition, it also ad-
justs the number of repeated executions for seeds that produce different
context signatures in order to discover new thread interleavings.
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AutoInter-fuzzing

Similar to other approaches, AutoInter-fuzzing [KZK22] combines static
analysis and fuzz testing. It leverages static points-to analysis on top of
LLVM to extract operation pairs that access the same memory region and
are executed in different threads, in a similar way to Razzer. These opera-
tions include load and store operations, external function calls using local
pointers, and memory allocation and deallocation functions. To filter out
pairs that can never execute concurrently, it builds the control-flow graph
to check reachability for the identified pairs afterwards. To control the
scheduling, it instruments the detected operations with synchronization
barriers to check and enforce an execution order for the given operation
pair.

During fuzzing, AutoInter-fuzzing uses the number of created threads,
the number of operations executed per thread, and the number of covered
operation pairs as a metric to determine the number of test cases to be cre-
ated from a given seed. Whenever it encounters any operation pairs during
regular fuzzing, it executes the program again and forces the execution of
the opposite interleaving if it has not been tested yet. In this way and by
leveraging AddressSanitizer [SBPV12], it is able to detect use-after-free,
NULL-pointer dereference, and double-free vulnerabilities.

PERIOD

PERIOD [WHW+22] is one of the most recent controlled concurrency testing
(CCT) approaches and is built around three components: (i) a schedule
generator, (ii) a periodical executor, and (iii) a feedback analyzer.

The schedule generator systematically models program execution as a
series of execution periods, forming a schedule. An execution period rep-
resents the number of key points (i.e., relevant instructions) executed by
a given thread in that period. Concatenating periods results in a sched-
ule and depicts how different threads are interleaved. Given a slice of key
points and a maximum number of execution periods (starting from 2), it
generates schedule patterns that order periods in lexicographical order of
thread identifiers. Then, it systematically generates all schedules in order
by assigning key points to the corresponding periods for each pattern.

The periodical executor takes the schedules and controls thread inter-
leavings. To do so, it leverages Deadline Task Scheduling [The], a schedul-
ing policy that assigns deadlines to tasks and picks the task with the ear-
liest scheduling deadline to be executed next. PERIOD sets all threads to
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the same period length and start time, and instruments key points to halt
execution of threads until the next period when necessary. In addition,
it gathers information about any errors that may be triggered during exe-
cution with the help of AddressSanitizer, and the activated slice of key
points, so that it is passed to the feedback analyzer.

During execution, the executed slice may be different to the one that
generated the schedule (i.e., new key points are executed) because different
interleavings may result in the program taking different paths. If a slice
obtained that way is previously uncovered, the feedback analyzer creates a
new schedule job for it. To this end, it creates a schedule prefix, a partial
schedule that contains everything from the previous schedule up to the
first different key point. Finally, it adds a pattern period after it for the
corresponding thread.

PERIOD explores all possible schedules for the given number of periods.
Then, it increments the period number to explore new schedules. This pro-
cess is repeated until it reaches a preset bound.

GenMC

Verification of concurrent programs is challenging because of the huge num-
ber of interleavings of the threads comprising a concurrent program, that
leads to a massive number of program states. GenMC [KV21] is a state-of-
the-art stateless model checker for C and C++ concurrent programs built
upon the LLVM toolchain. It is able to verify concurrent programs accord-
ing to different memory models.

Its execution exploration algorithm leverages execution graphs where
nodes represent memory access events, and edges relations among them,
such as the order of the events in a thread, and write-to-read relations.
From an empty graph, an interpreter executes the program and adds the
next event found to the graph, while checking whether the graph is con-
sistent with respect to the memory model. In the process of generating a
full graph (i.e., a complete execution), it also finds and stores alternative
exploration options such as, given a read event, the different writes to the
same location from which it can read. When the found event is a write, it
also considers other read events in the graph that could read from it. In
this way, GenMC generates and explores every possible program execution.

Moreover, whenever a new event is added to the current graph, it also
checks whether the event entails an assertion violation or an error (i.e.,
from the error classes that GenMC is able to detect). Thus, it detects con-
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current use-after-free, double-free, and accesses to uninitialized memory.

3.4.3 Static Analysis
Pure static analysis of concurrent programs such as standard data-flow
analysis poses additional challenges due to the numerous possible thread
interleavings, intensifying the usual trade-off between precision and per-
formance. However, researchers actively devise new methods to effectively
find vulnerabilities through static analysis.

Canary

Canary [CYZ21] is a value-flow analysis framework built upon LLVM that
tracks how values are stored and loaded via data and interference depen-
dence relationships, making it possible to check diverse multi-threaded
software safety properties.

In the first place, it constructs a value-flow graph (VFG) for the given
program. This process is driven by an intra-thread data dependence analy-
sis and an inter-thread interference dependence analysis. The data depen-
dence analysis seeks to resolve the data dependence relations to represent
variables and the statements that define or use them as nodes, along with
the execution constraints as edges to represent value-flow relations. Then,
the interference dependence analysis adds new dependence edges to the
graph on pairs of load and store nodes from different threads to shared
memory objects. These edges are also annotated with the constraints for
the corresponding value flow.

Then, Canary checks for errors by verifying the reachability of source-
sink paths in the VFG, where the source is a free statement and the sink any
use statement. Specifically, it checks for value-flows that connect source
to sink across different threads. To validate whether a given value-flow
path conforms a feasible interleaving execution, the formula that encodes
the aggregated constraints is passed on to the Z3 SMT solver. In this way,
Canary is able to detect concurrency use-after-free vulnerabilities.

DCUAF

DCUAF [BLCH19] aims to detect use-after-free errors in Linux device drivers.
To identify driver function pairs that may be concurrently executed, it an-
alyzes the lock usage of each driver individually as local information, and
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combines the information from all drivers to perform a global statistical
analysis.

During the first phase, it gathers lock-related calls in each driver source
file and performs an alias analysis to check whether two different calls have
an aliased lock variable. In these cases, the callers are considered as possi-
ble concurrent functions. Then, it checks the ancestors of each candidate
function pair in the call graph and filters out those that have a common
ancestor to avoid potential false positives. Finally, it gets the set of driver
interfaces that call each function, and computes the Cartesian product of
the sets of driver interfaces, discarding pairs where both driver interfaces
are the same.

In the second phase, DCUAF takes each concurrent interface pair from
the previous phase and calculates the percentage of source files that con-
tain these driver interfaces that have the selected concurrent interface pair.
If that percentage is greater than or equal to a given threshold, the given
interface pair is considered global concurrent. Then, given a pair of global
concurrent interfaces in a driver, the functions linked to these interfaces
are annotated as a concurrent function pair for that driver.

To find use-after-free bugs, DCUAF uses a summary-based lock-set analy-
sis for efficiency. For each concurrent function pair, it collects the lock set of
each variable access for both functions and leverages function summaries
to handle called driver functions (i.e., function name, source file, accessed
variables, their lock sets, code path to each access, and location). Then, it
analyzes pairs of variable accesses of function pairs to verify whether the
variable is the same, the lock set intersection is empty, and one of the ac-
cesses is a call to a memory freeing function. In these cases, a concurrency
use-after-free is reported.

3.4.4 Other Approaches
There are other approaches also found in the literature that are related to
the problem of concurrency memory corruption detection. The main rea-
sons for not including them in the above systematization are because their
core objective is different, they target non C/C++ programs, they are too
specific, or reimplement and integrate existing approaches.

For instance, EBF [AMM+22] combines standard Bounded Model Check-
ing (BMC) and fuzzing techniques. It implements an open-source fuzzer
that implements standard techniques: random delay injection at instruction-
level to explore thread interleavings and branch coverage to guide the mu-
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tation process. To find potential bugs and vulnerabilities, it uses common
sanitizers such as AddressSanitizer and ThreadSanitizer. EBF sepa-
rately performs BMC and fuzzing and aggregates the results. Also, when-
ever the BMC reports a failed verification outcome, it initializes the fuzzer
seeds with the produced counterexample.

Another example is COMRace [GGL+22], which explores the Windows
registry to find registered Component Object Model (COM) objects, and
uses common reverse engineering methods to decompile and reconstruct
virtual function tables from binary files. Then, it statically analyzes each
interface method implementation to detect unsafe methods that access mem-
ber fields without synchronization.

3.5 Discussion
Concurrency not only introduces new potential security vulnerabilities but
also enables traditional ones to be triggered in different ways. In previous
sections, we have explored concurrency issues from bugs to vulnerabili-
ties, with a strong focus on concurrency memory corruption vulnerabil-
ities. Having analyzed their characteristics, their presence in real-world
programs and main detection approaches, in this section we discuss the
most relevant points and observations.

3.5.1 Reported Concurrency Vulnerabilities
Evidence from the CVE database shows that there is a low number of re-
ported concurrency memory corruption vulnerabilities and concurrency
vulnerabilities in general when compared to other more established cat-
egories (e.g., web, memory corruption). Comparing to these categories is
not necessarily fair since they cover a much larger variety of vulnerabili-
ties, are not specific to concurrent programs, and have been the focus of
research and bug hunting for many years. However, the reduced amount of
reported concurrency vulnerabilities can be attributed to: (i) they have re-
ceived little attention in both industry and academia, (ii) concurrency vul-
nerabilities are harder to find and exploit since they require not only spe-
cific inputs to the program, but specific thread interleavings to be triggered,
and (iii) unlike sequential detection tools, there are substantially fewer and
less mature detection systems designed towards concurrency vulnerabili-
ties. However, there has been a significant growth in reported concurrency
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Figure 3.7: Concurrency memory corruption vulnerabilities as a percentage
of total reported concurrency vulnerabilities.

vulnerabilities in the last few years, in line with the development of in-
creasingly complex concurrent programs, the recent security research, and
the newly proposed detection approaches.

Most of the concurrency memory corruption vulnerabilities have been
reported in recent years. Specifically, 76% of them are found from 2017
onwards and approximately half off the total from 2019 to 2022, which
indicates that they are an emerging threat that is also gaining attention,
reflecting the number of proposed approaches in this period. Figure 3.7
outlines the relative number of concurrency memory corruption vulnera-
bilities in relation to the total number of reported concurrency vulnerabil-
ities. As of 2022, approximately one third of the aggregated concurrency
vulnerabilities actually lead to memory corruption. To illustrate, there are
85 out of 216 in 2021 and 118 out of 350 in 2022. Not surprisingly, we can
observe that memory errors are even prevalent and still a major source of
vulnerabilities even in multithreaded programs.

It is worth to note that the number of reported vulnerabilities could
vary to some extent due to the conservative approach we used to reduce
false positives to identify them.
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With regard to CVSS scores, concurrency memory corruption vulnera-
bilities show rather similar values to those of traditional memory corrup-
tion, entailing a high severity threat in most cases. However, it is notewor-
thy that they are slightly lower in overall. This can be caused by the fact
that they are harder to exploit, increasing the attack complexity and often
requiring additional conditions to be met, making it necessary to repeat-
edly execute the exploit until it succeeds [YCSS12, ZGQ+18], for example.

3.5.2 Vulnerability Detection
With regards to concurrency memory corruption detection, it is remarkable
that virtually all approaches have been proposed in recent years. Given that
this topic has been gaining attention lately, there are not many research
works yet.

Proposed solutions use static, predictive, or testing algorithms, and are
mostly focused on detecting temporal memory errors (e.g., use-after-free,
double free) because they are considered to be directly caused by event
orders. Therefore, their characteristics are inherently compatible with con-
currency and are likely to be triggered in concurrent executions. On the
contrary, spatial memory errors (e.g., buffer overflow) pose a greater chal-
lenge since there is a wider variety of operations involved and their trig-
gering conditions are usually complex. In fact, MUZZ is the only approach
capable of detecting new concurrency spatial memory errors, although it
has difficulties to find temporal memory corruption.

In the field of concurrency issues, bug and vulnerability reproduction
is also an important and challenging task due to non-determinism. Be-
ing able to consistently reproduce a vulnerability to some extent reduces
false positives and greatly helps developers to understand and fix it prop-
erly. Approaches built upon fuzzing techniques already provide the pro-
gram input that crashed the application in the generated report. However,
verifying vulnerabilities reported by tools based on predictive algorithms
poses a major challenge. In that context, ConVul is the only predictive ap-
proach that tries to actually trigger vulnerabilities by manipulating thread
scheduling to execute the harmful execution order.

There is no single approach that performs absolutely better than the
rest, but each one comes with its own strengths and limitations. For in-
stance, ConAFL is limited by its thread-aware static analysis because it does
not scale to large programs (i.e., with more than 10K lines of code). Simi-
larly, its fuzzer component does not explore new paths or thread interleav-
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ings, it tries to enforce the vulnerable order for a given pair of sensitive
operations, limiting the findings to the results of the static analysis.

UFO relies on a constraint solver to determine the feasibility of differ-
ent schedulings. Since it usually generates long traces with a high number
of constraints, it has to trade detection capability for efficiency in order to
solve the constraints in reasonable time. Similar to other predictive ap-
proaches, it may miss vulnerabilities that would materialize in a different
execution trace given a different program input.

ConVul leverages the happens-before relation to identify exchangeable
events. It performs practical prediction and practical validation methods,
which may result in missing potential vulnerabilities. Further, it uses a
heuristic approach to predict exchangeable events that limits the synchro-
nization distance to 3, missing potential exchangeable events with longer
distances, and thus missing potential vulnerabilities.

ConVulPOE constructs feasible traces that expose vulnerabilities from
partial order graphs. However, it cannot construct a trace when there are
unordered conflicting event pairs that cannot be resolved, missing poten-
tial vulnerabilities. Moreover, if it is not able to identify pairs of events in
the trace according to its definitions of vulnerability-potential event pairs,
it does not detect vulnerabilities in that execution. Further, if the target
program crashes, it does not detect any vulnerabilities even if it was caused
by a vulnerability.

Prior to fuzzing, MUZZ performs static analysis to extract a suspicious
interleaving scope to later focus coverage-oriented instrumentation on it.
However, it does not include lock-protected operations, which have been
proven to lead to concurrency vulnerabilities [CZM+19, YWC+21]. There-
fore, it may intensely exclude statements that involve interesting interleav-
ings. Moreover, controlled concurrency testing approaches such as PERIOD
do not deal with program inputs, i.e., do not generate or try to discover
new inputs but rely on a predefined set. Hence, they potentially benefit
from other methods that seek to find new test cases, such as fuzzing.

In general, many approaches rely on points-to static analysis, which is
associated to high false positive rates as precise and concrete control-flow
and data-flow information can only be known at runtime. In addition, it
also requires precise concurrency information, increasing the complexity
of the analyses.

To sum up, temporal memory errors have been the focus of most exist-
ing concurrency vulnerability detectors due to their close alignment with
concurrency, whereas spatial errors seem to remain as a greater challenge.
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Among the proposed tools, those based on predictive analysis showed a bet-
ter performance in detecting temporal errors, whereas fuzzing performed
better for spatial memory corruption. There is room for further exploration
in both cases to develop new approaches to effectively detect the already
addressed error classes, or to target those that have received less attention.

3.6 Related Work

There are no existing works that explicitly focus on measuring and analyz-
ing concurrency vulnerabilities and concurrency memory errors, and how
they are detected. However, other measurement papers are closely related
to individual parts of this research.

Concurrency bugs have been a popular topic of research for several
years [FF09, MKV18, PLZ09]. Researchers have previously studied con-
currency bug patterns, their manifestation conditions, and fix strategies
[LPSZ08]. From the analyzed errors, they found that around one third were
caused by different execution orders from those intended by the develop-
ers, and that most concurrency bugs can be reliably triggered, among other
findings.

Given that memory corruption is still one of the major concerns in the
security community, researchers have thoroughly analyzed how it is used to
launch several attacks as well as the main mitigation and protection strate-
gies [SPWS13], also from a binary-only perspective [SWS+16]. Part of these
approaches are also applicable or could be adapted to the concurrent do-
main.

Fuzzing has been shown to be very effective in finding vulnerabilities
even in multithreaded programs, and thus several different algorithms that
improve or specialize this process have been proposed in recent years [Zal,
CGX+20, XKZK20]. In consequence, researchers have analyzed the dif-
ferent techniques and designs implemented by fuzzers to build a taxon-
omy [MHH+19], and examined experimental methodologies in the litera-
ture to define a proper evaluation methodology to be carried out by fuzzers
[KRC+18]. Concurrency vulnerability detection will also benefit from ad-
vances in fuzzing.
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3.7 Summary
To take advantage of the increased processing capacity of modern proces-
sors, concurrent programs have become increasingly pervasive. Unfortu-
nately, concurrency introduces new problems in the form of bugs and secu-
rity vulnerabilities. Furthermore, it also enables traditional vulnerabilities
such as memory corruption to be triggered in alternative ways specific to
concurrent executions.

In this chapter we have reviewed the particular properties of concur-
rency bugs, how they are commonly classified according to their character-
istics, and the main detection algorithms and tools proposed in the litera-
ture. In addition, we have pointed out how concurrency bugs and vulner-
abilities are related but not required for each other to take place. We have
also analyzed the presence and trends of reported concurrency and concur-
rency memory corruption vulnerabilities in the CVE database, and showed
that they are an emerging threat. Lastly, we have systematically surveyed,
classified, and discussed the most relevant detection approaches that target
concurrency memory corruption vulnerabilities.

We hope that this research will draw attention towards concurrency vul-
nerabilities and the concurrent version of memory errors, and serve as a ba-
sis for future research to explore new detection methods and perspectives,
as well as further security issues.
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Chapter

4
Unveiling Dynamic Binary

Instrumentation
Techniques

C
oncurrency memory corruption vulnerabilities are one of the
most hard to detect vulnerabilities in C and C++ programs.
To get the necessary means and tools to detect concurrency
memory corruption vulnerabilities, detectors usually rely on
Dynamic Binary Instrumentation (DBI) frameworks. How-

ever, there are plenty of implementations and their designs and used tech-
niques significantly vary from each other. Worse, there is no consensus on
what exactly is considered DBI and what is not. This makes it difficult to
know which techniques and solutions are adequate in which circumstances,
and to understand the advantages and disadvantages of each of them.

In this chapter, we fill this gap with a comprehensive and systematic
study of DBI. Specifically, this work dissects the building blocks of DBI,
and identifies, classifies, analyzes, and evaluates the existing instrumenta-
tion techniques, pointing out the different characteristics and capabilities.
We evaluate the performance of the techniques by testing a set of reference
implementations over a complete comparative framework. Our analysis
does not pretend to compare tools or implementations against each other,
since their capabilities and performance are often influenced by design and
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implementation decisions (e.g., some tools insert instrumentation routines
written in languages such as Python or Javascript, which are significantly
less efficient than C/C++). Instead, we focus on the underlying instrumen-
tation techniques upon which existing DBI frameworks are built.

In particular, the contributions of this chapter are:

• The definition and drilldown of the DBI building blocks. Namely,
instrumentation, introspection and execution manipulation.

• A comprehensive characterization and classification of known instru-
mentation techniques in relation to the fundamental instrumenta-
tion primitives they can provide. We further compare existing DBI
frameworks that implement each technique, covering process-level
and whole-system approaches.

• A thorough performance evaluation of instrumentation techniques
for each instrumentation primitive, over a wide range of programs
and conditions. Our findings show that the performance of the tech-
niques often depend on different factors such as the nature of the
program and the frequency of the triggered instrumentation events
during execution, and that no single technique stands out from the
rest in every possible test. We release all our raw results for use in
future research.

The remainder of this chapter is organized as follows. Section 4.1 de-
picts the underlying principles of DBI, namely, instrumentation, introspec-
tion, and manipulation. Section 4.2 classifies and details the inner work-
ings of the different instrumentation methods. Section 4.3 describes the
existing tools that implement those techniques and the variety of run-time
events they can instrument. Section 4.4 analyzes the transparency-related
concerns, threats and approaches in DBI systems. Then, Section 4.5 evalu-
ates the performance of the instrumentation techniques in different scenar-
ios by means of their practical implementations. Section 4.6 discusses the
main contributions of this work and reviews their impact, while Section 4.7
reviews the different works that are related to our research. Finally, Section
4.8 concludes the chapter.

4.1 DBI Building Blocks
We define DBI systems as those that take control of the execution of a tar-
get program, allowing to execute user-defined code on different execution
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events and with different granularity, making it possible to examine the
program state and alter the execution of the program in an automated way.
While certain DBI approaches are focused on single processes running in a
low privilege level (e.g., a single userland process), others undertake criti-
cal and complex processes such as the OS kernel or even entire emulated,
virtualized, or physical systems.

Considering the proposed definition, we may argue that every DBI sys-
tem has 3 fundamental building blocks that determine their capabilities:
(i) one or more instrumentation techniques that enable execution control,
including event generation and callback registration mechanisms, (ii) the
introspection capability (i.e., the ability to observe the architectural state
of the target), and (iii) the capability to alter the execution, either directly
or by modifying the program state.

4.1.1 Process-Level & Whole-System Approach

Depending on the scope, DBI systems are classified into process-level and
whole-system. Process-level DBI includes every approach whose scope is
restricted to a single process usually in user-space, being only able to man-
age one program at a time. The DBI runtime can reside in the same address
space as the target or in a remote location, so they can spawn or attach to a
running process from the user-space [Bru04, LCM+05, NS07, BM11, Rav22,
GDB22] or kernel-space [VY06]. On the contrary, whole-system solutions
recreate entire systems and are composed of a host and a guest system.
Therefore, instrumentation and analysis logic is generally implemented out
of the analyzed target [YJZY12, LMP+14, DGHH+15, CKC11, ZLS+15].

Each approach comes with its own benefits and disadvantages. Whole-
system tools provide a full-system view, allowing to observe kernel activity
and process interaction. However, there is a clear increased performance
cost compared to process-level approaches. Process-level DBI often share
space with the instrumented program, while whole-system tools perform
the instrumentation and analysis from outside the virtual machine, provid-
ing better transparency and stronger isolation. However, since a new layer
is introduced between the host and the guest system, a significant challenge
emerges regarding introspection — the semantic gap problem [JBZ+14].
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4.1.2 Instrumentation

The backbone of DBI is formed by the different instrumentation methods
that enable the controlled execution of a target program and the execution
of user-defined code.

Using several techniques such as inserting breakpoints, trampolines, or
dynamic compilation, DBI systems can interleave code or temporarily stop
the execution at specific points (e.g., when a breakpoint is hit, or whenever
an instruction sequence is compiled), or when certain events are triggered
(e.g., interactions with the OS). These systems offer a set of instrumentation
primitives (i.e., facilities through an API that allow the user to run callback
routines at different granularities). Depending on the technique and, in
certain cases, the Instruction Set Architecture (ISA) abstractions provided
by the DBI framework, diverse events are exposed, such as the execution of
instructions, memory accesses, or OS and hardware events. Moreover, the
design of the DBI engine determines whether these user-defined callbacks
are executed in the same context as the target under analysis, in a separate
process (i.e., a debugger process), or in a higher privilege context like the
kernel (Ring 0) or the hypervisor (Ring -1).

Instrumentation techniques, capabilities, and related primitives are clas-
sified and further detailed in Section 4.2.

4.1.3 Introspection

Another relevant aspect of DBI is related to the ability to observe the pro-
gram state at different points of the execution.

In general, DBI frameworks provide means through the API to access
the CPU register state and memory contents. Similarly, they may also facil-
itate introspection by means of higher level abstractions passed to analysis
calls as arguments. Besides, some tools may provide complementary meth-
ods to access devices like hard disk drives, and so on. Even though register
values and raw memory contents are sufficient for some tasks, a high-level
representation closer to the original source, such as variables, data struc-
tures, or functions, is extremely useful in many cases (e.g., vulnerability
analysis, data manipulation). To this end, the conventional method is to
leverage standard debugger techniques that explore the symbol table and
debugging information if present [GDB22, Hex22].

In whole-system approaches, introspection poses a greater challenge
since they must confront the semantic gap problem. The semantic gap is
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defined as a disparity in abstractions. It fundamentally arises when the DBI
system has an external point of view (e.g., at hypervisor-level), and high-
level OS abstractions, such as threads and processes are not visible. In
contrast, hardware-level abstractions such as physical memory pages and
hardware device operations can be observed. To bridge the semantic gap,
numerous research works have been proposed in the area of Virtual Ma-
chine Introspection (VMI) [DGLZ+11, FL12, SFL14, ZDXG17]. This pro-
cess tries to retrieve information about the current state of the guest by
reconstructing high-level semantic information, such as lists of running
processes, or active network connections from low-level sources and de-
tailed knowledge of the OS [Coh22]. The reader can refer to existing liter-
ature [JBZ+14] for further information on this topic.

The Semantic Gap Problem

The semantic gap is defined as a disparity in the abstractions. It funda-
mentally arises when the instrumentation system has an external point of
view (e.g., hypervisor-level) and high-level OS abstractions, such as files
and processes, are not visible. In contrast, hardware-level abstractions
such as physical memory pages and hardware device operations can be ob-
served. To bridge the semantic gap, numerous research works have been
proposed in the area of Virtual Machine Introspection (VMI) [DGLZ+11,
FL12, SFL14, ZDXG17]. This process tries to retrieve information about the
current state of the guest OS by reconstructing high-level semantic infor-
mation, such as lists of running processes, or active network connections,
from low-level sources and detailed knowledge of the OS.

Kernel data structure reconstruction generally relies on a learning and
search methodology. On the one hand, the learning phase usually involves
extracting data structure signatures, for which three main approaches have
been proposed. Firstly, hand-crafted signatures can be built based on ex-
pert knowledge of the OS internals [Wal22]. Secondly, tools may rely on
source code analysis or debugging information [LRZ+11, Coh22]. Finally,
some approaches leverage dynamic analysis to train on a trusted OS in-
stance to then generate invariants and classify data structures [DGSTG09].
The searching phase is performed either by linearly scanning kernel mem-
ory, or by traversing data structure pointers, starting from public symbols.

Alternative methods also exist that do not seek to directly reconstruct
data structures, but also attempt to bridge the semantic gap. The simpler
approach consists in injecting an agent into the guest that reports semantic
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information back. In that context, process implanting [GDXJ11] deploys
a monitoring process within a randomly-selected process already present
in the guest. Further, process out-grafting [SWJX11] relocates a suspect
process to a trusted VM while redirecting system calls to the monitored
VM, which allows tools in the trusted VM to directly examine the process.
VMST [FL12] extends this approach to inspect the entire OS by selectively
redirecting memory accesses to the monitored VM.

4.1.4 Execution Manipulation
Regardless of the level of introspection that every approach may offer, the
objective of DBI is not only to monitor the target under analysis, but to
possibly alter its behavior through the intentional manipulation of the ex-
ecution.

To this end, DBI frameworks may provide facilities through their APIs
to add, replace, or delete instructions by design. Moreover, other conve-
nient facilities include replacing specific function calls with user-defined
functions, returning prematurely, or modifying arguments and return val-
ues, for instance. Nonetheless, program behavior and execution flow can
also be altered through the manipulation of the program state, which is
usually accessible to the user. Writing CPU registers or memory contents
can lead the program to follow a different path, by modifying the program
counter or overwriting a branch condition related value, for instance.

4.1.5 DBI Setup
DBI systems have the mandatory requirement of controlling the inspected
target. To this end, the system usually resides in a high-privileged envi-
ronment or acquires the privilege to observe and control the target through
other means.

To tackle this challenge in process-level approaches, the most common
method is to load a shared library into the target’s address space — a pro-
cedure known as injection. In Linux-based systems, the ptrace system
call can be used to allocate memory in the target process and load the cor-
responding library, or otherwise add the library path to the LD_PRELOAD

environment variable. In a similar vein, in Windows several registry keys
exist that are used to list libraries to be loaded into particular processes
that meet some given conditions (e.g., make specific API calls, and so on).
In addition, other methods make use of debugging facilities, and process
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and thread manipulation functions. There are some further alternatives
that are specific to the different operating systems.

Regarding whole-system approaches, they already get some sort of higher
privilege since they recreate entire systems, residing in a higher privileged
ring (e.g., hypervisors). However, the execution of the target introduces a
new problem: it can be manually started, but for automated analysis it re-
quires other methods such as starting the execution by an in-guest agent,
or leveraging VMI techniques to implement a process hijacking mecha-
nism [LMP+14].

4.2 Instrumentation Techniques

The variety of events that a DBI system is able to instrument is subject
to its underlying techniques and implementation decisions. Fundamen-
tal observable events (i.e., primitives) include code execution and memory
accesses at different levels. The DBI approaches proposed so far can be di-
vided into different categories depending on the techniques they are using
in order to instrument the execution of the target. These techniques have
different implications in terms of performance, instrumentation granular-
ity, and the variety of events they can monitor.Table 4.1 summarizes the
main primitives in relation to the techniques that enable their instrumen-
tation.

In contrast to previous work [DCN+19], we do not include high-level ab-
stractions that are implementation dependent such as function calls, since
our goal is to express basic aspects of program execution. Nevertheless,
DBI systems frequently use symbol information or function identification
methods.

We also take a restrictive approach. We consider a technique to be capa-
ble of instrumenting a primitive only if it is able by itself and if it is reason-
ably applicable. For example, single-stepping (i.e., tracing every instruc-
tion individually) cannot selectively instrument a specific instruction ad-
dress, even though it can single-step the entire program and examine every
instruction until that particular address. On the contrary, other techniques
can instrument specific instructions because the technique itself makes it
possible.
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Table 4.1: Instrumentation techniques and fundamental primitives. 3indi-
cates full capability. 7means that the technique is not capable. #indicates
extraordinary case or partial capability. Specific cases are detailed in their
corresponding subsections.
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Execution of a Single Instruction 3 3 3 3 7 # 3

Execution of Instructions in Memory Range 3 7 7 # 7 3 3

Execution of Every Instruction 3 7 7 7 3 7 3

Execution of Specific Instructions (e.g., branches) 3 7 7 7 # 7 3

Execution of Execution Block 3 7 7 7 7 7 7

Block/Instruction Translation/Decoding 3 7 7 7 7 7 3

Memory Address R/W # 7 7 3 7 # #
Memory Range R/W # 7 7 # 7 3 #
Whole Memory R/W # 7 7 7 7 7 #

4.2.1 JIT-assisted Dynamic Binary Translation

Dynamic Binary Translation (DBT) is a widespread technique extensively
used in technologies like emulation [Bel05] that also enables instrumenta-
tion [HPY+14, DGHH+15, Uga22]. It dynamically translates code from one
ISA to another. However, it is common that host and guest architectures
coincide [LCM+05, Bru04]. Moreover, approaches may work on the native
instruction set or use an intermediate representation [NS07].

The process is assisted by a JIT compiler and a code cache. The original
code is not executed but usually compiled one block at a time, and stored
in a software-based code cache, which is the one that is actually executed.
All the instructions in this chain are executed one after the other unless
some interrupt or control flow instruction is reached. This optimizes the
performance as it avoids switching between the emulator and the emulated
code on every single instruction.

These engines allow registering callbacks on the translation or execu-
tion of code at different granularity: typically at execution block level and
instruction level, depending on the implementation. In addition, some sys-
tems may abstract memory accesses, exceptional control flows, or other
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CPU and cache related events. These primitives can be used to emulate any
kind of hook by selectively inserting callbacks in JIT translated code (e.g.,
at a certain memory address). Concrete memory accesses cannot be instru-
mented at translation time, since in most cases the addresses are computed
at run-time. Instead, it has to examine executed instructions, or directly
monitor memory accesses in cases where the implementation uses a soft-
ware Memory Management Unit (MMU). It is worth to note that JIT-DBT
is the only technique that naturally implements the execution block gran-
ularity level, facilitating coarse-grained instrumentation and analysis.

4.2.2 Dynamic Probe Injection
The Dynamic Probe Injection (DPI) approach dynamically replaces instruc-
tions in the original program with trampolines that jump into analysis
code. To this end, instructions are saved and replaced by an unconditional
branch instruction. When this trampoline is executed, the control flow
changes to a pre-processing sequence that pushes CPU registers into the
stack to save the program state and execute the user-defined code. When
the callback returns, the program state is restored, the instructions that
were displaced are executed, and the control flow returns to the original
location [BM11, Rav22].

This method is typically used for function-level hooking (i.e., intercept
calls to functions and execute code before or after the call), although it is
possible to target instructions at specific addresses to instrument. In or-
der to identify functions for instrumentation, DBI frameworks must rely
on symbol tables, debugging information, or other techniques such as pre-
vious static analysis to recover function boundaries.

4.2.3 Traps and Interrupts
Techniques commonly found in debuggers trigger traps or interrupts at
specific execution points, redirecting the execution to user code that will
typically have privileges over the target, as part of a debugger process or
a hypervisor. In this category we find software and hardware breakpoints,
watchpoints, single-stepping, and page-fault-based instrumentation.

Software-based breakpoints start by saving a specified instruction in
the program to replace it with an exception-triggering instruction. For in-
stance, in x86-64 platforms it is usually a special single-byte instruction
(i.e., INT 3). After handling the exception and executing callback code,
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the original instruction is written back and executed [DZX13, LMP+14,
rVM17]. Some approaches are built around architecture-specific mecha-
nisms such as the System Management Mode (SMM). In that case, soft-
ware breakpoints are implemented by replacing instructions with a write
to an Advanced Configuration and Power Interface (ACPI) port (e.g., 0x2b
on Intel) to trigger a System Management Interrupt (SMI) and enter SMM
[ZLS+15]. On ARM, they are also implemented placing Secure Monitor
Call (SMC) instructions into the guest kernel to transfer control to a hyper-
visor [PLM+18]. Similar to DPI, although this method could theoretically
instrument every instruction or instructions in a memory range, it would
require setting and managing successive breakpoints on each address, if
possible.

Hardware-based breakpoints are implemented at CPU-level by using
dedicated debug registers (e.g., DR0-DR3 in the x86-64 architecture, or
DBGBVR in ARM). These registers are a limited resource and can store
a breakpoint address. When the program counter matches a value and a
set of conditions are met (i.e., determined by the DR7 register in x86-64,
or DBGBCR in ARM), a debug exception is triggered. Some architectures
such as PowerPC may also include hardware support for ranged break-
points [GDB22].

Watchpoints are a special kind of breakpoint that breaks when data is
accessed rather than when some specific instruction is executed. Hardware-
assisted watchpoints are set leveraging architecture-specific debug regis-
ters [PLM+18], with support for ranged watchpoints on architectures such
as PowerPC [GDB22]. In contrast, we do not contemplate purely software-
based approaches since they require single-stepping the program and mon-
itoring every memory access to compare the address against a list of watched
addresses. Nevertheless, several optimizations have been proposed in that
context [GXLA12].

Single-stepping includes any technique that executes and handles one
step (i.e., an instruction) at a time, usually through mechanisms provided
by CPU architectures. In x86-64, the EFLAGS register contains the Trap
Flag (TF), that can be set to generate a debug exception on each executed in-
struction [DRSL08, NSJ+09]. In addition, the Branch Trap Flag (BTF) mod-
ifies the behavior of TF to only trigger exceptions on branch instructions.
Similarly, the Monitor Trap Flag (MTF) is a debugging feature specific to
Intel hardware virtualization extensions that causes VMExits on instruc-
tion boundaries in VMX non-root operation (i.e., the guest system) [DZX13,
rVM17]. Further, when a performance counter overflows an interrupt is
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triggered, enabling instruction-level stepping by setting the value of a per-
formance counter that measures all retired instructions to the maximum
value each time. The CPU architecture determines stepping options by the
kind of events that can be measured. For instance, it is also possible to
perform branch-level stepping in this way. The triggered interrupts can
be configured to transfer control to the hypervisor, SMM, or the ARM se-
cure domain [VE12, ZLS+15, NZ17]. On ARM, single-stepping can also be
implemented placing successive SMC instructions, taking advantage of the
fixed-width ISA [PLM+18].

Page Faults operate at the memory page level and tamper with page
access bits to trigger page fault exceptions during execution, that are han-
dled by a previously set custom page fault handler. To this end, a page that
contains an instruction of interest can be set to non-present [VY05]. Fur-
ther, when using Intel virtualization extensions and hence Extended Page
Tables (EPT), read, write, and execute page access bits are independent of
each other, providing complete flexibility to trap the execution on different
access types, triggering a VMExit [YJZY12]. This method is not exclusive
to code pages, but is also applicable to data pages, allowing to implement a
mechanism similar to watchpoints. For instance, the privilege (i.e., super-
visor bit) or other access permission flags of the page can be manipulated
to produce an exception on every access [VY06, DZX13].

In order to monitor the execution of concrete instructions or specific
memory accesses, it is necessary to check on every page fault the memory
address that caused it. Following the same principle, it is also possible to
monitor memory ranges not aligned to the page size for either read, write
or execution.

4.2.4 CPU Interpretation
The fetch-decode-execute cycle is the basic operational process the CPU
follows to execute instructions. This process is closely reproduced in soft-
ware by some emulators. In particular, interpretation-based emulators
work in a loop by fetching an instruction from memory, decoding it to de-
termine its semantics, fetching the operands, performing the operations,
and writing the result back. Instruction execution is usually enclosed in an
instruction-specific method that is called after its decoding. This rigorous
interpretation enables instruction-level execution control and instrumen-
tation [Law96, Pie22].

Similar to JIT-DBT, this technique needs to examine each executed in-
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struction to check whether it is a memory operation to make memory ac-
cesses visible for instrumentation. However, interpretation-based emula-
tors usually emulate virtual memory in software, making this task simpler.

4.3 DBI Implementations
In this section, we describe and relate existing DBI frameworks to their im-
plemented instrumentation techniques mapped to instrumentation primi-
tives. Please note that we have excluded tools that mix or are built upon
other DBI systems (e.g., PEMU [ZFL15]), and tools whose details are not
publicly available. Similarly, we do not include tools with a more spe-
cific purpose such as TinyInst [Goo22] (whose goal is to instrument specific
modules in a process). We also do not consider the latest versions of QEMU
that include TCG plugins support since they lack fundamental introspec-
tion and execution manipulation capabilities.

4.3.1 Process-Level Approaches
Table 4.2 shows the implemented instrumentation techniques within known
process-level tools that enable the instrumentation of different primitives.

Existing JIT-DBT tools share address space with the target program and
have a similar structure [DCN+19], except for a few cases. Cobra was de-
veloped as a kernel module to enable the analysis of user and kernel code,
whereas Unicorn is based on the CPU emulation component of QEMU,
which enables emulation and instrumentation of arbitrary binary code such
as firmware blobs. Further, Frida injects a JavaScript engine into the target
process to enable DBI through JavaScript code.

Each tool implements different designs, translation strategies and op-
timizations, and operate on native code. The exception is Valgrind, which
translates through the VEX intermediate representation and enables heavy-
weight analyses. Other differences include DynamoRIO and Valgrind not
having an instruction-level event to register callbacks. The user needs to
subscribe to execution block events and then iterate through the instruc-
tion list.

Alternative approaches do not share the same address space and op-
erate from an external point, e.g., from a different process or a different
physical machine (i.e., Malt). DynInst implements several static analyses
to identify and build abstractions that enable the instrumentation of more
complex primitives using DPI. To illustrate, analysis tools can build the
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Table 4.2: Process-level DBI tools mapped to instrumentation techniques and
primitives. J stands for JIT-DBT, D for dynamic probe injection, SB for soft-
ware breakpoints, HB for hardware breakpoints, SS for single-stepping, PF for
page faults, and M for software emulated memory. 7denotes not capable.
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control-flow graph of specific functions and instrument basic block bound-
aries (different from execution blocks in JIT-DBT). Similarly, it also enables
the instrumentation of load and store instructions in particular functions.

In GDB, page-permission-based traps are not implemented by default.
However, the user can call arbitrary functions in the debugged process
space. This enables their implementation by calling mprotect to modify
page permissions. Resulting page faults are handled by the debugger pro-
cess, permissions are restored back in the faulting page, the instruction is
executed in single-step, and page permissions are adjusted again before the
execution continues. GDB also implements ranged hardware breakpoints
and watchpoints for PowerPC embedded processors. Although GDB pro-
vides software watchpoints, they are implemented by single-stepping the
program and checking the expression on each instruction. Therefore, we
do not take this method into account.

Alternatively, MALT combines the SMM and performance counters to
implement several stepping methods leveraging performance counter events
to trigger an SMI: retired instructions, taken branches, far control transfers,
and near returns. This also enables the instrumentation of these specific in-
structions tracked by performance counters.

4.3.2 Whole-System Approaches
Table 4.3 shows the implemented instrumentation techniques within whole-
system tools that enable the instrumentation of primitives. These tools are
built upon hardware virtualization, emulation, or a combination of both
technologies.

JIT-DBT is the most common approach in emulation-based tools, many
of which are based on QEMU’s whole-system emulator. QEMU translates
each guest virtual address into a guest physical address, and then trans-
lates that into a host virtual address. Therefore, the instrumentation for
MMU-related events is straightforward. However, significant differences
exist between tools. S2E was designed for symbolic execution using the
KLEE symbolic execution engine [CDE08] and the LLVM tool chain [LA04].
PANDA features a record and replay system, and leverages the TCG-to-
LLVM translation backend from S2E to provide a framework for complex
analyses such as taint analysis. DECAF implements its own taint analysis
engine. V2E is a hybrid approach that records the execution at page-level
in KVM, and replays it in a modified version of TEMU [YS10], taking ad-
vantage of JIT-DBT to perform fine-grained instrumentation. In contrast,
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Table 4.3: Whole-system DBI systems mapped to instrumentation techniques
and primitives. J stands for JIT-DBT, D for dynamic probe injection, SB for
software breakpoints, SS for single-stepping, PF for page faults, CI for CPU
interpretation, and M for software emulated memory. 7denotes not capable.
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Bochs is an interpretation-based emulator. Emulation logic is implemented
in one big decode loop, which closely models the fetch-decode-execute ac-
tions of the CPU, enabling fine-grained instrumentation.

Other whole-system tools are built upon an hypervisor component such
as Xen or KVM [LMP+14, rVM17, DRSL08]. For example, Drakvuf and Hy-
perDbg leverage EPT to implement breakpoints and memory access traps.
Since these events are handled by the hypervisor, they are transparent to
the guest system. Ether was implemented when virtualization systems
used shadow page tables instead of EPT, and is able to intercept memory
writes by removing write permissions from all pages.

Numerous DBI frameworks have been developed for the general pur-
pose Intel architecture. Nevertheless, ARM provides its own set of hard-
ware features to build DBI systems around, such as virtualization exten-
sions, for instance. Although hardware-assisted virtualization strongly dif-
fers from architecture to architecture, it always introduces a new privileged
mode especially designed for the hypervisor (i.e., ring -1), and a second-
level address translation mechanism.

In a recent work [PLM+18], the DRAKVUF framework was extended to
support instrumentation and analysis of ARM binaries. They enhanced the
Xen hypervisor on ARM to dynamically define and switch among different
guest memory views, and proposed an alternative ARM-specific method
to place breakpoints using Secure Monitor Call (SMC) instructions, which
also enabled the implementation of a novel single-stepping mechanism.
Likewise, NINJA [NZ17] leverages ARM hardware features such as the Trust-
Zone hardware environment, the Performance Monitor Unit (PMU), and
the Embedded Trace Macrocell (ETM) to implement tracing and classic de-
bugging functionality.

4.3.3 Other Execution Events
During execution, the execution flow can be altered by exceptions and in-
terrupts. Some of these come from the interaction with external devices
such as the hard-disk drive, the keyboard or the network card. The OS is
usually responsible for their management. Some DBI tools have visibility
on these events, subject to implementation decisions and symbol availabil-
ity. Table 4.4 shows the relation between DBI tools and the most common
event types within this category. We conservatively take into consideration
current implementations and default plugins, which usually expose these
events through their APIs.
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Table 4.4: Other visible events derived from execution, OS, or hardware oper-
ation.
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Process-level and whole-system tools are implemented with different
goals in mind. Therefore, they observe events from different perspectives
and some events may not be captured by a particular category. Specifi-
cally, as process-level approaches focus on a single program, they track
events that take place in the content of the program under analysis, while
whole-system DBI observes events in a system-wide fashion. As an exam-
ple, process-level tools can intercept the creation of child processes origi-
nating from the target. Whole-system approaches can instead monitor the
creation of every process. Likewise, process-level approaches capture mod-
ule loads and unloads in the process (i.e., shared libraries), whereas whole-
system solutions also cover kernel modules or drivers.

Existing tools adopt different strategies to handle interrupts. Process-
level tools let the user subscribe to exception events (e.g., division by zero)
or Linux-specific signal events, depending on the implementation. Val-
grind and DynInst only support signals while Frida supports exceptions.
The Unicorn Engine is rather exceptional since it is a CPU emulator and
thus, although it provides callback functions for exceptions and INT in-
structions, it is the user’s job to emulate the entire exception handling pro-
cess. Whole-system approaches do not usually provide primitives to moni-
tor signals or exceptions, but they have full visibility on the system, making
it possible to create these abstractions by using VMI techniques.

4.4 DBI Security Concerns
Because of their nature, DBI systems face a great challenge regarding trans-
parency. In order to execute applications without errors, execution under
a DBI system must pose as a native execution and, therefore, perform its
own operations transparently. However, correctness is not enough when
analyzing evasive programs that will end the execution, behave differently,
or even escape from DBI’s control [DCN+19] if its presence is detected.

4.4.1 Transparency
Transparency can be defined as a property that represents how successfully
an analysis/instrumentation system mimics the actual behavior of a regu-
lar system in order to appear indistinguishable to the target. This usually
includes the capacity to react to evasion tricks. Although it is commonly
associated with malware analysis [ESKK12], it also applies to any program
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that would conceal or alter its functioning in the presence of an analysis/in-
strumentation system, such as proprietary software.

To build a transparent system, previous work defined a set of require-
ments to be fulfilled. In [DRSL08], authors specify five different require-
ments: (i) higher privilege than the maximum a target can gain, (ii) no non-
privileged side effects visible to the target, (iii) identical basic instruction
execution semantics, (iv) transparent exception handling, and (v) identical
measurement of time.

Similarly, the authors of NINJA [NZ17] propose three alternative re-
quirements. In the first place, the environment must be isolated. Second,
the environment must exist in an off-the-shelf bare-metal platform without
modifying the software or hardware. Finally, the analyzer program should
not leave any detectable footprints.

4.4.2 Known Evasion Techniques
During the last decade several survey papers that gather, describe, and clas-
sify known evasion methods and countermeasures have been conducted
[CAM+08, PCM+17, BY17, ANSB19, DCN+19]. We encourage the reader
to refer to these papers for a more complete understanding since we only
provide a quick summary of the findings.

Common evasion techniques can usually be classified into two comple-
mentary groups: those intended to detect an analysis environment, and
those aiming to ensure that the system is of a regular human user. Excep-
tion exists when more targeted malware will only execute in a particular
physical machine and a particular configuration (e.g., APTs, Stuxnet, etc.)
or only in a specific time period.

Environment detection Environment detection techniques can target spe-
cific platforms and also particular fingerprints. The platforms and finger-
prints they usually target are the following:

• Environmental artifacts. These artifacts are system-related artifacts
that uniquely reveal it. This category includes, for instance, disk files,
specific devices with identifiable attributes, additional drivers, run-
ning processes, or usernames.

• Timing. Timing-based detection tries to detect discrepancies in tim-
ing when executing a set of operations in a native environment com-
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pared to an instrumentation environment. However, more sophisti-
cated attacks can be carried out [BBR16]. This detection approach
is probably the most difficult to tackle due to the many timers and
counters present on modern systems in addition to external timers.

• Process introspection. Some systems need to make program modifi-
cations for proper operation, thus introducing several in-process ob-
servables that can be detected by examining the program state. These
cases include, for instance, injected libraries, code modification such
as function hooks, debugger presence, or even improper handling of
self-modifying code.

• Network artifacts. Several systems within the malware analysis use
case usually provide carefully adjusted network features to prevent
potential risks. In consequence, uncommon network activity such as
extremely fast internet service, or network isolation could be used as
an indicator of analysis.

• CPU emulation. Red pill is the common term used to refer to specific
instructions that behave differently when executed inside an emula-
tor than on a real CPU as a result of, for example, incorrect emula-
tion [RKK07, PMRB09, SAM14]. Furthermore, as determining perfect
emulation is considered an undecidable problem [DRSL08], red pills
will be always a major concern.

Reverse Turing Tests In order to detect previous or active human interac-
tion, evasive programs check for several signs such as coherent mouse and
keyboard inputs, recently opened files, or the so-called wear-and-tear arti-
facts [MANP17], which are aspects of a system that are affected as a result
of normal use (e.g., browsing history, event log, DNS resolver cache).

4.4.3 Known Countermeasures
The existing mitigation approaches are devoted to block the evasion at-
tempts performed by the target under inspection. These countermeasures
are usually classified in two different categories: (i) active approaches that
involve detection and mitigation of the evasion techniques, and (ii) passive
approaches that increase the analysis transparency changing the environ-
ment. Among these classification, the following types of mitigation actions
can also be described according to their behavior.
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Binary modification Taking advantage of operations known to be used
for detection, a mitigation strategy attempts to dynamically identify and
safely handle them at code level while preserving the semantics. As an
example, Cobra scans JIT-generated code blocks and replaces relevant in-
structions in the code cache with what they call stealth implants.

Artifact hiding Detection methods abuse any kind of evidence left by the
system, therefore, a straight-forward approach to reduce the probability of
detection seeks to hide artifacts that could reveal either the presence of
instrumentation primitives or the environment. For example, Ether relies
on the trap flag to perform instrumentation and, consequently, it hides the
trap flag by intercepting relevant instructions to provide the expected state
of the flag. Similarly, it also controls queries about time to answer with
expected values in order to prevent time-based detection.

Path exploration Although path exploration has not been directly ap-
plied to evasion mitigation, it is extensively used in related malware anal-
ysis tasks such as binary unpacking [UPBSB16], force execution [PDZ+14],
or trigger-based behavior discovery [BHL+08]. In fact, this conditionally
executed behavior could match an evasion attempt, which could be miti-
gated by forcing the execution under a different path.

State modification Similar to binary modification, some works [KYH+09,
ASBM14] proposed a dynamic state modification approach that modifies
relevant registers and memory with appropriate values to simulate a phys-
ical environment in the presence of evasion code.

Bare-metal analysis In search of a general increase of transparency, re-
searchers have been turning between emulator and hypervisor platforms,
although both of them have been shown to be detectable [RKK07, ZLS+15].
As an alternative, several proposed systems such as MALT run on bare-
metal, thus reducing the likelihood of detection. However, as companies
are increasingly adopting virtualization technology, malware started to also
target virtualized environments, not evading them like in the past.

Realistic system images In order to overcome several reverse Turing tests
and specifically wear-and-tear artifact-based evasion, two solutions were
proposed. Firstly, a clone of a real user system could be used as a starting
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system image. Secondly, a fresh operating system image could be taken
as basis, to then artificially age it by automatically simulating user actions
such as software installation, or webpage browsing.

4.5 Performance Evaluation
In this section, we detail the conducted experiments to measure and eval-
uate the performance of the different instrumentation techniques. We seek
to understand the behavior of instrumentation techniques in different sce-
narios, such as targeting different primitives, or different event frequency.

4.5.1 Instrumentation Techniques in Practice
Certain techniques such as JIT-DBT are quite complex and, as a conse-
quence, tools implementing the same technique may show performance
differences due to their particular implementation or design choices, among
other factors. Therefore, our main goal is to evaluate instrumentation tech-
niques and not their particular implementations or available tools.

However, in order to conduct these experiments we had to select a set
of tools as reference implementations of the techniques. On the one hand,
we prioritized actively maintained projects written in C/C++ with a large
community. The implementation language of both the tool and the instru-
mentation code have a significant performance impact. For instance, a tool
written in C/C++ that calls a Python snippet needs to enter the Python
run-time on every event, imposing a high overhead. This overhead is de-
rived from a design choice and not by the instrumentation technique itself.
All the tools we selected are fully implemented in C/C++. On the other
hand, we conducted our experiments on the x86-64 architecture, which is
fully supported by most tools. While there are DBI tools that support other
architectures, they follow similar techniques and principles. Also, it would
not be appropriate to compare x86-64 implementations against other ar-
chitectures.

In this way, we selected tools to cover every possible instrumentation
technique for process-level and whole-system. Each of these tools imple-
ment one or more of the instrumentation techniques described in Section
4.2.

More specifically, we used the following process-level technique imple-
mentations: the JIT-DBT engine Pin (3.17), the DPI tool Dyninst (10.2.1),
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Table 4.5: Selected instrumentation tools.

Tool Alias

Pin and PANDA for JIT-based
instrumentation

pin

panda

Dyninst for Dynamic Probe Injection dyninst

GDB for software breakpoints,
hardware breakpoints, single-
stepping and page faults

gdb_sb

gdb_hb

gdb_ss

gdb_pf

Drakvuf for software break-
points and page faults

drakvuf_sb

drakvuf_pf

Bochs for execution interpretation bochs

and the GDB (9.2) debugger for software breakpoints, hardware break-
points, and page-fault-based instrumentation. While GDB is a debugger
and is not considered a DBI tool on its own, it implements several instru-
mentation techniques and satisfies the definition of DBI provided in Sec-
tion 4.1. Also note that we configured GDB to prevent all output to avoid
introducing unnecessary overhead.

As whole-system implementations, we selected: the interpretation em-
ulator Bochs (2.6.11), and the latest available versions of the JIT-DBT em-
ulator PANDA and the hypervisor-based tool Drakvuf. These tools cover a
wide range of techniques, described in Section 4.2. In cases where callbacks
can be inserted in different programming languages (e.g., PANDA supports
plugins in Python), we used the C/C++ interface.

Note that in the rest of this section, in order to make a distinction be-
tween the different techniques implemented by the same tool, we append
the acronym of the technique at the end of the tool name as listed in Ta-
ble 4.5 (i.e., gdb_sb, gdb_hb, gdb_ss, gdb_pf, drakvuf_sb, and drakvuf_pf).

4.5.2 Technique Evaluation
Our goal is to analyze current instrumentation techniques, evaluating their
performance when implementing different instrumentation primitives. It
is essential to minimize the impact of specific implementations. These
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rules out complex test cases that use multiple instrumentation options, or
high demanding tasks such as memory profiling or information flow track-
ing, because tool-specific optimizations would come into play. Under that
premise, our experiments are guided by and reflect basic instrumentation
capabilities.

We did not cover the execution of specific instruction types, execution
of execution blocks, or code translation primitives. While these are useful
primitives in many contexts and applications, reporting their performance
statistics would not add any additional value since they are either based on
the same principles as other primitives in the techniques, or not applicable
to more than one technique. For instance, execution block primitives are
exclusive to JIT-DBT by design.

It is worth noting that some instrumentation techniques were really
demanding, leading to overly long execution times and making the mea-
surement impractical. To overcome this difficulty, we empirically set an
event count threshold for these cases: 2 million instructions when single-
stepping, and 200,000 page faults when using a page-fault-based approach.
No instrumentation (none). For every tool, we run the target under the
DBI framework with no instrumentation besides the necessary to measure
performance. This serves as a baseline to understand the base overhead
introduced by every tool.

In Bochs, identifying the process start and end cannot be done using
lightweight methods and requires using the instruction-level callback. Un-
fortunately, it introduces excessive overhead for this experiment. To over-
come this limitation, we compiled Bochs without any instrumentation en-
abled, and connected an agent in the guest system with the host through
a network socket in order to properly detect the beginning and end of the
program without adding any expensive overhead.
Instrument execution of a single instruction (exec_single). This primitive
can be implemented in different ways. JIT-DBT engines can decide whether
to instrument an instruction at translation time based on the address be-
ing translated. This is the case of Pin and PANDA. DPI techniques can
insert trampolines at specific addresses – we implemented this approach
in Dyninst. Software and hardware breakpoints trigger an exception at a
specific code address. A similar behavior is possible by removing the exe-
cution permission of the whole memory page containing the address. We
implemented these three approaches in GDB and Drakvuf (except hard-
ware breakpoints for the latter). Finally, when an interpreter runs every
instruction one by one, it can call a callback before instruction execution.
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We tested this approach with Bochs.

Instrument execution of instructions in a memory range (exec_range).
Similar to previous cases, JIT-DBT engines can check at instruction trans-
lation whether the current program counter value is within the range of a
specified memory range. We tested this with Pin and PANDA. This tech-
nique is also possible through page faults. When the memory range is not
aligned to page boundaries, it is necessary to check (as part of the instru-
mentation code) whether the faulting address is within the specified range.
We implemented this technique in GDB, and Drakvuf. As in the previous
case, the Bochs interpreter can check the address instruction by instruction.

Instrument every executed instruction (exec_all). Not every instrumen-
tation technique has the capacity to instrument every possible instruction
in a straightforward manner. This primitive can be implemented either by
using single-stepping (that will force an exception on every instruction) or
by monitoring every instruction execution under a JIT-DBT engine or an
interpreter. We tested the first technique with GDB, and the second one
with Pin for process-level, and PANDA and Bochs for whole-system instru-
mentation.

Instrument memory read/writes to a given memory address (rw_single).
We implemented this primitive using different techniques. Hardware break-
points trap the execution on memory accesses. It is also possible to imple-
ment this behavior at page granularity by removing read and write permis-
sions of memory pages. We implemented these two techniques in GDB.
For JIT-DBT and interpretation, the only way is to monitor every mem-
ory access to check whether the accessed address matches. Due to indirect
memory addressing, many of the addresses are computed at run-time, and
it is not possible to instrument this primitive at translation time. We im-
plemented this approach in Pin, PANDA, and Bochs.

Instrument memory read/writes to a given memory range (rw_range).
We implemented this instrumentation primitive by using the same tech-
niques described previously. We implemented them in Pin, GDB (only us-
ing page faults), PANDA, and Bochs. In a similar vein, we included Drakvuf
in this experiment by setting a memory access trap for read and write ac-
cesses at the specified memory pages at the EPT level.

Instrument every memory read/write made by the program (rw_all). This
final primitive was only implemented by using JIT-DBT and interpretation,
monitoring every single memory access at run-time. We implemented this
test in Pin, PANDA, and Bochs.
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4.5.3 Testing Benchmarks

To conduct our experiments, we used the SPEC CPU2006 suite, which con-
tains diverse programs written in C or C++, integer or floating-point in-
tensive, and with varying execution times, instruction footprints and cache
sensitivity. We discarded those that did not compile or execute correctly in
our system, or those for which their execution times were excessively long.
Out of the three different sizes of input data that SPEC CPU2006 provides
(i.e., test, train, and reference), we used the train inputs since we observed
that the reference workload was too heavy, making execution times exces-
sively long.

The SPEC suite defines multiple executions in a single benchmark for
some programs, i.e., using different command-line options. We present
these cases individually. Hence, we finally used a total of 16 benchmarks
from 10 unique binaries.

For the experiments that require specific addresses to instrument, we
manually searched for instructions and memory addresses that were re-
spectively executed or accessed a significant number of times in each bi-
nary.

4.5.4 Evaluation Methodology and Metrics

To manage and automate experiment execution, we developed a launcher
program that executes every test in every tool and every SPEC program in
the evaluation set, and recording execution information. We executed each
benchmark 10 times to minimize the effect of system irregularities on the
results.

To keep consistency, we use the execution of main as the starting point
and the execution of exit as the ending point. When the execution reaches
these, the tool notifies the launcher and retrieves time and status informa-
tion. Since each tool provides different methods to identify the start and
end points, we selected the least intrusive method to avoid adding over-
head. Note that since we measure from main to exit, we avoid measuring
time that tools would need to repeat their initialization (e.g., creating a
code cache) on every test case, minimizing the impact of the tools on the
measured executions.

Regarding Pin, Dyninst, and GDB; we use standard tool features such as
hooks and breakpoints to catch the execution of main and exit. In Drakvuf,
we place a breakpoint in the do_syscall kernel function to trap system
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struct dbi_test {

std::string test_name;

std::string program_name;

std::vector<std::string> program_args;

unsigned long main_addr;

unsigned char memory_mark[20];

unsigned long exit_addr;

unsigned long watched_addr;

unsigned long watched_inst;

};

dbi_test perlbench_1 = {"perlbench_1",

"perlbench_base.gcc43-64bit",

{"-I/lib",

"diffmail.pl",

"2", "550", "15", "24", "23", "100"},

0x555555563030,

{0xf3, 0x0f, 0x1e, 0xfa, 0x41, 0x55, 0x49, 0x89, 0xf5,

0x41, 0x54, 0x41, 0x89, 0xfc, 0x48, 0x83, 0xec,

0x08, 0x80, 0x3d},

0x7ffff7cb6bc0,

0x55555567da00,

0x5555555c4240};

Figure 4.1: Example configuration data for the SPEC CPU2006 benchmark
perlbench_1.

calls. This allows us to watch the start and end of the specific processes.
To this end, we only need to place a breakpoint in main when it started.
To identify the starting point in PANDA, we use the instruction translation
callback to only instrument instructions whose program counter matches
the specific main address. Whenever it is executed, we compare the next
20 bytes from main to prevent misidentifying the start. To identify the
ending point, we look into TCG blocks before host code generation to find
syscalls. In the case that a syscall is found (i.e., opcode 0F 05), we insert
a function call to verify whether it is an actual exit called by our process
(i.e., 0x3c or 0xe7 syscall number stored in RAX register). Identification in
Bochs is conceptually similar to PANDA. Before instruction execution, we
verify both if the program counter and the following 20 bytes match for the
starting point, and whether the current instruction is an exit syscall for the
ending point. Unlike PANDA, callbacks cannot be disabled and there is no
less intrusive method. Figure 4.1 shows the configuration data used in our
framework for the perlbench_1 benchmark as an example.
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We obtain diverse information about the process from each execution.
Once the launcher is notified, it retrieves wall-clock time from a system-
wide real-time clock and cpu-time from a high-resolution per-process timer
from the CPU. In addition, the launcher creates a copy of /proc/pid/stat
and /proc/pid/status. When the process ends, it computes the difference
between the starting and ending points.

For process-level, we use cpu-time as a reference time for our stats, ex-
cept for Dyninst and GDB, which are executed as a separate process (i.e,
a tracer process that controls the execution of a child process). In these
two cases we consider a combination of the time spent by the child pro-
cess (monitored process) and the cpu-time of the process corresponding to
the instrumentation tool. Additionally, we obtained the event count for the
instrumented primitive. The event is defined by the executed experiment,
e.g., for exec_all: the total number of executed instructions, for rw_single:
the access count to the specified memory address, and so on.

For whole-system, we recorded wall-clock time from process start until
the end. We found that this is the most consistent way to evaluate the
approaches under the same conditions, considering that some of them run
emulated clocks inside the guest, while others may use the host’s clock.
Some run as user-mode (e.g., emulators), while others run partially inside
a VM, partially in the hypervisor and partially in the host.

We conducted all the experiments on an Intel Core i7-8700 machine
with 16GB of RAM, running Ubuntu 20.04 with kernel version 5.8.0-63.
For the guest machine, we used an Ubuntu 20.04 cloud image with kernel
version 5.4.0-54 and 4GB of RAM. We also disabled ASLR, kASLR and cpu
mitigations in both host and guest machines.

4.5.5 Process-level Techniques Results
Table 4.6 shows the raw results of our process-level experiments for Pin,
GDB software breakpoints (gdb_sb), GDB hardware breakpoints (gdb_hb),
GDB single-stepping (gdb_ss), GDB page faults (gdb_pf ), and Dyninst. For
every combination of experiment, tool, benchmark, and type of instrumen-
tation, we show the average and standard deviation.

Figure 4.2 shows the base performance overhead of each process-level
tool. Debugging-based tools use operating-system provided mechanisms
to attach to the debugged process. When no instrumentation is done, the
overhead of this kind of tools is minimal or nonexistent. Trampoline based
tools install trampolines — or code detours — in a given address, gener-
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Table 4.6: Average and standard deviation execution times for process-level
techniques implementations.
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Table 4.6: Average and standard deviation execution times for process-level
techniques implementations (Continued).
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Figure 4.2: Base overhead of process-level DBI systems.

ating very little overhead as well. In contrast, dynamic compilation tools
such as Pin, need to read and analyze the original code to give the oppor-
tunity to insert instrumentation routines before compilation. This process
implies an overhead of up to 12 times the reference execution time on the
native system even when no instrumentation is performed. Figure 4.2 also
shows how the overhead remains constant for GDB and Dyninst, which ex-
ecute the code natively, while some programs have different overheads for
Pin. The reason is that the nature of the program and its execution also
affect JIT-DBT, which may increase the time spent in branch resolution or
register allocation [UCY+06]. In this case, instruction footprint and execu-
tion time are responsible for the increased overhead [LCM+05], especially
in gcc benchmark. Having a large instruction footprint and a short execu-
tion time results in insufficient code reuse to compensate the compilation
cost.

Even though binary rewriting inflicts a significant overhead with re-
spect to native execution, this might be tolerable under certain circum-
stances. For instance, debuggers use software and hardware breakpoints or
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Figure 4.3: Time required to execute 100 million instructions by number of
single instruction execution events. Trend lines represent the linear regression
of the plotted points.

page faults to trigger interrupts. Every method that triggers an interrupt is
followed by a context switch. The OS will analyze that interrupt and redi-
rect the execution to the corresponding handler. This process implies the
execution of many operations (e.g., saving the interrupted process’s con-
text, context switching, transitioning from Ring 3 to Ring 0, and back to
Ring 3). Hence, while the number of instrumented events increases, the
overhead of JIT-DBT techniques is compensated by how efficiently those
approaches can instrument the code (e.g., no context-switch is needed).

Figure 4.3 shows the normalized time required to execute a single in-
strumented instruction for several programs with a number of instrumen-
tation events (i.e., the selected instruction is executed a different number
of times in each benchmark program). The X axis shows the number of
instrumented events every 100M instructions, whereas the Y axis shows
the time to execute those 100M instructions. Despite the high variability
in the case of Pin (discussed previously), all the cases show a linear over-
head growth as the number of instrumented events per 100M instructions
increases. However, the growth rate of GDB is much higher and exceeds
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Figure 4.4: Time required to execute 100 million instructions by number of
instruction executions in a memory range. Trend lines represent the linear
regression of the plotted points.

the overhead of Pin around 100 events per 100M instructions. Despite this
number is indicative and depends on many factors, Pin clearly outperforms
GDB as soon as it needs to instrument a few events. Dyninst performs even
better than Pin as it benefits from both not needing to switch context and
not needing to implement binary rewriting.

Figure 4.4 shows the execution time for every 100M instructions for
programs with a different number of instrumentation events in a memory
range (i.e., a memory page) per 100M instructions. We observe that while
the execution time for page-fault-based instrumentation in GDB grows lin-
early with the number of instrumented events, Pin remains almost con-
stant. In this case, Pin decides which instructions ought to be instrumented
at translation time, adding very little overhead since it only inserts instru-
mentation callbacks at instructions that are part of the target page.

Regarding the overhead imposed by GDB single-stepping when instru-
menting the execution of all instructions (shown in Table 4.6), we can no-
tice that execution time is extremely high compared to Pin. In fact, as
aforementioned, we had to limit GDB to 20M instrumented events. If we
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Figure 4.5: Execution time for 100 million instructions by number of access
events per 100 million instructions. Trend lines represent the linear regression
of the plotted points.

compare the normalized instrumentation time (total time minus the time
required to execute the program with no instrumentation) for 20M instru-
mented events, GDB single-stepping is more than 100,000 times slower
than Pin at instruction tracing. Similar patterns can be noticed for page-
fault-based GDB. In that case, we had to limit GDB to track up to 200,000
events.

As we detailed in previous sections, Pin has to check every memory
operation on every instruction at run-time to decide if it affects a target
memory range or a memory address.

Figure 4.5 shows the time required to execute 100M instructions for
our benchmark programs that trigger a different number of address access
events per 100M instructions. Even if hardware breakpoints are very effi-
cient to instrument accesses to specific memory addresses, and Pin needs
to instrument every instruction, its overhead is compensated as soon as the
number of events triggered is higher than 2,000 every 100M instructions.
This case is particularly interesting because the cutting point after which
Pin performs better than debugger-technique-based approaches is higher
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Figure 4.6: Overhead of process-level DBI systems for memory range read-
/write.

than in the cases shown previously (e.g., single instrumented instruction
execution).

Figure 4.6 shows the time required by GDB to instrument 100 page ac-
cesses using page faults for the different benchmark programs, and the time
it takes Pin to check the target address for every memory operation in 100M
instructions. This overhead in Pin depends not only on the number of in-
structions, but also on the type of operations and number of memory ac-
cesses of these operations (and thus there is some variability in Figure 4.6).
However, we can see that Pin significantly outperforms GDB except for
very specific set-ups where memory accesses are very frequent and the tar-
get memory page or target memory address will be accessed extremely in-
frequently. This can be noticed in Table 4.6.

While using page faults to monitor accesses to a single memory address
(which is the same as that of accesses to a memory range) is significantly
slower than Pin and hardware breakpoint based approaches, this difference
is considerably smaller for the lbm benchmark, for which we instrumented
an address that is accessed very infrequently (i.e., 1,312 times).
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Figure 4.7: Base overhead of each whole-system framework.

4.5.6 Whole-System Techniques Results

Table 4.7 shows the raw results of our measurements on whole-system in-
strumentation techniques for each primitive. In all cases, we report the
average and standard deviation for each iteration. Note that we have in-
cluded a new alias for PANDA called panda_osi. This alias represents a
specific configuration of the PANDA framework in which Operating Sys-
tem Introspection (OSI) plugins are enabled. These plugins build and pro-
vide semantic information about the underlying operating system for intro-
spection purposes (e.g., task switch callbacks, methods to retrieve the list
of running processes, etc.). Unfortunately, we observed that it introduces
excessive performance overhead. Therefore, we only include these results
in Table 4.7 as reference.

Figure 4.7 shows the base overhead of PANDA, Bochs and Drakvuf with
no instrumentation applied with respect to native execution. We also in-
clude QEMU 2.9.1 (the version used in PANDA at the time of the exper-
imentation) as reference. We can notice that Drakvuf imposes a negligi-
ble and almost constant overhead, since hypervisor-based systems execute
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4.5 Performance Evaluation

Table 4.7: Average and standard deviation execution times for whole-system
techniques implementations.

p
er

lb
en

ch
_1

p
er

lb
en

ch
_2

p
er

lb
en

ch
_3

p
er

lb
en

ch
_4

p
er

lb
en

ch
_5

b
zi

p
2_

1
b

zi
p

2_
2

b
zi

p
2_

3

ex
ec

_s
in

gl
e

bo
ch

s
23

3.
54
±5

.2
1

14
7.

7±
0.

47
21

5.
29
±1

.4
3

51
7.

84
±1

0.
59

18
.8

1±
0.

11
13

4.
72
±0

.4
5

16
0.

86
±0

.2
9

95
9.

99
±8

.3
8

p
an

d
a_

os
i

81
1.

66
±1

3.
32

49
8.

99
±8

.2
6

76
8.

83
±1

1.
22

20
41

.1
5±

50
3.

95
66

.3
4±

2.
44

45
1.

18
±2

1.
87

50
4.

01
±2

4.
97

31
60

.9
5±

16
9.

56
p

an
d

a
97

.5
1±

0.
69

62
.0

1±
0.

64
81

.8
7±

0.
52

18
9.

37
±0

.8
8

7.
21
±0

.0
6

39
.3

7±
0.

48
46

.3
1±

0.
4

30
8.

86
±0

.9
3

d
ra

kv
u

f_
sb

43
.3

3±
0.

96
50

.6
4±

0.
44

45
.2

3±
0.

81
19

.1
7±

0.
36

3.
77
±0

.2
3.

72
±0

.0
8

3.
4±

0.
08

26
.3

7±
0.

24
d

ra
kv

u
f_

p
f

11
.8

8±
0.

25
11

.5
4±

0.
22

11
.5

3±
0.

39
11

.6
±0

.4
11

.1
2±

0.
3

11
.7

1±
0.

28
11

.7
6±

0.
47

11
.7
±0

.3
9

ex
ec

_r
an

ge

bo
ch

s
24

7.
41
±2

.3
8

15
8.

65
±0

.4
22

4.
04
±0

.6
6

54
5.

88
±4

0.
03

19
.8

2±
0.

09
14

1.
93
±0

.5
6

16
8.

75
±0

.2
9

99
9.

32
±1

.5
4

p
an

d
a_

os
i

11
59

.9
4±

38
2.

73
81

2.
07
±2

95
.4

2
93

4.
3±

14
7.

83
24

04
.9

1±
65

5.
39

75
.6
±6

.5
6

43
4.

29
±5

.3
7

51
6.

69
±1

1.
42

32
12

.6
8±

14
3.

4
p

an
d

a
98

.2
2±

0.
94

66
.6

9±
0.

93
83

.7
3±

0.
65

19
3.

62
±1

.1
6

7.
31
±0

.0
8

38
.5

4±
0.

27
45

.4
2±

0.
2

30
5.

21
±1

.2
1

d
ra

kv
u

f_
p

f
11

.8
7±

0.
19

11
.5

2±
0.

26
11

.5
5±

0.
15

12
.0

7±
0.

42
11

.5
1±

0.
27

11
.7
±0

.3
11

.7
6±

0.
47

11
.7
±0

.3
9

ex
ec

_a
ll

bo
ch

s
27

4.
23
±9

0.
12

14
8.

81
±0

.3
1

21
6.

38
±0

.4
8

52
2.

18
±8

.8
18

.9
6±

0.
08

14
0.

6±
0.

22
16

6.
22
±0

.4
5

98
5.

46
±6

.9
2

p
an

d
a_

os
i

97
0.

89
±5

6.
5

58
6.

13
±1

6.
48

91
1.

09
±2

9.
72

20
82

.5
7±

45
.5

8
71

.8
9±

0.
54

50
7.

0±
15

.8
1

60
9.

23
±3

0.
39

42
97

.6
6±

10
07

.0
3

p
an

d
a

35
9.

66
±3

.9
5

23
4.

80
±0

.6
35

3.
85
±0

.6
4

68
2.

9±
8.

7
29

.2
1±

0.
21

14
8.

37
±0

.8
1

16
5.

62
±0

.2
9

10
58

.6
6±

3.
45

rw
_s

in
gl

e
bo

ch
s

24
1.

88
±1

.3
9

15
2.

37
±0

.3
3

22
4.

56
±0

.5
9

53
0.

32
±0

.7
7

19
.3

9±
0.

32
13

9.
81
±0

.3
7

16
7.

54
±0

.4
7

98
2.

88
±1

.8
9

p
an

d
a_

os
i

85
9.

25
±2

6.
34

54
0.

37
±4

.6
3

83
0.

29
±2

3.
26

21
28

.3
4±

60
4.

6
66

.7
±0

.3
5

45
7.

53
±7

.3
1

55
7.

48
±3

.3
9

34
96

.8
2±

69
7.

94
p

an
d

a
35

9.
13
±1

.4
4

24
0.

61
±0

.6
8

36
6.

06
±3

.2
5

67
6.

34
±4

.4
3

28
.8

8±
0.

22
16

1.
53
±1

.4
7

18
7.

1±
1.

63
11

54
.1

8±
15

.4
7

rw
_r

an
ge

bo
ch

s
29

3.
06
±8

1.
98

16
2.

74
±0

.4
7

23
1.

22
±0

.6
7

53
8.

98
±1

.1
5

19
.7

2±
0.

09
14

5.
45
±1

.1
8

17
4.

2±
0.

89
10

28
.2

9±
5.

49
p

an
d

a_
os

i
67

0.
02
±2

4.
81

38
8.

34
±1

5.
24

61
8.

27
±2

6.
04

18
08

.1
9±

19
.5

7
57

.1
±0

.4
6

51
8.

21
±7

.1
4

61
9.

85
±9

.2
34

39
.4

1±
13

7.
5

p
an

d
a

35
9.

5±
1.

07
23

7.
98
±1

.3
1

36
0.

21
±0

.4
6

67
6.

15
±0

.7
8

28
.5

9±
0.

06
16

0.
49
±0

.3
3

18
9.

94
±7

.3
11

50
.9

8±
3.

32
d

ra
kv

u
f_

p
f

11
.6

8±
0.

18
11

.4
1±

0.
2

11
.5

6±
0.

15
11

.6
±0

.2
3

11
.6

5±
0.

3
11

.7
±0

.3
2

11
.5

3±
0.

24
11

.4
9±

0.
24

rw
_a

ll
bo

ch
s

25
0.

55
±1

.0
5

15
6.

36
±0

.7
6

24
8.

28
±5

.6
1

55
8.

71
±4

.8
5

20
.0

6±
0.

18
14

8.
66
±0

.2
6

17
6.

86
±0

.3
3

10
47

.4
4±

5.
81

p
an

d
a_

os
i

65
5.

36
±6

.2
1

39
1.

51
±1

4.
9

59
1.

38
±8

.4
4

16
93

.6
4±

66
.2

52
.0

9±
0.

27
80

4.
56
±2

48
.3

1
82

9.
73
±2

84
.4

1
35

82
.0

7±
10

8.
79

p
an

d
a

35
1.

4±
1.

08
23

3.
37
±0

.6
35

7.
57
±3

.4
7

67
3.

52
±8

.3
4

28
.8

5±
0.

21
15

9.
09
±0

.5
18

5.
54
±0

.3
2

10
86

.6
6±

25
.5

2

no
ne

bo
ch

s
15

1.
03
±1

.4
4

11
2.

08
±0

.5
8

14
9.

17
±0

.7
9

30
8.

13
±0

.7
9

13
.2

3±
0.

15
80

.2
3±

0.
52

97
.4
±3

.7
2

55
8.

03
±3

.5
9

p
an

d
a_

os
i

61
4.

03
±4

4.
48

36
1.

46
±2

4.
63

50
1.

81
±7

.8
5

12
53

.3
7±

19
.0

1
42

.5
6±

0.
4

32
6.

18
±1

.0
5

39
2.

37
±1

.7
9

29
12

.6
1±

10
63

.1
5

p
an

d
a

97
.2

6±
1.

1
62

.7
3±

0.
65

82
.0

8±
0.

91
19

0.
05
±1

.0
5

7.
32
±0

.0
6

38
.5

6±
0.

21
45

.9
5±

0.
61

30
7.

39
±1

.3
8

d
ra

kv
u

f
2.

2±
0.

02
1.

79
±0

.0
1

1.
91
±0

.0
2

5.
05
±0

.0
9

0.
41
±0

.0
1

2.
47
±0

.0
3

2.
44
±0

.0
3

19
.1

1±
1.

95

103



4. Unveiling Dynamic Binary Instrumentation Techniques

Table 4.7: Average and standard deviation execution times for whole-system
techniques implementations (Continued).
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Figure 4.8: Execution time for 100M instructions by number of instruction
execution events per 100M, in log scale. Trend lines represent the linear re-
gression of the plotted points.

the guest natively in the CPU. In the case of emulators, the overhead is
much higher and varies significantly, with the highest values found for the
floating-point intensive benchmarks. Complex instruction set emulation is
a non-trivial task, and its emulation can inflict varying overheads depend-
ing on the complexity of the operations performed by the program, the kind
and frequency of memory accesses, and optimizations. Overall, Bochs has
higher overhead than PANDA and ranges from 20 to 120 times the native
execution time. It is worth to note that the mcf benchmark has the highest
number of cache misses, and intensive pointer and integer arithmetic.

Figure 4.8 shows the time required to execute 100M instructions at dif-
ferent instrumentation frequencies for the single instruction instrumenta-
tion experiment. The results are plotted in logarithmic scale. We notice a
particular point in which Drakvuf becomes slower than PANDA and Bochs:
when the number of events per 100M instruction grows to 100,000. Sim-
ilarly to process-level instrumentation, the overhead of context switches
— and in this case, VM exit operations — has a non-negligible cost. This
cost can compensate emulation overhead after a certain point. There is also
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Figure 4.9: Execution time for instrumenting every instruction in each bench-
mark program for whole-system tools.

more variability in execution times for Bochs and Panda due to the different
base overhead imposed by different programs (shown in Figure 4.7).

Figure 4.9, Figure 4.10, and Figure 4.11 show the execution times for the
following primitives: execution of every instruction, memory accesses to
an address, and accesses to every memory address respectively. In all cases,
we observe similar performances for Bochs and PANDA, which emulate
memory in software. The superior overhead imposed by Bochs in a non-
instrumented execution is often compensated, but the results depend on
the type of program being instrumented. We can claim that results for both
tools in their current state suggest that the techniques at instruction-level
granularity are comparable, and that their relative overhead is subject to
specific implementation details and optimizations.

Figure 4.12 and Figure 4.13 show the normalized execution time (exe-
cution time per 100M executed program instructions) for different instru-
mentation event counts for the following experiments respectively: mem-
ory accesses to a memory range (i.e., a memory page), and instruction exe-
cution in a given memory range. While increased execution time remains
constant for most programs in Drakvuf, the variability persists in Bochs
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bzi
p2
_1

bzi
p2
_2

bzi
p2
_3

de
alii
_1
gcc

_1
lbm

_1

libq
ua
ntu
m_
1
mc
f_1

na
md
_1

pe
rlb
en
ch_

1

pe
rlb
en
ch_

2

pe
rlb
en
ch_

3

pe
rlb
en
ch_

4

pe
rlb
en
ch_

5

po
vra
y_1

sph
inx
3_1

0

250

500

750

1000

1250

1500

1750

Ti
m
e(
s)

Access to every memory address

bochs
panda

Figure 4.11: Execution time for every memory access instrumentation in
benchmark programs for whole-system tools.

107



4. Unveiling Dynamic Binary Instrumentation Techniques

10−1 100 101 102 103 104 105 106

Event count by 100M in tr.

10−2

10−1

100

101

102

Ti
m
e(
 )
 b
y 
10

0M
 in

 t
r.

Acce   to a memory range
panda
boch 
drakvuf_pf
panda
boch 
drakvuf_pf
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and PANDA as in previous cases. The axes are represented in logarithmic
scale to improve their legibility. As expected, there is a cutting point beyond
which the execution overhead of Bochs and PANDA is compensated due to
the penalty imposed by the slower VM switches needed by Drakvuf.

4.6 Discussion
Several papers have covered DBI in the past, focusing on the transparency
of specific approaches in adversarial environments rather than their foun-
dations, convenience, capabilities and efficiency. The ultimate selection
of a DBI framework for a specific task is determined by the expressive-
ness, transparency, and performance properties. Existing approaches make
trade-offs in some of these properties in exchange for enhancements in oth-
ers. There are further aspects that also play a role in the process of choos-
ing a tool, such as platform and architecture compatibility, and ease of use.
However, these aspects are purely implementation dependent and not re-
lated to the instrumentation techniques.

108



4.6 Discussion

10−1 100 101 102 103 104 105 106

Event coun  by 100M ins r.

10−3

10−2

10−1

100

101

102

Ti
m

e(
s)

 b
y 

10
0M

 in
s 

r.

Execu ion of ins ruc ions in a memory range
panda
panda
bochs
bochs
drakvuf_pf
drakvuf_pf

Figure 4.13: Execution time for 100M instructions by number of instruction
execution events per 100M, in log scale. Trend lines represent the linear re-
gression of the plotted points.

In this chapter, we made an additional effort to isolate instrumentation
techniques from the tools that implement them, but the results show that
implementation details have certain influence on the performance. For in-
stance, tools such as GDB inevitably add some overhead to implement in-
strumentation from having to notify the debugger and so on. This means
that some of the cutting points that we show must be interpreted as guide-
lines and not as absolute numbers. However, even though there may be
some variability in the results due to specific tool and environment fea-
tures, we believe that the conclusions presented would not change signifi-
cantly.

In some experiments, the overhead was so high that they would have
required an unaffordable and impractical amount of time. In these cases,
we restricted the number of events to monitor to 20M in the case of single-
stepping, and 200K in the case of page faults. To present our results, we
have normalized the overhead as needed in order to compare approaches
under the same conditions. We believe that these limits are high enough
to have statistically representative data. Finally, we do not cover specific
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instrumentation use cases, but the actual primitives that those use cases
may rely on.

Hardware support in DBI. Hardware features (e.g., shadow page tables,
EPT, debug registers, PMU) are strongly used and convenient in DBI, and
usually guide the development of new DBI frameworks. For instance, the
PowerPC architecture supports ranged breakpoints (apart from individual
addresses). However, these are not supported on x86, which impedes ex-
isting and new DBI tools from taking advantage of them to efficiently im-
plement range primitives. Similarly, some Intel processors include a fea-
ture called Memory Protection Keys (MPK) that enable fast memory pro-
tection management at page-level [mpk22]. We have observed that page-
fault-based instrumentation is not practical in most scenarios due to its per-
formance, but features such as MPK enable more efficient and functional
DBI (i.e., because it does not require modification of the page tables). At
the hypervisor-level, most frameworks rely on VMEXIT to implement all
instrumentation logic. Nevertheless, VMFUNC is another Intel primitive
that allows to change EPT page tables in a VM without exiting into the
hypervisor. This enables and guides the implementation of more efficient
hypervisor-based instrumentation [SCL+18, HD21].

Instrumentation technique capabilities. The fact that a given instrumen-
tation technique is able to instrument a specific primitive does not mean
that it is the right tool for the job. One clear example of this is instru-
mentation through page faults. We have observed numerous times in our
experiments that page-fault-based instrumentation has a prohibitive over-
head, orders of magnitude higher than dynamic binary rewriting and in-
struction by instruction monitoring. Our results show that there is not a
clear winner for every situation. However, it is fundamental to ascertain
that the capabilities of a given instrumentation technique match the spe-
cific requirements of the problem at hand. It is worth mentioning that JIT-
DBT is the only technique that implements coarse-grained primitives (i.e.,
at block level) by its nature, convenient for tasks such as coverage retrieval
in fuzzing. In addition, factors to consider include the number of times that
a monitored event is expected to be triggered, and program characteristics
that may affect the performance of techniques and their implementations.
These characteristics include the amount and type of memory accesses, in-
struction footprint, execution time, and floating-point operation intensity,
as observed during our experimentation.

Emulation overhead variability. Emulation and other binary rewriting
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based approaches often need to decompose complex instructions such as
the ones in the Intel architecture (CISC) into smaller operations. Hardware
processors benefit from co-processors and hardware optimizations to exe-
cute these instructions in a fast way, but emulators may introduce varying
overheads depending on the types of instructions. We have noticed this
pattern in the results for Pin, Bochs, and PANDA. For this reason, it is not
only important to consider the kind of instrumentation or the number of
events that will be triggered, but also the nature of the program and its base
emulation overhead.

Emulation overhead vs instrumentation overhead. As mentioned before,
emulators and binary rewriting introduce a non-negligible overhead with
respect to native execution or hypervisor-based virtual machines. However,
these systems often run their instrumentation and callbacks in the same
context and address space as the emulated program. This saves numerous
context switches and interrupts and therefore avoids wasting millions of
cycles to deal with these events. Furthermore, we have also observed that
there is an expected increase in baseline performance overhead for PANDA
as compared to its base emulator QEMU. This overhead difference is on
average 1.8 times in our experiments, and can be attributed to the infras-
tructure that enables instrumentation and dynamic analysis via plugins.
While emulators like Bochs or PANDA are well known for their high over-
head, we have observed that this negative effect is soon compensated when
the number of events to instrument is high.

The right tool for the right need. The results obtained highlight the need
for selecting the proper instrumentation technique depending on particu-
lar needs. When designing a new project or experiment, it is fundamental
to consider all the aspects that may influence performance as well as the
present and future instrumentation needs. This chapter can serve as a com-
prehensive guide into the labyrinth of DBI techniques available nowadays.

4.7 Related Work
Prior work on DBI has focused on DBI in specific application domains,
transparency properties of DBI systems, or specific instrumentation tech-
niques (e.g., measuring the internal performance of Pin [UCY+06]). More-
over, other works related to ours include papers that analyze an individual
building block of DBI or features used by instrumentation techniques.

DBI in Malware Research. Malware research is one of the most pop-
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ular application domains of DBI, especially for whole-system approaches
[ESKK12, LMP+14]. Several works have been devoted to analyze over a
decade of malware analysis evasion techniques that hinder DBI and their
countermeasures [SAM14, PCM+17, BY17, ANSB19, DIPQ22], while others
are more focused on specific tools [KZBK18]. From a different perspective,
previous work has also focused on the definition and fulfillment of trans-
parency requirements for DBI systems [DRSL08, NZ17, DCN+19]. These
works analyze specific aspects of DBI and different usability circumstances.
Our work is different since we analyze DBI as a whole and fundamental as-
pects such as instrumentation capabilities.

DBI Elements and Analysis. Jain et al. [JBZ+14] proposed an analy-
sis of introspection capabilities and approaches, describing the different
VMI designs, the evolution of the semantic gap problem and proposed so-
lutions, and the various attacks against VMI, as well as defenses, and trust
assumptions. Since introspection is a building block of DBI, we draw on
this systematization of knowledge to express introspection capabilities of
whole-system approaches.

Das et al. [DWA+19] analyzed the usage of performance counters for
security purposes, which are a feature used by some instrumentation tech-
niques. They point out the different challenges that influence the correct
operation of security approaches that make use of them.

A work close to ours [DCN+19], describes the inner workings and prim-
itives of DBI frameworks, their usage for security research purposes, and
discusses the transparency of such systems along with evasion and escape
techniques, proposing some mitigations. In contrast to our work, they ex-
clusively take into account JIT-based user-space DBI frameworks, and focus
on the transparency issues of DBI, whereas we take a broader approach by
analyzing every technique, and focusing on instrumentation capabilities
and performance.

4.8 Summary
DBI systems are largely applied in a broad range of areas, especially in se-
curity research and in the development of concurrency vulnerability detec-
tion approaches. Numerous approaches have been proposed, implement-
ing different techniques and designs with their particular advantages and
limitations.

With this chapter we aimed to shed light into the heterogeneous ecosys-
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tem of DBI. This work is the first to organize the building blocks and foun-
dations of DBI, and to analyze existing instrumentation techniques. We
evaluated their performance based on the practical implementations of
these instrumentation methods for both process-level and whole-system,
and showed that there is no one-fits-all approach. In fact, we showed that
choice of the adequate set of techniques not only is dependent on the in-
strumented event, but also in the target program’s nature and how frequent
these events are. We believe that this research will bring a better under-
standing of the inner workings of DBI, and guide future research to adapt
or develop new instrumentation techniques and frameworks.
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Chapter

5
Conclusions

M
emory errors are still pervasive in current and widely used
software. Throughout the years, detection, exploitation
and mitigation of memory corruption has been one of
the main directions of the research in system security.
However, memory errors do not take place exclusively

in their traditional form. The role of concurrency makes it possible for
them to be triggered in additional unconventional ways. This gives rise
to concurrency memory corruption vulnerabilities that standard detection
approaches fail to unmask and to which little attention has been paid. Re-
cently proposed approaches heavily rely on instrumentation capabilities,
and in Dynamic Binary Instrumentation (DBI) in particular. However, the
state-of-the-art of DBI is diffuse and not clearly defined, which hinders the
development of new DBI methods and efficient concurrency vulnerability
detection approaches.

Troughout this dissertation manuscript, we have described, discussed
and evaluated the contributions of the conducted research. In this chapter,
we present the overall conclusions drawn from the development of this
doctoral research and from each of the individual contributions.

The remainder of this chapter is organized as follows. Section 5.1 re-
views the particular conclusions from each contribution and validates the
initial hypothesis. Then, Section 5.2 discusses the future lines of work
around this research.
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5.1 Dissertation Summary
In Chapter 2, we have analyzed the properties of memory errors. We have
also gone through the increasingly complex attacks that attackers have
built over the years. Similarly, we have analyzed the main memory er-
ror detection approaches and defense mechanisms. Despite all the pro-
posed approaches, our analyses of reported memory corruption vulnera-
bilities strengthen the insight that memory errors have not decreased over
the years and remain as the most severe vulnerabilities.

In Chapter 3, we have studied the characteristics of concurrency bugs,
and the internals of their detection algorithms, while pointing out the fun-
damental differences between bugs and vulnerabilities. We gathered and
analyzed reported concurrency and concurrency memory corruption vul-
nerability information in the CVE databases, and our results indicate they
are an emerging threat. Moreover, we have scrutinized concurrency mem-
ory corruption detection approaches and found that DBI is a core technol-
ogy.

In Chapter 4, we have been the first to define the foundations of DBI,
and to dissect the underlying instrumentation techniques mapping them to
actual implementations. We developed a framework to evaluate the perfor-
mance of both process-level and whole-system tools, trying to minimize the
impact of the tool. Analyzing our results, we found that there is no one-fits-
all approach. In fact, expressiveness, transparency and performance are the
pillars of DBI systems, and the performance of the underlying techniques
depends on the instrumented event, the target program’s nature and the
frequency of observed events.

The initially formulated hypothesis for this research was:

«Memory errors remain as one of the main threats to current
systems, their concurrent variant has largely gone overlooked,
and is harder to detect.»

The different research works that we have carried out during this dis-
sertation and that are summarized in the paragraphs above validate our
starting hypothesis.

First, by collecting statistical information about the reported memory
corruption vulnerabilities from 2002 to the end of 2022, we found that
the number of reported memory corruption vulnerabilities has been con-
sistent over the years until 2015, when it experienced a remarkable growth
that resulted in around 1000 vulnerabilities being reported per 3 months.
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Moreover, memory errors and their publicly available exploits account for
more or less 20% of all reported vulnerabilities in a consistent fashion over
the years. This clearly shows that memory errors remain as one of the main
threats to systems since their early detection, being 17% of them critical.

Furthermore, the number of concurrency memory corruption vulnera-
bilities started to gradually increase from the early years until 2014, from
where it experienced a substantial and continuous growth up to the present.
Nearly 76% of the total number of concurrency memory corruption vul-
nerabilities have been reported over the period from 2017 to 2022, and
approximately half off the total from 2019 to 2022, following an upward
trend.

We also found that unlike sequential detection tools, there are substan-
tially fewer and less mature detection systems designed towards concur-
rency vulnerabilities. Temporal memory corruption has been the focus of
most of the proposed concurrency vulnerability detection methods due to
their close alignment with concurrency, whereas spatial errors are a greater
challenge. These detection approaches rely on instrumentation function-
ality to monitor synchronization primitives, memory accesses, orchestrate
thread scheduling, and so on.

Moreover, by analyzing and evaluating Dynamic Binary Instrumenta-
tion (DBI) techniques and implementations, the results obtained pointed
out the need for selecting the proper instrumentation technique depending
on the particular needs. Expressiveness, transparency, and performance
properties play an important role on the overall effectiveness and efficiency
of the developed solutions.

5.2 Future Research
Concurrency memory corruption vulnerabilities are a relatively new topic
and that is the main reason behind the little attention they have received,
along with the increased complexity on their detection. However, this
means that there are several open problems, challenges, and opportuni-
ties to contribute to this field and to collaboratively help to secure modern
systems.

Regarding future lines of work around this doctoral research, we be-
lieve that there is room for further exploration to develop new approaches
to effectively detect the already addressed concurrency memory corrup-
tion classes (i.e., temporal errors), or to target those that have received less
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attention (i.e., spatial errors). Conversely, observing the problem from dif-
ferent perspectives and narrowing the scope to specific cases can also yield
interesting results in concurrency vulnerability detection.

In particular, one of such perspectives are cross-thread stack accesses.
This programming patter happens when a thread accesses another thread’s
stack. This kind of accesses are supported and even required by the POSIX
standard and compilers such as GCC, which state that thread-local vari-
ables and addresses are accessible to all threads in the same process.

Currently, cross-thread stack accesses are only considered a bad prac-
tice. However, they can result in undefined behavior if, for instance, values
of popped stack frames are read or overwritten, leading to potential ex-
ploit opportunities such as to leak stack memory contents. Furthermore,
the newly discovered concurrency vulnerabilities suggest that more such
accesses may take place in an unintended and unsafe manner.

Several approaches could be adopted towards this challenge. Given the
knowledge base, the different techniques that leverage DBI should be eval-
uated to build a suitable solution. A research work in this direction will
expose cross-thread stack accesses as a dangerous strategy and not just a
bad practice.
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