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A B S T R A C T

In the rapidly evolving domain of machine learning, the ability to adapt to unforeseen circumstances and novel
data types is of paramount importance. The deployment of Artificial Intelligence is progressively aimed at more
realistic and open scenarios where data, tasks, and conditions are variable and not fully predetermined, and
therefore where a closed set assumption cannot be hold. In such evolving environments, machine learning is
asked to be autonomous, continuous, and adaptive, requiring effective management of uncertainty and the
unknown to fulfill expectations. In response, there is a vigorous effort to develop a new generation of models,
which are characterized by enhanced autonomy and a broad capacity to generalize, enabling them to perform
effectively across a wide range of tasks. The field of machine learning in open set environments poses many
challenges and also brings together different paradigms, some traditional but others emerging, where the
overlapping and confusion between them makes it difficult to distinguish them or give them the necessary
relevance. This work delves into the frontiers of methodologies that thrive in these open set environments,
by identifying common practices, limitations, and connections between the paradigms Open-Ended Learning,
Open-World Learning, Open Set Recognition, and other related areas such as Continual Learning, Out-of-
Distribution detection, Novelty Detection, and Active Learning. We seek to easy the understanding of these
fields and their common roots, uncover open problems and suggest several research directions that may
motivate and articulate future efforts towards more robust and autonomous systems.
1. Introduction

Up to this point and continuing into the present, the predominant
application of Artificial Intelligence (AI) has been centered around
models capable of executing particular tasks, often operating under
careful guidance, complete supervision and controlled operational set-
tings. Although models used under such circumstances have demon-
strated their efficacy in numerous scenarios and remain relevant from
a practical perspective, there is an undeniable progressive shift towards
emphasizing autonomy and broader applicability in open world sce-
narios. Consequently, there is a fervent quest for the emergence of a
new era of Machine Learning (ML) models characterized by enhanced
autonomy and generalization to perform a wide variety of tasks; models
capable of handling situations where they encounter data that they
were not explicitly trained on [1], particularly in scenarios where they
may not even be aware of the existence of certain classes or categories
of data.

∗ Corresponding author at: TECNALIA, Basque Research and Technology Alliance (BRTA), Derio, 48160, Spain.
E-mail address: marcos.barcina@tecnalia.com (M. Barcina-Blanco).

The Managing the Unknown in Machine Learning (MUML) paradigm
addresses specific challenges that distinguish them from other tra-
ditional ML problems. Unlike conventional ML models that operate
subject to fixed conditions (e.g., tasks, classes, features, stable distribu-
tions, or learning objectives) – which are known as closed environment
scenarios [2], MUML models can recognize and handle unknown sit-
uations, e.g., new or unseen classes during inference. This is critical
in real-world settings, where data can evolve over time or when new
categories emerge after the model has been trained. These models
are also often designed to update their knowledge base dynamically
as they receive new data points. This includes not only recognizing
new categories, but also integrating them into the learned knowledge
of the model without requiring a complete retraining from scratch.
In addition, they must continuously adapt to new data and changing
environments; this adaptation can involve learning new features, ad-
justing to new data distributions, or modifying the decision boundaries.
MUML is particularly useful in fields such as security (identifying new
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types of threats), medical diagnostics (new diseases), and robotics (new
objects or environments), where the ability to generalize beyond the
initial training data is crucial. The major challenges of learning in
open scenarios include determining when and how to incorporate new
knowledge, managing the potential increase in model complexity, and
ensuring that the model remains accurate and robust as it adapts.

Several areas in ML research have focused on addressing the chal-
lenging need for MUML, each from a different perspective, some over-
lapping and others complementing each other. This is the case of
Open-Ended Learning (OEL) [3], a very recent paradigm that aims to go
one step further and mirror the open-ended nature of human cognition.
OEL refers to AI systems designed to engage in an endless learning
process, where there is no fixed set of tasks, goals, or data to learn.
Rather than optimizing towards a specific goal or mastering a finite set
of skills, OEL systems have the ability to generate and pursue new goals,
explore new skills, and adapt to emerging challenges autonomously.
This approach is inspired by how humans and other animals learn and
explore the world in curious, intrinsic goal-driven ways. Despite the
inherent utility of generating new modeled knowledge over time, OEL
is still a novel research area, and, as such, it still lacks of a global
definition, letting alone an extensive catalogue of works. Although we
refer to it in this work due to its close relationship to MUML, OEL
concentrates on the management of new tasks and goals rather than on
the detection and modeling of unknown knowledge, which constitutes
the key conundrum that motivates the present study.

In this line of reasoning, one of the most realistic and practical
approaches to MUML in classification tasks comprises those formula-
tions that do not assume the so-called closed set scenario, e.g., all data
samples at inference time belong to at least one of the classes existing
in the training data from which the ML model was learned. However,
in many real-world circumstances this closed set assumption does not
necessarily hold. This gives rise to the antagonist concept of open set
environments where Unknown Classes (UC) can emerge during the in-
ference phase. When this occurs, the model must detect the emergence
of UC; otherwise, ML models designed under the open set assumption
will incorrectly classify samples belonging to UC as any of the Known
Classes (KC), often with a high confidence in their predictions. This
procedure is indeed what endows the field with the name of Open
Set Recognition (OSR) [4–6]. OSR models with incremental learning
capabilities forge the Open World Learning (OWL) paradigm, or also
known in the literature as Open-World Recognition (OWR).

The detection of UC has been central for the research community
working on OSR. However, other tangential areas in ML research have
also gravitated on problems that relate closely to the open set assump-
tion underneath OSR, such as Novelty Detection (ND) [7], Continual
Learning (CL) [8], Out-of-Distribution (OoD) detection [9], Uncertainty
Estimation (UE) [10], or Active Learning (AL) [11]. This amalgam of
research areas lacks a unified reference work reviewing the literature
in each of them, and connecting contributions therein with each other
under an unified conceptual framework. This is the overarching goal of
this survey: we elucidates the shared methodologies, constraints, and
interrelations among them, aiming to dispel the prevalent ambiguity
surrounding research domains connected to OSR. In doing so, we reveal
unresolved challenges and propose numerous avenues of research that
could guide and refine subsequent efforts to develop more resilient ML
techniques in open-world scenarios. Through a detailed examination
of these interconnected fields, we endeavor to provide clarity, identify
existing gaps, and inspire innovative strategies for advancing the ro-
bustness of ML systems, an objective of paramount importance in light
of the rising importance of AI alignment and technical robustness for
the trustworthiness and responsibility of AI-based systems [12,13].

This work is organized as follows. Section 2 elaborates on the
motivation and significance of MUML scenarios; Section 3 delves into
the OSR concept, the problem definition, and provides a thorough
literature review; Section 4 shows a review of the areas related to OSR;
Section 5 offers our challenges and prospects for OSR scenarios in years
to come; and finally, Section 6 summarizes the main conclusions drawn
from our study. A glossary of acronyms used throughout the text is
2

given in Table 1.
2. Motivation and significance of managing the unknown in ma-
chine learning

The application of AI increasingly addresses more realistic scenarios
where tasks and conditions are changing and not entirely known in ad-
vance, where learning must be autonomous, continuous, and adaptive,
and where the management of the unknown and its uncertainty must be
adequately managed to meet expectations. Under these circumstances,
there is an intense pursuit for the development of a new generation of
ML models marked by increased self-reliance and the ability to gener-
alize across an extensive array of tasks. However, the majority of these
task models continue to operate under a closed-set assumption, under
which the information encountered during inference is associated with
a finite (closed) set of categories identified during the training phase of
the models. This assumption often fails to align with the complexities of
real-world situations characterized by open sets that cannot be bounded
beforehand. In such scenarios, the capability of the model to learn how
to solve the task at hand must be augmented with the possibilities to
detect, identify, consolidate and efficiently incorporate newly arising
categories into their modeled knowledge.

In the literature, we can encounter an mixture of areas related to the
paradigm explained above that are often difficult to identify, delineate
and distinguish from each other. Despite serious efforts to clarify some
of these paradigms [3–6], the community is still lacking of efforts made
towards harmonizing all paradigms together (including the emerging
ones), and above all, towards rigorously analyzing their overlaps, dif-
ferential aspects, and challenges. In short words: connecting the dots
in MUML research.

The motivation of this work emerges from this noted lack of a
reference in the field. Our aim is to provide clarity when presenting
each of these existing paradigms of learning in open settings. To this
end, we provide a comprehensive overview of MUML, introducing its
objective and importance, and then to focus on OSR and its related
areas where we have found some confusion and disorder. Specifically,
the raison d’être of the present work is:

• To identify paradigms that are part of what is known as MUML;
• To focus on those areas that manage UC in the context of classification

tasks;
• To establish common grounds on the concepts and definitions man-

aged in OSR, which have been evolving in the last few years;
• To categorize the upsurge of contributions that tackle the OSR prob-

lem with different methodological approaches that have been re-
ported in recent times;

• To shed light on the similarities and differences with the aforemen-
tioned tangential areas, showing the manifold points of friction with
them, such as ND, CL, OoD detection, UE, and AL; and

• To offer a well-informed prospect of problems and research lines of
interest for the advance in this field that should drive research in the
future.

This will not only benefit researchers and practitioners working in
these fields, but also foster cross-disciplinary collaboration and advance
the development of robust and reliable ML systems capable of handling
realistic open-world scenarios.

3. Open set recognition: Problem statement, literature review and
applications

In the context of ML in open environments, the OSR field [4]
aims endowing ML models with the capacity to detect (and adapt)
their knowledge to the appearance of new classes. From a technical
perspective, OSR departs from a limited number of classes available for
learning the ML model, whereas samples belonging to UC may appear
during the testing phase. Models are required not only to detect and
reject unknown samples, but also to correctly classify samples that

belong to the KC. This seminal definition of OSR was stated in [14],
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Table 1
List of acronyms and their definitions.

Acronym Definition Acronym Definition

AI Artificial Intelligence DNN Deep Neural Networks
ML Machine Learning GAN Generative Adversarial Networks
MUML Managing the Unknown in ML NLP Natural Language Processing
OEL Open-Ended Learning FM Foundational Model
UC Unknown Class/Classes LLM Large Language Model
KC Known Class/Classes RL Reinforcement Learning
OSR Open Set Recognition GCRL Goal Conditioned RL
OWL Open-World Learning AD Anomaly Detection
OWR Open-World Recognition IF Isolation Forest
ND Novelty Detection LOF Local Outlier Factor
CL Continual Learning AE Autoencoder
OoD Out-of-Distribution CD Concept Drift
UE Uncertainty Estimation SL Stream Learning
AL Active Learning COD Continual OD
DL Deep Learning CRL Continual RL
CIL Class Incremental Learning ID In-Distribution
NN Neural Network BNN Bayesian NN
SVM Support Vector Machine TTA Test Time Augmentation
k-NN k-Nearest Neighbors
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which also introduced the over-occupied space problem. This problem
refers to the extra feature space that open set classifiers assign to each
class to create more meaningful boundaries for the KC. While this
strategy is effective in improving the generalization ability of the ML
model under the open set assumption, it leads to incorrect classification
f UC in open settings.

Since then, several OSR methodologies have been proposed over the
ears to cope with the aforementioned problem, from the modification
f traditional ML algorithms to the development of Deep Learning
DL) models capable of autonomously detecting UC. More recently,
ttempts to combine clustering and classification algorithms [15,16]
ave shown promising results. Before delving into the details of OSR
n this section, we first highlight that, although detecting UC is vital
or working in open environments, being able to incorporate them
nto the model’s learned knowledge base is equally as important. Both
equirements have served as the foundation of a OWR paradigm [17],
hich combines OSR with Class Incremental Learning (CIL). Since then,
WR has become commonly known as OWL [18,19], which provides
odels the ability to learn from new data (never seen before) while
erforming their expected task.

We follow our study by briefly looking at the mathematical state-
ent of the OSR problem and several definitions needed for its proper
nderstanding (Section 3.1), including the over-occupied space problem

mentioned previously. Then, Section 3.2 provides a literature review
of the existing OSR approaches. Section 3.3 reviews some of the real-
world applications of OSR. Finally, Section 3.4 provides an overview
of the OSR related areas, what they share in common and what makes
them differ from each other. We will discuss in depth about the
similarities and differences for each area in Section 4.

3.1. Problem definition

Conventional classification tasks formulated under an open set as-
umption assume that all samples belong to one of the KC during
raining. As such, a classification model 𝑀 is trained on a dataset
omprising KC 𝐾𝐶 = {𝑌1, 𝑌2,… , 𝑌𝑁}. Once learned, the model is

queried with samples at inference time, which produces a predicted
class belonging to 𝐾𝐶 for each test instance. In this open set scenario,
given any input 𝐱, the classifier 𝑀 estimates a probability distribution
over all training classes 𝑝(𝑦|𝐱), with 𝑦 ∈ 𝐾𝐶 . This will yield a classifica-
ion error whenever the classifier is queried with a new instance 𝐱 that
oes not belong to any of the classes in 𝐾𝐶 . Fig. 1(a) schematically
epresents this problem for a problem with three KC (|𝐾𝐶 | = 𝑁 = 3)
nd 2 features (|𝐱| = 2).

As shown in Fig. 1, traditional open set classifiers assign the entire
3

eature space to the 𝑁 KC to create more meaningful discriminatory b
oundaries between the KC and, ultimately, achieve a better general-
zation under the open set assumption. However, this over-occupation
f the space means that any unknown sample will fall in this space and
e incorrectly classified as one of the KC.

OSR tackles this problem by devising a scenario in which knowledge
f the full set of classes is not available during training. An open set
lassification model is trained to discriminate between KC in 𝐾𝐶 ,

but test inputs may also come from UC 𝑈𝐶 . In this situation, the
model must be capable of predicting classes from 𝐾𝐶 ∪ 𝑈𝐶 =
{𝑌1, 𝑌2,… , 𝑌𝑁 , 𝑌𝑁+1,… , 𝑌𝑁+𝛺}, where 𝑈𝐶 represent all the UC not
seen during training. The model should be able to predict any new
instance 𝐱 as belonging to one of the KC in 𝐾𝐶 or classify it as
unknown (i.e., as belonging to 𝑈𝐶 ).

Fig. 1 also shows all the feature space that is far from the training
samples belonging to KC. This is known as the Open Space. The work
in [14] discusses the risk associated with labeling samples that are far
from the training samples in the Open Space, giving rise to the Open
Space Risk 𝑅𝑂(𝑓 ) defined as:

𝑅𝑂(𝑓 ) =
∫𝑂 𝑓 (𝐱)𝑑𝐱
∫𝑆𝑂

𝑓 (𝐱)𝑑𝐱
, (1)

hich is a relative measure of positively labeled Open Space 𝑂 to the
otal measure space 𝑆𝑂, covering the known positive samples and 𝑂.
he function 𝑓 is a recognition function that depends on the OSR
odel/strategy in use, where 𝑓 (𝐱) = 1 means that a known class

s recognized (𝑓 (𝐱) = 0 otherwise). The more Open Space labeled as
ositive, the greater 𝑅𝑂 becomes, and hence the higher the risk taken
y the model when operating in an open set scenario will be.

Therefore, there is a direct connection between the Open Space Risk
nd the over-occupied space problem as the latter contributes to such
isk: when the decision boundaries of a classifier are too expansive
r overly aggressive, it increases the probability that the model will
ncounter and wrongly classify inputs from the Open Space. Thus,
verly broad decision boundaries can lead to higher Open Space Risk.
inimizing Open Space Risk involves carefully defining the decision

oundaries so that they do not overly encroach on the Open Space. This
equires a balance between being restrictive enough to avoid large Open
pace Risk while still being general enough to correctly classify new
xamples of KC. Techniques in OSR often try to mitigate these issues
y regulating how much feature space the model is allowed to classify
n a confident fashion.

.2. Literature review

Open Space Risk (𝑅𝑂) is at the center of OSR. The methods must
e able to correctly classify the KC by minimizing the empirical risk
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Fig. 1. Differences between closed set and open set classification models: (a) Decision boundaries of an closed set classifier for a problem with 𝑁 = 3 KC and 𝛺 = 2 UC. All the
eature space is divided between the KC, so that samples from UC arriving at inference time will be incorrectly classified, in some cases (e.g., unknown class 4) with high class
robability. (b) Illustration of the delimited feature space that each KC occupies in open set classifiers, allowing for an effective detection of UC.
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nd recognizing the UC samples that are outside the space assigned to
he KC by minimizing the 𝑅𝑂. Since OSR was first presented as such in
he community, many works have been done in this area from different
odeling perspectives. Previous surveys on OSR [4–6,20] have agreed

n the categorization of existing methods in two main categories:
iscriminative and generative, although we can find some approxima-
ions that combined the two [21]. Discriminative methods model the
xisting KC data into tighter spaces to reduce 𝑅𝑂, while generative
pproaches synthesize fake UC samples to train the model and cover the
pen Space. A taxonomy for representative OSR works and its closest

esearch areas is shown in Table 2. We now examine contributions
lassified in this taxonomy, including those proposing discriminative
pproaches (Section 3.2.1) and generative methods (Section 3.2.2).

.2.1. Discriminative methods
As stated above, discriminative methods aim at reducing the Open

pace Risk (𝑅𝑂) by modeling the data into smaller spaces in the fea-
ure space. This has been approached mainly by adapting traditional
L methods [14,17,33–43], or by tailoring the Neural Network (NN)

raining process to perform inference in environments subject to the
ppearance of new concepts [45–57].

The authors in [14] explained the OSR problem as a balance be-
ween reducing 𝑅𝑂 and the empirical risk. For this purpose, they
roposed a so-called ‘‘1-vs-set Machine’’ model based on Support Vector
achines (SVMs). In [33] a framework that combines a Conditional
andom Field and a Probability of Inclusion SVM was proposed for

he rejection of UC. The authors in [34] presented the Extreme Value
achine, a model based on statistical Extreme Value Theory, where

his approach naturally reduces 𝑅𝑂 and decides which new samples
re unknown based on a threshold. In [35], the authors have proposed
few-shot learning method that generalizes the maximum likelihood

rinciple to detect samples that do not belong to any KC, and that can
e applied to any pre-trained model. Other approaches naturally suited
or predicting UC are Gaussian Processes [36], because they assign an
ncertainty measure to predictions.

Distance-based models have also been modified in order to work in
pen set scenarios. One of the first works contributing in this direction
as the Nearest Non-Outlier algorithm, a modification of the Nearest
lass Mean classifier [17]. Furthermore, other traditional distance-
ased classifiers have been adapted in different ways, such as the
earest Neighbor Classifier [37,38]. In [37] an extension to the k-
earest neighbors (k-NN) algorithm was proposed, coined as Nearest
eighbor Distance Ratio. More recently, the work in [38] has assumed

hat samples from KC/UC are likely to be surrounded by other samples
4

elonging to KC/UC. The Otsu’s method [230] has been used to select r
he optimal threshold to classify into KC and UC; after the classification
s done, the samples considered to belong to KC are passed to a Random
orest classifier learned from the training samples to perform regular
pen set classification. In [39], the authors presented a weightless
rtificial NN model to achieve an effective combination of classification
ith precise identification of extraneous data.

In recent years, prototype learning has elicited promising results
n the OSR field. Prototypes are representative samples that reflect
ther samples from its class. The use of prototypes allows for more
ompact feature representations of classes, which naturally creates
learer boundaries between KC and UC in open set scenarios. In [40]
he authors have introduced a Convolutional Prototype Network where
rototypes per class are jointly learned during training. The authors
n [41] not only used prototypes to represent classes, but also learned
iscriminative reciprocal points for them. These reciprocal points can
e understood as the opposite of the prototype, i.e., what is not the class
nder target. They help to explore the Open Space, naturally reducing
he Open Space Risk. Similarly, the authors in [42] have proposed that
mplicitly learned prototypes tend to create undesired prototypes from
ow-quality samples, and show redundancy in similar prototypes of
ne category. Unlike previous works, the work in [43] has resorted
o Gaussian distributions to represent prototypes instead of sets of
eature vectors; they argued that the distribution of KC in the latent
eature space can be represented by one or several Gaussian-distributed
rototypes.

Deep Neural Networks (DNN) offer powerful representation abilities
hat can be beneficial for any ML task. DNN used for classification task
sually include a last softmax layer to produce a probability distri-
ution over the KC, posing a problem in OSR settings. Furthermore,
NNs may produce high confidence scores for samples belonging to
C [45]. Approaches that rely on thresholding softmax probability

cores and assuming that UC inputs produce low probability for all
lasses were proven to not reach optimal solutions in OSR [46]. Several
orkarounds were explored to overcome this issue, such as replacing

he Softmax function with OpenMax [46]. Other proposals [47,48]
eplaced the softmax function with a ‘‘1-vs-rest’’ layer based on sigmoid
unctions, which is able to naturally reject unknown samples. In [49],
n OSR algorithm using class conditional auto-encoders was presented,
n which the encoder learned closed set classification while the decoder
earned to identify KC and UC. The authors in [50] have proposed
eep compact hypersphere classifiers for OSR. They have regarded
ypersphere centers as learnable parameters, updating them based on
he features of new samples. The recent work in [51] has proposed to
wap the One-hot Encoded Label vector of a NN with a distance profile

epresentation that estimate the distances to a relative neighborhood
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Table 2
Overview of recent/relevant works and applications on MUML and related fields.
Research areas Methods References

Open-Ended Learning (OEL) [22–24]

Open-World Learning (OWL) [17,25–32]

Discriminative [14,15,33–58]

Generative [59–72]
Open Set Recognition
(OSR)

Applications [73–98]

Regularization-based [99–102]

Experience replay [103–108]

Optimization-based [109–111]

Representation-based [112,113]

Architecture-based [114–117]

Continual Learning
(CL)

Applications [27,118–134]

Traditional [135–141]

Deep Learning [142–149]
Novelty Detection
(ND)

Applications [150–165]

Energy-based [166–170]

Outlier exposure [171–174]

Density-based [175–180]

Distance-based [181–187]

Reconstruction-based [188–190]

Out-of-Distribution
(OoD) detection

Applications [190–198]

Bayesian Neural Networks [199–204]

Ensemble-based [205–207]

Test Time Augmentation [208]

Uncertainty
Estimation (UE)

Applications [204,207,209–216]

Information based [217–221]

Expected change [222,223]

Representation-based [15,224]

Active
Learning (AL)

Applications [225–229]
for any given sample. The density is then computed from this vector
and can be interpreted as probability via normalization, which makes
it potentially suitable for OSR. In another recent work [52], the authors
have suggested forcing a NN to learn mutually different attention maps
(the parts of an input that are important for making predictions).
They have showed that differences in attention maps leads to diverse
representation and the reduction of Open Space Risk. Alternatively, the
uthors in [53] have argued that representing data in the frequency
omain instead of the usual spatial domain is better suited for OSR.
ther approaches have formulated AL as an OSR problem [54], or
sed generative information [55]. Other works such as [56,57] have
ncorporated incremental learning to OSR. They have warned that
imply incrementally learning from the UC can be detrimental for
he boundaries between the KC and UC features. To overcome this
ssue, they have proposed a framework designed for OSR and class-
ncremental learning. Finally, an OSR python module that facilitates
he correct experimental evaluation of DNN-based solutions has also
een developed very recently [231].

As exposed in this first literature analysis, former discriminative
ttempts to solve this problem have tried to directly modify the classi-
iers so that they can deal with inputs belonging to UC. Alternatively,
lustering models can be combined with classification to address this
roblem [4]. Clustering models depart from a measure of similarity
mong samples, so that those belonging to a certain KC are closer to
ach other than to those belonging to the rest of KC and UC. They
aturally partition the feature space when modeling KC. In order to
eal with the over-occupied space problem, clustering algorithms can be
sed to better adjust KC to a confined area, while classification models
5

re used to discriminate between them.
Many efforts for combining clustering and classification exist for
open set scenarios, which can be implemented either sequentially or
simultaneously. Those that work in a sequential fashion first apply
clustering techniques over the training data to characterize the fea-
ture space corresponding to the KC. This characterization is then ex-
ploited to improve the robustness of the subsequent classification model
against data belonging to UC. A common approach following this se-
quential procedure can be found in [232], where both techniques have
been combined for malicious attacks classification. Another proposal
using clustering to improve classification is [233], which first applied
Density-Based Spatial Clustering of Applications with Noise over the
training data The obtained centroids were used as the extreme vectors
of an Extreme Vectors Machine, hence overriding the need for compar-
ing all training samples and significantly reducing the computational
effort of the overall classifier. In [16], images belonging to each class
of camera models were first clustered; then a Support Vector Data
Description model was trained on each of the clusters to create several
hyperspheres. Samples that fall outside of their modeled space are
considered to belong to UC. The rationale behind this approach is that
several hyperspheres adapt better to the distribution of each class and
thus reduce the over-occupied space. While these methods result in better
performance, they do not take full advantage of the combination, since
the clustering techniques do not benefit from the information produced
in the classification stage [234].

Techniques simultaneously applying clustering and classification
aim to ensure that both algorithms receive feedback from each other
during the training phase. Early contributions in this line proposed
combining both criteria into a single objective of the model, which was
then optimized [234,235]. Although there has been far more research
in this line of work [236–239], none of them assume an open set
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scenario. These works share that clustering and optimization depend
on the cluster centers, and use a relation matrix in order to compute
the relationship between cluster membership and class membership.
Then, each of them applies its own multi-objective optimization frame-
work to find the matrix and centers that best satisfy the clustering
and classification indexes. More recent multi-objective optimization
approaches [240,241] may be worth exploring to better apply these
simultaneous strategies.

Other simultaneous approaches combined ensembles of classifiers
and clustering models [242]. The class probability distribution for each
test instance (from the classifiers ensemble) and a similarity matrix
(from the clusters ensemble) are combined together to produce a
posterior class probability assignment for each test instance. In [15]
this work was extended to make it more suitable for open world
settings. While this approach rendered a good performance in OSR,
it still undergoes issues when the space of new UC overlaps with the
space of KC, and requires significant processing time to retrain the
model after each iteration. In addition, the work in [58] combined a
discriminative classifier and a flow-based model to address OSR. Flow
models can predict the probability density for each sample: samples
that have a large probability density are likely to belong to the training
distribution, whereas samples that have a small probability density
value usually belong to an UC. Instead of adding a classifier after the
flow model, a joint embedding was created for both the classifier and
the flow model. This was done in order to ensure more discriminative
expressiveness in the embedding space (rather than using the space that
the flow model creates on its own).

To the best of our knowledge, beyond the works reviewed above
very scarce attempts have been done to combine clustering and classi-
fication towards reducing the over-occupied space from an OSR perspec-
tive. Our prospects offered later in this manuscript will further revolve
around this niche.

3.2.2. Generative methods
Unlike their discriminative counterparts, generative methods seek

to produce synthetic data samples that represent the UC, so that the
model is trained over real and synthetic samples. This results in a more
traditional classification task with the addition of one or several extra
classes. Generative Adversarial Networks (GAN) were first applied to
OSR [59]. These models generate synthetic samples and assign them a
new label that represents the UC, so that, when added to the training
data from which the classifier is learned, allows predicting samples
belonging to UC. Other attempts reported in [60,61] also synthesized
samples that are representative of UC, showing that, when used to
train the model, make it more robust against samples from actual
UC. Similarly, the authors in [62] generated counterfactual images,
i.e., those similar to real samples from the KC that are close to the
UC. The algorithm proposed in [63] generates synthetic anomalies
close to the open set boundary of the classifier; the distance at which
amples are generated is balanced against a constraint that ensures
hat the open set classification performance is not degraded. Synthetic
amples generated in this manner are used to reduce 𝑅𝑂 while not
ncreasing empirical risk. The authors in [64] have proposed to use
wo GANs: generated adversarial samples that have low noise vari-
nce are used to increase the density of KC, while samples with high
oise variance are dispersed in Open Space to decrease 𝑅𝑂. Sometimes
he learned model from the known-class domain might be unsuitable
or the unknown-class domain. The authors in [65] have addressed
his by designing a dual-space consistent sampling approach and a
onditional dual-adversarial generative network that generates discrim-
native features of both KC and UC, which are able to accommodate any
nductive OSR method. Few-shot and Zero-shot learning methods have
lso been adapted for OSR [66,67,123]. Adversarial samples have also
een used to enhance other discriminative methods such as prototype
earning [68]. In the case of [69], authors have studied the relations
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etween semi-supervised learning and OSR in the context of GANs.
Data augmentation techniques have also been applied to OSR [70].
As can be inferred from the reviewed literature, the key to generative
methods is to synthesize representative samples of all possible UC, and
thus maximize the decrease of 𝑅𝑂 resulting from the inclusion of such
samples in the training data of the classifier.

3.3. Relevance and applications of open set recognition

OSR plays a crucial role in improving the generalization capabilities
and robustness of ML models in dynamic real-world environments. The
reason is that real-world applications are prone to encountering data
from UC. If models used for medical diagnosis or autonomous driving
incorrectly classified UC into existing KC, it would have undesirable
consequences for the people interacting with those systems. From a
practical standpoint, OSR has been proven beneficial to identify the
unknown in practical applications prone to the appearance of unseen
classes, including the field of computer vision [73–80] or applications
such as cybersecurity [81–84], bio-metrics [85], face recognition [86,
87], monitoring systems [88,89], or sport video analysis [90], to men-
tion a few. Natural Language Processing (NLP) is another field where
OSR has been applied to improve the reliability of dialog systems [91]
or to handle characters out of the training vocabulary [92] and text
classification [93]. OSR has also been applied for action recognition
tasks [94], which require the model to identify video actions from
KC while simultaneously detecting unknown behavioral actions in the
scene. The authors have leveraged the semantic information through
the creation of a concept relation graph and the use of visual prototypes
to preserve the intrinsic semantic structure of the classes.

In recent times, Foundational Models (FM) have gained a lot of
popularity. Their versatility and generalization capabilities are very
valuable for many fields, such as NLP or computer vision. They have
shaped many of the recent contributions and advances in AI research.
The OSR field is no exception, and several applications that make use of
FMs have already been reported. In [95] the authors proposed EdgeFM,
an edge-cloud cooperative system that can achieve OSR capability by
querying the FM for selective knowledge on uncertain data samples.
This is done to customize the domain-specific knowledge and architec-
ture of the small models that exist on the edge. Similarly, the authors
in [96] have investigated how to leverage the rich knowledge of Large
Language Models (LLMs) to handle the OSR image classification task.
They propose an OSR framework named Large Model Collaboration
that is able to leverage and extract the implicit knowledge of several
large models in a training-free manner. Other OSR image classification
works [97] have also leveraged the rich knowledge of LLMs. Here,
the authors consider the tags annotated in the images as insufficient,
so they employ the LLMs to generate visual descriptions for each tag
category. This added knowledge improves the generalization capability
of the model and allows it to deal with a wider range of visual
descriptions from open (unseen) categories.

3.4. Research areas related to open set recognition

The appearance of new classes is a common phenomenon in real-life
ML applications, receiving increased attention in the community given
the progressively higher universal access and exposure of ML models
in recent times. As a result, different research areas have embraced
this problem as part of their scope, which often overlap. This makes it
difficult to establish a clear boundary between them. We now provide
clarity in this regard.

In the OSR sphere we find the OWL paradigm [18]. This concept was
first mentioned in [17], where the authors expanded the OSR definition
to OWR by adding the CIL task to it. By jointly considering the OSR and
CIL tasks, an OWR model should perform the following tasks: (i) to
detect samples belonging to UC classes (while still classifying samples

from KC); (ii) to choose which samples to label and add to the model;
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Fig. 2. Relationship between OEL, OWL, and OSR and their tangential areas. Each
colored area represents one of the three main tasks of OWL. OSR, ND, OoD detection,
and UE are primarily concerned with detecting UC. The main task of CL is learning from
the UC. AL is concerned with both characterizing and learning from the UC. Although
the previous areas are restricted to a predefined goal, OEL is capable of defining its
own goals.

(iii) to label those samples and to update the model with them. Nowa-
days, OWR is commonly referred to as OWL [18,19]. Although branded
with a different name, the learning process in OWL is still defined as per
the aforementioned three steps that a model must be able to perform
in an autonomous way. The first is to detect and reject UC samples, the
second involves characterizing new classes from the rejected samples,
and the third is to update the model with the knowledge of the new
discovered classes. Once again, this combination of tasks is intertwined
with other research areas such as CL, leading to potential confusion
due to their overlapping goals and subtle nuances. The emergence of
OWL is caused by the growing complexity and diversity of real-world
applications, and techniques falling within this area have been applied
to problems arising in DL [25], 3D point classification tasks [26], object
detection in computer vision [27–29] and NLP [30,31], among others.

While significantly more robust in non-stationary environments,
OWL models still lack the autonomy to face new tasks and learn how
to solve them. An OWL model trained to detect images of dogs and
cats may be able to learn to detect images from cars, but it will still be
limited to the classification of images. Although the details of OEL are
out of the scope of this work, it is worth mentioning that addresses this
challenge by allowing models to participate in an endless process of
learning, where they are able to choose, learn, and adapt to new tasks.
Although a global definition of OEL does not exist to date, some con-
tributions have considered it from a Goal Conditioned Reinforcement
Learning (GCRL) perspective [3]. They define the problem of OEL as
a sequence of Reinforcement Learning (RL) problems with goals that
come from an open-ended generation process. They then combine this
definition with CL and define lifelong open-ended GCRL, which adds
to GCRL agents the need for not forgetting how to solve previous RL
problems and achieve goals while learning how to solve a new RL
problem or achieve other goals. This is why most of the current works
related to this problem are from the RL perspective [22–24].

Apart from OSR and OWL, the problem of new classes has also been
prominently investigated in ND, CL, OoD, UE, and AL. Although these
areas share very similar goals, they differ in the way they achieve them
or their benchmarks, which causes confusion for newcomers to any of
the fields.
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Fig. 2 shows the three main tasks of OWL and how each area relates
to them. The main goal of OSR, ND, OoD and UE is to detect the
samples from an UC (or any abnormal samples). AL asks an oracle for
information on unlabeled samples and then updates the model with that
knowledge, so it is concerned with both characterization and learning
from the UC. Finally, the main task of CL is to update the model without
forgetting old knowledge, so they mainly focus on the third task. OWL
encompasses all three main tasks but, similarly to the other areas, it is
still limited to a predefined goal. However, OEL is capable of defining
its own goals and evolve them continuously over time. We note that,
in OEL, not every goal that a model chooses to learn has to be related
with the classification scenarios that OWL, OSR and the other areas
usually assume. The figure signifies that, in the event that a specific
goal includes classification, the model should be able to perform the
same tasks as OWL.

4. Tangential areas in OSR research

Once all fields of study have been located and have already deep-
ened in OSR, in the following subsection we will focus on those fields
(tangential areas) related to OSR and UC management: ND, OoD, UE,
and AL. We leave here OWR/OWL because it is a variant of OSR with
CL, and OEL because it is a paradigm more focused on the manage-
ment of new tasks and goals than on the appearance of new classes.
Therefore, in this section, we review each of the related areas, explain
the similarities and differences with OSR, and provide a brief look at
their applications and challenges. Fig. 3 depicts a visual summary of the
tangential areas to be discussed in this section, alongside the general
challenges and research directions later offered in Section 5.

4.1. Novelty detection

This area focuses on the detection of new test samples that have not
been observed by the model during training. It should not be confused
with Anomaly Detection (AD). While AD assumes that abnormal sam-
ples may already exist in the training data and focuses on finding them,
ND assumes clean training data without any anomalies and expects a
semantic shift (namely, appearance of novel classes) to occur during
the testing phase [7,243,244]. In ND the normal pattern is represented
by a dataset  = {𝐱1, 𝐱2,… , 𝐱𝑁} where each 𝐱𝑖 represents a sample. A
model that captures the distribution of normal or typical data points
in the dataset is created, and it is then used to assign a novelty score
𝜉(𝐱) to each testing sample. Larger novelty scores correlate with more
abnormal samples. Based on this, a ND threshold 𝛾𝑁𝐷 is defined so
that a sample is considered normal when 𝜉(𝐱) ≤ 𝛾𝑁𝐷 and abnormal
when 𝜉(𝐱) > 𝛾𝑁𝐷. Although this is a general definition of ND, many
different methods exist in the literature to set the parameters of the
model producing the score, as well as the threshold 𝛾𝑁𝐷.

Clearly, ND shares many similarities with OSR. However, there are
differences. To begin with, ND is generally considered an unsupervised
task, while in OSR the model has access to the labels of the KC.
This is consequent with their own respective goals. Unlike OSR, ND
focuses only on detecting novel samples, hence classification of samples
belonging to the KC is not required. Although ND tasks may also be
formulated in multi-class settings, their ultimate goal is the detection
of novel samples, i.e., a binary classification problem to discriminate
between KC and UC.

4.1.1. Literature review
ND has been an active research area for several decades, which

has led to the existence of a wide variety of approaches. One-class
models have become prevalent in this area [135] due to the inherently
unsupervised nature of ND. Isolation Forests (IF) [136] split the data
based on random attributes until the data is separated, which causes
anomalies to be split from the rest of the data earlier in the process,
i.e., anomalies exhibit shorter path lengths. The authors in [137] have
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Fig. 3. Visual summary of the MUML paradigm tackled in this survey, together with the tangential areas to OSR analyzed in Sections 4 and 3.4, and the general challenges in
Section 5.
enhanced IF by adding a probability density function that guides the
splits of the dataset. They have argued that splits through gaps (which
separate clusters and outliers) are more effective at isolating outlier
samples earlier. Density-based methods such as Local Outlier Factor
(LOF) are another popular branch of traditional methods for AD and
ND. These methods compare the local density of a sample with that
of its neighbors [138] to find anomalous samples. Despite effective,
calculating the local density of all the neighbors in the designated
distance is often time-consuming. To lessen this computational cost,
the authors in [139] have proposed a growing gas NN and applying
a LOF algorithm to the observed data. Other traditional methods such
as three-way clustering [140] and margin distribution [141] have also
been explored for ND.

DL has spurred the appearance of several ND methods [142] due
to their ability to learn expressive representations from complex data.
Autoencoders (AE) NN architectures are forced to learn important reg-
ularities of the data to minimize reconstruction error; since anomalies
are difficult to reconstruct from the generated representations, they
are expected to have greater reconstruction errors. This is a straight-
forward approach for detecting anomalies through the adoption of the
reconstruction error as the novelty score 𝛾𝑁𝐷. Consequently, AE have
been thoroughly investigated for AD and ND [143–145]. This idea,
that normal samples can be generated better than abnormal samples,
has also been harnessed by GAN architectures [146] and diffusion
models [147]. Distance-based approaches in DL [148] project the data
into a low dimensional space before calculating any distance, which
avoids the problems that distance metrics face when working with high
dimensional data. Similarly, deep clustering methods better adapt to
the structure of the data, which improves performance in detecting
abnormal samples for large and complex data [149].

4.1.2. Applications and challenges
The ability to detect abnormal patterns or behaviors by only learn-

ing from normal experiences has proven to be very useful for many
real-world applications such as credit card fraud detection [150], mal-
ware detection [151], and even the identification of anomalies in the
activities of daily living of the elderly in the domestic context [152].
ND has also seen application in computer vision tasks such as image
AD for industrial inspection [153], or ND for surveillance videos [154].
With the growing number of scientific publications, some NLP applica-
tions that measure the novelty of scientific publications based on their
title [155] or based on triplets [156] have emerged. The emergence
of IoT systems has also brought forward the need for systems capable
8

of handling large amounts of time-series data while detecting unusual
behavior in real-time [157].

One of the most interesting areas of application for ND is data
stream mining, where the distribution of the data is prone to change
over time. This scenario poses additional challenges to ND, namely
Concept Drift (CD), the appearance of noise and outliers, and feature
shift [245]. CD refers to sudden, gradual or recurrent changes in the
data distribution, which causes the feature space occupied by the KC to
shift. This phenomenon is relevant to ND because it can be challenging
to differentiate between a sample affected by CD and a sample from
an UC [158]. Approaches employing micro-clusters, which are a tuple
with information that represents clusters, have been prevalent in the
field [159–161]. The way they have tackled this problem is by detecting
anomalous samples and storing them in a buffer. When enough samples
arrive at the buffer, clustering and density based techniques are applied
to identify new UCs. Samples that are not considered to belong to
an UC, are considered as being affected by CD. Other solutions have
proposed the use of k-NN ensembles [162], prototypes [163], or the
application noise reduction techniques [164]. Nevertheless, the core
concept of discerning between noise, anomalies, CD, and UC remains
an open challenge. We note that in some of the works in this field, ND
is referred to as concept evolution, which is the same task, but it also
involves adapting the model to the UC that have appeared.

4.2. Continual learning

Also referred to as lifelong (machine) learning, CL focuses on a
knowledge-driven paradigm, where the knowledge acquired in the past
is retained and used to learn new tasks/patterns with little data or
less effort [8,246]. Under this paradigm, we usually find several learn-
ing scenarios such as domain incremental learning, Task-Incremental
Learning, CIL, online learning, or Stream Learning (SL); in essence, all
of them are associated with the gradual provision of data throughout
their lifetime. Despite in many cases the distinction between these
terms is often not strictly defined, nuances aside, they face the chal-
lenge of learning from data that are continuously generated over time
(data stream). As mentioned before, the OWL paradigm usually consid-
ers a CIL scenario.

In CIL the model learns to recognize new classes over time while
retaining the ability to recognize previously learned classes. A sequence
of 𝐵 training tasks is defined as  = {𝑇1, 𝑇2,… , 𝑇𝐵}, where 𝑇𝑏 =
{(𝐱𝑏𝑖 , 𝑦

𝑏
𝑖 )}

𝑁𝑏
𝑖=1 is the 𝑏 − 𝑡ℎ training step with 𝑁𝑏 training samples. 𝐱𝑏𝑖 is

the instance 𝑖th that belongs to class 𝑦𝑏 ∈  . The label space of each
𝑖 𝑏
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a

task 𝑏 does not contain any overlapping classes (𝑏 ∩ ′
𝑏 = ∅) and only

the data from 𝑇𝑏 is accessible during task 𝑏. The objective of the model
is to acquire knowledge from the current task 𝑇𝑏 while preserving the
knowledge from previous tasks. Typical CIL scenarios assume no class
overlap between tasks, whenever classes overlap 𝑏 ∩  ′

𝑏 ≠ ∅ it is
referred to as blurry CIL [247]. Some CL and OWL works in the field do
not make this distinction and assume that overlapping classes between
tasks is a possibility because it is a more common scenario in real-
world data streams. With respect to OSR, there are a few works that
explicitly refer to the problem of OSR in CL [248]. This is because, as
explained in Section 3.4, the combination of CIL and OSR is referred to
as OWL [249,250].

4.2.1. Literature review
While the detection of UC is a complementary task, updating the

model with new knowledge while retaining previous knowledge re-
mains the main objective of most studies dealing with CL. There-
fore, the community working in this area aims to tackle the well-
known catastrophic forgetting issue, a phenomenon by which previ-
ously learned information is degraded or lost when new information
is added incrementally to an already learned model [251]. In order to
address this challenge, many different CL methods have been developed
over the years.

Regularization-based methods aim to preserve important knowl-
edge by adding regularization terms to balance old and new tasks.
This was achieved in [99] via elastic weight consolidation, where
changes to the most important parameters of previous tasks of a NN
were penalized. Instead, the work in [100] estimated the importance
of the parameters based on their contributions to the loss function
during training. Since then, more sophisticated methods have been
developed such as adding an evaluation function that prioritizes past
tasks based on their difficulty [101] or implementing an additional
auxiliary network [102], that imprints plasticity to a mainly stable
model. Experience replay is another popular branch of CL methods. As
the name suggests, these methods store old representative samples and
use them to recover previous data distributions. Works in this direction
have focused on efficient sample selection and exploitation [103,104].
Newer strategies such as AdaER [105] have enhanced the performance
of the memory buffer through an entropy-balanced reservoir sampling
strategy to maximize the information entropy. Instead of storing actual
samples, generative replay methods opt to synthesize their own samples
from a previous task to improve the training of the classifier and they
can be of several types such as GANs [106], auto-encoders [107], and
diffusion-based [108]. Despite these and other efforts reported in the
CL literature, and the existence of conferences that are thematically
centered in this area (see e.g. Conference on Lifelong Learning Agents,
CoLLAs1), the plasticity-stability trade-off is still far from being properly
understood and autonomously balanced in general CL settings.

Optimization-based methods explicitly design the learning process
to accommodate new tasks [109]. In [110] each task has been learned
by updating the network weights only in the direction orthogonal
to the subspace spanned by all previous task inputs, which ensured
no interference with tasks that have already been learned. The so-
called Trust Region Gradient Projection method proposed in [111]
has introduced a ’trust region’ to select the most related old tasks
to the new task by using the norm of gradient projection onto the
subspace of previous samples. Representation based methods create
informative representations of data during the learning process. These
approaches are more suited whenever there are no labels available for
any task [112,113], which is appealing for OWL methods since they
usually need to learn from UC, which lack annotation.

1 Conference on Lifelong Learning Agents (CoLLAs), https://lifelong-ml.cc/,
ccessed on May 13th, 2024.
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Instead of sharing a set of parameters, architecture-based methods
construct specific parameters for each task. Usually these methods
isolate several parameter subsets in a growing network architecture, as
done in the work in [114], where each task has a corresponding mask
that adapts a pretrained vision transformer to the new task. Another
related instance is [115], which differentiates between helpful and
harmful information for old tasks. While expandable network architec-
tures pose obvious advantages, they may become overly complex over
time. This is why recent works seek minimal and efficient expansion
policies for the CL model [116]. Alternatively, the authors in [117]
have proposed an ensemble of subnetworks that learn all incremental
tasks in parallel, arguing that it helps reduce the discrepancy between
task distributions. Updating the model with new knowledge is a vital
part of OWL, and many ideas can be adapted from CL methods.

4.2.2. Applications and challenges
In real-world applications, providing task identities is not a realistic

assumption. Therefore, CIL scenarios have become increasingly popular
as the ‘default’ setting for CL in several areas [251]. One of the
most widely studied applications is Incremental Object Detection or
Continual Object Detection (COD). In this situation, the model needs to
deal with the appearance of new objects that were previously unknown
and had appeared as background. This causes issues to the model’s
understanding of what an object is [118–120]. In [121] the authors
have evaluated techniques commonly used in COD such as knowledge
distillation [252,253] and exemplar replay, and have proposed a novel
method to solve their issues. The authors in [122] have applied COD
to streaming video, through two feed-forward NNs that act as slow
and fast learners. Additionally, in order to emulate a more realistic
setting, they also have assumed an online setting, where training data
is only allowed to undergo one training pass, and models have been
trained on the entire dataset for only one epoch. COD applications
are closely related to OWL applications in object detection [27,123],
where the model needs to classify all the detected objects in a scene as
either KC or UC, while also incrementally learning the UC whenever
their labels become available. Similarly to COD, works dealing with
semantic segmentation tasks formulated under CL settings also consider
that samples from previous and new classes can appear at the same
time [124–126].

RL treats the learning process as reaching the best policy, rather
than an endless adaptation. Continual Reinforcement Learning (CRL)
addresses this, and proposes a setting in which the agent never stops
learning [24]. The work in [127] has evaluated current CRL methods
and proposed a ReLU based mitigation strategy that facilitates CL in
a changing environment. Common NLP tasks such as text classifica-
tion [128] and dialog systems [129] have received much attention.
More recently, CL has become an important part of LLMs due to their
necessity of reflecting the evolving human knowledge [130]. Some
applications include continual pretraining [131] to improve end-task
performance, continual instruction tuning that teaches LLMs to fol-
low instructions and learn downstream tasks [132,133], and continual
alignment [134], which seeks to adapt the model to newer societal
values, human preferences and ethical guidelines. Some CL methods
rely on task identities and boundaries, but data from real-world appli-
cations often come without clear task boundaries. Due to their nature,
task-agnostic models are more suitable for OWL and CIL scenarios.
Managing CD also presents a challenge for CL methods because it can
cause old tasks to re-emerge further down the line. If not correctly
detected, the model may learn a ‘duplicate’ of the old task which wastes
its resources. This is a similar challenge to recurring CD in SL [254].

4.3. Out-of-distribution detection

This area is very closely related to OSR because it also challenges
the closed set assumption. It states that the test distribution 𝑃𝑡𝑒𝑠𝑡(𝐱, 𝑦) is
different from the training distribution 𝑃 (𝐱, 𝑦). Therefore, the OoD
𝑡𝑟𝑎𝑖𝑛

https://lifelong-ml.cc/
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detection problem can be defined as a instance of the traditional super-
vised learning problem where 𝑃𝑡𝑒𝑠𝑡(𝐱, 𝑦) ≠ 𝑃𝑡𝑟𝑎𝑖𝑛(𝐱, 𝑦), and 𝑃𝑡𝑒𝑠𝑡(𝐱, 𝑦) is
not known during the training phase [9]. The difference between both
distributions can be caused by many factors such as a change in the data
distribution overtime or a training set that does not represent the actual
data correctly. OoD recognizes two types of distribution shifts: covariate
shift 𝑃 (𝐱) ≠ 𝑃 ′(𝐱) and semantic shift 𝑃 (𝑦) ≠ 𝑃 ′(𝑦). The first one refers
to a shift in the distribution of the input features, but the relationship
between the input features and the labels remains the same [244]. The
second one is caused by a shift in the meaning of the data itself, e.g,
OoD samples coming from classes that have not been seen previously
by the model. In the context of a semantic shift, clear parallels between
OoD detection and OSR can be drawn. Both train the model to detect
UC during inference, while also correctly classifying the KC.

Even if their goals are aligned, OoD detection features several
small differences when compared to OSR. Firstly, as stated before,
OSR exclusively deals with a semantic shift 𝑃 (𝑦) ≠ 𝑃 ′(𝑦), while OoD
detection can also cover covariate shift 𝑃 (𝐱) ≠ 𝑃 ′(𝐱). Secondly, some
OoD detection methods involve exposing the model to a number of
OoD samples during the training process to help models learn to
discriminate between In-Distribution (ID) and OoD data. The use of
these training OoD data clashes with the assumptions made in OSR.
Another difference arises in the benchmark protocol followed by studies
related to these two research areas: while OSR models usually split a
single dataset into partitions with samples belonging to known (ID) and
unknown (OoD) classes, OoD models consider an entire dataset as the
ID data, whereas several different datasets are utilized as OoD data.
All in all, OoD detection techniques can be used to perform OSR in
multi-class settings.

4.3.1. Literature review
The detection of OoD samples has been approached from different

means in the literature [244], even to the point of comparing it to
OSR [255]. A straightforward approach is to directly deconstruct the
problem into several one-versus-all binary classification tasks [181].
Some methods make use of the model output such as the maximum
softmax probability in order to determine whether a sample is ID or
OoD. The authors in [256] proposed ODIN, a post-hoc method that
detects OoD images by using temperature scaling and adding small per-
turbations to inputs, which enlarges the difference between the softmax
score of ID and OoD samples. However, NNs are prone to giving over-
confident predictions on samples far from the training data. As a way
to overcome this issue, the authors in [166] argued that energy-based
models are more suitable for OoD detection. The reason is that energy
scores align with the probability density of the samples, and thus are
less susceptible to overconfident predictions. These methods consider
samples with higher energy as OoD and samples with lower energy as
ID [167,168]. Some efforts to enhance energy-based models have been
made by generating high-sparsity representations of ID data [169] or
by adding a metric learning based distance function to the energy score
function [167]. Energy-based methods have also been applied to graph-
structured data for OoD detection [170]. Other classification based
methods expose the model to outliers (e.g., OoD samples) to improve
their performance. Although these methods achieved comparable re-
sults [171], having access to outliers during training may not always be
feasible. Instead, other methods synthesize their own outliers through
the use of GANs [172] to create samples close to the decision boundary.
Diffusion models have also been applied to OoD detection [173,174],
arguing that they are able to synthesize virtual OoD features that are
close to the classification boundary between ID and OoD objects.

Density based methods estimate the density of the training data and
consider the data located in low density regions as OoD [175]. Flow-
based models are a popular choice in the field due to their ability to
represent complex data distributions and providing an exact likelihood
function [176–179]. Instead of performing clustering on the input data,
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the authors in [180] have performed the clustering over the space
of internal activations of a NN classifier to detect the OoD samples.
Distance based methods work on the assumption that the OoD samples
are far away from the training data in the input space, which is the
same assumption made for the UC samples in OSR [182,183]. While
Mahalanobis distance approaches [184,185] have been prevalent in the
field, recent works seek to maximize inter-class dispersion and intra-
class compactness [186]. In [187] the authors have created expressive
class-specific descriptor vectors for all ID classes and then applied a
cosine similarity calculation between descriptor vectors consistently to
identify OoD samples.

Finally, reconstruction-based methods follow the intuition that OoD
samples would have a larger reconstruction error than ID samples due
to the lack of knowledge of the model [188,189]. However, effectively
reconstructing ID inputs and not OoD inputs requires careful tun-
ing [190], and so the authors have proposed using Diffusion denoising
probabilistic models, which allows better controlling the amount of
injected noise. Many of the methods reviewed apply the same principles
as OSR to detect OoD samples, so they can be used to detect UC in OSR.

4.3.2. Applications and challenges
Being one of the most similar areas to OSR, OoD has also been

applied to computer vision tasks such as medical classification of im-
ages [190–192], where OoD is useful for evaluating diseases or object
detection [193], which is essential for autonomous driving tasks. NLP
is another popular area of application for OoD methods [194]. Recently
they also have been applied to LLMs for fake text detection [195].
Other applications that find OoD methods useful include intrusion de-
tection systems [196,197] to prevent unknown or zero-day attacks and
industrial AD [198] to identify defects, incorrect parts, and damages in
industrial components.

Although it has already been shown to excel in several practical
applications, OoD detection also faces challenges still to be answered.
The most closely related one to this article is how to reach a good
balance between KC classification performance and the detection of UC,
dealing with overlapping class distributions, and managing changes in
the data distribution over time [244]. Other prominent challenge in
both OSR and OoD is the lack of theoretical characterization of the OoD
or OSR problems [9]. Although sometimes unpredictable, taking into
consideration the types of distributional shifts the model will encounter
at inference (which can be sometimes known a priori) is critical for the
design of effective and practical OoD and OSR methods.

4.4. Uncertainty estimation

This area aims to provide ML models with the ability to estimate and
quantify the uncertainty associated their individual predictions [10].
There are two main types of uncertainty: aleatory uncertainty (data
uncertainty) and epistemic uncertainty (model uncertainty). Aleatory
uncertainty is attributed to the inherent random processes in nature
which are reflected in the data. Epistemic uncertainty is due to model
problems that can be caused by suboptimal architectures, errors dur-
ing training, or lack of knowledge about UC. In theory, epistemic
uncertainty could be reduced by improving the learning process, ar-
chitecture, or the training data of a network. However, achieving zero
model uncertainty is not feasible; thus, quantifying model uncertainty
is very important.

A Bayesian framework allow model uncertainty to be formalized
as a probability distribution over the model parameters 𝜃 given the
observed data . The data uncertainty is given by as a probability
distribution over the model outputs 𝑦 assuming a fixed set of model
parameters 𝜽. Epistemic uncertainty can be then represented as a
distribution of the prediction 𝑦 given the input data 𝐱 and the dataset
, defined as:

𝑝(𝑦|𝐱,) = 𝑝(𝑦|𝐱,𝜽)𝑝(𝜽|) 𝑑𝜽. (2)
∫
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Additionally, based on the input 𝐱, the uncertainty can be classified
into three main categories: (i) in-domain uncertainty, which is caused
by an input drawn from the same distribution as the training data;
(ii) domain-shift uncertainty, which is caused by an input from a
shifted training distribution; and (iii) out-of-domain uncertainty, which
is caused by inputs from an unknown data distribution. Data uncer-
tainty is only able to capture in-domain uncertainty because it is caused
by the noise and/or the quality of the samples the model has been
learned from. However, model uncertainty is especially interesting for
tasks such as OSR, OoD and ND, since it is also able to capture domain-
shift and out-of-domain uncertainty. Although the main objective of UE
is not the detection and rejection of UC inputs, uncertainty quantifica-
tion methods can and have already been used to achieve this, as shown
in the next subsection.

4.4.1. Literature review
Since no clear way of representing uncertainty exists, many methods

for estimating uncertainty have been developed throughout the years.
Single deterministic methods are explicitly modeled to quantify uncer-
tainties with a single model and a single pass of the input data [257].
Bayesian Neural Networks (BNNs) estimate a posterior distribution over
the parameters of a network, and thus have been extensively used to
compute the uncertainty in networks through various methods such as
dropout [199,200], deep ensembles [201], Markov Chain Monte Carlo
methods [202]. Although BNNs have shown great performance, they
are computationally expensive to train and scale. Some works have
attempted to circumvent this issue by constructing an efficient Dirichlet
distribution [203] or by using variational AE [204]. Ensembles are
another popular branch of UE methods. They seek to improve the
performance of the model by combining multiple models. Although en-
sembles were originally conceived to improve the accuracy of models,
the variety among the predictions of an ensemble can be used as a
way to measure the uncertainty of a prediction. In order to increase
variety among members, ensemble methods applied boosting [205]
and bagging strategies [206]. Ensemble methods have also shown their
robustness against OoD data [207]. Test Time Augmentation (TTA) has
also been used to measure uncertainty. Similarly to ensemble methods,
by creating several variations of a test sample, results on multiple
predictions of the same sample, which are then used to measure the
uncertainty [208].

UE has also shown its ability to detect unknown samples in fields
such as OSR [71,72] and OoD [258]. Although not explicitly mentioned
in their titles, UE methods are generally also tested for OoD data [204,
207].

4.4.2. Applications and challenges
In the real world, there are many factors that add uncertainty to the

output of a model. Removing every single one of them is a challenging
task for any practical application. Furthermore, the distribution of
real-world data may not necessarily be completely represented by the
available training data, and is prone to shift over time. UE has found
its major use in medical data analysis [209–211], because quantifying
and understanding the uncertainty associated with medical predictions,
diagnosis and treatments is vital to make informed decisions that
ultimately affect humans. As a matter of fact, UE methods for medical
analysis have usually been paired with TTA strategies due to the lack of
large amounts of high-quality, thoroughly, reliably annotated medical
data [204,207]. Since in modern times NLP heavily relies on black-box
methods, estimating the uncertainty of their predictions has become a
crucial research direction [212]. With the appearance of LLMs, some
works have focused on measuring the uncertainty of the outputs of
these models to know whether their predictions can be trusted [213,
214]. Another example of applications of UE has been robotics [215],
where such techniques are used to know when a robotic agent should
ask for help. Chemistry has also leveraged uncertainty quantification
11

to diagnose the chemical component that introduces uncertainty in
molecular property predictions [216]. A major challenge for many UE
methods is the lack of ground truth uncertainty, which means a shift
in the data distribution may render the uncertainty values given by a
model invalid.

4.5. Active learning

AL is a strategy by which the algorithm selects the most informative
data points to label from a pool of unlabeled samples, aiming to
maximize learning efficiency with minimal labeling effort [11]. In this
paradigm, the model or an external system queries an oracle (usually
a human annotator) for the labels of specific samples. The newly
annotated points are then used to update the model. This process is
repeated until a termination condition is met. AL techniques usually
make use of a small set of labeled data 𝓁 , where the model is initially
trained on the KC, and a large set of unlabeled data ◦. After the initial
training, a query strategy is applied to select the most uncertain samples
𝐱 ∈ ◦ until a stopping criterion is met. Each time a sample 𝐱𝑖 is
elected by the query strategy, a label 𝑦𝑖 is requested from an oracle
nd added to 𝓁 ∪ (𝐱𝑖, 𝑦𝑖). After this process is completed, the model is
pdated according to 𝓁 augmented with new samples.

It is worth noting that ◦ may or may not contain samples from
C (classes not present in the labeled set 𝓁). Although both OSR and

AL deal with the limitations of the knowledge of a model, when faced
with a sample from an UC their approach is different. OSR strategies
directly detect a sample from UC, whereas AL strategies would initially
incorrectly classify it and then query the oracle for its label. Depending
on the query strategy under consideration, samples from UC may not be
selected for querying, which would leave the model unable to correctly
classify them in the next iteration. Alternatively, if selected, learning
about new classes this way naturally reduces the over-occupied space.
We note that the process of characterizing and learning from UC is also
part of the OWL paradigm. The key difference between these two is that
in AL the model queries an external oracle for the labels, while in OWL
this process should ideally be autonomously performed by the model
itself [4].

4.5.1. Literature review
AL algorithms differ mainly in their query strategy. Each query

strategy has an utility function that generates an utility score for each
instance, which is used to select the samples to query.

Information-based strategies search for the samples with the highest
uncertainty that are expected to be close to the decision boundary.
This has been approached in many ways, for multi-class settings the
entropy method can be used [217], where all classes are taken into
account and samples with the largest entropy are queried. In [218]
a set of models was trained on different subsets of samples, and then
the unlabeled samples where their predictions disagree were queried.
Recent works such as [219] have enhanced this strategy by exploiting
the meta characteristics of data streams, which are used to dynamically
tune the uncertainty threshold required to select a sample for querying.

Other approaches rely on computing the expected change in the
model or expected error [222,223], which query the points that would
reduce the expected future error of the model. Existing AL strategies
in an open set scenario, where unknown samples exist among the
unlabeled known samples, have focused on distinguishing and selecting
the samples from the KC while discarding the ones from UC [220].
However, the work in [221] has leveraged both known and unknown
distributions to select better informative samples in each query.

Representation-based strategies make use of the structure of the
unlabeled data to find the points that better represent the input space.
The utility function measures the representativeness of the samples and
queries the most representative ones. In [224] the authors performed
clustering on the entire input space and then selected the nearest

samples to the cluster centers for querying. A similar strategy was
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followed in [15], where it allowed the model to detect and learn new
concepts.

The utility functions in AL are designed to evaluate the uncertainty
or representativeness of each sample. Since some OSR methods have
made use of the same concepts for detecting samples from the UC such
as entropy [259,260], it is reasonable to suggest that each field could
adapt solutions from the other. For example, following the assumption
that the UC are far from the KC strategies, the representation-based
category would be better suited to find samples from UC. This is
because they encourage the exploration of the open space. On the other
hand, information-based strategies would be more suitable when the
UC are close to the decision boundaries of the KC.

4.5.2. Applications and challenges
AL has been extensively applied in many modern applications,

including LLM [225]. Here AL has been used to tackle the problem
of finding the most informative demonstrations for in-context learning.
AL is also useful for massively reducing labeling costs in tasks that are
formulated over image/video data; this includes semantic segmenta-
tion [227] or object detection [226], where AL can reduce annotation
costs via entropy querying. Beyond general application-agnostic ML
tasks, AL methods have shown promise in guiding and significantly
speeding the exploration of biomass fuel solutions [228] and in molec-
ular modeling and drug discovery [229]. Regardless of the area of
application, some of the challenges that the field is currently facing
are the need for a large number of queries before the model achieves
good results, or learning an effective stopping condition for the AL
algorithms. Other challenges are shared with the previous fields: (i) the
emergence of CD in data streams, which causes the data distribution to
change and old labeled samples to become irrelevant or harmful to the
model; (ii) the presence of outliers in the data, which causes the model
to select and waste queries on them; and (iii) high dimensional data
such as images and videos, which makes the process of querying more
difficult and costly.

5. OSR challenges and beyond

In what follows, we offer our view on the challenges that this area
faces for the future, and outline research directions that can be pursued
to address them efficiently:

Open space risk. Despite the activity noted in the area (exposed by
the high scientific productivity noted in the last couple of years),
our literature review has revealed that reducing the Open Space Risk
remains an open problem. Decision boundaries delineated by off-the-
shelf ML classifiers tend to over-occupy the feature space for the KC.
Managing the space out of the feature space regions corresponding
to the KC is still a hard task that increases its difficulty with the
openness of the problem [14]. Similar to OoD, OSR methods usually
work on assumptions such as the separation of KC and UC in the
representation space, but rarely provide a strong theoretical foundation
behind them [9]. Works that analyze how learning the representation
of KC alters the representation of UC [44,261] may prove helpful for
managing Open Space Risk. An important albeit often overlooked benefit
of reducing the over-occupied space is that it avoids false positives.
This is critical for some real-world applications such as medical image
analysis [258], where classifying an unknown pathology as another
one entails significant consequences. The same holds for other high-
risk areas such as security [81]. Although the over-occupied space is a
common issue for all perspectives that deal with UC, it has never been
technically approached from the perspective of ND and OoD detection.
We envision that there are profitable synergies between these two close
research areas and OSR, that can endow ML models with an improved
12

robustness against UC.
Use of thresholds. Many OSR, ND, OoD detection, UE, and AL models
rely on a threshold for distinguishing between KC or UC. Computing
an optimal threshold is not straightforward and can be time consum-
ing [38]. Furthermore, these thresholds can vary greatly depending on
the openness of the problem and the a priori information about the
characteristics of the UC that the model will encounter when running
inference in the open world. Even a threshold for the same set of classes
can yield a high Open Space Risk if the data distribution changes and
the threshold is not updated accordingly. While an optimal threshold
can be dynamically set for each task or set of data, it can still become a
problem in evolving data streams, where new UC may arrive regularly
and the model continuously produces predictions for the instances ar-
riving in the stream. Calibrating a suitable threshold for each situation
is very valuable for applications in streaming environments [122,219].
In addition, thresholds can be easily interpreted by non-expert users
and stakeholders, which helps them understand the decisions and the
performance of the application. Self-adaptive parameter tuning meth-
ods [262], including dynamic evolutionary algorithms or reinforcement
learning agents [32], can be interesting research paths to follow in
order to achieve OSR techniques capable of operating in highly-varying
open settings.

Combining clustering and classification. As evidenced by our literature
analysis, most OSR approaches relying on clustering and classification
combine both techniques in a sequential way [16,233]. This practice
has two inherent limitations: on one hand, the clustering algorithm
does not benefit from the information provided by the classifier, even
though feedback such as the uncertainty about its prediction can be a
valuable input for determining whether the test instance is unknown.
Combining clustering and classification is beneficial in applications
that deal with class imbalance, such as fault diagnosis [98], e.g., by
creating homogeneous clusters to train the classifier on. Very scarce
works ensure that both processes benefit from each other in an open
set scenario. New strategies to hybridize clustering and classification
should be targeted by the community, such as clustering over the
space of internal activations when dealing with NN classifiers [180]
or employing multi-objective optimization frameworks [241].

Detecting unknown samples and identifying new classes over time. Per-
forming classification of each new sample in isolation is an standard
evaluation protocol in OSR [6]. Therefore, instances that arrive before
are not taken into account in the decision. However, it is often the case
that UC arise gradually over time, imprinting a correlation between
successive instances that can be modeled for the sake of a more precise
detection of its membership to an KC or UC. Considering this time
correlation is of utmost importance when dealing with scenarios with
intermittently appearing UC: in this case, allowing the OSR technique
to memorize long-term relationships between instances detected as UC
can be crucial to expedite the UC identification when one of such
UC reappears, and/or to support a preemptive reservation of the over-
occupied space as per the emergence/disappearance dynamics of UC.
These scenarios are common in IoT environments [165] and data min-
ing [263], where concepts can reappear regularly and the resources of
the device on which the model is deployed are limited. Data distillation
and neural embeddings can provide a low-dimensional representation
of samples detected to belong to UC, so that the relationship between
unknown concepts over time can be learned and eventually exploited
for identification and/or consolidation in the knowledge base of the
model. Additionally, the existence of CD in data streams poses addi-
tional difficulties not only for OSR, but also for every area reviewed in
this survey. Current methods rely on the assumption that samples from
UC possess a higher degree of abnormality than samples affected by
CD [161], so that they can be distinguished from each other (usually by
means of a threshold). Relying on distance and density measures is of-
ten not enough for addressing more complex and shifting distributions.
Employing additional meta information [219] may prove beneficial for

discriminating between CD and UC.
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Disentangling complex class distributions. A major fraction of the con-
tributions on OSR apply clustering to data and identify new classes
from the obtained clusters [249,250]. This naive approach does not
perform well when KC and UC overlap, or when having underpopulated
KC that do not provide enough statistical support to decide whether
a new instance belongs to them. This is often the case of OSR in ML
tasks formulated over real-world image data subject to a strong content
variability (i.e., low domain specificity). Although some approaches
make use of prototypes [43] or metric learning [167,259] to create a
more meaningful feature space, we note a lack of reliable strategies
for identifying novel classes from unknown samples that perform well
over these challenging KC distributions. In this regard, we foresee
that any means to augment the knowledge of the model about newly
emerging classes, including domain-specific meta-information, can help
the model identify such classes more reliably.

Updating the model. After UC have been discovered, the model needs
to be updated with the new knowledge. Completely retraining the
model [249,250] is not a feasible adaptation strategy in environments
with tight computation constraints. Similarly, the human annotation of
new classes is not affordable in most practical problems. Incremental
learning strategies such as the update and maintenance of micro-
clusters [160] have recently shown to be promising in SL, but have not
been extensively researched in OSR and OWL. Likewise, such model up-
dating techniques can be combined with imbalance learning or – when
interaction with the data source is possible – AL strategies to enrich
the learning process with diverse instances of the newly discovered
UC. Finally, well-known issues in CL settings, including catastrophic
forgetting, also hold in OWL applications [25]. As such, updating the
model with new classes while discriminating known concepts should
be also given attention in the future, especially under periodic occur-
rence patterns and extreme verification latency. A similar problem has
already appeared in SL under the name of Recurring CD [254], which
can serve to inspire new developments in OWL.

5.1. AI alignment in open scenarios

Before concluding the challenges, we draw the attention of the
community to the emerging issue of AI alignment in MUML and, in
particular, OSR. We strongly believe that it is already necessary to
include alignment as a new point of view in all data modeling prob-
lems, especially in those where autonomy, uncertainty, and little or no
human intervention are baseline conditions to be met.

AI alignment focuses on making AI behave in line with human
intentions and values [12], more than its capabilities or performance.
This field is gaining relevance due to the risk of suffering undesirable
behaviors in AI systems. Some of these risks are sycophancy [264,265],
unreliable answers [266], or deception [267], among others. The align-
ment problem is receiving increasing awareness in recent times, not
only from the scientific point of view [12,268], but also from institu-
tions and agencies like the United Nations Educational, Scientific and
Cultural Organization (UNESCO), which has recently elaborated a com-
prehensive international framework to shape the ethical development
and use of AI technologies2.

The fact that an AI-based system operates in an open scenario can
xacerbate misalignment problems [269–271]. The alignment problem
n open world scenarios and OSR emerges when AI systems must make
ecisions or perform actions based on inputs that were not present
uring training. This problem unchains several new challenges:

2 Global AI Ethics and Governance Observatory, Recommendation
n the Ethics of AI, https://www.unesco.org/en/artificial-intelligence/
ecommendation-ethics, accessed on May 13th, 2024.
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• When an AI encounters an unknown input, it must decide how
to respond in a way that minimizes risk and aligns with ethical
guidelines. This is challenging because the AI lacks specific training
on these samples, and therefore must rely on general principles or
fallback strategies that reflect human values.

• AI systems might overgeneralize their training data and incorrectly
classify unknown inputs as belonging to one of the known categories,
leading to errors. The alignment problem here involves ensuring that
AI remains cautious and seeks further information or guidance when
faced with uncertainty.

• Maintaining user trust requires transparent communication about the
confidence levels of AI and the reasoning behind its classification of
inputs as unknown. This transparency helps align the operations of AI
with user expectations, and builds trust in its decision making process.

• Ideally, an AI system should not only recognize when it encounters
an unknown, but also learn from these samples to improve its per-
formance. Aligning this learning process with human values involves
careful consideration of privacy, consent, and relevance of new data
to the intended purposes of AI.

Implementing mechanisms for human-in-the-loop feedback allows
the AI to learn from its handling of unknown samples in a way that
reflects human values and judgments. But at the same time, human
feedback is not without its problems. The feedback mechanism de-
signed to improve or guide the behavior of AI inadvertently leads to
behaviors that diverge from the intended goals or values. This misalign-
ment often stems from the complexity of interactions between the AI
system, its environment, and the feedback it receives. In AI systems,
feedback is crucial for learning and adaptation. It can come in many
forms, such as reinforcement signals, corrections from users, or data re-
flecting the consequences of the AI actions. Ideally, this feedback helps
the AI to align its actions more closely with human values, objectives,
and expectations. In open scenarios, the misalignment becomes partic-
ularly salient and challenging due to the nature of such environments,
where the goals are not strictly defined, and the learning process is
expected to continue indefinitely, exploring new and unforeseen areas
of the problem space. For example, in OEL environments, systems are
designed to encourage AI to generate novel behaviors, solutions, or
ideas beyond initial programming or human expectations. However,
this exploratory freedom, combined with feedback mechanisms meant
to guide learning, can lead to unexpected forms of misalignment be-
tween the AI behaviors and the broader objectives or values intended
by its creators or users (e.g., the feedback-induced misalignment [12]).
We definitely envision a future where the need for adaptation in OWL
is justified not only for performance reasons, but also for aligning
the behavior of the AI-based system to human values represented by
corrective feedback signals.

6. Concluding remarks

Open set environments call for more autonomous ML models ca-
pable of dealing with unknown situations. Consequently, the OSR and
OWL fields have garnered significant attention in recent times. How-
ever, their resemblance to established fields like ND or OoD detection
can present challenges for researchers in understanding where such
fields currently stand, as well as in identifying substantive research
niches towards safe and autonomous ML models.

This review has addressed this issue by examining the current state
of OSR and the different strategies followed in the literature to tackle
the Open Space Risk problem. In doing so, and in response to the
forementioned entanglement of different ML research areas around
he open set learning paradigm, we have highlighted and clarified
ow such areas link to OSR, including ND, CL, OoD detection, UE
nd AL. Based on our definitions and the literature analysis, we have
iscussed several challenges, both in each of such tangential areas and

he OSR field as a whole. Among them, we highlight the following open

https://www.unesco.org/en/artificial-intelligence/recommendation-ethics
https://www.unesco.org/en/artificial-intelligence/recommendation-ethics
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problems, which should focalize efforts in the forthcoming years: (i)
scaling the current approaches up to consider complex known class
distributions, (ii) improving the incremental consolidation of newly
discovered classes by the model in scarce data regimes; and (iii) the
exploitation of the temporal correlation between test samples when
detecting and characterizing new concepts over time. On a closing
note to our prospects, we have emphasized the growing concern with
the alignment of AI-based systems with human values and objectives,
which stems from the widespread adoption and ubiquity of the ac-
cess and use of these systems in open settings. Research in open set
learning is imperative for ensuring the technical robustness of AI-based
models in the open world, but can also spawn new problems around
the provision of technical performance goals under the guidance of
human-induced alignment signals.

We hope that this survey establishes itself as a reference for new
researchers willing to have a clear overview of the field and its manifold
related areas, and as a motivating landmark to join forces and delve
deeper into the OSR/OWL research areas for a safer and better aligned
AI.
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[264] E. Perez, S. Ringer, K. Lukošiūtė, K. Nguyen, E. Chen, S. Heiner, C. Pettit, C.
Olsson, S. Kundu, S. Kadavath, et al., Discovering language model behaviors
with model-written evaluations, 2022, arXiv preprint arXiv:2212.09251.

[265] M. Sharma, M. Tong, T. Korbak, D. Duvenaud, A. Askell, S.R. Bowman,
N. Cheng, E. Durmus, Z. Hatfield-Dodds, S.R. Johnston, et al., Towards
understanding sycophancy in language models, 2023, arXiv preprint arXiv:
2310.13548.

[266] Y. Bang, S. Cahyawijaya, N. Lee, W. Dai, D. Su, B. Wilie, H. Lovenia, Z.
Ji, T. Yu, W. Chung, et al., A multitask, multilingual, multimodal evaluation
of chatgpt on reasoning, hallucination, and interactivity, 2023, arXiv preprint
arXiv:2302.04023.

[267] P.S. Park, S. Goldstein, A. O’Gara, M. Chen, D. Hendrycks, AI deception:
A survey of examples, risks, and potential solutions, 2023, arXiv preprint
arXiv:2308.14752.

[268] J. Kirchner, L. Smith, J. Thibodeau, J. McDonell, L. Reynolds, Understanding
AI alignment research: A systematic analysis, 2022, arXiv preprint arXiv:2206.
02841.

[269] R. Paulus, C. Xiong, R. Socher, A deep reinforced model for abstractive
summarization, 2017, arXiv preprint arXiv:1705.04304.

[270] W.B. Knox, A. Allievi, H. Banzhaf, F. Schmitt, P. Stone, Reward (mis) design
for autonomous driving, Artificial Intelligence 316 (2023) 103829.

[271] L. Gao, J. Schulman, J. Hilton, Scaling laws for reward model overoptimiza-
tion, in: International Conference on Machine Learning, PMLR, 2023, pp.
10835–10866.

Marcos Barcina works as a researcher in Artificial Intelligence at TECNALIA. He is
currently pursuing the Ph.D. program ‘‘Engineering for the Information Society and
Sustainable Development’’ at the University of Deusto in conjunction with TECNALIA.
The research performed in this program focuses on AI, specifically on the design, devel-
opment and experimentation with AI systems capable of adapting and performing their
functions in non-stationary environments. He also focuses on writing and publishing
his research in journals and conferences with high scientific impact. He graduated in
‘‘Computer Engineering + Digital Transformation of the Enterprise’’ in 2021 at the
University of Deusto. He then completed an online master’s degree in ‘‘Cybersecurity
and Privacy’’ at the Universitat Oberta de Catalunya in 2022. At the same time, he
worked as a researcher at the University of Deusto in projects focused on technological
development in the industrial sector such as ‘‘REMEDY’’ and ‘‘PILAR’’ where he was
able to work with AI technologies. After this, he started his Ph.D. at the University of
Deusto and TECNALIA until today.

Dr. Jesús López lives in Bilbao (Spain) and works at TECNALIA as Principal Investiga-
tor (PI) in Artificial Intelligence, after a cycle as Software Engineer and Project Manager
that started in 2003. Jesús got his ‘‘Computer Science Engineering’’ at the University
of Deusto in 2003, to then get started in Artificial Intelligence through the ‘‘Master in
Advanced Artificial Intelligence’’ at the National University of Distance Education (UNED),
which he finished in 2014. He then embarked on the Ph.D. program ‘‘Information
19
and Communication Technologies in Mobile Networks (TICRM)’’ at the University of
the Basque Country (UPV/EHU), where he specialized in Artificial Intelligence, and in
which he obtained in 2018 the Cum Laude grade, the International Mention, and
the Extraordinary Ph.D. Award. During his thesis he spent 6 months at the KEDRI
group at the Auckland University of Technology (AUT), New Zealand. He has published
in high impact journals (Q1) and conferences (e.g. ECML, ICDM, WCCI). He also
collaborates with the Universitat Oberta de Catalunya (UOC) as Affiliate Professor. His
ines of research and interests are: Adaptive AI (Stream Learning, Concept Drift) and
I Alignment, among others.

r. Pablo García Currently works as University Associate Professor (Profesor Titular
e Universidad), he has been dedicated to Research, Technology and Innovation for
0 years, from positions as Head Researcher of DeustoTech Computing - S3Lab, and
lso as Director of DeustoTech - Deusto Institute of Technology. He has been also
irector of Research at the Faculty of Engineering. He has combined teaching (in

everal B.Sc.,M.Sc., and Ph.D. courses) with research since 1998, mainly focused in the
ields of Operating Systems, Cyber-Security and Artificial Intelligence. Since 2003, he
irected the Official Master on Information Security for 11 editions. Also in 2003, he put
he first building-blocks for the foundation of the research unit DeustoTech Computing
also named, in the past, S3Lab - Laboratory for Smartness, Semantics and Security),
here he coordinated the research activities of around 30 researchers for more than ten
ears. This research unit -one of the most fruitful at DeustoTech- is devoted to Applied
rtificial Intelligence, with application to different domains. In particular, his research
ackground is focused on Machine Learning applied to the fields of (a) Information
ecurity, (b) Industrial Processes, and (c) Genomics and Proteomics. He has over 20
ears of experience in R&D management, with tens of projects and technology transfer
ctions led, for more than fifteen million euro, more than 200 international scientific
ublications (in the top 9% of spanish researchers and global researchers in spanish
nstitutions, according to Google Scholar and Webometrics ranking), and 20 directed
h.D. dissertations. He has co-chaired world-class scientific events such as DEXA, CISIS,
OCO, ICEUTE, HAIS, INFOSEC, BIGDAT or DEEP LEARNING BILBAO!

r. Javier Del Ser began his career as a Senior Telecommunications Engineer at
he University of the Basque Country (UPV/EHU), obtaining his degree in May 2003.
ubsequently, in November of that same year he was awarded a doctoral scholarship
or pursuing his doctoral thesis at the Centro de Estudios e Investigaciones Técnicas de
ipuzkoa (CEIT, Spain). He defended his doctoral thesis (Cum Laude) in Telecommu-
ications from the University of Navarra in 2006, and a second doctoral thesis in

‘Information and Communication Technologies’’ (also Cum Laude and Extraordinary
octorate Award) from the University of Alcala (Spain) in 2013. He combined his

esearch work with teaching duties as an assistant professor (2003–2005), interim
rofessor (2006) and associate professor at TECNUN (University of Navarra). From
ugust to December 2007, he did a postdoctoral stay at the University of Delaware

Newark, DE, USA). In 2008, he joined the Robotiker Foundation as a Senior Research
cientist and Project Leader at the TELECOM Unit. Javier is currently a Research
rofessor and Principal Investigator (PI) at TECNALIA RESEARCH & INNOVATION,
eader of the Joint Research Lab in Artificial Intelligence together with researchers
rom the Basque Center of Applied Mathematics (BCAM) and the UPV/EHU. He is also the
irector of the TECNALIA Chair in Artificial Intelligence implemented at the University
f Granada (Spain), considered one of the leading universities in the world in this
iscipline of knowledge. He is also an Associate Professor in the Communications
ngineering Department of the EHU/UPV, and an external scientific member of the
CAM. His research activity focuses on Artificial Intelligence, machine learning, Deep
earning and, in general, descriptive, prescriptive and predictive analytics. In these
ields, he has published to date more than 400 scientific publications, edited 7 books,
irected 30 master’s theses and 11 doctoral theses, as well as participated/directed
ore of 50 research projects. Javier is a Senior member of the IEEE.

http://refhub.elsevier.com/S0925-2312(24)00844-0/sb260
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb260
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb260
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb260
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb260
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb261
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb261
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb261
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb262
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb262
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb262
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb262
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb262
http://arxiv.org/abs/2112.02000
http://arxiv.org/abs/2112.02000
http://arxiv.org/abs/2112.02000
http://arxiv.org/abs/2212.09251
http://arxiv.org/abs/2310.13548
http://arxiv.org/abs/2310.13548
http://arxiv.org/abs/2310.13548
http://arxiv.org/abs/2302.04023
http://arxiv.org/abs/2308.14752
http://arxiv.org/abs/2206.02841
http://arxiv.org/abs/2206.02841
http://arxiv.org/abs/2206.02841
http://arxiv.org/abs/1705.04304
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb270
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb270
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb270
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb271
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb271
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb271
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb271
http://refhub.elsevier.com/S0925-2312(24)00844-0/sb271

	Managing the unknown in machine learning: Definitions, related areas, recent advances, and prospects
	Introduction
	Motivation and Significance of Managing the Unknown in Machine Learning
	Open Set Recognition: Problem Statement, Literature Review and Applications
	Problem Definition
	Literature review
	Discriminative Methods
	Generative Methods

	Relevance and Applications of Open Set Recognition
	Research Areas related to Open Set Recognition

	Tangential Areas in OSR Research
	Novelty Detection
	Literature Review
	Applications and Challenges

	Continual Learning
	Literature Review
	Applications and Challenges

	Out-of-Distribution Detection
	Literature Review
	Applications and challenges

	Uncertainty Estimation
	Literature review
	Applications and challenges

	Active Learning
	Literature Review
	Applications and Challenges


	OSR Challenges and Beyond
	AI Alignment in Open Scenarios

	Concluding Remarks
	CRediT authorship contribution statement
	Declaration of competing interest
	Data availability
	Acknowledgments
	References


