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Abstract

The fourth industrial revolution is coming, promising to bring together
the worlds of production and network connectivity in an Internet of
Things (IoT). One capable and feasible technology to build in intel-
ligence to a product is Radio Frequency Identification (RFID) tech-
nology. This technology uses a spectrum of radio frequency to trans-
fer the identification information between two communication devices:
reader and tags. A remarkable characteristic of this technology is that
it does not need a direct line of sight between the reader and the tags to
establish communication. In addition, it is a low-intrusive technology,
which can be easily adapted to the [oT paradigm. The core applica-
tion of RFID technology is to read a code stored in the tags’ internal
memory, which uniquely identifies them. Thus, tags can be attached
to a large number of different items for numerous applications, high-
lighting activity recognition, localization systems, tracking, and mo-

bile sensing applications.

The coexistence of several tags in the same identification zone of the
reader provides RFID technology with a great flexibility at the expense
of the tag collision problem. Tags share the same communication chan-
nel (the air) and may respond simultaneously to the same reader com-
mand, interfering and garbling their waveforms. The reader then is un-
able to interpret the information received from the tags, requiring tags
to re-transmit their messages. As a result, tags collisions extend the
time employed by the reader to identify the tag set and also the energy
consumed in the process. Anti-collision protocols are then proposed

to arbitrate the tags’ responses, with the main goal of maximizing the



number of tags identified by a time unit and minimizing the energy
consumed by the reader during the identification process.

Most RFID manufacturers currently follow the EPCglobal Class 1 Gen-
eration 2 (EPC C1G2) standard. This standard employs the Slot Counter
anti-collision protocol, which belongs to the Dynamic Frame Slotted
Aloha (DFSA) category. DFSA protocols are characterized by provid-
ing tags a set of time slots where tags must randomly choose one time
slot to transmit their message. The main challenge that DFSA pro-
tocols aim to solve is determining the number of time slots that are
contained in one set. The Slot Counter protocol follows a set of recom-
mendations from the current standard to face this challenge, but the ex-
act values of some configuration parameters are not specified. Further-
more, the Slot Counter protocol does not scale efficiently to large tag
set sizes, because it presents a smooth behaviour. This lack of defin-
ition provides large improvement possibilities in the field of DFSA
protocols. Consequently, many DFSA algorithms have recently ap-
peared in the literature to improve the performance of the Slot Counter

protocol.

This dissertation provides a solution to the tag collision problem by
proposing two dynamic and scalable strategies for DFSA protocols:
fuzzy logic and tag estimation. These two strategies are then applied
to a traditional DFSA protocol based on the current standard, result-
ing in four novel anti-collision protocols. The proposed protocols im-
prove the performance of existing DFSA protocols, including the Slot
Counter, in terms of the tags identification time and the energy effi-
ciency in passive RFID systems. Finally, a physical RFID experiment-
ation system is presented to implement and evaluate user-configurable
DFSA protocols based on EPC C1G2.
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Introduction

HE fourth industrial revolution is coming, promising to bring together the
T worlds of production and network connectivity in an Internet of Things (IoT).
One capable and feasible technology to build in intelligence to a product is Radio
Frequency Identification (RFID) technology [Murofushi 17]. This technology is
currently the most popular system for item identification and tracking, and thus the
main enabler for the IoT vision. The huge improvement in Ultra High Frequency
(UHF) RFID is leading to a widespread diffusion of several kinds of passive RFID
tags in products. Current examples of RFID expansion can be found in activ-
ity recognition, localization and tracking systems, and mobile sensing [Yang 14,
Pradhan 17, Hessar 13| |Agrawal 17].



1. INTRODUCTION

1.1 Radio Frequency Identification Technology

RFID is an automatic wireless data collection technology with a long history. First
functional passive UHF RFID systems with a range of several meters appeared in
early 1970s [Nikitin 06]]. Since then, RFID has experienced a tremendous growth.
At first glance, the concept of RFID and its application seems simple and straight-
forward. But in reality, RFID is a technology that spans systems engineering, soft-
ware development, circuit theory, antenna theory, radio propagation, microwave
techniques, receiver design, integrated circuit design, encryption, materials techno-
logy, mechanical design, and network engineering, to mention a few. The work of
this thesis focuses on the network stack development, in particular, on the Medium
Access Control (MAC) layer.

1.1.1 Operation principles

A typical RFID system consists of a reader, antennas, tags, and a control unit (often
a computer). The reader uses connected antennas to wirelessly communicate with
the tags inside the interrogation zone using radio waves. The traditional application
of RFID technology is to read the Electronic Product Code FP(C' stored in the tags’
internal memory, which uniquely identifies them. Tags are then attached to a wide

variety of objects with the main purpose of unequivocally identify them.

1.1.2 Classification

RFID originated from RADAR technology, and it has greatly evolved since then.
Traditionally, the main purpose of RFID tags was to track and identify objects.
Currently, there are tags which are also capable of performing sensing and com-
putational tasks [Sample 08|, Zhao 15, Zhang 11]. RFID systems can be classified

into three groups according to their form and functionality.

1. Active RFID.

Includes tags with a battery which emit radio signals, acting as a classical
transceiver. These can have a very long range and they do not require a

complex or expensive interrogator. They can be based on protocols such as
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ZigBee, Bluetooth / BLE, or LoRa. These are still considered RFID tags
even though they do not use backscattelﬂ

2. Semi-passive RFID.

Includes tags which communicate with the reader using backscatter and which

use a battery to power digital logic in the tag.

3. Passive RFID.

Includes tags without batteries which use backscatter to communicate with

the reader. Passive RFID tags can be classified into four main groups.

(a) Chip-based ID tags.
Tags with an integrated circuit containing digital logic. These tags are
designed to operate in one of the three following frequency ranges:
i. Low Frequency (LF) - NFC 125 kHz.
ii. High Frequency (HF) - NFC 13.56 MHz.
iii. Ultra High Frequency (UHF) - EPC C1G2 [EPCglobal 15] 860-
960 MHz.
(b) Chipless ID tags.
Tags without an integrated circuit which still can backscatter their ID in

some way. There are two main types of chipless ID tags.

1. UHF Surface Acoustic Wave (SAW) tags. Their operation is based
on micro-acoustics of piezoelectric crystals instead of semicon-
ductor physics [Plessky 10].

ii. Other chipless UHF/microwave band tags. Currently, these types

of tags are only seen in research.

(¢) Computational RFID (CRFID) and RFID sensor tags.

Currently there is a growing class of battery-free computational and
sensing tags which go beyond simple barcodes replacement functional-

ity. Two main groups of CRFIDs have been reported in the literature.

'Form of communication used by most commercial RFID tags. It consists of the variation of
the amplitude of the incoming electromagnetic waves, which are reflected back in the tag antenna

according to the digital data which is required to transmit [Finkenzeller 03].
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i. UHF WISP, NFC-WISP, UMass Moo.
These are re-programmable and open source tags for rapid imple-
mentation of battery-free sensing or other applications [Sample 08,
/hao 15, Zhang 11]].

ii. Digital UHF sensor and actuator tags such as Farsens products

[Farsens ||.

(d) Chipless UHF sensor tags.

These tags are shown only in research, and they can do sensing tasks

using chipless methods.

This dissertation focuses on passive RFID tags identification. Compared to act-
ive and semi-passive RFID, the main advantages of passive RFID tags are: smaller
sticker form factor, lower cost, and longer lifetime. However, this is achieved at the

expense of a smaller operation range.
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1.2 Tag Anti-collision protocols in passive RFID sys-

tems

An RFID communication system typically needs at least one reader and one or
more tags. All the participants must share a unique communication channel: the air.
Given the boom in the use of High Frequency HF, Ultra High Frequency UHF, and
microwaves frequency ranges for communications, the readers’ detection range has
been greatly increased. In this scenario, it is very common to find a large amount of
tags powered and operating in the same frequency. Thus, there is a high probability

that tags will transmit their messages simultaneously, leading to collisions.

1.2.1 The tag collision problem

Due to the shared nature of the communication channel, signals coming from differ-
ent tags often collide, producing interferences and cancellations. The interferences
produced between the messages transmitted by the tags are known as message col-
lisions, and they cause illegible and lost data. In the field of RFID, this problem is
known as the tag collision problem and it represents a focus of interest in current
research. Collisions oblige the reader to retransmit commands asking for the tags’
messages, wasting bandwidth and increasing the identification time and the energy
consumption of the global system.

Due to the inherent restrictions in RFID, traditional multiple-access methods
can not be applied to this technology to avoid the tags collisions. While classic
multiple-access protocols chase a performance and stability improvement, as well
as areduction in the packets delay; collision-resolution protocols in RFID seek for a
reduction in the total time and energy required to identify a set of tags. Due to their
particular characteristics in addition to the different goals they chase, collision-
resolution protocols in RFID are called anti-collision protocols.

In RFID, a collision occurs when two or more tags transmit their message sim-
ultaneously, as showed in Figure In this figure, the reader schedules the tag’s
responses in time, so that tags must select a unique time slot to transmit their mes-
sages. In this example, tag A and tag B have selected the same time slot and a

collision occurs between them. Consequently, both tags have to re-transmit their
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RN16 message later in the identification process. The R/N16 message will be ex-
plained in Section[2.1] Tag C is correctly identified in the second time slot, because

it finds the channel idle and it does not interfere with any other tag in the area.

\
TAGB
\
\ /
Colhsmn

TAGC

(a)
Reader Tags’ Reader Tags’
Command response Command response
777N
TAG A / RN16 \ ’
/
I !
TAGB \ RN16 |
Call‘i_sion
TAG C RN16 + EPC
Tag C identified
< Time Slot 1 > Time Slot 2 »
(b)

Figure 1.1: The tag collision problem in RFID: (a) general outline example, (b) its

corresponding time domain.

The three main characteristics desired for an anti-collision protocol are:

e Fast identification: the time employed for identifying the tags located in the
reader interrogation zone must be as low as possible, so that it results im-
perceptible. Therefore, the amount of information exchanged between the

elements in the system should be reduced.

e Minimum reader energy consumption. The growing interest in mobile devices
is making mobile and battery powered RFID readers, such as hand-readers
and smart-phones with an attached reader, increasingly attractive. These
RFID readers require energy-efficient anti-collision protocols to minimize

the tags collisions and to expand the reader’s battery life.
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e Scalability. The number of passive tags can be very large due to their low
cost, easy disposability, and powerless operation. In these scenarios, anti-
collision schemes need to be scalable to large population sizes in order to

maintain a positive performance for a wide range of tag set sizes.

1.2.2 Anti-collision protocols in the MAC layer

The existing anti-collision protocols in the MAC layer that can be found the lit-
erature are classified into three main groups: Aloha-based, tree-based, and hybrid
protocols [Klair 10].

Tree-based protocols [Capetanakis 79], in essence, split colliding tags into sub-
sets, and further split the subsets repeatedly up to the successful response of all the
tags that are within the interrogation zone.

Aloha based present four main variants. In Pure Aloha (PA), a tag will respond
to the reader commands randomly after being energized. Slotted Aloha (SA) di-
vides time into slots and schedules tags to respond only at the boundary of the time
slots. Frame Slotted Aloha (FSA) and Dynamic Frame Slotted Aloha (DFSA) di-
vide time into frames, and frames into slots and mandate each tag to respond in
only one slot per frame. An identification process consists of a set of frames, and
the number of slots contained in one frame is named frame size. While in FSA the
frame size is fixed during the identification process, in DFSA it is variable. The key
feature which differentiates a DFSA protocol is the strategy it follows to update the
frame size along the identification of a set of tags. The fact that EPCglobal Class-1
Generation-2 (EPC C1G2), the current standard in RFID, uses a DFSA structure to
arbitrate collisions, highlights the relevance of this scheme.

Finally, hybrid protocols consist of a combination of Aloha and tree based pro-
tocols [Wu 13]]. They are usually organized in more than one phase, and a different
strategy (tree or Aloha) is applied in each phase.

Aloha based protocols are probabilistic, since the tag responses are organized
randomly. These responses are distributed among various slots, and the more uni-
formly spaced are the transmissions, the higher is the probability of success. Tree
based protocols are, on the other hand, deterministic: they identify the total num-

ber of tags in the interrogation zone. The total amount of information transmitted
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between readers and tags is usually higher than in Aloha based protocols. However,
the tags’ cost is usually lower in tree based protocols.

A reduced number of hybrid protocols have been presented in the state-of-
the-art of RFID anti-collision protocols, because their computational complexity
is higher than Aloha and tree protocols.

This dissertation proposes a set of DFSA protocols which lower the tag identi-

fication time and the energy consumed by the reader of existing DFSA protocols.
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1.3 Thesis Statement

Signals coming from different RFID tags often collide, producing interferences
and cancellations, referred as tags collisions. Collisions oblige the reader and tags
to retransmit their messages. This scenario results in a waste of bandwidth and
a increase in the tags identification time and energy consumption of the global
RFID system. Dynamic Frame Slotted Aloha (DFSA) protocols are currently the
most popular strategies used to deal with tags collisions in RFID systems. The key
feature which differentiates a DFSA protocol is the strategy employed by the reader
to update the frame size along the identification of a set of tags.

This dissertation provides a solution to the tag collision problem by proposing
two dynamic and scalable strategies to update the frame size in DFSA protocols:
fuzzy logic and tag estimation. These two strategies are then applied to a traditional
DFSA protocol based on EPC C1G2, resulting in four novel anti-collision proto-

cols. Three research objectives are proposed to further bound the work developed.

1.3.1 Main research objectives

This dissertation addresses three main objectives to achieve the hypothesis presen-

ted in the previous section:

1. Apply fuzzy logic to dynamically adjust the transmission frame size of DFSA
anti-collision protocols based on EPC C1G2. The resulting protocols will
improve the performance of existing DFSA protocols in terms of the the tags

identification time in passive RFID systems.

2. Design a fast and scalable procedure to estimate an RFID tag population. The
proposed estimator will be then applied to a DFSA anti-collision protocol
based on EPC C1G2 to improve the performance of existing protocols in
terms of the tags identification time and energy efficiency in passive RFID

systems.

3. Design a physical RFID experimentation system to implement and evaluate
the performance of user-configurable DFSA anti-collision protocols based
on EPC C1G2.
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1.4 Structure and general methodology

This dissertation is comprised by seven publications, which are listed in Section
[I.6] Its main goal is to minimize the tags identification time and the energy con-
sumed by the reader in passive RFID systems by developing efficient DFSA anti-
collision protocols. This is done in two different ways: i) applying fuzzy logic to
select the frame size and to select the slot where this frame size is examined, and 1i)
developing an scalable and fast tag estimator to calculate the frame size according
to the estimated tag set size. A chapter is dedicated to each of these aspects. Each of
those chapters summarizes the publication or publications that are dedicated to that
same aspect. Each publication is self-contained. Therefore, each of them includes
its own state-of-the-art section, proposes its research questions, and describes the
particular strategy that it applies, which is tailored to the main research questions.
The full outline of the dissertation is described in section

1.5 Contributions

This section summarizes the main contributions of this dissertation. Table out-
lines the contributions, indicates their focus, and lists which research objective they
are related to, in which chapter they are described, and in which publication they

are included.

e (1. Study of the frame update policy of DFSA anti-collision protocols and
classification of the main state-of-art protocols according to the policy they

use.
e Contributions by using fuzzy logic:
— F1. Fuzzy Rule Based System (FRBS) to examine L in a DFSA pro-
tocol
— F2. Fuzzy Frame Slotted Aloha (FFSA) anti-collision protocol.
— F3. Fuzzy Rule Based System (FRBS) to calculate L in a DFSA pro-

tocol.

— F4. FuzzyQ anti-collision protocol.

10



1.5 Contributions

Table 1.1: Summary of contributions.

Focus Research Chapter Publication
Objective (Appendix)
Cl1 Survey 1,2 2 I1(A)
F1 L examination 1 3 I1(A)
F2 Anti-collision protocol FFSA 1 3 I1(A)
F3 L calculation 1 3 II(B)
F4 Anti-collision protocol FuzzyQ 1 3 I (B)
El Tag estimator sSMMSE 2 4 I (C)
E2 Tag estimator tMMSE 2 4 IV (D)
E3 Anti-collision protocol TAFSA 2 4 IV (D)
E4 Anti-collision protocol EASA 2 4 V (E)
P1 | Experimentation with commercial tags 3 5 VI (F)
P2 Experimentation with sensor tags 3 5 VII (G)

e Contributions by estimating the tag population size:

— E1. Scalable tag estimator sSMMSE.

— E2. Fast tag estimator tMMSE.

— E3. Timing-Aware Frame Slotted Aloha (TAFSA) anti-collision pro-

tocol.

— E4. Energy-Aware Slotted Aloha (EASA) anti-collision protocol.

e Contributions by using a physical RFID system:

— P1. Commercial tags identification with Slot Counter protocol.

— P2. Sensor tags identification with FuzzyQ protocol.

11
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1.6 Publications

This thesis is a collection of seven publications. In this section, the publications are

listed and briefly introduced.

1.6.1 Paper I

Paper I (Appendix |A) is titled “A Novel Frame Update Policy for RFID DFSA Tag

’»

Anti-Collision Protocols ”. 1t is under second review in a JCR journal. Using a
fuzzy logic strategy for L examination in the frame update policy of DFSA proto-
cols, it proposes the anti-collision protocol Fuzzy Frame Slotted Aloha (FFSA) for
fast RFID tag identification.

This paper analyzes the frame size update policy of DFSA protocols in order to
propose a novel policy based on fuzzy logic to lower the tags identification time of
existing protocols. This policy is then applied to a DFSA protocol based on EPC
C1G2, resulting in FFSA anti-collision protocol. Moreover, this paper surveys
and classifies the most relevant DFSA state-of-the-art protocols according to their
frame size update policy. Simulation results show that FFSA achieves a 10.71%
improvement in the tag identification rate (tags/s) in relation to the Slot Counter

protocol, employed in EPC C1G2. The complete reference of Paper I is listed next.

L. Arjona, H. Landaluce, A. Perallos, E. Onieva. “A Novel Frame Update Policy
for RFID DFSA Tag Anti-Collision Protocols”. Under review. Submitted on
March 2018.

1.6.2 Paper II

Paper II (Appendix is titled “Fast fuzzy anti-collision protocol for the RFID
standard EPC Gen-2”. It has been published in the journal IET Electronic Let-
ters. Using a fuzzy logic strategy for L calculation in the frame update policy of
DFSA protocols, it proposes the anti-collision protocol FuzzyQ for fast RFID tag
identification.

The current standard in RFID employs the Slot-Counter Protocol to deal with

tags collision, and it presents a lack of definition about the function to update the

12
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frame size of the tags identification process. Most protocols in the literature pro-
pose solutions which are based on a smooth increase in the frame size L. Therefore,
when the collision or idle rate is high, they must employ a relatively high number
of slots and reader and tag bits to find an appropriate frame size.

The main goal of Paper Il is to introduce an anti-collision protocol which lowers
the tags identification time of the Slot Counter protocol employing the two follow-
ing strategies: (i) to check whether the current frame size is appropriate at strategic
slots and not at every slot. (i1) to achieve a more abrupt step size of the L parameter
using a Fuzzy Rule Based System (FRBS). Simulated results show that FuzzyQ
achieves a 7% average improvement in terms of tags identification time with re-

spect to Slot Counter. The complete reference of this paper is listed next.

L. Arjona, H. Landaluce, A. Perallos, E. Onieva. “A fast Fuzzy anti-collision
Protocol for the RFID Standard EPC Gen-2”. IET Electronic Letters. Vol. 52,
no. 8, pp. 663-665, April 2016.

IET Electronic Letters JCR IF (2016): 1.155.

Q3 in Engineering, Electrical & Electronic.

1.6.3 Paper III

Paper III (Appendix [C) is titled “Scalable RFID Tag Estimator with Enhanced
Accuracy and Low Estimation Time”. It has been published in the journal IEEE
Signal Processing Letters. A tag estimator is presented to significantly decrease
the normalized estimation error and to maintain a low estimation time compared to
existing strategies.

The knowledge of the number of tags is critical in many RFID applications. Of-
ten, in such scenarios, it is desirable to simply estimate the number of tags without
explicitly identifying individual tags, helping to reduce the processing time, and
preserve people’s privacy.

Paper III introduces the tag estimator sMMSE to provide an accurate and fast
tag estimate under large-scaled tag environments. sSsMMSE updates the frame size

by considering two key parameters: one determines the limit of the slots occupancy
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1. INTRODUCTION

at which the frame size should be increased, and the other one sets the frame size
increase factor. Numerical results indicate that SMMSE significantly decreases
the normalized estimation error and maintains a low estimation time compared to
existing strategies in the literature. The complete reference of Paper III is listed

next.

L. Arjona, H. Landaluce, A. Perallos, E. Onieva. “Scalable RFID Tag Estimator
with Enhanced Accuracy and Low Estimation Time”. IEEE Signal Processing
Letters, vol. 24, no. 7, pp. 982-986. July 2017.

IEEE Signal Processing Letters JCR IF (2016): 2.528.

Q2 in Engineering, Electrical & Electronic.

1.6.4 Paper IV

Paper IV (Appendix [D) is titled “Timing-aware RFID anti-collision Protocol to
increase the Tag Ildentification Rate”. It has been published in the journal IEEE
Access. Using a tag estimation strategy for L calculation in the frame update policy
of DFSA protocols, it proposes the anti-collision protocol Timing-Aware Frame
Slotted Aloha (TAFSA) to significantly increase the Tag Identification Rate (7] R)
compared to existing strategies.

Currently, the number of tagged items sharing one reader interrogation area is
growing, because almost anything can be tagged. Therefore, fast tag anti-collision
protocols are required to minimize tags collisions. Paper IV first provides a thor-
ough study of T'/R in DFSA protocols, analyzing the main factor which affects
this metric: the L calculation strategy of the frame update policy. Then, applying
the conclusion of this analysis, the anti-collision protocol TAFSA is presented to
increase 7'/ R. Simulation results show that TAFSA, with an average of 56.7 tags
identified per second, achieves a 10% average improvement in 7'/ R in relation to

the strategies of the comparison. The complete reference of Paper IV is listed next.
L. Arjona, H. Landaluce, A. Perallos, E. Onieva. “Timing-aware RFID anti-

collision Protocol to increase the Tag Identification Rate”. IEEE Access, vol. 6,
pp- 33529-33541. June 2018.
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IEEE ACCESS JCR IF (2017): 3.557.

QI in Computer Science, Information Systems.
Q1 in Engineering, Electrical & Electronic.
Q2 in Telecommunications.

1.6.5 Paper V

Paper V (Appendix [E)) is titled “Energy-aware RFID anti-collision Protocol”. It
has been published in the journal MDPI Sensors. Using a tag estimation strategy
for L calculation in the frame update policy of DFSA protocols, it proposes the
anti-collision protocol Energy-Aware Slotted Aloha (EASA) to significantly de-
crease the energy consumed by the reader per tag identified compared to existing
strategies.

Battery powered RFID readers require energy-efficient anti-collision protocols
to expand the reader’s battery life. The main goal of paper V is to present the
anti-collision protocol EASA to decrease the reader energy consumption per tag.
The frame size update strategy of EASA is configured to minimize the energy con-
sumption per tag. As a result, EASA presents an energy-aware frame. The per-
formance of EASA is evaluated and compared with several state of the art DFSA
anti-collision protocols based on the current RFID standard. Simulation results
show that EASA, with an average of 15 mJ consumed per tag identified, achieves a
6% average improvement in the energy consumed by the reader per tag in relation
to the strategies of the comparison. The complete reference of Paper V is listed

next.

L. Arjona, H. Landaluce, A. Perallos. “Energy-aware RFID anti-collision Pro-
tocol”. Sensors, vol. 18, no. 6: 1904. June 2018.

SENSORS JCR IF (2017): 2.475.
Q1 in Instruments & Instrumentation.

Q2 in Chemistry, Analytical.
Q2 in Electrochemistry.
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1.6.6 Paper VI

Paper VI (Appendix [F) is a book chapter titled “Survey and Analysis of RFID
DFSA Anti-Collision Protocols and their physical implementation capabilities”. It
has been published in the book RFID Technology: Design Principles, Applications
and Controversies. This chapter presents an analysis and classification of DFSA
protocols in terms of their frame update policy and their physical implementation
feasibilities, followed by the physical implementation of an Software Defined Ra-
dio (SDR) Ultra High Frequency (UHF) RFID reader to validate the performance
of DFSA protocols based on the standard EPC C1G2.

Addressing the current interest in DFSA protocols which aim to improve the
performance of the current standard, Paper VI first analyzes and classifies the most
significant DFSA protocols. This analysis is followed by a discussion of the phys-
ical implementation capabilities of DFSA protocols in a real scenario. Then, an
SDR RFID reader is presented to evaluate the performance of DFSA protocols fol-
lowing EPC C1G2 requirements in a real scenario. The proposed SDR reader is
validated with an experimental implementation and evaluation of two DFSA anti-
collision protocols using off-the-shelf RFID tags: the Slot Counter protocol and an
ideal DFSA protocol. The experimental analysis of the two protocols performed
in Paper VI demonstrate that their performance is strongly influenced by the frame
size. Also, performance improvements are observed in the experimental results

relation to the analytical values. The complete reference of Paper VI is listed next.

L. Arjona, H. Landaluce, A. Perallos, and A. Parks, ”Survey and Analysis of
RFID DFSA Anti-Collision Protocols and Their Physical Implementation Cap-
abilities”. RFID Technology: Design Principles, Applications and Controversies,
Chapter 1, Ed. New York: Nova Science Publishers, March 2018.

1.6.7 Paper VII

Paper VII (Appendix|Q) is titled “Experimental Validation of Anti-Collision Proto-
cols for RFID Sensor Networks”. It has been accepted for presentation at the work-
shop “EURASIP RFID 2018”. This paper evaluates the performance of FuzzyQ
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1.7 Outline

and Slot Counter anti-collision protocols from a physical implementation perspect-
ive, and shows the relevance of the identification phase of an RFID sensor network
with respect to the sensing time.

So far, significant effort has been invested in simulation-based analysis of the
performance of anti-collision protocols regarding the tags identification time. How-
ever, no one has explored the experimental performance of anti-collision protocols
in an RFID sensor network using CRFID. Paper VII: (1) demonstrates that the im-
pact of one tag identification time over the total time required to read one sensor
data from that same tag is very significant, and (ii) presents an Software Defined
Radio (SDR) Ultra High Frequency (UHF) RFID system which validates the im-
provement of FuzzyQ (see Appendix [B), a fast anti-collision protocol, in relation
to the protocol used in the current RFID standard. This paper concludes that anti-
collision protocols are an important and relevant part in the process of reading
RFID sensors, because the identification time represents more than 59% of the

sensing time. The complete reference of Paper VII is listed next.

L. Arjona, H. Landaluce, A. Perallos, and J.R. Smith, "Experimental Validation
of Anti-Collision Protocols for RFID Sensor Networks”. EURASIP RFID. Brno,
Czech Republic. September 11-12, 2018.

1.7 Outline

This thesis is divided into 6 chapters and 7 appendixes. After this introduction
(Chapter 1), four chapters summarize the seven publications that comprise this
dissertation. Chapter 2 presents an analysis and classification of the main DFSA
anti-collision protocols of the state-of-the-art. Chapter 3 focuses on improving the
performance of existing DFSA anti-collision protocols by applying fuzzy logic to
the frame update policy of DFSA protocols, and proposing two protocols for fast
RFID tag identification. Chapter 4 focuses on improving the performance DFSA
anti-collision protocols by applying a tag estimation algorithm to the frame up-
date policy of DFSA protocols. Firstly, an accurate and scalable tag estimation al-
gorithm is proposed. Then, two DFSA protocols which estimate the tag set size are

presented, one which maximizes the tag identification rate, and the other one that

17



1. INTRODUCTION

minimizes the energy per tag identified consumed by the reader. Chapter 5 presents
an SDR-UHF-RFID reader to evaluate the performance of user-configurable anti-
collision protocols. Chapter 6 summarizes the contributions of this thesis.

The papers that comprise this thesis (see Section are appended. Appendix
[A] and [B| contain Paper I and Paper II, both about the application of fuzzy logic
to improve the performance of DFSA protocols. Appendix [C| contains Paper I1I,
about an accurate and scalable tag estimation algorithm. Appendix [D]and[E]contain
Paper IV and Paper V, both about the application of tag estimation algorithms to
improve the performance of DFSA protocols. Appendix [F and [G| contain Paper
VI and Paper VII, both about the experimental validation of DFSA protocols in a
physical RFID system.
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DFSA anti-collision protocols

OST RFID manufacturers currently follow the EPCglobal Class 1 Generation
M 2 (EPC C1G2) standard [EPCglobal 15]. EPC C1G2 employs a DFSA
protocol to arbitrate the tags collisions: the Slot Counter protocol. This protocol
updates the frame size L with the parameters () and C, so that L=2% and Q=Q=+C.
EPC C1G2 does not specify the exact selection of the parameter C' to update () and
L for the Slot Counter protocol. The standard only recommends using high C'
values if the previous () value was low and vice versa. This lack of definition has
led to many different alternatives, providing large improvement possibilities in the
field of DFSA protocols. Furthermore, the Slot Counter protocol does not scale
efficiently to increasing tag set sizes, because it performs smooth modifications of
the frame size. Consequently, many DFSA algorithms have recently appeared in
the literature to solve the RFID tag collision problem. They all share the dynamic
nature of the frame size update along one inventory round. However, each of them
applies a different strategy to give a particular value to the frame size with the aim
of improving different metrics regarding the process of tag identification.

Some definitions are provided next to properly set the background of DFSA

anti-collision protocols.
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2. DFSA ANTI-COLLISION PROTOCOLS

e slot: period of time that separates the tags’ responses. Conventionally, three
types of slots are considered, in terms of the tags’ responses to the reader’s
commands: single (only one tag replies), collision (more than one tag replies
in the same slot), and idle (none of the tags reply). In this context, the vari-
ables cg, ¢k, and ¢; correspond to the number of single, collision, and idle

slots in a frame, respectively.

e frame: sequence of L slots, where L represents the frame size. Tags can only

transmit their response in one slot per frame.
e command: bit-string message transmitted by the reader to the tags.

e inventory round: period of time that begins when the reader transmits the
initial command Qc and it ends when the reader interrupts the identification
process and the tags loose their state. Ideally, an inventory round ends when

all the tags inside the reader interrogation zone have been identified.

This chapter first introduces the Slot Counter protocol. Then, two main con-
tributions of one of the works that forms this dissertation are summarized (see
Appendix A). These contributions are (i) analysis of the frame size update policy
of DFSA protocols, and (ii) classification of the main state-of-the-art DFSA anti-

collision protocols.

2.1 Slot Counter protocol

EPC C1G2 employs the Slot Counter protocol to arbitrate the tags collisions. This
protocol sets the transmission frame size L as a power of two, taking the value
L =29 where Q € Nand 0 < Q < 15. The parameter Qp 1s also defined to
update the frame size, with ) = round(Q)y,). Figure 2.1|shows a flow chart of
Slot Counter protocol.

Initially, the reader sets () s,=4, and Q=0. The inventory round is started when
the reader transmits a Query command (Qc). Then, the reader alternates between
QueryAdjust (QA) and QueryRep (QR) commands. QA starts a new frame with the
updated L value and implies that tags must randomly select a slot in the frame (the

initial value of their internal slot counter SC'), while QR tells the tags to decrement

20



2.1 Slot Counter protocol
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Figure 2.1: Flow diagram of Slot Counter anti-collision protocol: (a) for the reader,
(b) for tags.

SC'. Thus, when SC=0, the tag transmits a 16-bit random number RN 16. Once
the RN16 message is acknowledged (ACK), the tag transmits its £ PC code of
length £ bits.

The frame size is set as L=29, and its value is dynamically updated with the
parameters () and C, where ()=round(()s,). Regarding the time slot occupancy,

there are three possible scenarios to update the value of (), with C, as shown in
Figure[2.1]

e Single slot: (), remains unchanged. In this case, the reader replies to the tag
with an AC'’K command followed by the same RN16 received by the tag.
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2. DFSA ANTI-COLLISION PROTOCOLS

When the tag correctly decodes the AC'K command, it transmits its £ PC
e Collision slot: Q) f,=Q,+C
e Idle slot: Qf,=Q¢,—C

Next, the reader readjusts the frame size to L = 29 where Q = round(Qy,).

2.2 Analysis of the frame update mechanism for DFSA

protocols

A wide variety of DFSA protocols can be found in the literature which update L
with the aim of improving different metrics regarding the process of tag identifica-
tion. The protocols proposed in the related publications (see Appendix [AlB] [D] and
[E) are compared with the main recent DFSA protocols, which are analyzed in the
related publications.

The protocols analyzed in this dissertation are based on the RFID transmission
model between the reader and the tags defined in Figure [2.2] meeting EPC C1G2

requirements.
Reader [Qc, QR,QA
Idle
Tag
D Tocaraa  Ti Tz
N T’. 7
.. Reader [Qc, QR,QA
Collision
Tag RN16
TQC,QR,QA a Tll TRN16' TZ'
¢ = >
] Reader {Qc, QR,QA ACK
Single
Tag RN16 EPC

L4 (4 Ay )
Tacaraa T1 Tanvie T2 Tack Ty Teoe T
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< ?
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Figure 2.2: Link timing of EPC C1G2.

22



2.2 Analysis of the frame update mechanism for DFSA protocols

In this figure, three types of slots are represented: an idle slot, with no response,
a collision slot, with more than one tag’ simultaneous response, and a single slot,
with only one tag response. According to this figure, a single slot has a duration 77,
and this slot involves two reader commands and two tag’s responses. A collision
slot has a duration 7}, and it involves one reader command and one tags’ response.
Finally, an idle slot has a duration 7;, and it only involves one reader command.
The parameter 77 refers to the time needed for the tags to generate their responses
after every reader command. The parameter 75 refers to the time needed for the
reader to receive all the tag transmissions. Finally, a slot will be considered idle
when the reader waits for the tags’ responses for a time 75. The duration of each
reader command Qc, QA, and QR, is referred to as Ty, Ty 4, and T g, respectively.
Trn16 and Ty pe correspond to the duration of the tags’ messages RN16 and E PC,
respectively.

Establishing a clear classification of all DFSA protocols is not straightforward.
A key feature which differentiates a DFSA protocol is the strategy it follows to up-
date the frame size along the identification of a set of tags. To this end, this section
establishes a classification of the main frame update policies employed by DFSA
anti-collision protocols. The classification presented in this section considers three
different perspectives to update L, which respond to the following three questions:
how is L calculated? When is L examined? When a new frame must be started?
Thus, the frame update policy of DFSA protocols is classified in the following three
parts.

Frame size calculation. Two main strategies can be found in the literature to set

a value for the frame size in DFSA protocols.
e Parameter Q: f(Q). The value of L is set as a function of the parameter Q).

e Tag set size estimation. This strategy sets L as a function of the estimated
number of tags 7. Two main strategies which set L as a function of 7 can be
found in the literature: (i) L is set as a continuous function of n: f(n); (ii) L
is set as with a look-up table (LUT) according to n: LUT(n).

Frame size examination. Four main strategies can be found in the literature to

establish in which slot or slots within a frame the value of L must be examined.
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2. DFSA ANTI-COLLISION PROTOCOLS

The main goal if this examination is to decide if the current L value is appropriate

or not during the identification process and decide if a new frame is needed.

e Frame by Frame (FbF). The simplest strategy is to calculate L only at the last

slot of each frame.

e Pointer by Pointer (PbP). Some protocols define some particular slots within
the frame, referred as the pointer p in this dissertation (p< L), where the value

of L is examined to check its appropriateness.

e Slot by Slot (SbS). The third strategy is based on examining L at every slot

of the frame.

e Hybrid. Some protocols present a two-phase tag identification process. To
examine the frame size, they apply the strategy SbS in the first phase, and
FbF in the second.

Frame break condition. Five main strategies can be found in the literature to
decide, after calculating L, whether a new frame must be started, or on the contrary,

if the reader must proceed with the next slot of the current frame.

e Different L. A new frame is started when the new value of L differs from the

previous one.

e [ fits n from an LUT: LUT(n). Some algorithms define an LUT based on n
and L to check the appropriateness of L.

e Higher expected number of successful slots: cs(n, L). This policy breaks the
current frame and starts a new one if the expected number of successful slots

in the rest of the current frame is less than that expected in the new frame.

e Lower Identification Time: Lower I'T". A new frame is started if the expected
average time for one tag identification in the new frame is lower than the one

in the current frame.

e End of Frame: EoF. In this case, a new frame is started when the current

frame has finished.
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2.3 Classification of DFSA tag anti-collision protocols

A classification of the main up-to-date policies of DFSA protocols is summarized
in Table More details about the different frame update mechanisms of DFSA

protocols can be found in the related work (see Appendix A).
Table 2.1: Classification of DFSA frame update policies.

Operation
f(Q)
L calculation f(n)
LUT(n)
FbF
L examination SbS
PbP
Hybrid
Different L
LUT(n)
Frame break condition Cs9>Cg1
Lower I'T
EoF

2.3 Classification of DFSA tag anti-collision protocols

This section presents some of the most important DFSA protocols in the literature,
and classifies them according to their frame update policy. The classification is
presented in Table[2.2] The protocols proposed in this dissertation (FFSA, FuzzyQ,
TAFSA, and EASA), presented in the related publications (see Appendix D]
and[E)), are shown in bold. From this table, it is clear that the most popular strategies
to update the frame size are: tag estimation for L calculation, and Pointer by Pointer
for L examination. In relation to the frame break condition, there is not a prevalent
strategy, but a wide diversity of strategies are employed. A detailed description of
the protocols included in Table [2.2|and their frame update policy is presented in the
related publications (see Appendix [A] Bl [D] and [E).
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2. DFSA ANTI-COLLISION PROTOCOLS

Table 2.2: Classification of DFSA anti-collision protocols according to their frame

update policy. The protocols proposed in this dissertation are shown in bold.

L calculation | L examination | Frame break condition
Slot Counter[[EPCglobal 15[ f(Q) SbS different L at slot or EoF
Chenl14[Chen 14]] LUT(») PbP LUT(n) at p or EoF
ds-DFSA[Su 16] LUT(n) PbP+FbF LUT(n) at p or EoF
DS-MAP|Chen 17]] LUT(n) PbP+FbF LUT(n) at p or EoF
Eom[Eom 10] f(n) FbF EoF
ILCM-FbF[Solic 14]] f(n) FbF EoF
ILCM-SbS[Solic 16] f(n) SbS Higher ¢, at slot or EoF
Chen16[[Chen 16| f(n) PbP different L at p or EoF
SSA[Duan 17] LUT(n) PbP different L at p or EoF
DSSA[Duan 17]] LUT(n) PbP different L at p or EoF
FFSA (Appendix i f(n) PbP with FRBS |Lower ¢;7(,, 1) at p or EoF
FuzzyQ (Appendix Eb f(Q)) with FRBS PbP different L at p or EoF
TAFSA (Appendix El f(n) with tMMSE FbF EoF
EASA (Appendix [E) f(n) with MMSE FbF EoF

The previous section indicated that the key feature which differentiates a DFSA
protocol is the strategy it follows to update the frame size along the identification
of a set of tags. This dissertation presents two different strategies to update the
frame size of DFSA tag anti-collision protocols, with the aim of lowering the tags
identification time and the energy consumed by the reader. The first one applies
fuzzy logic to (i) select the value of () for L calculation; and to (ii) obtain the value
of the pointer slot p for L examination. The second one estimates the tag set size

for L calculation. The proposed strategies share the following two characteristics:

e Dynamic: they are designed to adapt to the uncertain behaviour of an RFID
tags identification process, where the number of active tags in each frame

varies within an inventory round.

e Scalable: they maintain a positive performance for a wide range of tag set

sizes.
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2.3 Classification of DFSA tag anti-collision protocols

Finally, each proposed strategy is applied to a typical DFSA anti-collision protocol
based on EPC C1G2, resulting in four different DFSA protocols (two using the
fuzzy logic strategy, and two using the tag estimation strategy). The proposed
protocols perform a dynamic and scalable update of the frame size. Chapters[3]and

H]cover the two proposed strategies as well as the proposed anti-collision protocols.
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Fuzzy Logic in DFSA
anti-collision protocols

HE arbitration of RFID communication is a stochastic process of unknown be-
T haviour. However, a model based on fuzzy rules can be established to obtain
a proper solution. Therefore, a general Fuzzy Rule Based System (FRBS) can be
used to deal with this complex problem. The feedback of the tags’ responses can
be used to generate accurate outputs which will efficiently manage the transmis-
sion frame size of the resulting anti-collision protocol. In particular, a FRBS can
be developed to improve the frame update policy of existing DFSA protocols. The
proposed system must be dynamic, since the tag population varies (decreases as
tags are identified by the reader), and scalable (maintaining a positive performance
for a wide range of tag set sizes).

This chapter summarizes two of the works that form this dissertation (see Ap-
pendix [A] and [B)). The first one presents a FRBS for L examination, resulting in
Fuzzy Frame Slotted Aloha (FFSA) protocol. The second one employs a FRBS for

L calculation, resulting in FuzzyQ protocol.
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3. FUZZY LOGIC IN DFSA ANTI-COLLISION PROTOCOLS

3.1 Fuzzy logic for L. examination: FFSA protocol

According to Table [2.1] three main strategies can be applied for L examination in
a frame update policy of a typical DFSA protocol. The FbF strategy is not efficient
in the case of large frames filled with many collisions, because the reader must wait
until the frame has finished to update the frame size, increasing the identification
time and the energy consumed by the reader. The SbS strategy might overload a
reader that had only a limited capacity, because L is calculated at every slot. To
mitigate the negative effects of FbF and SbS, the related work (see Appendix
proposes a PbP strategy where the value of the pointer slot is dynamically updated
using fuzzy logic. The PbP strategy provides the flexibility of breaking the current
frame before it ends, maintaining a low computational complexity in the reader.
The proposed strategy applies a FRBS to adjust the value of the pointer for
L examination in DFSA anti-collision protocols based on EPC C1G2. For this
purpose, the current () and the tag collision rate col_rate are modelled as fuzzy
sets to adaptively update the value of the pointer. A zeroth-order Takagi Sugeno-
Kang fuzzy system with a complete AND-composed rule is proposed. As shown
in Fig. the two input variables () and col_rate are codified with three initial

trapezoids.
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Figure 3.1: Input membership functions: (a) Q, (b) col_rate.

The output p represents the slot where L must be examined. The rule set of the

FRBS is composed by the following nine rules:

e Rule 1: IF (@ is Low) AND (col_rate is Low) THEN p=L/2.
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3.1 Fuzzy logic for L examination: FFSA protocol

e Rule 2: IF (@ is Low) AND (col_rate is Medium) THEN p=L /4.

e Rule 3: IF (@ is Low) AND (col _rate is High) THEN p=L/8.

e Rule 4: IF (@ is Medium) AND (col_rate is Low) THEN p=L /4.

e Rule 5: IF (@ is Medium) AND (col_rate is Medium) THEN p=L /4.
e Rule 6: IF () is Medium) AND (col_rate is High) THEN p=L1/16.

e Rule 7: IF (@ is High) AND (col_rate is Low) THEN p=L/8.

e Rule 8: IF (Q is High) AND (col_rate is Medium) THEN p=L1/16.

e Rule 9: TF (@ is High) AND (col_rate is High) THEN p=L/16.

The rules were designed experimentally considering, on the one hand, the higher
the (), the smaller the p; and on the other hand, the higher the col_rate, the smaller
the p. Regarding the first condition, the goal is to perform an early L examination
when the collision rate is high, in order to rapidly update L and thus reduce the
number of collisions. Regarding the second condition, the idea is to check L early
when its value is high in order to avoid long and inappropriate frame sizes, which
will slow down the identification process.

Finally, the proposed L examination strategy is applied to a typical DFSA pro-
tocol based on EPC C1G2, resulting in Fuzzy Frame Slotted Aloha (FFSA) anti-
collision protocol. The complete frame update policy of FFSA is proposed with
the aim of lowering the tags identification time of the Slot Counter protocol, and it

is presented next.

e L calculation: f(n). The first part of the policy for the frame size calculation
sets the value of L minimizing the expected time to identify one tag in a
frame ¢;r(n, L). A detailed analysis is performed in Appendix A} and it is
concluded that in order to minimize the time required to identify one tag in
a frame, L must be 1/p times the estimated tag set size n, that is, L=n/p.
The reader needs to calculate the value of p just once at the beginning of
the inventory round. The traditional Minimum Mean Square Error (MMSE)

estimator [Vogt 02] is used to obtain 7.
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3. FUZZY LOGIC IN DFSA ANTI-COLLISION PROTOCOLS

e [ examination: PbP. The previously presented FRBS is used to dynamically
update the value of the pointer slot p.

e Frame break condition: Lower t;r(n, L). A new frame is started if the ex-
pected average time to identify one tag in the upcoming frame is lower than
that in the current frame. Following this strategy, the reader guarantees that if
a new frame is started at slot p, the expected average time required to identify

one tag will be reduced.

The flow diagram is shown in Appendix [A] The performance of FFSA is evalu-
ated and compared with the Slot Counter protocol and with eight additional DFSA
protocols. Simulated results are shown in Appendix [A} and they demonstrate that
FFSA significantly decreases the identification time per tag for a wide range of
tag populations compared with earlier DFSA protocols. FFSA achieves a 10.71%
improvement in the tag identification rate (tags/s) in relation to the Slot Counter
protocol, employed in EPC C1G2.

3.2 Fuzzy logic for L calculation: FuzzyQ protocol

The Slot Counter protocol performs a smooth modification of L with the parameters
(@ and C, so that Q=@ +C'. However, the exact selection of C' is not specified. The
standard only recommends using high C' values if the previous () value was low and
vice versa, in the range of [0.1;0.5]. Several papers can be found in the literature
which deal with the parameter C' to update () and ultimately update L. Most of
these protocols are based on a smooth increase in (). Therefore, when the collision
or idle rate is high, they must employ a relatively high number of slots, and reader
and tag bits to find an appropriate L, leading to a relatively high identification time
and low throughput (identified tags per second). To solve this problem, the related
publication (see Appendix [B)) proposes a fast strategy which applies fuzzy logic
to achieve a more abrupt step size of the () parameter. This contribution has been
patented [Arjona 17]], and it is presented next.

The proposed strategy applies a FRBS for L calculation in DFSA anti-collision
protocols based on EPC C1G2. For this purpose, a zeroth-order Takagi Sugeno-
Kang fuzzy system with a complete AND-composed rule is proposed. The pro-
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3.2 Fuzzy logic for L calculation: FuzzyQ protocol

posed system has two inputs: SW which codifies the idle or collision response
rate, and () which codifies the current value of this parameter. The membership
functions used to codify the input variables are trapezoidal and the t-norm min-
imum is used to implement the AND operator. As shown in Fig. both input
variables are codified with an initial number of trapezoids: two for STV and three
for ().
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Figure 3.2: Input membership functions: (a) Q, (b) SW.

The output AQ represents the variation of (), and it is codified by three singletons
with four possible values: Null = 0, Low = 1, Medium = 2, and High = 3. The rule
set of the FRBS is composed by the following six rules:

e Rule 1: IF (Q is Low) AND (SW is Low) THEN AQ is Low.

Rule 2: IF (@ is Low) AND (SW is High) THEN A(Q is High.

Rule 3: IF () is Medium) AND (SW is Low) THEN AQ is Null.

Rule 4: IF () is Medium) AND (SW is High) THEN AQ is Medium.

Rule 5: IF (@ is High) AND (SW is Low) THEN A is Null.
e Rule 6: IF (Q is High) AND (SW is High) THEN AQ is Low.

Rules were designed considering, on the one hand, the higher the frame size, the
lower the increment of (); and on the other hand, the higher the idle or collision
rate, the higher the increment of ().

Finally, the proposed fast L calculation strategy is applied to a typical DFSA
protocol based on EPC C1G2, resulting in FuzzyQ anti-collision protocol. The
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3. FUZZY LOGIC IN DFSA ANTI-COLLISION PROTOCOLS

complete frame update policy of FuzzyQ is proposed with the aim of lowering the

tags identification time of the Slot Counter protocol, and it is presented next.
e L calculation: f(Q). The previously presented FRBS is used to update L.

e [ examination: PbP. A strategic slot refereed as check slot 1s defined to check
whether the current L is appropriate given the values of SW and (). The
value of this slot is updated once per frame. The check slot is defined as
L/CP, where C'P stands for check point and C' P €N. The value CP=9 is

selected in the related publication.

o Frame break condition: A new frame is started if the new L differs from the

old one, or if the current slot is the last slot of the frame(EoF condition).

The flow diagram of FuzzyQ is shown in Appendix [B| The performance of
FuzzyQ is evaluated and compared with the Slot Counter protocol and with the
protocol Chen[Chen 14]]. Simulated results are shown in Appendix [B] and they
demonstrate that FuzzyQ achieves a 7% average improvement in terms of tags
identification time with respect to the protocol used in the standard. The related
publication presents the first application of fuzzy logic to model an RFID anti-

collision protocol.

34



Tag estimation in DFSA
anti-collision protocols

HE estimation of the number of tags is needed in a wide array of important
T wireless applications, such as tag identification, privacy-sensitive RFID sys-
tems, and warehouse monitoring [Shahzad 15]]. This chapter is concerned with tag
identification applications. In this field, it is well known that the anti-collision pro-
tocol reaches its maximum efficiency when the transmission frame size equals the
tag population. Therefore, by dynamically adjusting the frame size according to the
estimated tag population present in the system at any time, the overall performance
of the RFID system will be improved. The estimation algorithm employed must
be dynamic, since the tag population varies (decreases as tags are identified by the
reader), and scalable, maintaining a positive performance for a wide range of tag
set sizes.

This chapter summarizes three of the publications that form this dissertation
(see Appendix [C| [D] and [E)). The first one presents the accurate and scalable tag
estimator SMMSE. The second publication configures sMMSE to perform a faster

estimation for L calculation, and proposes the Timing-Aware Frame Slotted Aloha
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4. TAG ESTIMATION IN DFSA ANTI-COLLISION PROTOCOLS

(TAFSA) protocol. TAFSA calculates L as a function of 7 so that the tag identific-
ation rate is maximized. The third publication presents the Energy-Aware Slotted
Aloha (EASA) protocol. EASA protocol calculates L as a function of 7 so that the
energy per tag identified consumed by the reader is minimized.

The protocol FFSA (see Appendix [A), presented in Chapter [3] also employs a
tag estimation strategy for L calculation, using a traditional tag estimator. However,
the main novelty of this protocol is the proposed L examination strategy with fuzzy

logic. For this reason, FFSA is not included in this section.

4.1 sMMSE tag estimator

The knowledge of the number of tags is needed in many RFID applications. It is
often desirable to simply estimate the number of tags without explicitly identifying
individual tags, contributing to reduce the processing time, and preserve people’s
privacy. Furthermore, the number of passive tags can be very large due to their low
cost, easy disposability, and powerless operation. In these scenarios, tag estimation
schemes need to be scalable to large population sizes in order to provide an ac-
curate estimate n maintaining a restrained estimation time. An scalable estimation
scheme, called scalable Minimum Mean Square Error (sMMSE), is proposed in the
related publication (see Appendix [C)) to provide an accurate tag estimate n under
large-scaled tag environments.

The proposed scheme accurately estimates the number of tags by minimizing
the distance between the observed reading results and their theoretical expected
values. The flow-diagram is shown in the related publication (see Appendix [C).

The estimation mechanism is divided into two phases:
1. Dynamic increase of L to be adapted to 7.
2. Tag estimation with a minimum mean square error function.

The estimator sMMSE presents a flexible performance, because it can be tuned to
improve two metrics: the estimation time £7" and the estimation error €. The per-
formance of these two metrics is configured with two key parameters: Tzr determ-

ines the limits of the slots occupancy at which the frame size should be increased,

36



4.2 Tag estimation for L calculation: TAFSA protocol

and A sets the frame size increase factor. The related publication obtains a value of
Trr and A that minimizes € for a wide range of tags, named { Tz, A}S MMsE- The
analysis performed in the related publication sets {Trgr, A}, 1795 = {0.4,2.0}.
Therefore, the proposed estimator doubles the frame size when at least 2/5 (40%)
of the frame is with filled bit-collisions.

The performance of SMMSE is evaluated and compared with several current
estimators [Kodialam 06, [Kodialam 07, [L1 10, [Han 10, [Shahzad 15/], under differ-
ent tag set sizes. Numerical results indicate that SMMSE significantly decreases
the normalized estimation error and maintains a low estimation time compared to
existing strategies. Simulated results prove the accuracy and scalability of sSMMSE,

being a suitable candidate where high accuracy and low estimation time are sought.

4.2 Tag estimation for L calculation: TAFSA protocol

Currently, there is a growing number of RFID tags sharing a reader interrogation
area [ Yang 14, |Pradhan 17]], which leads to higher tag collision rates. As a solution,
fast anti-collision protocols are required to minimize the total tags identification
time. An anti-collision protocol is considered fast when it provides a high Tag
Identification Rate (7' R), defined as the number of tags identified by a unit of
time.

The related publication (see Appendix D) shows that 7'/ R mainly depends on
the L calculation strategy of the frame update policy employed by a DFSA pro-
tocol. Then, an extensive study of the L calculation strategy which maximizes
TIR is provided. According to this study, L should be set as 1/p times the estim-
ated tag set size 7 (using a power-of-two value), that is, I = 2round(losz(7/p) Thys,
the frame size which maximizes 7'/ R depends on p and n. The reader obtains the
value of p just once at the beginning of the inventory round, according to the RFID

system timing parameters, by solving

p2 (TQAep — TQRBP) + p(nTkep—F

“4.1)
+ nTgre’) — e’ (nTy, + nTgr) — nT; + n1} = 0.

In order to obtain 7, the estimator tMMSE is employed, presented next.

37



4. TAG ESTIMATION IN DFSA ANTI-COLLISION PROTOCOLS

The parameters Tz and A of SMMSE estimator (introduced in Section [4.1))
are configured to minimize £'1" while providing an accurate tag estimate, resulting
in the time-Minimum Mean Squared Error (tMMSE) tag estimator. The analysis
presented in the related publication (see Appendix D) concludes that {Trr, A}, /1755
={1,2}.

In conclusion, the proposed strategy for L calculation obtains the value of L
that maximizes the tag identification rate. The estimator tMMSE is applied to
calculate 7 and the value of L is updated with the function [ = 2round(log:(2/p),
The value of p is obtained as a function of the timing parameters of the particular
RFID system by solving (4.1).

Finally, the proposed L calculation strategy is applied to a typical DFSA pro-
tocol based on EPC C1G2, resulting in Timing-Aware Frame Slotted Aloha (TAFSA)
anti-collision protocol. TAFSA presents a timing-aware frame, because L is calcu-
lated according to the timing parameters of a real RFID system based on the current

standard. The complete frame update policy of TAFSA is presented next.

o L calculation: f(n). The frame size is calculated as [ = 2round(log2(n/p)
where tMMSE is used to obtain 72, and p is obtained by solving (4.1J).

e [ examination: The strategy FbF is used.
e Frame break condition: The strategy EoF is used.

The performance of TAFSA is evaluated and compared with several protocols
of the state of the art in relation to 1T/ R, and the number of normalized slots and
transmitted bits. Considering a typical RFID scenario, simulated results (shown in
Appendix [D)) show that TAFSA, with 56.7 tags identified per second on average,
achieves a 10% average improvement in TR in relation to the strategies of the
comparison. Therefore, TAFSA is a suitable candidate where high 7'/ R is sought

in passive RFID systems.

4.3 Tag estimation for L calculation: EASA protocol

The growing interest in mobile devices is transforming wireless identification tech-

nologies. Mobile and battery-powered RFID readers, such as hand readers and
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4.3 Tag estimation for L calculation: EASA protocol

smart phones, are becoming increasingly attractive [Hessar 13, Agrawal 17]]. These
RFID readers require energy-efficient anti-collision protocols to minimize the tags
collisions. Therefore, it is desired to expand the reader’s battery life by using an
energy-aware tag anti-collision protocol.

Energy-efficient protocols involve a low reader energy consumption per tag
identified E//n. The related publication (see Appendix presents a thorough
study of E/n and analyzes the main factor that affects this metric: the L calculation
strategy of the frame update policy employed by a DFSA protocol. An energy con-
sumption model is presented where E depends on the power required by the reader
to transmit and receive information to and from the tags. During the identification
process, the reader transmits a set of commands and a Continuous Wave (C'WV) to
power up passive tags, with power ;. To receive the data from the tags, the reader
needs an extra power P, .

The analysis presented in the related publication (see Appendix [E) concludes
that in order to minimize E/n, the frame size should be set as 1/p times the es-
timated tag set size # (using a power-of-two value), that is, L = 2roundllog:(2/p),
Thus, the frame size which minimizes £/n depends on 7 and p. The traditional
Minimum Mean Square Error (MMSE) estimator [[Vogt 02f] is employed to obtain
n. The reader obtains the value of p just once at the beginning of the inventory

round as:
P, (T; —Ty) — P, Tepc

e(P, Ty + P, Tepc)

where W (x) represents the Lambert W-function. From (4.2), it is clear that the

p=1+W

(4.2)

value of p depends on the timing and power parameters of the RFID system.

In conclusion, the proposed strategy for L calculation minimizes the reader
energy consumption per tag identified. This strategy first employs MMSE estimator
to obtain 7, and then updates the frame size with the function L = 2rovnd(logz(#/p),
The value of p is obtained as a function of the transmitting and receiving power,
and the timing parameters of the particular RFID system, according to (4.2).

Finally, the proposed L calculation strategy is applied to a typical DFSA pro-
tocol based on EPC C1G2, resulting in Energy-Aware Slotted Aloha (EASA) anti-

collision protocol. EASA presents an energy-aware frame, because this protocol
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4. TAG ESTIMATION IN DFSA ANTI-COLLISION PROTOCOLS

sets the frame size so that £'/n is minimized. The complete frame update policy of
EASA is presented next.

e L calculation: f(n). The frame size is calculated as L = 2round(iog(?/p),
where MMSE is used to obtain 7, and p is obtained with (4.2)).

e [ examination: The strategy FbF is used.
e Frame break condition: The strategy EoF is used.

The performance of EASA is evaluated and compared with several recent anti-
collision protocols of the state of the art regarding the energy per tag identified
consumed by the reader in one inventory round £/n. Simulation results (see Ap-
pendix [E) show that EASA clearly improves E /n for all n evaluated, with an av-
erage of 15 mJ consumed by the reader per tag identified. Overall, EASA presents
a 6% average reduction in F'/n compared to the protocol with the second lowest
E/n. Therefore, EASA is a suitable candidate where energy-efficiency is sought

in passive RFID systems.
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Experimental validation of
DFSA protocols

OMMERCIAL RFID readers are generally black box systems which provide
C only limited configuration, and they do not give the option to observe or
modify the MAC or Physical layer behaviour. Therefore, it is not possible to
study the physical implementation of existing anti-collision protocols. To tackle
this problem, a Software Defined Radio (SDR) Ultra High Frequency (UHF) RFID
reader is presented to evaluate the performance of RFID anti-collision protocols.
Because this reader is software-defined, anti-collision protocols can be implemen-
ted by writing user-level software in C++.

The proposed reader is capable of identifying not only commercial tags but also
the well-known sensor tags called WISP [Sample 08]. Additionally, the reader is
capable of reading sensor data from the WISP tags. This chapter summarizes two
of the publications that form this dissertation (see Appendix [F]and [G). The contri-
butions of these chapters are expected to be useful for researchers to (i) validate the
performance of different user-configurable anti-collision protocols based on EPC
C1G2 standard and (ii) design and implement custom identification and sensing

protocols to improve the communication with WISP tags.
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S. EXPERIMENTAL VALIDATION OF DFSA PROTOCOLS

5.1 SDR-UH-RFID reader
A SDR-UHF-RFID reader is proposed in the related publications (see Appendix [H

and |G) to evaluate the performance of anti-collision protocols under different con-
figurations. The reader is composed of an USRP N210, an SBX daughterboard, and
a Linux PC. A Gigabit switch is used to communicate the USRP with a Linux PC.
The transmit and receive ports of the daughterboard are connected to two circularly
polarized patch antennas of 6dBi gain. The reader uses a set of software modules
built on GNU radio 3.7.11 .

In order to differentiate between the three types of slots (idle, single, collision),
the reader sets a threshold energy value £y, for the energy of the received signal
L, to detect an idle response. Thus, an idle slot occurs when the energy of the
received signal is lower than this threshold, that is, when E,.<FE,,. Additional
details about the reader configuration can be found in the related publications (see
Appendix [ and [G). Performance evaluation results are obtained experimentally

and by simulation, as follows:

e Experimental: tags are identified with the proposed SDR-UHF-RFID reader,

and two different approaches are used to evaluate the results.

— Analytical: the reader counts the number of transmitted reader com-
mands (Qc, QA, QR, ACK), and the received tags’ responses (RN16,
EPC). The duration of each reader command and tags’ responses is
known a priori by the reader.

— Timer: a timer is started in the reader program when the reader trans-
mits the first command Qc, and it is stopped when the reader correctly
identifies the required n tags present inside its interrogation zone. With
this approach, the experimental results also provide information about

the reader processing time.

e Simulation: results are obtained with Matlab R2017a. Tags are assumed to

be uniformly distributed and physical-layer effects are not considered.

The proposed reader provides a useful platform for evaluating the performance

of DFSA protocols in a real scenario for different configuration parameters. First,
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5.2 Commercial tags identification with Slot Counter

the reader is configured to identify (receive the £ PC code) from commercial tags.
Then, this reader is adapted with extended functionalities to identify WISP tags and

to read data from their accelerometer sensor.

5.2 Commercial tags identification with Slot Counter

The related publication (see Appendix [F]) implements the Slot Counter protocol in
the previously presented SDR-UHF-RFID reader. The main goal is to identify com-
mercial tags with a user-configurable anti-collision protocol. In order to efficiently
communicate with commercial tags, the reader is configured with the following
parameters: BLF = 40kHz, T'ari = 24us, P, = 22mWatts, RT'cal = 72us, and
T Rcal = 200us.

The experimental set-up is shown in Figure The performance of the Slot
Counter protocol and an ideal DFSA protocol is evaluated in the proposed experi-
mental scenario. The reader performs several inventory rounds for varying sets of
Alien-9640 tags n€[16,32,64].

From the experimental evaluation of the Slot Counter protocol, it is concluded
that its performance is greatly influenced by the initial frame size and by the num-
ber of tags inside the interrogation zone. Also, the experimental results of the
identification time obtained with the timer are higher than the analytical results,
as expected, because the SDR reader requires some time for the processing and
calculations tasks.

From the experimental analysis of the ideal DFSA anti-collision protocol per-
formed, it is demonstrated that its performance is strongly influenced by the frame
size. Also, performance improvements are observed in the experimental results in
relation to the theoretical expected values. This occurs due to a lower probability
of collision slots in the physical scenario evaluated.

Details about the experimental evaluation of the two protocols can be found in

the related publication (see Appendix [F).

43



S. EXPERIMENTAL VALIDATION OF DFSA PROTOCOLS

Figure 5.1: The physical RFID system used in the experimental validation. The pic-
ture shows an Ettus Research N210 Software Defined Radio, a PC that controls the
SDR, a switch to connect the SDR to the PC, two circularly polarized antennas. Alien-

9640 tags are attached to foam panels, which are inserted into the black racks.

5.3 Sensor tags identification with FuzzyQ

The related publication (see Appendix [G) implements FuzzyQ protocol (Appendix
[B) in the SDR-UHF-RFID reader presented in Section [5.1] The main goal is to
identify WISP 5.1 tags with a user-configurable anti-collision protocol. The reader
configuration presented in Section[5.2]is not appropriate for identifying WISP tags,
because these tags have different timing requirements and restrictions to commer-
cial tags. In order to efficiently communicate with WISP 5.1 tags, the reader is
configured with the following parameters: BLF = 160kHz, Tari = 12.5us,
P, = 180mWatts, RT'cal = 36.6us, and T'Rcal = 50us. Furthermore, exten-
ded functionalities are added to this reader so that it can identify WISP 5.1 tags and

read data from their accelerometer sensor.
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5.3 Sensor tags identification with FuzzyQ

FuzzyQ is implemented in the previously configured reader by re-writing user-
level software in C++. This protocol presents a fast strategy to read RFID tags by
not limiting the variation of () to steps of one unit and considering instead a range
of values, in order to achieve a more abrupt step size (0, £1, &2, or £3). In order
to consider these 7 different step size values, the reader QA command, as defined
in the EPC C1G2 standard, is modified, resulting in the modified QA command,
mQA. The specification of mQA is shown in Table

Table 5.1: Modified QueryAdjust (mQA) command.

Command Session UpDn

# of bits 4 2 3

000: no change to ()

00: SO 2(1)(1; g ) gj

Description 1001 0181 011: Q = Q-1
10: S2

1S3 100: Q = Q43

101: Q = Q42

110: Q = Q+1

WISP tags are programmed to follow EPC C1G2 standard and to backscatter
the information at 160kHz. Additionally, they are re-programmed to (i) transmit
RN16 just at one slot per frame, and ii) stay idle until the reader starts a new
inventory round once they are identified.

In order to evaluate the performance of FuzzyQ in a real scenario, the reader
executes several inventory rounds for n=4 WISP 5.1 tags. The experimental set-up
is shown in Figure[5.2] The performance of FuzzyQ is compared with that of the
Slot Counter protocol in the proposed experimental scenario. Next, both protocols
are compared by simulation for higher tag set sizes up to n=1024.

The performance of FuzzyQ and Slot Counter is validated and compared by
measuring the Tags Identification Rate 7'/ R metric, defined as the total number of

tags identified per second. The related publication (see Appendix [G) shows that
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Figure 5.2: The physical RFID system used in the experimental validation. The photo
shows an Ettus Research N210 Software Defined Radio, a laptop that controls the
SDR, a switch to connect the SDR to the laptop, two circularly polarized antennas and
three WISP tags on the front.

FuzzyQ improves T/ R in relation to Slot Counter, both in the experimental and
simulation scenario. These results demonstrate the ability of FuzzyQ to reduce the
number of collision slots by using mQA command.

For both protocols, analytical 7'/ R is higher than simulation 7'/ R, because cap-
ture effec{’| contributes to a reduction in the number of collision slots. Additionally,
experimental results obtained by calculating 7'/ R with the timer are higher than the
values calculated analytically, as expected, because the SDR system requires some
time for the processing and calculations tasks.

Finally, the related publication demonstrates the significant role of anti-collision
protocols in the process of reading data from RFID sensors, because the performed
analysis concludes that the identification time represents more than 59% of the
sensing time. Additional details about this section can be found in the related pub-
lication.

In conclusion, the proposed SDR-UHF-RFID reader is expected to be useful
for researchers to validate the performance of user-configurable identification and
sensing protocols with the aim of improving the communication with off-the-shelf
and WISP tags.

'Physical layer effect which is very common in RFID systems. Tags response amplitudes can
vary due to different distances from the reader antenna, or due to multi-path fading present in the
channel [Solic 17]. As a result, the reader successfully resolves one tag reply in a collided slot.

46



Conclusion and future work

HROUGHOUT this dissertation one main goal has been pursued: to improve
T the performance of existing DFSA tag anti-collision protocols based on the
current RFID standard by lowering their tag identification time and also the energy
consumed by the reader. To do so, a set of efficient protocols have been developed
which employ two different scalable and dynamic strategies to update the frame
size: fuzzy logic and tag estimation. This chapter summarizes the main conclusions
that have been drawn. Then, an outlook is presented for potential applications and

future research.

6.1 Conclusions

As described through this dissertation, DFSA protocols are currently the most pop-
ular strategies used to deal with tag collisions in RFID systems, because most RFID
manufactures use a DFSA protocol which is part of the current standard in RFID
technology (the Slot Counter protocol). This work focuses on the strategy em-
ployed by DFSA protocols to update the transmission frame size.

The first chapter of this dissertation introduced RFID technology and presented
an up-to-date classification of RFID systems according to their form and func-

tionality. Then, this chapter provided evidence for the necessity of using DFSA
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anti-collision protocols to minimize the impact of tags collisions in the process of
identifying a set of tags.

Chapter 2 presented an overview of DFSA protocols and analyzed their frame
update policy. Then, an analysis and classification of the main DFSA protocols of
the state-of-the-art according to their frame update policy was presented. From this
analysis, it was concluded that the frame update policy represents a key compon-
ent of a DFSA protocol, and thus the frame update policy greatly influences the
performance of the anti-collision protocol.

Chapter 3 proposed two DFSA protocols which improve the performance of ex-
isting DFSA protocols. The two protocols apply a fuzzy logic strategy to update the
frame size. Fuzzy Frame Slotted Aloha (FFSA), the first proposed protocol, proved
an improvement of 10.7% in the tag identification rate (number of tags identified
per second) in relation to the Slot Counter protocol. Then, the protocol FuzzyQ
was proposed and it showed a 7% average improvement in the tags identification
time (total time required to identify a set of tags) in relation to the Slot Counter
protocol.

Chapter 4 introduced two DFSA protocols that improve the performance of ex-
isting DFSA protocols: Timing-Aware Slotted Aloha (TAFSA) and Energy-Aware
Slotted Aloha (EASA). Both protocols employ a tag estimation strategy to set the
value of the frame size according to the estimated number of tags. TAFSA re-
vealed a 10% improvement in the tag identification rate (number of tags identified
per second) in relation to several existing protocols. Then, EASA exhibited a 6%
improvement in F/n (energy consumed by the reader per tag identified) in relation
to several existing protocols.

Finally, Chapter 5 presented an SDR-UHF-RFID reader to evaluate the per-
formance of user-configurable anti-collision protocols. This chapter demonstrated
the feasibility of implementing DFSA protocols based on EPC C1G2 in a config-
urable physical system. Finally, it was concluded that tag anti-collision protocols
constitute a very significant part of the process of reading RFID sensors, because
the identification time represents more than 59% of the sensing time.

Through all of these contributions, it is my hope that this dissertation becomes

a solid step towards more efficient DFSA anti-collision protocols, so that RFID
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readers can perform a faster identification of a growing number of traditional and

CRFID tags inside their interrogation area.

6.2 Future work

Nowadays, RFID technology constitutes a trending topic in different fields of re-
search. For instance, this technology is replacing the traditional barcodes identific-
ation systems in the supply chain and inventory management fields.

Recent advances in modern technology have made it possible to attach a pass-
ive RFID tag to a large variety of items. Passive tags are becoming increasingly
attractive due to their low cost (=10 cents), a small sticker form factor, and the
operation range over 10 meters from the reader. This scenario involves a growing
number of RFID tags sharing a reader interrogation area, which leads to higher
tag collision rates. Furthermore, due to the current popularity in wireless systems,
mobile and battery-powered RFID readers, such as hand readers and smart phones,
are increasingly being used. Therefore, fast and energy-aware tag anti-collision
protocols are required to minimize the total tags identification time and to expand
the reader’s battery life. The goal of this dissertation is to build towards that end.

This work introduced four different DFSA anti-collision protocols which im-
prove the performance of existing DFSA protocols. This goal was achieved by
applying fuzzy logic and tag estimation strategies to the frame update policy of
DFSA protocols. The improvement capacity of the proposed solutions is clear.

A combination of the two presented strategies, fuzzy logic and tag estimation,
for the frame update policy of DFSA protocols is proposed as future work. A frame
update policy which combines fuzzy logic and the presented tMMSE tag estimator
will be studied to further improve the performance of existing DFSA protocols in
terms of the tags identification time and the energy efficiency.

As next steps, the protocols TAFSA, EASA, and FFSA will be implemented
in the physical RFID system presented in this dissertation in order study the con-
sequences of some typical physical layer effects in RFID communication (such as
the capture effect) over the protocols performance. Then, the protocols will be

analyzed an re-configured to correct these effects.
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Currently, there is an increasing popularity in RFID sensor networks which use
passive RFID tags with attached sensors (CRFID tags). In order to read data from
these sensors, tags must be previously identified. Thus, the tags identification pro-
cess is a previous step to read data from their attached sensor. Taking this into
consideration, one of the protocols presented in this dissertation will be adapted
and employed to design a more complex protocol which performs both the identi-
fication and sensing phase of a CRFID tag. The resulting protocol will efficiently
identify the tag first and it will then read data from its sensor. The feasibility of this
protocol will be validated using experimentation system presented in this disserta-
tion and WISP tags.
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A Novel Frame Update Policy for RFID DFSA Tag
Anti-Collision Protocols

Laura Arjona, Hugo Landaluce, Asier Perallos, and Enrique Onieva

Abstract—Asset identification with Radio Frequency Identifi-
cation (RFID) technology is becoming increasingly popular. The
negligible cost of commercial RFID tags compared to the item
they are attached to makes it possible to tag almost any item.
An RFID system consists of a reader and various numbers of
tags. These tags obtain their power from the reader’s signal
and require fast and energy efficient anti-collision protocols to
minimize the collisions with the other tags sharing the reader’s
interrogation zone. Therefore, RFID application developers must
be mindful of anti-collision protocols. Dynamic Frame Slotted
Aloha (DFSA) anti-collision protocols have been extensively
analyzed, because EPCglobal Class 1 Generation 2 (EPC C1G2),
the current standard in RFID, employs this strategy. They are
distinguished by their policy for updating the transmission frame
size. The present paper analyzes the frame size update policy
of DFSA protocols in order to propose a novel policy to lower
the tag identification time. This policy is then applied to Fuzzy
Frame Slotted Aloha (FFSA) anti-collision protocol. Moreover,
this paper surveys and classifies DFSA state-of-the-art protocols
according to their frame size update policy. Simulation results
show that FFSA significantly decreases the tag identification
time and energy consumption per tag for a wide range of
tag populations compared with earlier DFSA protocols. FFSA
achieves a 10.71% improvement in the tag identification rate
(tags/s) in relation to the Slot Counter protocol, employed in
EPC C1G2.

Index Terms—Radio Frequency Identification (RFID), EPC-
global standard, anticollision, tag estimation, frame update pol-
icy, energy aware.

I. INTRODUCTION

HE growing interest in asset recognition makes Radio

Frequency Identification (RFID) technology increasingly
attractive. The RFID market was worth 9 billion in 2014,
and the IDTechEx forecast is that it will rise to ~30 billion
in 2024 [1]. Most RFID applications require a fast, and in
some cases energy efficient, tag identification rate, especially
with increasing tag populations [2]. Tags are uniquely iden-
tified with an identification code (I D), which consists of
a sequence of bits. The coexistence of several tags sharing
the reader’s interrogation zone provides RFID technology
with great flexibility at the expense of suffering from the
tag collision problem, which occurs when two or more tags
respond simultaneously to a reader command, resulting in a
waste of energy and an increase in the tag identification time.
Therefore, RFID systems require an anti-collision protocol
to deal with tag collisions and minimize their impact. The
main existing anti-collision protocols in the literature can be
classified into Aloha-based and tree-based protocols.

The authors are with the University of Deusto, Faculty of Engineering,
Avda. Universidades, 24, 48007, Bilbao.
E-mail: laura.arjona@deusto.es

Tree-based protocols, in essence, split colliding tags into
subsets, and further split the subsets repeatedly up to the
successful response of all the tags that are within the in-
terrogation zone. Aloha-based protocols divide the time into
frames, so that tags randomly choose one slot per frame to
respond. EPCglobal Class 1 Generation 2 (EPC C1G2), the
current standard in RFID systems [3], adopts a Dynamic
Frame Slotted Aloha (DFSA) anti-collision protocol. Most
RFID manufacturers currently follow the EPC C1G2 standard,
enhancing the research relevance of DFSA protocols. Conse-
quently, many DFSA algorithms have recently appeared in the
literature to solve the RFID tag collision problem. This type of
protocol is characterized by the strategy it employs to update
the transmission frame size along the identification process.

There are several papers comparing the performance of the
most important Aloha algorithms [4]-[6]. However, they do
not establish a clear classification, nor do they adopt EPC
C1G2 constraints. The authors in [7] present a classification
of the most important anti-collision protocols up to 2009.
Although they provide an extensive analysis of several DFSA
protocols, they do not study the frame break condition. Be-
sides, a key limitation of that paper is that it only surveys
protocols published before the year 2009. [8] presents a clas-
sification of DFSA protocols, without considering protocols
based on tag estimation.

In the present paper, a classification of the main state-of-
the-art DFSA anti-collision protocols according to their frame
update policy is presented.

The main contributions made in this work are:

1) Analysis of the frame update policy in DFSA tag anti-

collision protocols.

2) Study and classification of state-of-the-art DFSA tag
anti-collision protocols according to their frame update
policy.

3) Novel frame update policy for DFSA protocols, and
novel anti-collision protocol, Fuzzy Frame Slotted Aloha
(FFSA), which applies this new policy to lower the
average time to identify one tag.

4) Tag identification time and Energy consumption evalua-
tion of FFSA and comparison with several anti-collision
protocols of the state-of-the-art.

The rest of this paper is organized as follows. Section
IT presents the transmission model and RFID standard EPC
C1G2. Section III surveys and analyzes the frame update
policy for DFESA protocols. This is followed by an analysis and
classification of state-of-the-art DFSA anti-collision protocols
in Section IV. A novel frame update policy is presented in
Section V. After that, Section VI introduces the FFSA anti-
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Fig. 1: Transmission model of EPC C1G2.
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collision protocol. Section VII provides the results of the per-
formance evaluation followed by some identified limitations.
Finally, Section VIII concludes this paper.

II. BACKGROUND

Some definitions are provided to properly set the back-
ground of this paper and to better understand its main con-
tributions.

A. Transmission model

The strategies analyzed in this paper are based on the RFID
transmission model between the reader and the tags defined in
Fig. 1, meeting EPC C1G2 requirements. In this model, a slot
is defined as a period of time that separates the tags’ responses.
Conventionally, three types of slots are considered, in terms
of the tags’ responses to the reader’s commands: single (only
one tag replies), collision (more than one tag replies in the
same slot), and idle (none of the tags reply). The duration
of each type of slot, single, collision, and idle, is referred
to as T, T}, and T, respectively. These slots are accurately
specified in the standard, and their duration is determined by
the link timing parameters 77, 75, and 7T5. A sequence of L
slots is referred to as a frame, where L represents its size.
An identification process is composed of a set of frames and
tags that can respond in only one slot per frame. Finally, a
command is a bit-string transmitted by the reader to the tags.

B. RFID Standard EPCglobal Class 1 Generation 2

EPC C1G2 employs a DFSA protocol to arbitrate collisions:
the Slot Counter protocol. The reader starts the identification
process by transmitting a Query (Qc) command, and then
alternates between QueryAdjust (QA) and QueryRep (QR)
commands. QA starts a new frame with the updated size L
and implies that tags must randomly select a slot in the frame
(the initial value of their internal slot count SC), while QR
tells the tags to decrement SC. Thus, when SC=0, the tag
transmits a 16-bit random number RN16. The frame size
is set as L=29, and its value is dynamically updated with
the parameters (Q and C, where Q@=round(Q fp). Regarding
the time slot occupancy, there are three possible scenarios to
update the value of @ fp, as shown in Fig. 1.

« Single slot: @)y, remains unchanged. In this case, the
reader replies to the tag with an ACK command followed
by the same RN16 received by the tag, and the tag
transmits its ID.

o Collision slot: Q¢p = Qyp + C.

o Idle slot: Qs = Qypp — C.

III. ANALYSIS OF FRAME UPDATE POLICIES FOR DFSA
PROTOCOLS

A wide variety of DFSA protocols can be found in the
literature which update L with the aim of improving different
metrics regarding the process of tag identification. Establishing
a clear classification of all DFSA protocols is not straightfor-
ward. A key feature which differentiates a DFSA protocol
is the strategy it follows to update the frame size along
the identification of a set of tags. To this end, this section
establishes a classification of the main frame update policies
employed by DFSA anti-collision protocols. The classification
presented in this work considers three different perspectives to
update L, which respond to the following three questions: how
is L calculated? When is L examined? When a new frame must
be started? A classification of the main up-to-date policies is
summarized in Table I. Furthermore, the main anti-collision
protocols found in the literature are classified in this section
according to the policy they employ.

A. Frame size calculation

The reader adjusts L in each reading cycle according to
the responses from the competing tags in each frame. The
number of tags that enter into the coverage area usually varies
randomly, thus the number of tags that compete in each cycle
is unknown, and the frame size adjustment is not trivial. Two
main strategies can be found in the literature to set a value
for the frame size in DFSA protocols: the first calculates L
as a function of the parameter (), and the second sets L as a
function of the estimated number of tags 7.

1) Parameter Q: f(Q)
The frame size can be adjusted by controlling the num-
ber and states of the slots in each frame with parameter
Q, so that @ increases when collisions are detected, and
decreases with increasing number of idle slots. Several
approaches in the literature update L by adjusting @ [3],
[9]-[13].
2) Tag set size estimation

Many works in the literature have addressed the tag
estimation task in order to provide an optimal frame
size according to the estimated number of tags. It is
known that a DFSA protocol reaches its maximum slot
efficiency, defined as the ratio between the number of
tags and the total number of slots required to identify
them, when the frame size is equal to the number of
tags [2]. Therefore, in order to optimize this metric, the
reader should set the frame size equal to the estimated
number of tags. However this condition only applies
when equal durations for each type of slot are assumed.
EPC CIG2 considers unequal time intervals for each
slot. For this reason, some approaches set the frame
size according to 7 but assuming unequal processing
durations for each type of slot (single, collision, idle)
[14] [15].

Once the tag set size has been estimated, assuming equal
or unequal durations of the slots, the next step is to
calculate L according to n. Two main strategies to set



L as a function of n can be found in the literature, and
they are presented next.

o Continuous function of n: f(n)
The first strategy is to set L as a continuous function
of n. The reader analyzes the information extracted
from the tags’ responses (cs,cx,c;) and sets L as
a function of these values. Several anti-collision
protocols follow this strategy [15]-[24].

o Look-up table (LUT) according to n: LUT(n)
The second strategy is to set L according to an LUT
based on 7. The idea is to define different ranges
of n and assign a different value of L for each n
range. Several approaches in the literature follow
this strategy, including [25]-[27], [29]-[33].

B. Frame size examination

This section answers the question related to when (in which
slot) L must be examined, considering that an examination
refers to a new calculation of L. DFSA algorithms do not
assign a fixed value to L for the complete identification
process, rather, L is dynamically updated. Therefore, the
reader must examine whether the current value is appropriate
or not during the reading process and decide if a new frame
is needed. For this purpose, a strategy is defined to establish
in which slot or slots within a frame the value of L must be
examined. Four main strategies can be found in the literature,
presented next from lower to higher examination frequency.

1) Frame by Frame (FbF)
The simplest strategy is to calculate L only at the last
slot of each frame [18]-[24], [30], [31].

2) Pointer by Pointer (PbP)
Some protocols have defined some particular slots within
the frame, referred as the pointer p in the present paper
(p<L), where L is examined to check its appropriateness
[13], [15], [25], [32], [33]. These pointers are usually set
as a fraction of the current frame size.

3) Slot by Slot (SbS)
The third strategy is based on examining L at every slot
of the frame [3], [9]-[12], [16], [17], [26], [28].

4) Hybrid
The protocols [27], [29] present a two-phase tag identi-
fication process. To examine the frame size, they apply
the strategy SbS in the first phase, and FbF in the second.

C. Frame break condition

The previous section presented the main strategies for
establishing in which slot or slots within a frame must L
be examined. This section will present the different policies
followed by the reader to decide, after calculating L, whether
a new frame must be started, or on the contrary, if the reader
must proceed with the next slot. Five main strategies can be
found in the literature.

1) Different L

Several protocols start a new frame when the new value
of L differs from the current one [3], [9], [10], [12],
[13], [15], [16], [26], [32].

TABLE I: Classification of DFSA frame update policies.

Operation
(@)
£(n)

LUT(n)
FbF
SbS
PbP

Hybrid
Different L

LUT(n)

Cs2>Cs]

Lower IT
EoF

L calculation

L examination

Frame break condition

2) L fits n from an LUT: LUT(n)

Some algorithms define an LUT based on 7 and L [25],
[27], [29], [33] to check the appropriateness of L. First,
the reader searches in the LUT for the corresponding
value of L for the previously obtained 7. Then, if this
new value differs from the current one, a new frame is
started. Otherwise, the reader proceeds to the next slot
of the current frame.

3) Higher expected number of successful slots: c¢s(n, L)
The authors in [17] define a policy to break the current
frame and start a new one if the expected number of
successful slots in the rest of the current frame ¢4 (n, L)
is less than that expected in the new frame cgo(n, L).
That is, a new frame is started if cs5(n, L)>cs1(n, L).

4) Lower Identification Time: Lower IT
The authors in [11] present a frame cancellation strategy
to minimize the total expected time to identify a tag set.
This work presents an strategy, where a new frame
is started if the expected average time for one tag
identification t;7(n, L) in the new frame is lower than
the one in the current frame.

5) End of Frame: EoF
In this case, a new frame is started when the current
frame has finished. This strategy is intrinsic to a DFSA-
based anti-collision protocol, and it is applied in all the
protocols analyzed in the present paper.

IV. ANALYSIS AND CLASSIFICATION OF DFSA TAG
ANTI-COLLISION PROTOCOLS

This section presents some of the most important DFSA
protocols in the literature, and classifies them according to
their frame update policy. In order to present these strategies,
a system model with one reader and n tags is defined, and
a DFSA frame of size L is defined. The classification is
presented in Table II.

A. Slot-Counter

The Slot Counter protocol [3] was presented in Section II.B.
This algorithm sets L as a function of the parameter @), and
its value is examined at every slot of the frame (SbS). Then
the reader starts a new frame whenever L changes. Note that
EPC C1G2 establishes that the frame length must be a power
of two.



TABLE II: Classification of DFSA anti-collision protocols according to their frame update policy.

Frame break condition

L calculation | L examination

Slot Counter [3] f(Q) SbS
FuzzyQ [37] f(Q) PbP
Chenl4 [25] LUT(n) PbP

ds-DFSA [27] LUT(n) PbP+FbF

DS-MAP [29] LUT(n) PbP+FbF
Eom [22] f(7) FbF
ILCM-FbF [18] () FbF
ILCM-SbS [17] () SbS
Chenl6 [15] () PbP
FFSA f(7) PbP

different L at slot or EoF
different L at p or EoF
LUT(n) at p or EoF
LUT(n) at p or EoF
LUT(n) at p or EoF
EoF
EoF
Higher expected cs(n, L) at slot or EoF
different L at p or EoF
Lower expected ¢77(n,r) at p or EoF

B. FuzzyQ

Arjona et al. [13] present FuzzyQ, a method which inte-
grates fuzzy logic with a DFSA anti-collision protocol. A
fuzzy rule based system (FRBS) is defined to model the current
( and the idle or collision response rate (SW) as fuzzy sets
to adaptively calculate L. It follows a PbP to examine L at
slot p=L/9, and a new frame is started if L is modified.

C. Chenl4

Chen [25] presents an anti-collision protocol which calcu-
lates L as a function of 7 and according to an LUT, where

= (cs + 2.39¢)p. €))

Then L is examined at just one slot per frame, determined by
p=L/4, claiming to significantly reduce the number of total
update slots.

D. ds-DFSA

Su et al. [27] present a two-phase anti-collision protocol,
called the detected sector based DFSA (ds-DFSA). In the
first phase, n is calculated recursively based on the number
of single and collision slots in the current frame up to F'ds
according to

= (cs +2.39¢;)L/Fds, 2)

where F'ds is determined according to an LUT. When L is
considered appropriate, based on an LUT for 7, phase one
ends and what is obtained is the average number of collided
tags per slot: ng,e = (7 — ¢s)/ck. Then, the frame size for
phase two is obtained as the closest power-of-two value to
Nave. In phase two, individual tag identification is performed
for each collided slot of phase one. In this phase, the tag
estimation is performed with (2) setting F'ds=L, and an FbF
strategy is applied to examine L.

E. DS-MAP

Chen et al. propose in [29] a two phase protocol, referred
to as Dynamic Sub-frame MAP (DS-MAP). In both phases, L
is calculated based on 7, which is obtained as the value of n
maximizing the following maximum a posteriori probability
function

P(n

Ciy Csy Ck) = k,pi(ci)ps(csIci)pk(cklcmci) 3)

cilesle

where p;(c;) is the probability of having an empty slot,
and ps(cs|c;), pr(ck|cs, ¢;) are the conditional probabilities of
successful transmission and collision for the slot. In the first
phase, L is calculated with an LUT for n, and a PbP strategy
is followed to examine L. The authors set p according to an
LUT for L.

The second phase begins when the current frame size
matches 7. In the second phase, DS-MAP calculates L. with
an LUT for n, where 7 is obtained as the sum of each partial
estimate of n at each p slot of the current frame. Then an FbF
strategy is followed to examine L.

F. Eom

Eom et al. [22] introduce a DFSA anti-collision protocol
which calculates L according to 7. The estimation mechanism
is based on the number of collided tags per slot ~. Thus,

h = YC + Cs 4

where + is found iteratively based on a threshold value. Then,
it follows an FbF policy to examine L, starting a new frame
when the current one ends.

G. ILCM-FbF

Solic et al. [18] present the Improved Linearized Combina-
tional Model with Frame by Frame examination of L (ILCM-
FbF). This protocol is based on the estimation of the tag
population using the function

n = kcs +1 (5)

where k and [ are both obtained as functions of ¢ and L. Then,
at the end of the frame, L is calculated by L=9round(logz(#))

H. ILCM-SbS

Solic et al. [28] present an improved version of ILCM-FbF
[18], called the Improved Linearized Combinational Model
with Slot by Slot examination of L (ILCM-SbS). At every slot,
the tag set size is estimated with (5). It is important to note
that for ILCM-SbS, the values of k and [ in (5) are different
from those obtained in [18], and in ILCM-SbS they depend
on L and the number of collision slots up to the current slot.
Similarly, cs refers to the number of single slots up to the
current slot. When 7 is calculated, a new frame is started
if the expected number of successful slots in the rest of the
current frame is less than the one expected in the new frame,
that is, c5o>Cs1.



1. Chenl6

Chen proposes in [15], as an extension of [25], an anti-
collision algorithm based on the early and optimal adjustment
of the frame length with the aim of maximizing the normalized
throughput U, defined as U=(csTs)/(csTs + ¢;T; + ¢ Tk). In
this protocol, 7 is obtained with (1) in every frame at slot
p=L/5. The value of this pointer is selected as the slot where
the maximum U is obtained. Next, the author sets L=yn as
the new frame size (using the closest power-of-two value),
where y is expressed as a second-order polynomial

y = —0.0097(T},/T;)? + 0.273T}, /T; + 0.7707.  (6)

Then, if L is modified, the reader terminates the current frame
and starts a new one.

V. THE PROPOSED Fuzzy FRAME UPDATE POLICY

This section introduces a novel fuzzy frame update policy,
designed to lower the average time required to identify one
tag. The proposed policy meets EPC C1G2 requirements,
considering a unique duration for each type of slot. The three
parts of the proposed policy (frame size calculation, frame size
examination, and frame break condition) are presented next.

A. Frame size calculation: f() to minimize t;r(n, L)

The first part of the policy for the frame size calculation
sets the value of L minimizing the expected time to identify
one tag in a frame. For this purpose, t;7(n, L) is defined as
the expected time to identify one tag among n in a frame of
size L:

Tscs(n, L) + Trex(n, L) + T; ci(n, L)
cs(n, L)

where ¢, (n, L), cx(n, L), and ¢;(n, L) represent the expected
value of the number of single, collision, and idle slots in a
frame, respectively.

The durations of the slots, T, T}, and T}, are set according
to the standard as shown in Fig. 1

trr(n,L) = @)

Ts = Teommand + 211 + 215 + Try16 + Tack +T1p, (8)

Tk: = Tcommand + Tl + TRN16 + TZa (9)

and

T; = Teommand + T1 + T3. (10)

where T..mmand refers to the duration of the reader trans-
mitted command Qc, QA, or QR, referred as Ty, Tga, and
Tor, respectively.

In every frame, the reader will transmit just one QA or
Qc in the first slot, and in the rest of slots it will transmit
QR commands. Assuming a frame with sufficiently large L,
Teommand=Tqr is applied in (8), (9), and (10) when one
frame is analyzed.

The parameters Tg., Tpa, and Tgr are calculated
as the Reader-to-Tag synchronization time Trsyncgp, OF
Tpreamblenr> defined in [3], plus the length of each of the
parameter divided by the reader data rate DR,, calculated
as DR,=1/((Tuatay + Tiata,)/2), where Tyuiq,=Tari, and
Tiata, =1.5-Tari. Tari represents the reference time interval

for a data-0 transmission. Thus, To.=Trsyncg+22 bits/ DR,
TQA:TP7'eambleRT+9 bits/DR,., and TQR:TPT'EameERT+4
bits/DR,..

The parameters Try16 and T7p refer to the time the
tag employs to transmit RN16 and its ID, respectively.
They are calculated as the Tag-to-Reader synchronization
time Tpreamblerr Pplus the length of each of the pa-
rameter divided by the tag data rate DR;, calculated as
DR;=1/BLF. The parameter BLF refers to the Backscatter-
link frequency. Thus, Trn16=T Preambierp+17 bits/ DR, and
T1p=Tpreambierr+129 bits/ DR;. The duration of the reader
command ACK is referred as Tx4ck, and it is obtained as
TACK:TPreambleRT+18 bits/DR,..

Next, the value of L minimizing ¢;7(n, L) is obtained. In
order to perform the analysis, a system model with one reader
and n tags is defined. The probability that r tags among n
occupy a slot within a frame of size L can be approximated
by a binomial distribution P,(n, L) [22]

e (1) (-

Additionally, ps(n, L), pr(n,L), and p;(n, L) correspond
to the probabilities that only one tag, more than one tag, or no
tag, respectively occupy a slot [13]. If L is sufficiently large,
the distribution of the tags can be approximated by a Poisson
distribution with mean p=n/L [22].

When r =0 in (11), ¢;(n, L) can be approximated by

(11

1 n
ci(n,L) = Lp;i(n,L) =L (1 — L) ~ Le™". (12)
When r =1 in (11), ¢s(n, L) can be approximated by
n—1
B _.n 1 N n/p
cs(n,L)prS(n,L)fLL <1 L) NLP(n/p—l)
(13)
Then, ¢ (n, L) can be approximated by
cx(n, L) = Lpg(n,L) = L(1 — py — p1). (14)

Substituting (12), (13), and (14) into (7), and applying

n% P-~1, the following expression is obtained

Tspe P +Tie ? +Tp(1— (14 p)e=?)

= (15)

trr(p) ~

Computing the derivative of ¢;7(p) in (7) with respect to p
yields

dtir(p) _ Ti(e"(p—1)+1) T

(16)
dp p?
Then posing ‘”%p‘”:o, one obtains the following equation
T:
ep(p—1)+1:?l. (17)
k

Solving (17), the value of p which minimizes t;r(p) is

obtained:
T;

p= 1+W(( —1)e1> (18)

g



where W (z) represents the Lambert W-function. Finally, the
optimal frame size which minimizes ¢;7(n, L) is

L="

p

(19)

where p is obtained from (18).

The value of p in (18) is evaluated and presented in Fig.
2 as a function of T;/Ty. Traditionally, T;<T}, and T;/Ty
€(0,1]. It can be appreciated that p decreases when the
difference between T; and T} grows, resulting in a increasing
L. In conclusion, a higher difference in the values of T; and
Ty, (with T;<T}) will result in a higher L. This result is
coherent regarding the process of RFID tags identification.
If the duration of collision slots is much higher than that of
idle slots, it is required to increase L to reduce the number
of collision slots. This occurs at the expense of an increase
in the number of idle slots. However, because idle slots are
much shorter than collision slots, this is an acceptable effect.

Analyzing (19), a timing-aware frame size calculation is
obtained. The frame size is set according to the timing
parameters of the RFID system (which determine the value
of T; and T}) in addition to the tag set size n.
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Fig. 2: Evaluation of p solution in (18) for T; /7.

B. Frame size examination: PbP

The second part of a frame update policy refers to the
slot where L is examined. According to Table I, three main
strategies can be applied. The FbF strategy is not efficient in
the case of large frames filled with many collisions, because
the reader must wait until the frame has finished to update
the frame size, increasing the identification time [18]. The
SbS strategy might overload a reader that had only a limited
capacity, because L is calculated at every slot. Finally, the PbP
strategy provides the flexibility of breaking the current frame
before it ends, maintaining a low computational complexity in
the reader. To this end, the proposed policy will apply a PbP
strategy where the value of the pointer slot is dynamically
updated using fuzzy logic. Several strategies in the literature
also apply a PbP strategy. However, most of them use a pointer
with a fixed value and they do not adapt properly to varying
sizes of tag population [13], [15], [25], [27]. Two recent papers
[29], [33] present a varying pointer, but its value is updated
as a function of the frame size exclusively.

The proposed policy applies a fuzzy rule based system
(FRBS) to adjust the value of the pointer efficiently. For this
purpose, the current L and the tag collision rate col_rate
are modeled as fuzzy sets to adaptively update the value of
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Fig. 3: Membership functions: (a) for @, (b) col_rate.

the pointer. A zeroth-order Takagi—Sugeno—Kang fuzzy system
with a complete AND-composed rule [34] is proposed. The
membership functions used to codify the input variables are
trapezoidal and the ¢-norm minimum is used to implement the
AND operator. Trapezoidal membership functions have been
selected due to their representation simplicity (the operations
involved in the fuzzification of trapezoidal membership func-
tions are subtraction and division), allowing faster calculations
than with other types of membership functions [35]. The
proposed system, shown in Fig. 3, has two inputs:
e col_rate: codifies the tag collision rate up to the current
slot. It is defined by col_rate = c/slot_index, and
0 <col_rate <1.
e (: codifies the current value of this parameter which
determines L, where Q € N and 0 < @ < 20.
Additionally, the variable slot_index represents the reader’s
internal counter, which keeps track of the present slot in
the current frame. As shown in Fig. 3, both input variables
are codified with three trapezoids. Values outside the range
are assumed to be equal to the corresponding limit, thereby
offering the maximum coverage. The output p represents the
slot where L must be examined. The rule set of the FRBS
has nine rules, presented in Table III. For instance, the first
rule is IF (col_rate is Low) AND (@ is Low) THEN p=L/2.
The rules were designed experimentally considering, on the
one hand, the higher the (), the smaller the p; and on the
other hand, the higher the col_rate, the smaller the p. Specific
values for membership functions and consequents in the rule
base have been adjusted experimentally.

TABLE III: Rule set to obtain pointer p.

Q
Low Medium  High
Low | /2 Lj/i  L/8
col_rate | Medium | L/4 L/4 L/16
High | L/8 L/16 L/16

C. Frame break condition: Lower trr(n, L)

Finally, the last part of the policy determines the condition
to break the current frame and start a new one. The expected
average time to identify one tag among n in the current frame
of size L. is obtained as

(20)

and the expected average time to identify one tag among n in
the newly calculated frame of size L,, is

trr, = trr(n, L)|n=a,1=1.,

trr, = trr(n, L)|n=n,L=L, - (21



In order to lower the tag identification time, a new frame
will be started if the condition ¢; <t;r. is satisfied. Thus, at
slot p, the reader obtains t;7, and t;7, with (20) and (21),
assuming Teommand=1gRr, and then compares the values.
Following this strategy, the reader guarantees that if a new
frame is started at slot p, the expected average time required
to identify one tag will be reduced.

VI. RFID ANTI-COLLISION PrROTOCOL FUZZY FRAME
SLOTTED ALOHA (FFSA)

In this section, the frame update strategy presented in Sec-
tion V is applied to a DFSA anti-collision protocol, resulting
in the Fuzzy Frame Slotted Aloha (FFSA) protocol. The
pseudocode of FFSA is presented in Fig. 4 Initially, the reader
sets the value of p with (18) according to the RFID system
timing parameters, and starts the identification procedure by
broadcasting Qc.

Each tag selects a slot in the frame to transmit its RN 16,
and the reader updates the variables cg, ci, and c¢; accordingly.
When the reader reaches the last slot of the frame, the
remaining tag population size is estimated with a traditional
Mean Minimum Square Error (MMSE) estimator [30]

pi(n, L)L 1
fn=min|| ps(n, L)L | — | ¢, (22)
pr(n, L)L Cr

Then a new frame is started by broadcasting QA, specifying
the new frame size as

Qn = 1092((fl - Cs)/ﬂ)v Ln = 2round(Qn).

At every slot, col_rate is calculated and p is set as the
current slot if col_rate=1. If the current slot is a pointer,
the reader calculates n with (22) and sets L, with (23).
Then, it obtains ¢r7, and trr, with (20) and (21). If the
condition trp, <trr, is satisfied, a new frame is started and p
is updated with the FRBS. Otherwise, the reader broadcasts
QR to proceed to the next slot. The identification process ends
when there are no collision slots in the current frame and the
frame is terminated.

FFSA presents a timing-aware frame, because its size is
set according to the timing parameters of the RFID system in
addition to the tag set size.

(23)

A. Asymptotic overhead of the estimators

Table IV summarizes and compares the main anti-collision
protocols which are evaluated in this work according to the
asymptotic overhead of their tag estimator. The asymptotic
overhead O(-) refers to the expected number of slots required
for achieving n [36].

The Estimation Frequency per frame refers to how often
the tag set size is estimated within a frame, and it is obtained
as the maximum number of times that the protocol estimates
the tag set size in one frame. The estimator of the proposed
protocol presents O(c; 4 ¢+ cx) and an Estimation Frequency
of 2 (estimation is performed at slot p and L). From this
table, it is concluded that all the protocols of the comparison

Reader Operation

Initialization: calculate p with (18), broadcast Qc

1:

2: while 1 do

3 read slot and update c¢;, cs, i

4 if slot_index = L. and cx = 0 then
5: break

6: end if

7 if slot_index = L. then

8 n=MMSE(cs,cg, c)

9: Qn = loga((A — ¢s)/p), Ly = 270un4@n) [, =L
10: broadcast QA

11: else

12: col_rate = cy,/slot_index

13: if col_rate=1 then

14: p = slot_index

15: end if

16: if slot_index = p then

17: n=MMSE(cs,ck, ;)

18: Qu = loga (it — e2)/p), Ly, = 27°44(@)
19: if tir, <trr, then
20: p = FRBS(col_rate,Qr), Le=Ln
21: broadcast QA
22: else
23: slot_index = slot_index +1
24: broadcast QR
25: end if
26: else
27: slot_index = slot_index +1
28: broadcast QR
29: end if
30: end if
31: end while

Tag Operation

1: while energized by the reader do
2: receive reader’s commands

3 if QA or Qc then
4 Generate SC'€[0, L — 1]
5: else

6: if QR then

7: SC=SC -1
8 end if

9: end if

10: if SC =0 then
11: transmit RN16
12: if ACK then
13: transmit D
14: end if

15: end if

16: end while

Fig. 4: Pseudocode of FFSA. First the operation of the reader
is presented, then the operation of the tag.

employ an estimator with a linear asymptotic overhead, and
they estimate the tag set size once ore twice per frame. The
protocol ILCM-SbS presents the highest Estimation Frequency
per frame, because it estimates the tag set size at every slot
of the frame. The Slot Counter and FuzzyQ protocols do not
estimate the tag set size, but they calculate L based on @ (see
Table II).



TABLE IV: Comparison of the estimators regarding their
asymptotic overhead O(-) and the Estimation Frequency per
frame

Estimation Frequency

Protocol Estimator O (+)
per frame

Slot Counter [3] - 0
FuzzyQ [37] - 0
Chenl4 [25] ci+cs+cg 2
ds-DFSA [27] ci+cs+cg 2
DS-MAP [29] ci+cs+cg 2
Eom [22] ci+cs+cp 1
ILCM-FbF [18] ci+c¢s+ ek 1
ILCM-SbS [28] ci+cs+cg L
Chenl16 [15] ci+cs+cp 2
FFSA ci+cs+cg 2

VII. PERFORMANCE EVALUATION

This section evaluates the performance of FFSA and com-
pares it with the anti-collision protocols of the state of the
art presented in Section IV. A scenario with one reader and
a varying number of tags has been evaluated with Matlab
R2017a, where the tags are uniformly distributed. Physical-
layer effects are not considered here, assuming a non-impaired
channel and no capture effect. Note that these assumptions are
widely used for the analysis of known anti-collision protocols
whose analysis focuses on the media access control layer [15],
[17], [18], [22], [25], [27], [29], [37].

Evaluation is performed for one inventory round, defined as
the period of time that begins when the reader transmits the
initial command Qc and it ends when the reader interrupts the
identification process and the tags loose their state. This work
assumes that an inventory round ends when all the tags in the
reader interrogation zone have been identified.

The simulation responses have been averaged over 1000
iterations for accuracy in the results. In order to evaluate the
protocols’ performance, two different metrics are measured:

o Average time to identify one tag in one inventory round

trr, obtained as the total identification time divided by

n:
TSCST + chk"r + ﬂciT

n

tir = (24)

The variables c;,., cx,., and ¢;, represent the total number
of single, collision, and idle slot, respectively, in one
inventory round. The value of T¢o1mmana in (8), (9), and
(10) will vary depending on the slot location within a
frame:

— First slot of the inventory round: T;ommand=1Qc-
— First slot of the frame: T¢ommana=10A-
— None of the two above: Teommand=1QR-

o Average energy consumption per tag F/tag.
Currently, mobile and battery powered readers, such as
hand-readers and smart-phones, are increasingly being
used and therefore, the study of the power consumption
in passive RFID is becoming engaging. The energy
consumed by the reader during the identification of a
whole set of tags, defined as FE, is modeled in [38].
During the identification process, the reader transmits a

set of commands and a continuous wave to power up the
tags, with power P;. To receive the data from the tags,
the reader needs an amount of extra power P,. Defining
E; and E, as the reader consumed energy during the
transmitting and receiving states, one obtains

E=FE+E,
= P, ntrr
+P, [cs; (TrN16 + TEPC) + Clyp TRN16]
= Py(Tscsy + Thery + Ticiy)
+P, [cs; (Trn16 + TEPC) + Clp TRN16](25)

The protocols are compared in two different scenarios: S1 and
S2. These represent practical scenarios, considering different
slots duration and assuming 0<Q<15, as specified by EPC
C1G2 standard. For each scenario, t;7 and E/tag are evalu-
ated as a function of the control variable indicated with *, n in
S1 and BLF in S2. Table V shows the parameters employed.
BLF is varied from the minimum to the maximum value
specified in EPC C1G2. S2 represents a special case since
BLF also influences T'ari, which represents the reference
time interval for a data-O transmission, and affects RT'cal,
T Rcal, Ty, and Ts. These parameters are also modified every
time BLF changes during the simulation. In both scenarios,
the initial L is set to 16, and P; and P, are fixed to 825 mW
and 125 mW [38], respectively. In FFSA, the initial value for
p is set to 8, and this value has been obtained experimentally.

TABLE V: Parameters used in simulations. * indicates the
control variable.

Scenario S1 S2
n [32-4096] tags* [32-4096] tags
BLF 40 kbps [40-640] kbps*
Tart 6.25 us 6.25 us
RTcal 15.63 us [15.63-62.50] ps
T Rcal 17.34 us [17.34-69.38] us
Ty 24.50 us [16.06-24.50] us
Ts 375.50 us [23.44-375.50] ps
T3 15.63 pus 15.63 us

A. Effect of the number of tags n (SI)

This section compares the selected protocols with n as the
control variable in S1. Different sizes of the tag set, from 32 to
4096, have been evaluated. Additionally, ¢, and c;, per tag
are measured, assuming that ¢;7 and F are mostly influenced
by them. The results are shown in Fig. 5. Most protocols show
a quasi-constant ¢;r and E/tag for n up to 1024 in Fig. 5.a
and Fig. 5.b, respectively, with FFSA requiring the lowest
average time and energy to identify one tag. The strategies
ds-DFSA and Chenl4 show an increasing ¢ty and E/tag for
n>1024, because they limit the frame size to 1024 when n
is greater than 710. FuzzyQ also presents a peak at n=1024,
because the value of the () parameter is bounded from above.
The improvement of FFSA comes from the reduction in cg,,
at the expense of an increase in c¢;,, as can be appreciated
in Fig. 5.c and Fig. 5.d respectively. Because the duration of
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Fig. 5: Simulation results of the average time to identify one tag (a), the energy consumption per tag (b), cx, per tag (c), and

¢, per tag (d) in S1.

an idle slot is much shorter than that of a collision slot, the
reduction in ¢, leads to a lower ¢;7 and E/tag for FESA.
The strategies ILCM-FbF and Chen14 present the highest cy,.,
leading to the highest ¢;r and E/tag.

When designing an anti-collision protocol, a compromise
between performance and complexity should be considered.
Therefore, it is important to measure the number of slots
dedicated to calculate L in relation to the total number of
slots, referred to as the L update rate in the present paper.
FbF strategies will have a varying rate, depending on the total
number of frames employed in the identification process. PbP
strategies will also have a varying rate, depending mainly on
the value of their pointer. A protocol following a SbS policy
will have a rate of 100%, because L will be calculated at every
slot.

The value of the L update rate is measured for each protocol
and averaged for all n in S1. It is important to note that a
frame size update does not necessarily involve the start of a
new frame, but it refers to a new calculation of L. Simulation
results are shown in Table VI. For DS-MAP, sub-frame updates
in the second phase are also included in this metric.

FFSA presents the lowest rate, since the value of the pointer
is determined with an FRBS to effectively break the frame
before the tag collision rate becomes notably high. It is
followed by the two FbF strategies evaluated, Eom and ILCM-
FbF, which calculate L once per frame. Then, the remaining
PbP strategies present a varying rate. In Figs. 5.a and 5.b,
it was shown that DS-MAP performed as the second best
protocol in terms of ¢;r and E/tag. However, Table VI
shows that this occurred at the expense of a higher number of
slots dedicated to calculate L, increasing the computational
complexity for the reader. Finally, ILCM-SbS presents the
highest rate, with a value of 100%, since L is calculated at
every slot of the frame.

TABLE VI: Comparison of L update rate (%) in S1.

Protocol L update rate

FuzzyQ 0.85
Chenl4 0.90
ds-DFSA 24.34
DS-MAP 291
Eom 0.42
ILCM-FbF 0.48

ILCM-SbS 100.00
Chenl6 1.10
FFSA 0.24

B. Effect of tag Backscatter Link Frequency BLF (S2)

The metrics ¢ty and E are greatly dependent on the tag
BLF. Additionally, the performance of FFSA and Chenl6
is greatly influenced by this parameter, because they set L
according to the slots duration, which is affected by BLF'.

For this purpose, the previous protocols are evaluated for
different timing configuration of the RFID system, by varying
BLF from the minimum (40 kbps) to the maximum (640
kbps) value allowed by EPC C1G2, and setting T'ari to its
minimum value (6.25 ps) and. The simulation results are
averaged for n from 32 to 4096, and shown in Table VII.
The value of p employed by FFSA is also presented, and it
has been obtained with (18).

All the protocols present an decreasing ¢;r and E/tag
with increasing BLF'. For the highest values of BLF, all
the protocols present a similar behavior, and FFSA does not
introduce a significant performance improvement. This occurs
because the value of p (see Table VII) takes a significantly
higher value, causing a larger number of collision slots. As
BLF decreases, FFSA shows a significant reduction in ¢;p
and E/tag in relation to the prior protocols.

To analyze the previous results, cg, and c;, per tag are



TABLE VII: Effect of BLF' and p on the protocols’ performance in S2. Quantities in bold represent the best results among
the protocols in the comparison. * Indicates the control variable.

trr (ms) FEltag (m])
BLF* (kbps) 40 80 124 274 640 40 80 124 274 640
p 0.25 0.32 0.39 053 069 | 025 032 039 053 0.69
FuzzyQ 1929  9.87 6.53 322 1.65 | 1623 830 549 270 1.38
Eom 19.50  9.96 6.59 3.24 1.65 | 1640 838 554 271 1.38
ILCM-FbF 2032 1038  6.86 3.36 170 | 17.19 878 580 283 143
ILCM-SbS 1895 9.70 6.43 3.18 1.64 | 1590 8.14 540 266 1.37
Chenl6 19.56  9.36 6.23 3.12 1.61 | 1646 780 520 260 135
ds-DFSA 19.54  9.26 6.59 3.22 1.63 | 1646 839 554 271 136
Chenl4 20.70  10.57  6.99 3.42 173 | 17.54 895 591 289 146
DS-MAP 18.82  9.61 6.37 3.14 1.61 | 1579 806 534 262 134
FFSA 1794 9.30 6.21 3.01 1.62 | 1494 7.74 517 258 1.35

measured as functions of BLF' and averaged for all the tag
set sizes n in S2. The simulation results are shown in Fig. 6.

On the one hand, when BLF' gets close to its upper limit,
the increase in c¢;, of FFSA is not compensated for by the
small reduction in ¢, in relation to the prior protocols, lim-
iting the performance improvement of the proposed protocol.
On the other hand, while the prior protocols present a quasi-
constant ¢y, with decreasing BLF', FFSA presents a notably
decreasing cy,., and this is reflected in a reduction in ¢;7 and
FEltag in relation to the prior protocols. For BLF>80 kbps,
Chen16 behaves similarly to FFSA. However, when BLF gets
closer to its lowest value, the low resulting value of y in (6)
leads to an increasing ci, and decreasing c;,..

In conclusion, the savings in the tag identification time and
energy consumption of FFSA are still substantial for most of
the range of BLF', which confirms that the proposed protocol
is a time and energy saving procedure in S1 and S2.
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Fig. 6: Simulation results of ¢y, per tag (a) and c;, per tag
(b) in S2.

C. Comparison with Slot Counter Protocol (SI)

This section compares the performance of the previous anti-
collision protocols with the Slot Counter protocol [3] with
C=0.3 [11].

For this purpose, the average number of tags identified per
second in S1 is obtained as 1/t;7 in (24), defined as the total
number of tags divided by the total identification time in one
inventory round.

The simulation results are shown in Fig. 7. The Slot Counter
protocol presents, on average, a higher tag identification rate
than ILCM-FbF and Chen14. The rest of the strategies improve
the performance of Slot Counter in relation to this metric.
FFSA presents the highest number of tags identified per
second, with an average 10.71% improvement in relation to
Slot Counter.

D. Identified limitations

In Table VII it was shown that if BLF' gets close to its
upper limit, FFSA does not present a significant improvement
in typ and E, mainly due to the high value of p. To mitigate
this effect, the value of p should be upper-bounded for high
values of BLF.

Furthermore, an ideal communication channel has been
considered in this research. However, the capture effect is
very common in passive RFID systems [39]. This phenomenon
occurs when the reader successfully resolves one tag reply in
a collided slot. On the one hand, this effect could decrease
trT, because fewer collided slots and more single slots would
occur. On the other hand, the capture effect may hide some
tags, providing erroneous information to the tag estimator and
increasing the estimation error. Thus, the updated L value may
not be appropriate, affecting ¢ negatively. The study of the
capture effect on ¢;7 and an evaluation of FFSA taking this
effect into account is proposed as future work.

VIII. CONCLUSION

A comprehensive survey and classification of the frame
update policies for RFID DFSA anti-collision protocols has
been presented. In general, such a policy can be divided
into three parts: L update, L calculation, and frame break
condition. Then, several state-of-the-art DFSA anti-collision



protocols have been analyzed and classified according to this
policy. Lastly, a novel frame update policy has been proposed,
resulting in Fuzzy Frame Slotted Aloha (FFSA), a fast and
energy efficient DFSA anti-collision protocol. With a 10.71%
improvement in the tag identification rate (tags/s) in relation
to the protocol employed in the current RFID standard, FFSA
is a suitable candidate where low tag identification time and
low energy consumption are sought in RFID systems.
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of the number of tags identified per time unit (tag/s) in S1.
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Fast fuzzy anti-collision protocol for the RFID
standard EPC Gen-2

L. Arjona™, H. Landaluce, A. Perallos and E. Onieva

A new methodology which integrates fuzzy logic with RFID anti-col-
lision protocols is proposed. The resulting FuzzyQ protocol signifi-
cantly decreases the identification time by updating the transmission
frame size in a dynamic and adaptive way. Simulation results show
the performance of FuzzyQ compared with earlier protocols based
on the standard EPC Gen-2.

Introduction: RFID technology is becoming popular in asset identification,
tracking, and localisation applications, greatly increasing the density of avail-
able tags in interrogation zones. The coexistence of tags sharing the same com-
munication channel requires solutions to handle collisions. Anti-collision
protocols are sought to mitigate the degradation of the reader’s bandwidth,
its power consumption, and the delay caused by collisions.

EPCglobal Class 1 Generation 2 (EPC C1G2) [1] is the current standard
in RFID systems. EPC C1G2 employs the Slot Counter protocol to arbitrate
collisions, commonly known as the Q-protocol. A key feature of the
Q-protocol is the frame size (L), which is dynamically updated by means
of the parameter named Q (L=29). To manage the identification
process, the reader begins with transmitting a Query (Qc) command, and
then alternates between QueryAdjust (QA) and QueryRep (QR) com-
mands. QA starts a new frame with the updated size and arranges that
the tags randomly select a slot in the frame [the initial value of their internal
slot counter (SC)], whereas QR tells the tags to decrement SC. Thus, when
SC=0, the tag transmits a 16 bit random number (RN16); and once it is
acknowledged, the tag transmits its [Dentification code (ID).

10 low medium high 10 Tow high

05

membership function

Fig. 1 Input membership functions for FuzzyQ

aQ
b SW

The lack of definition about the function to update Q has led to many
different alternatives. Several papers can be found in the literature which
deal with the parameter Q to update L [2, 3]. Most protocols are based on
a smooth increase in L. Therefore, when the collision or idle rate is high,
they must employ a relatively high number of slots and reader and tag bits
to find an appropriate L. Moreover, the examination of L at every slot
results in an increase in the protocol’s identification time (IT). The sol-
ution presented in [3] suggests examining L at just one slot per frame,
set at L/i, i€[4, 2, 4/3], claiming to significantly reduce the number
of total examination points. However, this protocol is based on tag esti-
mation, being restricted to a maximum tag population of 1420 tags.
Moreover, the estimation behaves poorly at the early and final stages of
the identification process, limiting the protocol’s performance.

The aim of this Letter is to apply fuzzy logic to the Q-protocol in order
to lower the IT by effectively updating L. Fuzzy logic has already been
applied to RFID systems, in areas such as security and antennas design.
Nevertheless, to the best of our knowledge, this is the first time that it
has been employed to model an RFID anti-collision protocol.

To evaluate the proposed protocol, a novel performance metric is
introduced, the stability factor (SF). The metric of the number of slots
has been widely employed in the literature. However, it lacks relevant
information, since different slots can have different durations. For the
purpose of considering this effect, the parameter SF is defined and eval-
uated for the comparative protocols, providing information about the
rate of introducing new frames.

Proposed FuzzyQ protocol: A fuzzy rule-based system (FRBS) is
applied to the Q-protocol in order to adjust L, resulting in what we call
the FuzzyQ protocol. This protocol models the current L and the slot
waste (SW), which represents the idle or collision response rate, as
fuzzy sets to adaptively update the value of 0. A zeroth-order Takagi—
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Sugeno—Kang fuzzy system with a complete AND-composed rule [4] is
proposed. The membership functions used to codify the input variables
are trapezoidal and the -norm minimum is used to implement the AND
operator. The proposed system (see Fig. 1) has two inputs:
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Fig. 2 Flow diagram of FuzzyQ
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Fig. 3 CP selection for FuzzyQ, and comparison with Chen(i=4) and
0(C=04) for CP=9

a Effect of check point over SF

b Evaluation of SF

e SW: codifies the idle or collision response rate and it is defined as
follows: SW = max(ni, nc)/slot_pointer, where nc and ni represent
the total number of collisions and idle responses in the current frame,
respectively, up to and including the current slot.

e (: codifies the current value of this parameter which determines L,
where QeNand 2<Q0<15.

Examining SW, it represents the number of idle and collision slots in
relation to the total number of slots, assuming that the tags’ slot selection
is uniformly distributed along the frame. Additionally, the variable slot_-
pointer represents the reader’s internal counter, which keeps track of the
present slot in the current frame. As shown in Fig. 1, both input variables
are codified with an initial number of trapezoids: two for SW and three for
Q. Values outside the range are assumed to be equal to the corresponding
limit, thereby offering maximum coverage. The output AQ represents the
variation of Q, and it is codified by three singletons with four possible
values: Null=0, Low=1, Medium=2, and High=3. The rule set of
the FRBS is composed by six rules:

Rule 1: IF (Q is Low) AND (SW is Low) THEN AQ is Low.

Rule 2: IF (Q is Low) AND (SW is High) THEN AQ is High.
Rule 3: IF (Q is Medium) AND (SW is Low) THEN AQ is Null.
Rule 4: IF (Q is Medium) AND (SW is High) THEN AQ is Medium.
Rule 5: IF (Q is High) AND (SW is Low) THEN AQ is Null.

Rule 6: IF (Q is High) AND (SW is High) THEN AQ is Low.

Rules were designed considering, on the one hand, the higher the frame
size, the lower the increment of Q; and on the other hand, the higher the
idle or collision rate, the higher the increment of Q.

Once designed, the FRBS is employed to determine the variation in the
previous frame size (L) of the Q-protocol. FuzzyQ seeks to lower the IT of
the Q-protocol employed in the standard EPCglobal by introducing the two
following strategies: (i) to check whether the current L is appropriate given
the values of SW and Q at strategic slots and not at every slot. These slots,
called check slots, are distributed one per frame. The check slot is defined as
L/CP, where CP stands for check point and CP € N. (ii) Not limiting the
variation of Q to steps of one unit and to consider instead a range of
values, in order to achieve a more abrupt step size (0, 1, 2, or 3). This
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value, defined as AQ, corresponds to the output of the FRBS. A step size of
0 means that Q remains unchanged.

Identification procedure: The process of identification for the proposed
FuzzyQ in the form of a flowchart is depicted in Fig. 2 and described sub-
sequently. The value of Q is initialised to 2, which is the smallest value it
can take, and therefore L =4. Tags with SC =0 transmit their ID while the
rest of them wait for further commands from the reader. Next, the reader
sends the corresponding query (Qc, QA, or QR) and updates the counters
nc and ni according to the tags’ responses. If the reader detects a collision,
nc is increased by one; if no tag responds, i is increased by one; and
otherwise, both counters remain unchanged. At this point, if the current
slot is a check slot, AQ is obtained from the FRBS. Next, Q is increased
by AQ if nc> ni, and decreased by the same factor otherwise. Finally, the
resulting O is rounded. If the current slot is not a check slot, the identifi-
cation process will continue with the following slot.

Table 1: Performance comparison of FuzzyQ in terms of SE and IT

SE IT
CP=2|CP=9|CP=2|CP=9
64 | 0.289 | 0.297 | 0.450 | 0.465
128 | 0.302 | 0.312 | 0.879 | 0.891
512 | 0.305 | 0.328 | 3.555 | 3.535
1024 | 0.306 | 0.335 | 7.087 | 6.972

Tag population

10;[~—chen (i=4) —Q(C=04) = fuzzyQ |

increase in IT, %

07151385 2095 2855 3475 401s 473s 5415 611 650s
200 400 600 800 1000
number of tags

Fig. 4 Improvement introduced by FuzzyQ in the IT

Two extra considerations must be taken into account. When evaluat-
ing a check slot, a new frame is started only if the newly obtained Q
differs from the current value. If this condition is not satisfied, the identi-
fication process will move to the next slot. Additionally, when the reader
reaches the last slot of the frame, AQ is computed again in order to
obtain the size of the next frame.

Simulation results: This section presents the results of the simulation
experiments using MATLAB R2013a. The simulation uses a scenario
with one reader and a varying number of tags, n, from 100 to 1000
tags, with a step size of 100. The tags are uniformly distributed and an
ideal channel is assumed for the experiment [2]. The simulation responses
are averaged over 1000 iterations for accuracy in the results. It is assumed
that the identification procedure ends when all tags have been identified.

To analyse the performance of the proposed protocol, three main par-
ameters are analysed in this section:

(i) Slot efficiency (SE): The ratio between the number of tags and the
number of time slots required to identify them.

(i1) IT: The total time employed by the reader to successfully identify all
tags in a set.

(iii) SF: The fraction of QR commands in relation to the total number of
commands and the number of examinations, defined by: SF=[tQR/
(fQR +1QA)]/texams

where QA and QR are the total number of QA and QR, respectively,
sent by the reader during a complete identification round; and fexams
is the number of check slots examined in the same round.

For all the presented simulations, the reader’s and tag’s command
length is set according to the standard [1], with an ID of 96 bits.
Moreover, in order to compute IT, a reader data rate of 128 kbit/s and
a tag data rate of 47.4 kbit/s were employed.

SF provides information about the rate of introducing new frames. The
parameter fexams relativises this factor to the number of attempts made to
begin a frame. It is also important to note here that the slot duration
employed to start a new frame (equal to #QA) is higher than the duration
applied to decrement the tag’s counter SC (equal to #QR). Analysing more
in depth SF, on the one hand, the numerator is desired to be a maximum,
since the length of QA is higher than the length of QR, and a lower
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number of reader-transmitted bits will lower IT. On the other hand,
texams is desired to be a minimum, contributing to the decrease of IT.
As a result, SF is desired to be a maximum.

First, the value of CP must be selected so that it maximises the pro-
tocol’s performance. Thereupon, SF is computed for a range of CP
varying from 2 to 10. The value CP=1 has not been considered
because it involves just one examination of the frame size, whereas
the rest of the values of CP might require up to two examinations (the
first at check slot and the second at the end of the frame to determine
the size of the next frame). The results are shown in Fig. 3a.

Fig. 3a shows two relative maxima at CP=2 and 9. Therefore, in
order to establish which one FuzzyQ must employ, SE and IT are ana-
lysed for both of these values of CP, on five different tag sets. Table 1
shows the simulation results.

As can be appreciated in Table 1, SE is higher for CP =9 for all eval-
uated tag populations. Regarding IT, CP =2 produces a higher SE factor
for populations of 64 and 128 tags. However, most applications deal
with sets larger than 128 tags. Consequently, CP =9 is selected.

Once CP is set, the performance of the proposed protocol is evaluated
in comparison with the algorithm presented in [3] with i =4, Chen(i =4),
and the Q-protocol with C=0.4, O(C=0.4) [1]. Considering the proto-
col Chen(i =4), the value of i =4 has been chosen due to the fact that it
results in the highest SE in [3]. First, the three protocols are compared
regarding SF, as shown in Fig. 3b. FuzzyQ achieves a considerably
higher value of SF than the other protocols for all tag sets evaluated.
This is because Fuzzy(Q adapts to the population oscillations more effec-
tively, lowering the rate of introducing new frames.

Finally, IT is evaluated. The IT is a highly relevant performance indi-
cator, since it greatly influences the performance of the global RFID
system. Fig. 4 shows the percentage increase in IT of the comparative
strategies in relation to FuzzyQ. It can be appreciated that FuzzyQ pre-
sents an average improvement of 4.2% with respect to Chen(i=4) and a
7% average improvement with respect to the Q(C = 0.4) protocol. The
outcomes show that FuzzyQ lowers the IT needed by the other strat-
egies. First, FuzzyQ reduces the proportion of QA in relation to the
total number of queries and rexams. Secondly, by limiting the check
point to one per frame, the number of examinations is reduced and so
is the total number of QAs. Finally, by setting AQ to a range of
values of up to three units, the protocol employs fewer slots to reach
an appropriate value of L. As a result, a lower IT is justified.

Conclusion: A novel protocol based on the standard EPC C1G2 has been
presented for fast RFID tag identification. Simulated results suggest that
FuzzyQ is a dextrous protocol, using an FRBS, and achieving a relatively
low IT while providing competitive results in terms of SF. Fuzzy(Q achieves
a 4.2% average improvement in IT in relation to the strategy Chen(i=4)
and an average improvement of 7% with respect to the Q(C = 0.4) protocol.
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Scalable RFID Tag Estimator With Enhanced
Accuracy and Low Estimation Time

Laura Arjona, Hugo Landaluce, Asier Perallos, and Enrique Onieva

Abstract—The knowledge of the number of tags is critical in
many radio frequency identification (RFID) applications. This
paper is concerned with the problem of estimating an RFID tag
population size when the number of tags is much higher than the
frame size. A novel estimation scheme called ‘“‘Scalable Minimum
Mean Square Error” (sMMSE) is proposed. The proposed estima-
tor updates the frame size by considering two key parameters: One
determines the limit of the slots occupancy at which the frame size
should be increased, and the other one sets the frame size increase
factor. A formal study is provided to adjust these parameters
with the aim of lowering the estimation error while scaling to
highly populated tag sets. Numerical results indicate that SMMSE
significantly decreases the normalized estimation error and
maintains a low estimation time compared to existing strategies.

Index Terms—Anticollision, bit-collision, bit-tracking, EPC-
global standard, estimation error, radio frequency identification
(RFID), tag estimation.

I. INTRODUCTION

ADIO frequency identification (RFID) technology is be-
Rcoming increasingly popular to the point where almost
anything can be tagged. A typical RFID system consists of two
communication devices: tags and readers. Tags are uniquely dif-
ferentiated with an identification code ID, which is read by the
reader through a wireless channel [1]. The knowledge of the
number of tags is needed in many RFID applications such as tag
identification, privacy-sensitive RFID systems, and warehouse
monitoring [2]. Often, in such scenarios, it is desirable to sim-
ply estimate the number of tags without explicitly identifying
individual tags, helping to reduce the processing time, and pre-
serve people’s privacy [3]. Note that although estimation can
help tags identification, in this letter the identification problem
is not considered.

This letter treats the problem of estimating the size of a given
tag population when the number of tags is much higher than
the frame size. A slotted Aloha frame of size L is defined as
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TABLE I
COMPARISON OF THE ESTIMATORS REGARDING THE INFORMATION NEEDED TO
OBTAIN 72 AND THEIR ASYMPTOTIC OVERHEAD O (-)

Key information to obtain 72 O ()
UPE [5] Proper randomization and ¢; , ¢}, -
EZB [6] i O(1/£logn)
MLE [7] Ci, Cs,CL O(1/£%logn)
FNEB [8] Indices of the first non-idle slots O(1/£%logn)
ART [2] Average run length of non-idle slots O (1/e%+logn)
sMMSE Tag Response Rate, RR Ny

a sequence of L time slots where tags can only respond to
the reader’s commands once in a frame. This type of frame is
commonly employed in frame slotted Aloha (FSA) and dynamic
FSA anticollision protocols for RFID [4], whose performance
is highly affected by the update of L.

Several publications in the literature deal with the estimation
problem by analyzing the tags’ transmissions along a slotted
Aloha frame [2], [5]-[8]. In order to present these strategies, a
system model with one reader and n tags is defined. Conven-
tionally, three type of slots are considered attending to the tags’
responses to the reader’s commands: idle (no tags respond), sin-
gle (only one tag responds), and collision (more than one tag
responds). The variables ¢;, ¢, and ¢j, correspond to the number
of idle, single, and collision slots in a frame, respectively.

In many applications, the number of passive tags can be very
large due to their low cost, easy disposability, and powerless
operation [9]. In those scenarios, tag estimation schemes need
to be scalable to large population sizes in order to provide an
accurate estimate 71 maintaining a restrained estimation time.
Table I summarizes and compares the main scalable estimators
that will be evaluated in this letter. The asymptotic overhead O(+)
refers to the expected number of slots required for achieving n
[3]. The total number of slots required in the proposed estimator
N, will be obtained in Section III, and ¢ refers to the normalized
estimation error, defined as

2 — 7|
E= ———-.

ey
n

The first tag estimation scheme, called unified probabilistic
estimator (UPE), was proposed by Kodialam and Nandagopal in
2006 [5]. UPE makes identification based on either the number
of idle slots or that of collision slots in a frame. It requires
the differentiation among idle, single, and collision slots, which

1070-9908 © 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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takes a significant amount of time. The asymptotic overhead has
not been obtained due to its biased estimator [3].

Kodialam et al. [6] proposed the enhanced zero based estima-
tor (EZB), which performs estimation based on the total number
of idle slots in a frame.

Li et al. proposed the maximum likelihood estimator (MLE)
[7] for active tags with the aim of minimizing the power con-
sumption of active tags.

Han et al. [8] introduced a tag estimation scheme called first
non empty based (FNEB) estimator, based on the size of the
first run of “0”s in a frame. FNEB assumes that the frame size
can be arbitrarily large, which is not practical.

Shahzad and Liu [2] presented the average run-based tag
(ART) estimation based on the average run length of ones in
the bit string received. Table I shows that ART presents the
lowest asymptotic overhead of the prior estimators. The additive
overhead comes from a conceptual separation of two phases in
this algorithm.

This letter proposes a new scalable estimation scheme, called
scalable minimum mean square error (SMMSE), which provides
an accurate and fast tag estimate 7 under large-scaled tag en-
vironments. Using bit-tracking to identify the bit-collisions in
one slot [10], sMMSE updates the frame size by considering
two key parameters: Trgr determines the limit of the slots oc-
cupancy at which the frame size should be increased, and A
sets the frame size increase factor. Note that bit-tracking is sup-
ported by the RFID standard ISO 18000-6 [11] for detecting
bit-level collisions. Additionally, a formal study is provided to
adjust these two key parameters with the aim of lowering the
estimation error for a wide range of tag population sizes.

II. PROPOSED SMMSE ESTIMATOR

The proposed scheme accurately estimates the number of tags
by minimizing the distance between the observed reading results
and their theoretical expected values. The estimation mechanism
is divided into two phases.

1) Dynamic increase of L to be adapted to n.

Phase 1 starts when the reader transmits the 4-bit length
query estimation (QE) command, specifying L. Initially, L =
1. After receiving this command, each tag randomly selects a
value v between 0 and kL— 1, where k represents the tag’s ID
length.

Then each tag generates a sequence of length k£ bits, consisting
of all “0”s and sets the (v mod k)th bit to “1”, where mod repre-
sents the modulo operation. The generated sequence is transmit-
ted in the |v/k |th slot of the frame, where|- | operation rounds
the element to the nearest integer toward —oo. Next, the reader
orderly receives the tags’ sequences from slot O to slot L— 1
and then builds the sequence S of length kL, by concatenat-
ing the sequences received in each slot: S' = {sq, s1, ..., Spr-1}
where s;€ {0,1, X }. When s; = X, a bit-collision is detected
in position 7 using bit-tracking. Let sb; represent a selected bit
in position ¢, so that sb;, = 1 when s; = 1 or s; = X, and sb; =0
otherwise. The reader then computes the tag response rate RR,
defined as RR = (327" sb;)/(kL). Then if RR>Tgg (where
TRrr is a threshold value for RR and it is fixed for a complete

Start | . Power up |
- !
L=1 Receive reader’s
commands
QE ]
L * A I ; QEl
Receive S i Select v € [0,kL-1] !
RR=Ssb/ (k)| | B I |
' ' — Set (v mod k)th bit of
No sequence to ‘1’
RR<Tn 1 |
) Yesl Transmit sequence
= Hounas RR,1-AR) | nslotly/d |
(a) (b)

Fig. 1. Flow diagram of sMMSE tag estimator: (a) for reader, (b) for tags.
estimation round), L is increased by a factor of A, i.e., L = LA.
Phase 1 is repeated until RR<7kg, meaning that L is adapted
to n. In that case, phase 2 begins and the number of tags is
estimated with the sSMMSE function Hg\\isk, defined next.

2) Tag estimation with a minimum mean square error

(MMSE) function.

For the second phase, let v¢ = [RR,1—RR] denote the
vector representing the observed tags’ responses. Then, the
expected value E(-) of v¢ is defined as the vector Vg =
[E(RR), E(1-RR)]. Thus E(RR) = 1—P,(n,kL,0) and E(
1-RR) = P, (n, kL,0), where P, (n, L, z) refers to the proba-
bility that = out of n tags occupy a slot in a frame of size L, and
can be approximated with a binomial distribution [12]

(R (7

Then the proposed estimator is defined based on the Cheby-
shev’s inequality

Hanvse (ve) = arg min P, (v) 3)

[nenN]
where NV represents the upper bound of the number of tags and

Py (ve) = [lve — Ve |

1 ny\ 2
e (-8))
1 n\ 2
e (- 1)Y)

SMMSE estimates the number of tags n as the value of n
for which the distance between the observed vector v; and its
expected value V¢ becomes minimal

n = Hauvse (Ve). &)

Next, Fig. 1 shows the flow diagram of sMMSE for the reader
and tag. The performance of the proposed estimator is greatly
influenced by the key parameters A and Trg, so they must be
carefully configured. The next sections study the tuning of A and
Trr to maximize the accuracy of the estimation while scaling
over a wide range of tag population sizes.
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TABLE II
TrRR AND A VALUES WHICH MINIMIZE THE NORMALIZED ESTIMATION ERROR
€ FOR A GIVEN TAG SET SIZE n IN SMMSE

n 100 200 300 400 500 600 700 800 900 1000
Trr 0.65 100 065 080 080 060 035 055 045 045
A 2.4 2.4 30 30 30 20 30 30 20 2.0
1073 91.7 1630 19 5.1 5.1 1.9 1.3 49 28 2.8

c107% 1146 1822 4.7 9.4 9.4 2.3 3.0 72 3.7 3.7

A. Parameter Tuning

In this section, A and Tgg are adjusted in order to minimize
¢ defined in (1) for a given n. In order to study the effect of A
and Tgg on ¢, the error matrix EM(n) is defined as a function
of n

e11(n) ... erc(n)
EM(n) = (©6)

er1(n) ... eqe(n)
where

Cij (n) = €|TRR:TRRI A=A (7)

To set EM(n), the vectors Trr v, Ay, and n,, with lengths
r, ¢, and t, respectively, must be defined: Trry = [TRrr1,
TRR27 ceey TRRrL Av = [Al, AQ, ceny AC], n, = [77,1,712, veey nt].
For instance, the element e, ; (n = 100) corresponds to the es-
timation error £ when n = 100, TRr = Trr2, and A = A;.
The last step is to generate one error matrix for each value of n
using (7), specifying the previous vectors as follows: Trry =
[0.1,0.2,0.3,...,1] with » = 10, A, = [1,1.1,1.2,..., 3] with
¢ =21, and n, = [100, 200, 300, ..., 1000] with ¢ = 10. These
values have been set according to empirical results, derived
from the analysis and experimentation of the proposed esti-
mator. Furthermore, for each n€n,, the values of Trg and A
which minimize € in (1) are obtained. These values correspond
to Trg, and A;, which provide the lowest ¢;;(n) in EM(n).
Additionally, the average normalized estimation error €, de-
fined as & = (3_/_, €|n=n, )/t, is evaluated with the tag vector
n, for each one of the previously obtained values of Trr and
A. A scenario with one reader and a varying number of tags
has been evaluated with MATLAB R2015a, where the tags are
uniformly distributed. Physical-layer effects are not considered
here, assuming a nonimpaired channel and no capture effect
[13]. Communication between the reader and tags is considered
to be perfectly synchronized. Note that these assumptions are
extensively used for the analysis of known algorithms whose
analysis focuses on the media access control layer [1]-[3], [5]-
[8]1[14]. The simulation responses have been averaged over 1000
iterations for accuracy in the results.

Results are obtained by executing SMMSE with k£ = 128 bits,
and shown in Table II. The parameter o refers to the standard
deviation of €. It can be appreciated that there is a unique value
of Trr and A, which minimize ¢ for each n. These values show
an un-normal fluctuate, with no conclusive relationship between
them. In addition, it is clear that there is a considerable variation

IEEE SIGNAL PROCESSING LETTERS, VOL. 24, NO. 7, JULY 2017

in € depending on Tgg and A. A naive conclusion could be to
select the values of Trr and A that minimize ¢ for n = 700
as the fixed values for sSMMSE, since they provide the lowest €
for n,. However, this would not be justified since these values
have been obtained for a particular n, and their applicability
for different tag set sizes has not been demonstrated. On the
one hand, given that n is not known in advance, the parameters
selection according to n cannot be made. On the other hand,
in applications where the maximum possible number of tags is
known, the two parameters could be set accordingly.

Considering that n is unknown for the reader, a unique value
of Trr and A must be defined independently of n. A unique and
scalable value of Tgr and A, valid for different tag set sizes, is
obtained in the next section.

B. Scalable Tuning

This section obtains a value of Trr and A that minimizes
¢ for a wide range of tags, named {7rr, A} \ygp- To do so,
the matrix EM is defined as the sum of all the matrices EM(n)
evaluated for the tag vector n,

L €11 ... €1c¢ t
e — Y EM(n,) @®)
Erl érc y=1
where €;; = 2211 €ij(ny) and
{Trr, Atoiuise = arg [Tfﬁi&] €ij- ®)

With the specific vectors Trry, Ay, and n, employed in
the previous analysis, the value obtained is {Trr, A} \ivise
= {0.4,2.0}, which is fixed for a complete estimation round.
Therefore, the proposed estimator doubles the frame size when
at least 2/5 (40%) of the frame is with filled bit-collisions.

III. PERFORMANCE ANALYSIS

This section presents the results of the simulation experiments
using the scenario presented in Section II-A. The performance
of the proposed scheme is evaluated and compared with the
estimators presented in Section I: UPE [5], EZB [6], MLE [7],
FNEB [8], and ART [2], using 5 = 0.05 and o« = 0.95 [2][15];
and with the estimator Zanella [16] to distinguish between the
k-bit proposal and the traditional Aloha. For UPE, L is set to
128, the smallest evaluated n. For FNEB, a maximum frame
size of 1024 is assumed. The upper bound of the number of tags
N is set to 2n for SMMSE, FNEB, MLE, and EZB. Finally, the
values {Trr, AL} \sp are employed for sSMMSE.

A. Estimation Error

The metric ¢ is evaluated versus the number of tags and shown
in Fig. 2. It can be observed that SMMSE presents the lowest € of
the compared strategies for all the tag population sizes evaluated
except for n = 128, where it presents a similar behavior to that of
EZB and Zanella. As n increases, SMMSE presents a decreasing
€ while the rest of the strategies maintain a quasi-constant error
except from FNEB and Zanella. Additionally, it is also important
to note that although Trg and A have been tuned for n up to
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Fig. 2. Evaluation and comparison of the normalized estimation error ¢ for
different RFID tag set sizes.

1000 tags in Section II-B, sSMMSE scales to 4096 tags with the
most accurate results. Therefore, there is evidence that SMMSE
maintains its accuracy while scaling over a wide range of sizes
of the tag population.

B. Estimation Time

This section evaluates the time required by the proposed es-
timator to find 7. For sMMSE, the estimation time ET is deter-
mined by the total number of frames required to estimate the
tag population size. A minimum of one frame is required, and
an additional one is necessary when the condition RR>Tgg is
satisfied at the end of the current frame f. Thus, given a tag
population size n and a frame of size L, the probability of start-
ing a new frame Pp (n, L) can be approximated with a logistic
function

1
T atexp[—v (- (1— 2)") — Tie]

where vy represents the steepness of the logistic function. Then,
the total number of frames Ny (n, L) can be expressed as

PF (n,L)

(10)

fmax
Np(n,L) =1+ Y Pp(n, LA™
f=1
and the total number of slots IV, can be obtained as the sum of
the first Ny — 1 terms of a finite geometric series

1— ANr
1-A
The asymptotic overhead of the proposed estimator can be ob-

tained then as NV s. With (10), (11), and (12), the estimation time
ET of the proposed estimator can be expressed as

N,(n, L)k

an

N,(n,L) =L (12)

13)

DR

where Tqg is the duration of QE, T and 75 correspond to the
link timing parameters according to the RFID Standard EPC
Global Class-1 Generation-2 (EPC C1G2) [17], and tpg refers
to the tag data rate. Next, (13) is evaluated for different n and
L =1, and compared with simulation results using the tim-
ing parameters of Table III, set in accordance with EPC C1G2.
Tari represents the reference time interval for a data-O trans-
mission, conditioning the configuration parameters 7'Rcal and
RT'cal, which affect T, 15, and the durations of QueryRep and

TABLE III
SIMULATION PARAMETERS ACCORDING TO EPC C1G2 [17]

Parameter Value Parameter Value

Tari 12.50 ps tpr 620 kb/s
TRcal 3Tari Tor 118.75 ps
RTcal 31.25 ps Toa 196.88 ps
T, 30.13 ps TqE 118.75 ps
Ty 16.25 us Tsiot 85.09 us

‘—*-UPE EZB —+—MLE —=—FNEB —v-ART —*—Zanella %~ sMMSE —e-sMMSE analytic‘
2
10 T T T T

B ——

Y R

e

1021

Estimation Time, ET (s)

10 | | |
128 256 512 1024

Number of tags, n

2048 4096

Fig. 3. Evaluation and comparison of the RFID tag estimation time ET for
different tag set sizes.

QueryAdjust commands, referred as Thr and Ta, respectively.
The value of v = 30 in (10) is assumed and fmax is set to 10.
Results are compared with the estimators presented in Table I.
The duration of a slot corresponds to that of a collision slot and
itis referred as Ty).+ in Table III, since the identification process
is not considered here. The average estimation time is evaluated
and the simulation results are shown in Fig. 3. Analytic results
for sSMMSE according to (13) are also included in the compari-
son. As shown in the figure, SMMSE shows the lowest ET for n
< 4096, because it requires the lowest number of slots to obtain
the estimate. FNEB presents the highest ET, whilst the perfor-
mance of UPE, EZB, MLE, ART, and Zanella is hardly affected
by n. Although sMMSE shows an increasing ET with increasing
n, it keeps lower than the rest of the estimators in the shown
interval. Its increasing ET gradient occurs because SMMSE re-
quires a higher L to estimate highly populated tag sets. It should
be noticed that, under dense tag populations, SMMSE obtains
a more accurate estimate than the prior estimation schemes at
the expense of a slower behavior. However, sSMMSE does not
overcome the ET of Zanella until n > 4096, and that of MLE
and ART until n > 33408, not shown in the graph for better
clarity.

IV. CONCLUSION

A novel scalable scheme for accurate RFID tag estimation
has been presented. The novel estimator, called SMMSE, ap-
plies two key parameters to update the frame size; and they are
tuned to minimize the estimation error when the tag set size is
much higher than the frame size. SMMSE scales to highly pop-
ulated tag sets, with a low normalized estimation error while
maintaining a low estimation time. Simulated results prove the
accuracy of SMMSE, being a suitable candidate where high
accuracy and low estimation time are sought.
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ABSTRACT Radio frequency identification (RFID) technology is one of the most popular systems to
uniquely identify items by attaching a tag to them. The growing number of tagged items that need to be
identified in one reader interrogation area leads to high tag collision rates. Therefore, fast anti-collision
protocols are required to minimize the total tags identification time. Fast protocols involve a high tag
identification rate (7T1R), defined as the number of tags identified per time unit. In this paper, a thorough
study of TIR is provided, analyzing the main factor which affects it: the frame size update strategy. Applying
the conclusion of this analysis, the anti-collision protocol Timing-Aware Frame Slotted Aloha (TAFSA),
is presented to increase TIR. TAFSA presents a timing-aware frame, because its size is set according
to the timing parameters of a real RFID system based on the current standard. The performance of the
proposed protocol is evaluated and compared with several state of the art Aloha-based anti-collision
protocols. Considering a typical RFID scenario, simulation results show that TAFSA, with an average
of 56.7 tags identified per second, achieves a 10 % average improvement in TR in relation to the strategies
of the comparison.

INDEX TERMS Radio frequency identification (RFID), EPC-global standard, anticollision, tag estimation,

TIR, timing-aware.

I. INTRODUCTION

Radio Frequency Identification (RFID) is currently the most
popular technology for item identification and tracking,
and thus the main enabler for the IoT vision. The huge
improvement in Ultra High Frequency (UHF) RFID, is lead-
ing to a widespread diffusion of several kinds of passive
RFID tags in products. Current examples of RFID expansion
can be found in activity recognition, localization systems,
and mobile sensing [1]-[4]. The RFID market was worth
9 billion in 2014, and the IDTechEx forecast is that it will
rise to ~30 billion in 2024 [5].

RFID technology uses a spectrum of radio frequency to
transfer the identification information between two commu-
nication devices: reader and tags [6]. The coexistence of
several tags provides RFID technology with a great flexibil-
ity at the expense of the tag collision problem. Tags share
the same communication channel (the air) and may respond
simultaneously to the same interrogation command, interfer-
ing and garbling their waveforms. The reader then is unable
to interpret the information received from the tags, requiring
a re-transmission, and extending the tag identification time.

Anti-collision protocols are then proposed to arbitrate tags’
responses and to increase the number of tags identified by a
time unit.

In the literature, three main types of anti-collision proto-
cols have been reported: Aloha-based, tree-based, and hybrid
protocols. The three types of protocols can be applied to
active (battery-operated tags), passive (tags backscatter infor-
mation), or semi-passive (combination of active and passive)
RFID systems. Tree based protocols [7]-[9], in essence,
split colliding tags into subsets, and further split the sub-
sets repeatedly up to the successful response of all the
tags that are within the interrogation zone. Aloha-based
protocols [10], [11] divide time into frames so that tags
randomly choose one slot per frame to respond. While in
Frame Slotted Aloha (FSA) the frame size L is fixed dur-
ing the identification process, in Dynamic Frame Slotted
Aloha (DFSA) it is variable, and the protocol’s performance
is greatly influenced by the update of L. The fact that the
standard EPCglobal Class-1 Generation-2 (EPC C1G2) [12]
currently uses a DFSA structure to arbitrate collisions
highlights the research relevance of this scheme. Finally,
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hybrid protocols combine the advantages of tree and Aloha
protocols [13].

Currently, there is growing number of RFID tags shar-
ing a reader interrogation area, which leads to higher tag
collision rates. As a solution, fast anti-collision protocols
are required to minimize the total tags identification time.
An anti-collision protocol is considered fast when it provides
a high Tag Identification Rate (7IR), defined as the number
of tags identified by a unit of time. T/R mainly depends on
the employed strategy to update the frame size. This work
provides an extensive study of how the frame size update
strategy affects the TIR of an anti-collision protocol. The
conclusions extracted are applied to the design of the Timing-
Aware Frame Slotted Aloha (TAFSA) anti-collision proto-
col. TAFSA presents a timing-aware frame, because its size is
set according to the timing parameters of a real RFID system
based on the current standard. The performance of TAFSA is
evaluated and compared with several recent strategies in the
literature. The results of the performance evaluation show that
the proposed protocol increases TIR in relation to the strate-
gies in the comparison. The following main contributions are
made in this work:

1) Analytical study of the L which maximizes the TIR

metric.

2) Presentation of a novel anti-collision protocol: TAFSA.
The proposed protocol applies the results obtained in
the previous contribution to increase the 7IR in an
RFID system based on EPC C1G2.

3) Configuration of SMMSE estimator [17] to lower the
estimation time, resulting in tMMSE estimator.

4) Analysis of the tag estimation error of tMMSE when
L is adjusted to power of 2 values and how this error
affects TIR.

5) TIR evaluation of TAFSA and comparison with several
anti-collision protocols of the state of the art.

The rest of the paper is organized as follows. Section II
presents the RFID Standard EPC C1G2 and several
related Aloha-based anti-collision protocols in the literature.
Section III provides a thorough analysis of the main factor
which affects TIR and obtains the value of L which max-
imizes it. The proposed TAFSA anti-collision protocol is
presented in section IV. Section V provides the results of
the performance evaluation followed by the study of the
physical implementation feasibilities in Section VI. Finally,
Section VII concludes this paper.

Il. BACKGROUND
Some definitions are provided to properly set the background
of this work and to better understand the main contributions:
o A sslot is a period of time that separate tags’ responses.
Conventionally, three types of slots are considered
attending to the tags’ responses to the reader’s com-
mands: idle (none of the tags replies), single (only one
tag replies), and collision (more than one tag replies
in the same slot). The duration of each type of slot
is referred as Tj, Ty, and Ty, respectively. These slots

33530

are accurately specified in the current standard [12],
and their duration is determined by the link timing
parameters (T, 1>, T3).

e A frame is a sequence of slots. Tags can respond in
only one slot per frame. An identification process is
composed of a set of frames.

e A command is a bit-string transmitted by the reader to
the tags.

o The identification time refers to the time required by the
reader to identify a complete tag set of size n.

o The estimation time ET is defined as the time the reader
employs to calculate an estimated tag set size, referred
as 7. This parameter is presented in [17].

o An inventory round is the period of time that begins
when the reader transmits the initial command (Qc) and
it ends when the reader interrupts the identification pro-
cess and the tags loose their state. Ideally, an inventory
round ends when all the tags in the reader interrogation
zone have been identified.

Now that the main concepts have been explained, the state
of the art in DFSA protocols is presented.

A. DFSA ANTI-COLLISION PROTOCOLS

The current standard in RFID systems is EPC C1G2 [12],
which defines a DFSA anti-collision protocol named Slot
Counter. Following this protocol, the reader transmits
Query (Qc), QueryAdjust (QA), and QueryRep (QR) com-
mands to schedule tags’ responses in time. Commercial tags
contain an internal counter SC to keep track of the selected
slot in each frame. A tag transmits a 16-bit random num-
ber (RN 16) when SC=0. Once the reader acknowledges the
RN 16 with the ACK command, the tag transmits its IDenti-
fication code (ID) of length k.

Most RFID manufacturers currently follow the EPC
C1G2 standard, enhancing the research relevance of
DFSA-based protocols. Consequently, many DFSA protocols
based on the standard have recently appeared with the aim
of improving different metrics regarding the process of tag
identification. A wide variety of DFSA protocols can be
found in the literature which update L with the tag set size
estimated by the reader, referred as n. Most of them focus
on a single-reader scenario, but there are also protocols with
accurate estimators for the case of multiple-readers [18], [19].
This work focuses on single-reader systems.

In order to present the single-reader strategies, a system
model with one reader and »n tags is defined. A DFSA frame
of size L is defined. The variables c;, ¢k, and c; correspond
to the number of single, collision, and idle slots in the
frame, respectively, and up to the current slot. Additionally,
Ps» Pk, and p; correspond to the probability that only one
tag, no tag, or more than one tag occupies a slot, respec-
tively. Some of the most relevant DFSA-based protocols
in the literature are introduced next. The examination slot
refers to the particular slot within each frame where L is
updated.
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1) EOM

Eom and Lee [21] introduce a DFSA anti-collision protocol
which updates L according to the estimated tag set size. The
estimation mechanism is based on the number of collided tags
per slot (y). The authors show the positive performance of the
protocol in terms of the estimation error and the total number
of slots used for identification. However, the authors did not
distinguish between the three types of slots to measure the
total number of slots, making the comparative with the rest
of the protocols unfair.

2) ILCM-FbF and ILCM-SbS

Solic et al. [10] present the Improved Linearized Combi-
national Model with Frame by Frame examination of L
(ILCM-FbF) for the optimal frame size adaptation. They
present a DFSA protocol based on the estimation of the tag
population with a linear function which depends on ¢, and L.
Then, at the end of the frame, L is updated with 7. Simulation
scenario is limited, because the results are only compared
with the Slot Counter protocol.

The protocol Improved Linearized Combinational Model
with Slot by Slot examination of L (ILCM-SbS) is presented
in [22] as an improved version of [10]. Simulation results
show that ILCM-SbS lowers the time required to identify a
set of tags compared with some protocols of the state of the
art. However, this strategy might overload a reader that has
only a limited capacity, because L is calculated at every slot.

3) CHEN14 AND CHEN16

Chen [23] presents an anti-collision protocol (Chen14) which
examines L at just one slot per frame, determined as L/i,
claiming to significantly reduce the number of total examina-
tion slots. The presented protocol updates L as a function of 7,
and then L is updated based on 7. Simulation results show
an improved performance in terms of normalized throughput,
defined as Throughput = cs/(cs + cx + c¢;). However, this
metric assumes equal duration for each type of slot, and
contrasting the EPC CI1G2 requirements, these slots have
different durations.

As an extension of the study in [23], Chen proposes in [24]
an anti-collision algorithm (Chen16) based on the early and
optimal adjustment of the frame length. Chen16 is proposed
with the aim of maximizing the normalized throughput (U),
defined as U = (csTy)/(csTs + ¢;T; + c Ty ). In this protocol,
the tag set size is estimated in every frame at the examination
point L /5. The value of this slot has been selected as the slot
where maximum U is obtained. Based on the previous #,
if a new frame is required, the author updates L with the
variable y, where y is expressed as a second-order polynomial.
Simulation results show competitive values regarding U, but
the function defined to set y is not valid for all the range
of Ty /T;. Particularly, if Ty >> T;, y takes negative values,
leading to negative values for L. Additionally, the examina-
tion point L /5 has been set based on a particular scenario with
specific timing parameters. Therefore, this value might not be

VOLUME 6, 2018

appropriate for a scenario with different timing settings of the
RFID system.

4) SSA AND DSSA

Duan et al. [25] propose the segment-by-segment Aloha
protocol (SSA) to effectively decrease the frame adjustment
times with satisfactory throughput. In this protocol, one frame
is composed of a set of slot-segments, and each slot-segment
is composed of s, continuous time slots, where s; =4.

In order to increase the protocol’s throughput, the authors
introduce dynamic SSA (DSSA) protocol, where s; is
dynamically varied by tracking, real-time, the number of
single slots. Both protocols present a positive performance
regarding the throughput and the number of tags identified
per second. However, they are compared with just one addi-
tional protocol, and for one specific scenario, with a particular
set of timing configuration.

lIl. TIMING-AWARE ALOHA FRAME ANALYSIS
Traditionally, the most common metric to evaluate the perfor-
mance of an RFID anti-collision protocol has been the Slots
Efficiency (SE) [15], defined as
Cs
SE = ———. 1)
ci+cs+ ck

Ideally, an anti-collision protocol is desired to reach SE=1,
meaning that just one slot per tag is required for the com-
plete tag set identification. However, this is not achievable
in practical applications, where collision and idle slots are
present. An anti-collision protocol reaches its maximum SE
when the frame size equals the number of tags, that is,
L=n [15]. However, this condition only applies when
T;=T,=Ty. The EPC C1G2 standard specifies different dura-
tions for idle, single, and collision slots, referred as 73, Ty, and
Ty.. Therefore, traditional SE is not a meaningful parameter to
measure the performance of an RFID system. Moreover, this
metric does not consider the time-overhead of each frame.

To mitigate the different slots duration effect, the metric
Time_SE 1is introduced in [27]

Time SE = — =5 )
Ctoral + (B — D)ci
where c;pq1=ci+cs+cx and B=T;/T}. This metric considers
different duration for 7} and Tj;, but it assumes Ty=T} and it
does not include the time-overhead information.

In order to provide an accurate evaluation of an RFID
system, the metric 7IR is defined as the number of tags
identified per time unit in one inventory round. It is calculated
as the total number of single slots ¢y, divided by the total
identification time if:

TIR = 2,

i it = Csp T + Cky Ty + Cir T; 4 Toverhead, (3)

where Tyyerneaq refers to the time-overhead of one inventory
round, and it is defined as

Toverhead = TQc + (N — 1)TQA + (Ns — NF)TQR- (4)
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The variables ¢, and c;, represent the total number of colli-
sion and idle slots, respectively, in one inventory round.

The variables Ng and Ng refer to the total number of
slots and the total number of frames in one inventory round,
respectively. The parameters To., Tpa, and Tgg refer to
the duration of the reader commands Qc, QA, and QR,
respectively. They are calculated as the Reader-to-Tag syn-
chronization time Trsyncpy OF  Tpreambiegy» defined in [12]
plus the length of each parameter divided by the reader
data rate DR,, calculated as DR,=1/((Tgatay + Tdata,)/2),
where Tyaay = Tari, and Tguq,=1.5-Tari. Tari represents
the reference time interval for a data-0 transmission. Thus,
Toc=TFsyncpr + 22 bits/DR;, Toa=Tpreamblegr + 9 bits/DR;,
and Tor=TPpreambiegy + 4 bits/DR,.

The duration of each slot is obtained as

T, =T +1Ts, (%)
Ty = 2T + Tryi6 + 2T> + Tack + Tip, (6)

and
Tk =T1 + Trnie + T2 @)

where Tgry16 and Typ refer to the time the tag employs to
transmit RN16 and its ID, respectively. They are calculated as
the Tag-to-Reader synchronization time Tpeampies; Plus the
length of each parameter divided by the tag data rate DR;,
calculated as DR;,=BLF /M. The parameter BLF refers to
the Backscatter-link frequency. Thus, Try 16 =1 Preamblerz +17
bits/DR; and Tip=Tpreambier, + 129 bits/DR;. Finally, Tack
corresponds to the duration of the reader command ACK, and
it is obtained as Tack =T preamblegy + 18 bits/DR,.. Table 1
summarizes the calculation of the reader and tags messages
duration.

TABLE 1. Main EPC C1G2 timing parameters calculation.

Parameter Description Calculation
Taatag Duration of a reader data-0 Tari
Taata, Duration of a reader data-1 1.5 Tart
Tpreamblegy ~ Duration of R-T Preamble z(zlj“tzllii%%ta .
Trsyncrr Duration of Frame Sync. Taer+Tqatay, +RTcal
Tpreamblery ~ Duration of T-R Preamble 7/DRt
DRr Reader data rate 1/((Taatao + Taata,)/2)
DRt Tag data rate BLF/M
Tg. Duration of a Qc Trsyncrp+22/DRy
TQA Duration of a QA TPTe(nnbleRT +9/DR;
Tor Duration of a QR Tpreamble pp+4 DRy
Tack Duration of a ACK Trsyncrrt24/ DRy
TrN16 Duration of tag RN'16 23/DRt
Tip Duration of tag I D 135/DRt

From (3), it follows that TIR is mainly influenced by the

total number of each type of slot and their duration. On the
one hand, T;, Ty, Tk, Tge, Toa, and Tog are fixed for a
particular RFID system, and they remain constant for one
inventory round. On the other hand, c;, ¢;, and ¢, strictly
depend on the anti-collision protocol employed to identify the
tags and particularly, on the strategy it uses to update L with 7.
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The next section studies the parameter L, the main factor
which affects ¢;, cs, ¢, and ultimately, TIR. Also, the optimal
L is derived to maximize 7IR. The main variables used in the
analysis are summarized in Table 2.

TABLE 2. Main parameters to analyze an Aloha frame.

Parameter Description
T1,T>,T3 Link-timing parameters
Duration of idle, single,
T;, Ts, Ty . g
and collision slots
Number of idle, single, and
Ci, Cs, Ck

collision slots in one frame

Number of idle, single, and collision

Cips Csp, Ck . .
T e mET slots in one inventory round

Probability that » among n tags

P, L
w(n, L) occupy a slot in a frame of size L

Probability of idle, single, and
i(n, L L L
pi(n, L), ps(n, L), pr(n, L) collision slot in a frame of size L

Expected value of the number of idle,

i(n, L), L), L . . .
ci(n, L) es(n, L), ex(n, L) single, and collision slots in one frame

Probability of starting a new frame

Pr(n, L) at the end of current frame of size L
Ng Total number of slots
in one inventory round
Np Total number of frames
in one inventory round
n Number of unidentified tags
f at the beginning of frame f
L, Size of the frame f

A. FRAME SIZE SETTING ANALYSIS

In RFID systems adopting the EPC C1G2 requirements, each
slot has a different duration, and 7;<Ty <Ts. During T,
in addition to the bits transmitted during T, the tag must
transmit its complete ID and receive the ACK from the reader.
In this section, the value of L which maximizes TIR is derived.
Following the EPC C1G2 constraints, L value must be a
power of 2.

In order to perform the analysis, a system model with
one reader and n tags is defined, where cs(n, L), cr(n, L),
and c;(n, L) represent the expected value of the number of
single, collision, and idle slots in a frame, respectively. The
probability that r tags among n occupy a slot within a frame
of size L can be approximated by a binomial distribution
Py(n, L) [29]

Py = (") (2 NIRRT (8)
r L L

If L is assumed sufficiently large, the tags distribution can be

approximated by a Poisson distribution with mean p.
n
= —. 9
p=7 €)

When r = 0 in (8), c¢;j(n, L) can be approximated by
1 n
ci(n,L) = Lp;(n,L) = L <1 — Z) ~Le . (10)
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When r = 1 in (8), ¢s(n, L) can be approximated by

n—1
es(n L) = Ipy(n.L) = n (1 _ %)

mL,o( n/p )e—P. (11)
n/p—1
Then, ci(n, L) can be approximated by

ck(n,L)y =L - pr(n,L) = L(1 — po — p1). 12)

1) TIR FOR ONE INVENTORY ROUND

First, TIR is evaluated for one complete inventory round. It is
assumed that an inventory round ends when the probability of
collision is lower than «, that is, py <«. Thus, given a tag set
size n and a frame of size L, the probability of starting a new
frame Pr(n, L) can be approximated with a logistic function

1
1+ e—y[l—(l-i—p)e*/’—a]

Pr(n,L) = (13)

where y represents the steepness of the logistic function.
Then, the total number of frames Nr can be expressed as

fmax
Np =1+ Pr(ns. Ly) (14)
f=1
where fimax represents the upper limit of the total number of

frames, and ny refers to the number of unidentified tags at the
beginning of each frame

nf =ng_1 — cs(ng—1, Ly 1), (15)
and Ly corresponds to the size of each frame
Ly =29%. (16)

The value of Oy which maximizes TIR is obtained in the next
subsection. Next, the total number of slots Ng can be obtained
as

round(NF)

Ns= Y I (17)
f=1

where round is a mathematical function to obtain the nearest
integer. Finally, in order to calculate TR using (3), the total
number of idle, single, and collision slots in one inventory
round can be obtained as
round (NF)
cip = Y cilng L), (18)
f=1
round(NF)
cr = Y. el L), (19)
=1
and
round(NF)
=Y. L) (20)
f=1
Finally, taking the initial value n;, which corresponds to
the initial tag set size, TIR can be evaluated for a complete
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inventory round with (3). In order to obtain the L value of each
frame which maximizes TIR in one inventory round, the next
subsection analyzes TIR for one frame.

2) TIR FOR ONE FRAME

In the case of one frame, Np=1 and Ng=L. Thus, substituting
(18), (19), and (20) into (3) with Np=1 and Ng=L, and
applying n%f 1~1, the following expression is obtained

TIR

N Lpe™"
Lle=P(pTs+Ti—Ti—pTx) + Tx + Torl — Tor + Toc
(21)

The parameter T, is applied in (21) only when the first frame
of the inventory round is analyzed. For the rest of frames, it is
substituted by Tp4.

Next, computing the derivative of TIR in (21) respect to p

and posing ddT—ffzo, it yields the following equation

p*(Toae” — Tore”) + p(nTie”
+nTore?)—e” (nTy+nTor) — nT; + nT = 0. (22)

A quadratic equation is obtained, with two solutions for
p that must be found numerically. Then, according to (9),
the frame size which maximizes TIR is obtained as L=n/p.
Thus, Qr=round(log>(n/p)) and

Lf — 2round(log2(n/,o)' (23)

From (22) and (23), it is clear that the L which maximizes
TIR depends on n and on the timing parameters of the RFID
system. To solve (22) for different n, the timing parameters
of Table 3 are used. These parameters are set following the
EPC C1G2 restrictions. Tari is set to the standard’s minimum
of 6.25 us and BLF is set to 40 kbps, conditioning the values
of Taata;» Trreamblepr» Trsyncgr > and TFSyncTR .

The positive solutions of (22) for p are shown in Fig. 1 for
a = 0.01, y=30, and f;;,,x=10. From this figure, it is clear
that the solution of p converges to the value 0.3155, applying
the parameters of Table 3.

0.316

0.3155 |-

0.315

20.3145

0.314 |

0.3135 [

0313t Y A S L I I
2 4 8 16 32 64 128 256 512 1024 2048 4096 8192

n

FIGURE 1. Solution of (22) for p, with « = 0.01, y=30, and fax =10,
varying n from 2 to 8192.

Next, the effect of p over TIR is analyzed for one inventory
round. Analytical results are obtained by evaluating (3) for n
from 2 to 8912 and averaging the results, and they are shown
in Fig. 2.
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TABLE 3. Simulation Parameters according to EPC C1G2 [12].

Parameter Value Parameter Value
Tari 6.25 us BLF 40 kbps
Tpreamblegy — 234.38 us T 87.5 us

TPreambleTR 700.00 HS Ts 75 HS
Trsyncpy 34.38 us Ts 8.75 us
DR, 128 kbps DR 10 kbps
Toa 104.69 us Tor 65.63 us
To. 406.25 us Tor 65.63 us

FIGURE 2. Solution of (22) for p, with « = 0.01, y=30, and fjax=10,
varying n from 2 to 8192.

This Figure demonstrates that the solution of p obtained for
one frame results in the highest TIR for one inventory round.

From this section, it can be concluded that, in order to
maximize TIR, L must be selected considering the specific
timing parameters of the RFID system. Once defined the
strategy to set L, the next section presents the proposed anti-
collision protocol.

IV. THE PROPOSED TAFSA ANTI-COLLISION PROTOCOL
This section applies the results obtained in the previ-
ous section to improve the 7IR of DFSA anti-collision
protocols. As a result, the novel TAFSA protocol, based
on EPC C1G?2, is presented to increase TIR. The proposed
protocol sets L according to the timing parameters of the
RFID system and the tag set size estimated with tMMSE
estimator. TAFSA uses tMMSE because this estimator has
been configured to lower the tag estimation time, contributing
to achieve a faster identification.

Firstly, tMMSE is studied in this section. Next, the protocol
description and its pseudo-code is provided.

A. TAG ESTIMATOR TMMSE

A portion of the identification time is employed in estimating
the tag set size to set an appropriate L. Therefore, in order to
increase TIR, it is desired to decrease the n tags identification
time.

The estimator SMMSE [17] presents a flexible perfor-
mance, because it can be tuned to improve two metrics:
the estimation time ET and the estimation error &,. The
performance of these two metrics can be configured with
two key parameters: Trr determines the limits of the slots
occupancy at which the frame size should be increased, and
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A sets the frame size increase factor. This section presents and
configures the time-Minimum Mean Squared Error tMMSE)
tag estimator, which minimizes E7 in the estimator presented
in [17] while providing an accurate tag estimate. For this
purpose, the value of Tgg and A which minimize ET for a
wide range of tag set sizes is calculated next.

1) DESCRIPTION OF tMIMSE ESTIMATOR
The main novelty of the proposed estimator is the fast esti-
mation performed while scaling to a wide range of tag set
sizes. The estimation process starts when the reader transmits
the 4-bit-length Query Estimation command QE of dura-
tion Tpg, specifying L. Initially, L=1. After receiving this
command, each tag randomly selects a value v between 0
and kL—1, where k represents the tag’s ID length. Then
each tag generates a sequence of length k bits, consisting
of all ‘0’s and sets the (v mod k)th bit to ‘1°, where mod
represents the modulo operation. The generated sequence
is transmitted in the |v/k]th slot of the frame, where
-] operation rounds the element to the nearest inte-
ger towards —oo. Next, the reader orderly receives the
tags’ sequences from slot O to slot L—1 and then builds
the sequence S of length kL bits, by concatenating the
sequences received in each slot: S={so, 51, ... Sxz—1} Where
si€ {0, 1, X}. When s;=X, a bit-collision is detected in posi-
tion i using bit-tracking. Let sb; represent a selected bit in
position 7, so that sh;=1 when s;=1 or s;=X, and sb;=0
otherwise. The reader then computes the tag Response Rate
RR, defined as RR = Y% sb; /kL. Then if RR>Tgg (where
Trr is a threshold value for RR and it is fixed for a complete
estimation round), L is increased by a factor of A, i.e., L=LA.
Then the reader transmits a QE and the previous process is
repeated.

When RR<Tgg, meaning that L is adapted to n, the tag set
size is estimated as the value of n minimizing the probability
function P,, [17]

1\" 2
Pn:<RR—1+<1—E>)
1\" 2
+<1—RR—<1—k—L>> .4

If L is assumed sufficiently large, the tags distribution can

be approximated by a Poisson distribution with mean u = 7.
This yields
Py~ (RR—1+¢ ")+ (RR—1—¢")’. (25

The proposed estimator obtains 7 by finding the minimum

of the function P,. Computing the derivative of P, respect to

W in (25) and posing ”g;f =0, it yields the following equation

e"+RR—-1=0 (26)
Thus, the number of estimated tags is found to be [17]
n=kLj 27

where j1 is the solution of (26) with a numerical method. It can
be solved with a bisection search.
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2) tMMSE CONFIGURATION
In this section, Trg and A are adjusted in order to minimize
ET for a wide range of tags, named {Trr, A} sk -

First, the matrix TM is defined as

_ ety .. ele
™ =1 ... .. (28)
etrl ... el
where
k
ety =) etij(n) (29)
t=1
and
et,;,-(n) = ETlTRR=TRRl-,A=Aj' (30)

TM contains the values of ET provided by tMMSE for each
possible value of the pair Tgg and A, averaged for a wide
range of tag set sizes. To evaluate TM, the vectors TRRy, Ay
and ny, with lengths r, ¢, and ¢ respectively, are defined [17]:
Trry=[0.1,0.2, ..., 1] with r=10,Ay=[1, 1.1, ..., 3] with
¢=21, and ny=[100,200,...,1000] with ¢r=10. For
instance, the element et 3(n=100) corresponds to the esti-
mation time calculated for n=100, Trr=0.1, and A=1.2.

Finally, {Tgrg, A} mmse s calculated as the value of Tgg
and A which minimize ef;; in (29)

[ _
{Trr, Alpmse = arg [Trr, Allmin etj. 3

In order to evaluate (31), one full estimation process is
completed for the tag sets ny, and the vectors RRy and Ay,
and ET are obtained with tMMSE. Finally, Tgg and A mini-
mizing ET are calculated, configuring tMMSE estimator

{Trr, A}amse = {1, 2}. (32)

Once tMMSE is configured, its pseudocode is shown
in Fig. 3, and its performance is evaluated in the next section.

3) tMMSE PERFORMANCE EVALUATION

This section evaluates the performance of tMMSE regarding
the estimation accuracy and time. To measure the accuracy
of an estimation algorithm, the normalized estimation error
is defined in [17] as

(33)

Following the EPC C1G2 constraints, L value must be
a power of 2. Consequently, different 7 may result in the
same Ly (23). Defining ny and n;, as the upper and lower
bound of n, respectively, for which Ly remains invariable,
the same Ly is obtained for any 7 satisfying ne[n — ny, + 1,
n+ ny — 1]. If this condition is satisfied, the performance of
the anti-collision protocol is not affected. Therefore, a vari-
able estimation error is admissible while computing the tag
population size without affecting TIR.

Next, n is evaluated for different tag set sizes to
study if tMMSE satisfies the condition n€[n — np + 1,
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tMMSE implementation for reader

1: L=1

2: while 1 do

3:  Transmit QE

4:  receive S

5:  calculate RR = Zf:LO_I sb; /kL
6: if RR<1 then

7: break

8. else

9: L=2L

10:  end if

11: end while
12: obtain [ by solving (26)
13: calculate n with (27)

tMMSE implementation for tag

1: wait for QE command

: select ve [0, kL — 1]

: generate a k-bit sequence consisting of all ‘0’s
. set the (v mod k)th bit of the sequence to ‘1’

: transmit sequence in slot |v/k ]|

[V B NNV

FIGURE 3. Pseudo-code of tMMSE estimator for reader and tags.

n + ny — 1]. Simulation results are shown in Fig. 4. For
a particular n, the allowed 7 can move inside the shaded
area without affecting 77R. From this figure, it is appreciated
that the previous condition is satisfied for most of the tag
population sizes analyzed. There are two critical ranges, one
from 720 to 770, and the other from 1450 to 1520, where
the 7 provided by the estimator results in a L value out of
the predefined boundaries. Because these two critical areas
are narrow, it can be guaranteed that the estimation error of
tMMSE does not affect 7IR for most n analyzed.

FIGURE 4. Analysis of A using tMMSE varying n from 10 to 2050, with
p=0.315. Shaded area corresponds to /i for which Ly (30) remains
invariable given a tag population n.

Finally, ET and ¢, are evaluated for tMMSE and compared
with those of SMMSE for different tag set sizes. Simulation
results are shown in Fig. 5. From this figure, it can be appre-
ciated that tMMSE lowers ET (solid line) while increasing
&, (dashed line) compared to sMMSE. Additionally, while ¢,
increases with n for tMMSE, it decreases with n for sMMSE.
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FIGURE 5. Evaluation and comparison of the estimation time ET (left,
solid line) and normalized estimation error &, (right, dashed line)
between sMMSE and tMMSE varying n from 32 to 2048.

It can be concluded that the accuracy of tMMSE can be
compromised at the expense of obtaining a faster estimation
in relation to the estimator presented in [17]. Thus, a faster
tag estimator contributes to a faster tag identification process,
which increases TIR.

B. TAFSA PROTOCOL DESCRIPTION

This section presents TAFSA anti-collision protocol, based
on the current standard EPC C1G2. It has been designed to
increase TIR in DFSA anti-collision protocols by considering
the following three strategies.

« Initial tag set size estimation to set the initial L with
tMMSE estimator, configured to lower ET .

o Timing-aware frame size, calculated as a function of
parameter p, according to the RFID system timing con-
figuration. As a result, TAFSA performance is adapted
to the particular timing settings of the system.

o Tag set size re-estimation at the end of each frame to
update L. Estimation is performed with tMMSE using
the information of the selected slots (collision or success
slot) in the current frame.

The pseudo-code for TAFSA to perform one full identifica-
tion process of a set of tags is presented in Fig. 6, and the flow
diagram is shown in Fig 7. Two phases are distinguished in
the process of n tags identification:

Phase I: Initial n estimation.

The identification procedure starts by broadcasting the
QE to estimate initial number of tags inside the inter-
rogation zone of the reader. To estimate the initial n,
the proposed protocol applies tMMSE. The initial frame
size to perform the estimation is 1.

Phase II: Tag population identification.

First, the reader sets the value of p by solving (27). The
value of p is obtained just once at the beginning of the
inventory round, according to the RFID system timing
parameters. Then, the initial L to begin the identification
process is obtained with (23), and the reader starts the
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TAFSA implementation

Phase I
:Trr=1,A=2,L=1
ci =0,cs =0,c, =0,slot=1
: broadcast QE
:n=kLj

AW =

Phase 11
5: Calculate p by solving (27)

6: Q = round(loga(np~ 1)), L = 29
7: Broadcast Qc
8
9

: while 1 do
: read slot and update c;, cs, ck
10:  if idle then
11: c=c +1
12: else
13: if single then
14: Ccs =Cs + 1
15: else
16: ck =ck+1
17: end if
18: end if
19: if slot = L and c; = O then
20: break
21:  else
22: if slot = L then
23: RR, =YY" ssi/L
24: n=0Lj
25: Q = round(log2((n — cs)p™ 1)), L = 29
26: ci =0,cs =0,¢c, =0,slot=1
27: broadcast QA
28: else
29: broadcast QR
30: slot = slot +1
31: end if
32: end if

33: end while

FIGURE 6. Pseudo-code of TAFSA anti-collision protocol.

identification procedure by broadcasting Qc. Each tag
selects a slot in the frame to transmit its ID. The reader
continues the identification process analyzing each slot
of the frame, updating the variables c;, ¢y, and ¢y accord-
ingly, and broadcasting QR to go from one slot to the
next. When the reader reaches the last slot of the frame,
the remaining tag set size is estimated with tMMSE.
In this phase, to avoid the additional latency caused by
the estimation frames of tMMSE, the reader estimates
the number of tags based on the information of the
selected slots in the last identification frame. Let ss;
represent a selected slot in position i, so that ss;=1 under
a collision or a success slot condition, and ss;=0 other-
wise. The reader then computes the Response Rate for
slots as RR; = ZiL:_ol ssi/L, and u=n/L. Thus, n=L/1i,
and [ is obtained by solving (26). In the all-selected-
slots scenario (RRy=1), it is assumed n=2.39¢;+c;, [31].
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Then a new frame is started by broadcasting QA, speci-
fying the new L according to (23).

It is important to note here that, unlike most DFSA pro-
tocols [10], [21]-[25], the initial L for TAFSA is not set to
a fixed value, but it is set according to p and the initial n
estimation with tMMSE. Besides, if the timing parameters
of the RFID system vary, TAFSA adapts to these changes,
obtaining a new solution for p and updating L accordingly.
As a result, the positive performance of TAFSA in terms of
TIR is hardly affected by applying a different RFID system
with varying timing configuration. The next section evaluates
the performance of the proposed anti-collision protocol.

V. EVALUATION OF THE TAG IDENTIFICATION RATE

This section evaluates the performance of TAFSA regard-
ing TIR, and compares it with the anti-collision protocols
of the state of the art presented in Section II.B: Eom [21],
ILCM-FbF [10], ILCM-SbS [22], Chen14 [23], Chen16 [24],
SSA [25], and DSSA [25]. Physical-layer effects are not
considered here, assuming a non-impaired channel and no
capture effect. Note that these assumptions are extensively
used for the analysis of known anti-collision protocols whose
analysis focuses on the media access control layer [7],
[21], [24], [25]. Simulation results are obtained with Matlab
R2017b. A scenario with one reader and a varying number
of tags is evaluated, where the tags are uniformly distributed.
The simulation responses have been averaged over 1000 iter-
ations for accuracy in the results. Timing parameters are set
according to Table 3. Some implementation details must be
taken into consideration:

o The identification time of TAFSA includes the
estimation time E7 employed in Phase I. Thus,
itTAFSA:CsT TY+CkT Tk +cip Ti+Toverheaa+ET . In Phase
I1 ET=0.

o To evaluate the anti-collision protocols’ perfor-
mance with n, the tag set sizes considered are
N=[16, 32, 64, 128, 256, 512, 1024, 2048] and neN.

e L values are limited to power of 2, following EPC
C1G?2 specifications.

o Initial L is set to 16 (Q=4), following EPC C1G2 rec-
ommendation.

o The length of the ID is set to k=128.

Fig. 8 shows that TAFSA clearly improves TIR for all n
evaluated, with an average of 56.7 tags identified per second.
These result are in line with current physical RFID systems
using commercial tags [30]. Buettner and Wetherall [30]
evaluate a system for n=8 and n=16 using BLF=40kbps.
Overall, TAFSA presents a 10% average improvement in
TIR compared to ILCM-SbS, the protocol with the second
highest 77R. Additionally, for all the protocols in the compar-
ison, low variations of TIR with n are obtained, presenting a
quasi-constant behavior for all the range of n evaluated. The
strategies Chen14, SSA, and DSSA present a decreasing peak
in TIR around n = 1024 and n = 2048, because they limit L
to 1024 in both situations.
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FIGURE 7. Flow diagram of TAFSA: (a) for reader, (b) for tags.
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FIGURE 8. Comparison of TIR for all the presented strategies varying n
from 16 to 2048.

The results shown in Fig. 8 correspond to a specific RFID
system, with a particular set of timing parameters. Next,
the protocols’ performance is evaluated in terms of 77R under
different RFID systems, with varying timing configuration.
Assuming that each RFID system is characterized by a par-
ticular DR, and DRy, it is evaluated how the factor DR, /DR;
affects the performance of all the protocols regarding TIR.

Firstly, Tari, which directly affects DR,, is set to 25 us
while BLF is varied from 40 kbps to 640 kbps, according to
the limits of EPC C1G2 [12]. Then, BLF is set to 40 kbps and
Tari is varied from the minimum (6.25 us) to the maximum
(25 ws) value allowed by EPC C1G2. As a result, DR, /DR;
varies from 0.2 to 3.2.

The values of T1, T», and T3 are also affected because they
are set as a function of Tari and BLF . The resulting p value
of TAFSA is also shown. Evaluated results are averaged for
N and shown in Table 4.

Results show that TAFSA presents the highest TIR for
all the range of DR, /DR;. Therefore, there is evidence that
the TAFSA presents a timing-aware frame. Also, the smaller
this ratio, the more notable the improvement in T/R of the
proposed protocol in relation to the rest of the strategies.

When DR, /DR;<3.2, the improvement in 7/R of TAFSA
becomes less significant in relation to the rest of the pro-
tocols. In this situation, BLF is fixed to 40kbps while
Tari is decreased. Fixing BLF to its lowest allowed value
has a negative impact over the total identification time,
because TAFSA presents the highest number of bits per tag
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TABLE 4. Study of the effect of DR, /DR; and p over TIR(tags/s), averaged for N, varying Tari and BLF. Quantities in bold represent the best results
among the protocols in the comparison.

Tari (us) 25 25 25 25 25 25 25 16 11.43  8.89 7.27 6.25
BLF (kbps) 640 320 213.3 160 128 64 40 40 40 40 40 40

1/p 1.21 1.38 1.51 1.63 1.73 210 240 2.67 2.87 3.00 3.10 3.17
DR,/DR; 0.2 0.4 0.6 0.8 1 2 3.2 5 7 9 11 12.8
TAFSA 404.38 277.69 21191 171.94 144.65 80.90 5295 5442 5520 5573 56.10 56.32
Chenl6 395.10 271.82 206.86 16730 14036  77.78 50.66  51.88 5257 5295 53.09 5331
Chenl4 38220 261.84 19920 160.77 13475 7453 4844 49.63 5028 50.62 50.89 51.01
ILCM-SbS 387.74 269.64 20695 167.75 141.18 78.63 5139 5272 53,50 5385 5420 54.30
ILCM-FbF 387.17 264.63 201.28 162.16 13549 7493 4874 50.00 50.64 5093 51.06 51.18
Eom 39593 27173 206.79 167.10 140.01 77.55 5037 51.66 5241 5272 5293 53.09
SSA 390.25 26990 205.87 166.73  140.06 77.90 50.78 52.09 52.83 53.19 5335 53.53
DSSA 39140 26996 20571 166.60 139.79 77.64 50.54 51.77 5251 52.87 53.16 53.25

(see Fig. 10.b). Thus, going back to Table 4, a decrease in
BLF and DR; makes more notable the impact of the bits per
tag increase, slowing down the identification process.

Next, all the protocols are evaluated in terms of the nor-
malized slots and the reader and tag bits, in order to provide
a deeper insight of the TIR results.

A. NORMALIZED SLOTS

The metric TIR is tied to the number of slots employed and
bits transmitted for the complete set identification. A new
metric is presented in this section to fairly measure the total
number of slots. This metric considers the different duration
for each type of slot, since according to EPC C1G2, each
type of slot has its own duration (5), (6), and (7). For this
purpose, the three traditional slots (idle, single, collision) are
normalized to the duration of the shortest one, that is, to 7.
Additionally, they are divided by the tag set size, providing
information about the number of slots per tag. As a result,
the normalized slots are presented next:

o Normalized idle slots per tag : ciy = C’TT% = C'TT
« Normalized single slots per tag: cgy = CSTT %
. .. ks
« Normalized collision slots per tag: ciy = % %
1

o Total normalized slots per tag: ¢,y = ciy + ¢syv + Cry -

With these definitions, the algorithms presented in
Section II.B are evaluated and the results are averaged for N.
Simulation results are shown in Fig. 9.

The proposed protocol presents the highest cjy, with
around 4 normalized idle slots per tag. All protocols in the
comparison update L with a power of 2 value close to n,
except for TAFSA and Chen16. TAFSA updates L with (23),
where p=0.3155, and Chenl16 updates L with L= yn, where
y=1.2. Because TAFSA generates frames with a size around
3.2 times the estimated number of tags (scaled to a power of
2 value), it generates a higher number of slots than the alter-
native protocols, resulting in a higher number of idle slots.
However, idle slots are the shortest of the three types, having
a low impact over the total identification time. In particular,
according to Table 3, an idle slot is around 27 times shorter
than a collision slot. In relation to cgy, the proposed protocol
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FIGURE 9. (a) normalized idle slots per tag c;y. (b) normalized collision
slots per tag cyy. and (c) total normalized slots per tag c;y, varying n
from 16 to 2048.

1024

2048

achieves the lowest value of 5 slots. For all the protocols ana-
lyzed, csn=171.4 assuming ¢, =n. Finally, TAFSA presents
the lowest number of ¢,y , because the reduction in cgy is more
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FIGURE 10. (a) reader bits per tag and (b) bits per tag to identify n tags, varying n from 16 to 2048.

notable than the increase in ¢;y . On average, TAFSA requires
179 normalized total slots to identify one tag.

Recovering the results obtained in Fig. 8 and Table 4, it is
noticed that the reduction in the total normalized slots of
TAFSA results in a higher TIR. That is, the increase in the
number of idle slots is compensated with a decrease in the
number of collision slots.

B. READER AND TAGS TRANSMITTED BITS

In this section, the total number of reader transmitted bits per
tag and the average number of bits transmitted by one tag are
evaluated, because these metrics also influence TIR. Results
are shown in Fig. 10.a and 10.b.

Regarding Fig. 10.a, TAFSA presents the highest number
of total reader bits per tag because of the higher number of c;y
generated. The initial estimation with tMMSE hardly affects
this metric.

Regarding Fig. 10.b, TAFSA presents a higher number of
average bits per tag than the rest of the strategies. An increas-
ing peak appears at n=512, because when n>k, additional
frames are employed in the estimation. The initial tag estima-
tion in phase I greatly affects the number of bits transmitted
by one tag, since each tag must transmit k bits per frame.
The estimation phase is inefficient in terms of bits. How-
ever, it does not have a noticeable negative impact over 7TIR,
because the estimation process of TAFSA is a very short
portion of the tag identification process.

Despite the higher values of the number of tag and reader
bits of TAFSA, the proposed protocol achieves an improved
performance in terms of TIR. This occurs because TAFSA
greatly reduces the total number of collision slots by set-
ting a timing-aware L, reducing the total reader and tags
waiting periods. These waiting periods are represented by
the link timing parameters 77, T2, and 73, as defined in
Section I. During these periods, the reader and the tags do
not transmit any bit. The values used in this work are shown
in Table 3. The total waiting time of a collision slot is defined
by T1+7>=162.50us, while the total waiting time of an idle
slot is T1+73=96.25us. Therefore, the waiting time of a
collision slot is about 1.7 times higher than that of an idle
slot. Overall, it can be concluded that TAFSA results in time
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savings despite the higher number of reader and tag bits,
because the waiting periods are reduced.

Vi. PHYSICAL IMPLEMENTATION FEASIBILITIES
Commercial RFID readers employ the Slot Counter protocol
(used in EPC C1G2), and they do not give the option to
observe or modify the MAC or Physical (PHY) layer behav-
ior. Therefore, it is not possible to physically implement the
different existing anti-collision protocols with commercial
readers. Several works in the literature present a real RFID
system based on a Software-Defined-Radio (SDR) reader
and commercial tags [30], [33], [34]. Because this reader
is software-defined, different anti-collision protocols can be
implemented by writing user-level software in C++.

As a conclusion, and considering that TAFSA is based on
EPC C1G2, an SDR-RFID reader could use TAFSA to read
commercial tags. In this context, the initial tag estimation of
Phase I should be performed by simulation, because current
commercial tags are not capable of interpreting and respond-
ing to the reader command QE. Although this implementation
is out of the scope of this work, this section evaluates the
performance of all the presented protocols in an scenario
which is closer to a real RFID system.

For this purpose, the protocols are evaluated and compared
under two common physical phenomena in RFID systems:
capture effect and detection error. Capture effect is very
common in passive RFID systems [35], and it occurs when
the reader successfully resolves one tag reply in a collided
slot. A different effect is the detection error [36], which
means that a single tag response is detected as idle, due
to fading or interference. As a result, re-transmissions are
required in subsequent slots.

Next, the protocols evaluated in the previous section are
evaluated in terms of the probability of capture effect P, and
the probability of a detection error P;. Timing parameters
are set according to Table 3. Simulation results are shown
in Fig. 11. On the one hand, for a fixed P;, TIR increases
with increasing P, for all the protocols in the comparative
because fewer collided slots and more single slots occur.
On the other hand, for a fixed P, TIR decreases with increas-
ing P4, because a higher number of total slots are required to
complete one inventory round. In Fig. 11(a) and Fig. 11(b),
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FIGURE 11. Evaluation of the capture effect over TIR for (a) P4=0,
(b) P4=0.3. Results averaged for n from 16 to 2048.

the improvement in T/R of TAFSA in relation to rest of the
protocols in the comparison becomes less significant with
increasing P, for the two P, values evaluated, because it
lowers the number of collision slots (see Fig. 9.b) which
results in single slots due to the capture effect.

VIl. CONCLUSION

A novel RFID anti-collision protocol based on the current
standard EPCglobal Class-1 Generation-2 has been presented
to increase the Tag Identification Rate (7IR). TAFSA presents
a timing-aware frame, because its size is set according to the
timing parameters of a real RFID system based on the current
standard.

The metric TIR has been thoroughly studied, analyzing the
main factor which affects it: the frame size L update strategy.
From this study, it has been concluded that in order to increase
TIR, L must be 1/p times the estimated number of tags,
where p is set according to the timing parameters of the RFID
system. Additionally, when selecting the tag estimator, it must
be considered that 71R is unaffected for a variable range of the
estimation error if L is restricted to power of 2 values. This
means that the accuracy of the estimator can be relaxed in
particular applications.

The proposed protocol was compared with several proto-
cols of the state of the art in relation to TIR, and the number of
normalized slots and transmitted bits. Considering a typical
RFID scenario, simulation results showed that TAFSA, with
56.7 tags identified per second on average, achieves a 10 %
average improvement in 7/R in relation to the strategies of the
comparison. Therefore, TAFSA is a suitable candidate where
high TIR is sought in passive RFID.
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Abstract: The growing interest in mobile devices is transforming wireless identification technologies.
Mobile and battery-powered Radio Frequency Identification (RFID) readers, such as hand readers and
smart phones, are are becoming increasingly attractive. These RFID readers require energy-efficient
anti-collision protocols to minimize the tag collisions and to expand the reader’s battery life.
Furthermore, there is an increasing interest in RFID sensor networks with a growing number of
RFID sensor tags. Thus, RFID application developers must be mindful of tag anti-collision protocols.
Energy-efficient protocols involve a low reader energy consumption per tag. This work presents a
thorough study of the reader energy consumption per tag and analyzes the main factor that affects
this metric: the frame size update strategy. Using the conclusion of this analysis, the anti-collision
protocol Energy-Aware Slotted Aloha (EASA) is presented to decrease the energy consumption
per tag. The frame size update strategy of EASA is configured to minimize the energy consumption
per tag. As a result, EASA presents an energy-aware frame. The performance of the proposed
protocol is evaluated and compared with several state of the art Aloha-based anti-collision protocols
based on the current RFID standard. Simulation results show that EASA, with an average of 15 mJ
consumed per tag identified, achieves a 6% average improvement in the energy consumption per tag
in relation to the strategies of the comparison.

Keywords: radio frequency identification; EPC-global standard; anti-collision; tag estimation; energy-aware

1. Introduction

Radio Frequency Identification (RFID) technology is becoming increasingly popular to the point
where almost anything can be tagged. This is mainly because the cost of commercial RFID tags is
negligible compared to the value of the products to which they are attached. Current examples of
RFID expansion can be found in sensing, activity recognition and localization systems [1,2].

RFID technology uses a spectrum of radio frequency to transfer the identification information
between two communication devices: reader and tags [3]. The coexistence of several tags provides
RFID technology with a great flexibility at the expense of the tag collision problem. Tags share the same
communication channel (the air) and may respond simultaneously to the same interrogation command,
interfering and garbling their waveforms. The reader then is unable to interpret the information
received from the tags, requiring a re-transmission and extending the tag identification time.
Anti-collision protocols are then proposed to arbitrate tags’ responses and to increase the number of
tags identified by a time unit.

In the literature, three main types of anti-collision protocols have been reported: Aloha-based,
tree-based and hybrid protocols. The three types of protocols can be applied to active (battery-operated
tags), passive (tags backscatter information) or semi-passive (combination of active and passive) RFID
systems. Tree-based protocols [4-6], in essence, split colliding tags into subsets and further split the subsets
repeatedly up to the successful response of all the tags that are within the interrogation zone. Aloha-based
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protocols [7] divide time into frames so that tags randomly choose one slot per frame to respond. While
in Frame-Slotted Aloha (FSA), the frame size L is fixed during the identification process, in Dynamic
Frame Slotted Aloha (DFSA), it is variable, and the protocol’s performance is greatly influenced by the
update of L. The fact that the standard EPC-global Class-1 Generation-2 (EPC C1G2) [8] currently uses
a DFSA structure to arbitrate collisions highlights the research relevance of this scheme. For this reason,
this work focuses on DFSA protocols. Finally, hybrid protocols combine the advantages of tree and Aloha
protocols [9].

RFID systems, which have already been adopted in applications such as supply chains, are now
considered a front-runner of the ubiquitous era with the emergence of mobile RFID [10]. Currently,
mobile and battery-powered RFID readers, such as hand readers and smart phones, are increasingly
being used [11,12]. Most popular applications focus on RFID-based indoor localization and identification
systems with mobile readers [13-15]. Therefore, it is desired to expand the reader’s battery life by using
an energy-aware tag anti-collision protocol. This work presents the Energy-Aware Slotted Aloha (EASA)
anti-collision protocol.

Defining 7 as the the total number of tags inside the reader interrogation zone and defining E as
the total amount of energy consumed by the reader to identify the # tags, the metric E/n is defined
as the energy per tag identified consumed by the reader, in one identification round. The ratio E/n
provides information not only about the energy consumption of the RFID system using a particular
anti-collision protocol, but it also provides information about the scalability of the system. Ideally,
if the system is scalable to large population sizes, the ratio E/n should not vary considerably with
increasing 1, meaning that the reader energy consumption per tag is approximately constant and
independent of n. In previous research, most energy saving protocols aim to reduce the energy cost of
the reader and tags separately for active RFID systems [16-19]. They are not suitable for passive RFID
systems. Other recent works focus on passive RFID systems, but they use tree-based anti-collision
protocols [4,11,20].

The proposed protocol updates the frame size so that E/#n is minimized. To do so, the frame size
is set as a function of the estimated tag set size and the parameter p. The parameter p is defined as the
ratio between the tag set size n and the frame size L, and its value is updated with the characteristics of
the physical RFID system. The results of the performance evaluation show that the proposed protocol
decreases E/n in relation to the strategies in the comparison. The following main contributions are
made in this work:

1. Analytical study of the L that minimizes the E/n metric.

2. Presentation of a novel anti-collision protocol: EASA; the proposed protocol applies the results
obtained in the previous contribution to decrease E/#n in an RFID system based on EPC C1G2.

3. E/n evaluation of EASA and comparison with several anti-collision protocols of the state of
the art.

The rest of the paper is organized as follows. Section 2 presents the RFID Standard EPC C1G2 and
several related Aloha-based anti-collision protocols in the literature. Section 3 provides a thorough
analysis of the main factor that affects E/n and obtains the value of L that minimizes it. The proposed
EASA anti-collision protocol is presented in Section 4. Section 5 provides the results of the performance
evaluation followed by the study of the physical identified limitations and future work in Section 6.
Finally, Section 6 concludes this paper.

2. Background

Some definitions are provided to properly set the background of this work and to better
understand the main contributions: Bulleted lists look like this:

e A command is a bit-string transmitted by the reader to the tags.
e An inventory round is the period of time that begins when the reader transmits the initial
command (Qc), and it ends when the reader interrupts the identification process and the tags
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loose their state. Ideally, an inventory round ends when all the tags in the reader interrogation
zone have been identified.

* Aslotis a period of time that separate tags’ responses. Conventionally, three types of slots are
considered attending to the tags’ responses to the reader’s commands: idle (none of the tags reply),
single (only one tag replies) and collision (more than one tag replies in the same slot). The duration
of each type of slot is referred as T;, Ts and Ty, respectively. These slots are accurately specified
in the current standard [8], and their duration is determined by the link timing parameters
(Ty, To, T3).

* A frame is a sequence of slots. Tags can respond in only one slot per frame. An identification
process is composed of a set of frames.

The strategies analyzed in this work are based on the RFID transmission model between the
reader and the tags defined in Figure 1, meeting EPC C1G2 requirements [8]. In this figure, three types
of slots are represented: a single slot, with only one tag response (x), a collision slot, with three tags’
simultaneous responses (xxx) and an idle slot, with no response. According to this figure, a single slot
has a duration T;, and this slot involves two reader commands and two tag’s responses. A collision
slot has a duration Ty, and it involves one reader command and one tags’ response. Finally, an idle
slot has a duration T;, and it only involves one reader command. The parameter T; refers to the time
needed for the tags to generate their responses after every reader command. The parameter T, refers
to the time needed for the reader to receive all the tag transmissions. Finally, a slot will be considered
idle when the reader waits for the tags’ responses for a time T3.

Now that the main concepts have been explained, the current standard in the RFID system
is presented.

| | | | | | I |
Reader|QR,QAl | I | ACK | (| QR,QA : :
| Lo | Lo
| | | | | | Lo
Tag | I |RN16| | ID | | Lo
| | Tl I'T. T, | 17,0 751
| mEY P > = PLEVILER
Loodobo L d_ Lo __d_] Lo—old_ )
T A ,-
LN ] X XXX [N ]
/// Tk \5
| e P |
QrROA | | |
| | |
| Lo |
I | lRNlSTI
| 17, 1751
I 5 l(—zk

Figure 1. Link timing of EPC C1G2.

2.1. RFID Standard EPC C1G2

EPC C1G2 [8], the current standard in RFID systems, defines the requirements followed by the
proposed protocol in this work. EPC C1G2 employs a DFSA protocol to arbitrate collisions, known
as the Slot Counter protocol. The probability of collision is sensitive to the choice of L, which is
dynamically updated by means of the parameter named Q (L = 29). The optimum L setting depends
on the unknown number of responding tags.

The slot counter protocol schedules tags’ responses along time slots. In order to manage the
identification process, the reader begins with transmitting Qc once and then alternates between the
QueryAdjust(QA) and QueryRep(QR) commands. QA starts a new frame with the updated size
and arranges that the tags randomly select a slot in the frame (the initial value of their internal slot
counter SC), while QR tells the tags to decrement SC. Thus, when SC = 0, the tag transmits a 16-bit
random number (RN16); and once it is acknowledged (ACK), the tag transmits its EPC code of length k.
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2.2. Background of DFSA Anti-Collision Protocols

Currently, the EPC C1G2 standard is followed by most RFID manufacturers, enhancing the
research relevance of DFSA-based protocols. Consequently, many DFSA protocols based on the
standard have recently appeared with the main objective of improving a set of metrics regarding the
process of tag identification. Several DFSA protocols can be found in the literature that update L using
the tag set size estimated by the reader, referred to as 7.

Prior to presenting the most relevant single-reader strategies, a system model with one reader
and n tags is defined. A DFSA frame of size L is defined. The variables c;, c; and c; correspond to
the number of single, collision and idle slots in the frame, respectively, and up to the current slot.
Additionally, ps, px and p; correspond to the probability that only one tag, no tag or more than one tag
occupies a slot, respectively. The examination slot refers to the particular slot within each frame where
L is updated. Some of the most relevant DFSA-based protocols in the literature are introduced next.

2.2.1. Eom

Eom et al. [21] introduced a DFSA anti-collision protocol that updates L according to the estimated
tag set size. The estimation algorithm is based on the number of collided tags per slot, referred to as
7. On the one hand, the protocol proposed by the authors in [21] shows a positive performance in
terms of the estimation error and the total number of slots used for identification. On the other hand,
the authors did not distinguish between the three types of slots to measure the total number of slots.
Thus, the comparison with the rest of the protocols is unfair.

2.2.2. ILCM-FbF

The protocol Improved Linearized Combinational Model with Frame by Frame examination of L
(ILCM-FDF) for the optimal frame size adaptation was introduced by Solic et al. in [7]. The authors
presented a DFSA protocol based on the estimation of the tag population with a linear function that
depends on ¢, and L. Then, at the end of the frame, L is updated using the value of 7i. The simulation
scenario is limited, because the results are only compared with the slot counter protocol.

2.2.3. ILCM-SbS

The protocol Improved Linearized Combinational Model with Slot by Slot examination of L
(ILCM-SbS) was presented by Solic et al. in [22] as an improved version of ILCM-FbF [7]. Simulation
results showed that ILCM-SbS lowers the time required to identify a set of tags compared with some
protocols of the state of the art. However, this strategy might overload a reader that has only a limited
capacity, because L is calculated at every slot.

2.24. Chenl4

Chen [23] presented an anti-collision protocol (Chenl14) that examines L at just one slot
per frame, determined as L/i, claiming to significantly reduce the number of total examination
slots. The presented protocol updates L as a function of 7, and then, L is updated based on 7.
Simulation results showed an improved performance in terms of normalized throughput, defined as
Throughput = cs/(cs + ¢ + ¢;). However, this metric assumes equal duration for each type of slot,
and contrasting the EPC C1G2 requirements, these slots have different durations.

2.2.5. Chenlé6

Chen proposed in [24] an anti-collision algorithm (Chen16) based on the early and optimal
adjustment of the frame length with the aim of maximizing the normalized throughput (U), defined
as U = (csTs)/ (csTs + ¢;T; + ¢, Ty). This protocol was presented as an extension of the study in [23].
In this Chenl16 protocol, the tag set size is estimated in every frame at the examination point L/5.
The value of this slot has been selected as the slot where maximum U is obtained. Based on the
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previous 7, if a new frame is required, the author updates L with the variable y, where y is expressed
as a second-order polynomial.

Simulation results show competitive values regarding U, but the function defined to set y is not
valid for all the range of T/ T;. Particularly, if T >> T;, y takes negative values, leading to negative
values for L. Additionally, the examination point L/5 has been set based on a particular scenario with
specific timing parameters. Therefore, this value might not be appropriate for a scenario with different
timing settings of the RFID system.

2.2.6. SSA and DSSA

The Segment-by-Segment Aloha protocol (SSA) was proposed in [25] to effectively decrease the
frame adjustment times with satisfactory throughput. In this protocol, one frame is composed of a
set of slot-segments, and each slot-segment is composed of s; continuous time slots, where 5; = 4.
In order to increase the throughput of SSA, the authors introduced the Dynamic SSA (DSSA) protocol.
DSSA varies s; dynamically by tracking, in real time, the number of single slots. Both protocols
present a positive performance regarding the throughput and the number of tags identified per second.
However, the authors assume a simulation scenario where the protocols are compared with just one
additional protocol, and for one specific scenario, with a particular set of timing configuration.

3. Energy-Aware Aloha Frame Analysis

Traditionally, the most common metric to evaluate the performance of an RFID anti-collision protocol
has been the Slot Efficiency (SE) [26], defined as SE = ¢,/ (c; + ¢ + ck). Ideally, an anti-collision protocol
is desired to reach SE = 1, meaning that just one slot per tag is required for the complete tag set
identification. However, this is not achievable in practical applications, where collision and idle slots are
present. An anti-collision protocol reaches the maximum SE when the frame size equals the number of tags,
thatis L = n [26]. However, this condition only applies when T; = Ts = Ty. The EPC C1G2 standard specifies
different durations for idle, single and collision slots, referred to as T;, T; and Tj. Therefore, traditional SE
is not a meaningful parameter to measure the performance of an RFID system. To mitigate the different
slots” duration effect, the metric Time_SE is introduced in [27] Time_SE = ¢/ [ctota1 + (B — 1)ci], where
Crotal = Ci+cs+cx and B = T;/Ty. This metric considers different durations for Ty and T;, but it assumes
T; = Ty and does not include the time overhead information.

In order to provide an accurate evaluation of an RFID system, this work focuses on the metric E/n,
defined as the energy per tag identified consumed by the reader in one inventory round. This metric
considers different durations for T;, T and T.

The energy consumed by the reader during the identification of a whole set of tags, defined
as E, is modeled in [4]. The authors present an energy consumption model where E depends on
the power required by the reader to transmit and receive information to and from the tags. During
the identification process, the reader transmits a set of commands and a Continuous Wave (CW) to
power up passive tags, with power P . To receive the data from the tags, the reader needs an extra
power Py.. Defining E;/n and E, /n as the energy per tag identified consumed by the reader during
the transmitting and receiving states in one inventory round, one obtains:
E_E K

n n n

1)

where:
E; = Ptx (CSTS + Cka + CiTi) (2)

and:
E; = Py, [cs(Trni6 + Tepc) + ckTrN16) 3)
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The durations of the slots, T;, Ts and Tk, are set according to the standard:

Ti = Tl + T3 + Tcommandr (4)
Ts = 2T1 + Trnie + 2T2 + Tack + Tepc + Teommands ()

and:
Tk = Tl + TRN16 + T+ Tcommand (6)

where T,,,mand refers to the duration of the reader transmitted command Qc, QA or QR, referred to
as Toe, Toa and Tg, respectively. In every frame, the reader will transmit just one QA or Qc in the
first slot, and in the rest of slots, it will transmit QR commands. Assuming a frame with sufficiently
large L, T;pmmand = Tor is applied in (4)—(6) when one frame is analyzed.

The parameters T, Tga and Tgpg are calculated as the reader-to-tag synchronization time Trsyyc,; Or
Tpreambiegy, defined in [8] plus the length of each parameter divided by the reader data rate DR, calculated
as DRy = 1/ ((Tuatay + Taata,)/2), where Tyayq, = Tari and Tyay,, = 1.5-Tari. Tari represents the reference
time interval for a data-0 transmission. Thus, Toe = Trsyncy, +22bits/ DRy, Toa = Tpreamplerr +9 bits/ DRy
and TQR = TPreambleRT + 4 bits/ DR,

The parameter Try16 and Tgpc refer to the time the tag employs to transmit RN16 and its EPC,
respectively. They are calculated as the tag-to-reader synchronization time Tpyeampie;, Plus the length
of each parameter divided by the tag data rate DR, calculated as DRy = BLF /M. The parameter BLF
refers to the backscatter-link frequency. Thus, Trn16 = Tpreambiery + 17 bits/ DRy and Tepc = Tpreambiery
+ 129 bits/DR;. Finally, T4ck corresponds to the duration of the reader command ACK, and it is
obtained as Tack = Tpreambleg; + 18 bits/ DR;. Table 1 summarizes the calculation of the reader and
tag messages’ durations.

Table 1. Main EPC C1G2 timing parameters’ calculation.

Parameter Description Calculation
Tiatag Duration of a reader data-0 Tari
Tiata, Duration of a reader data-1 1.5-Tari
Tpreambiery ~ Duration of R-T Preamble  Tye; + Tjasa, + RTcal + TRcal
TrSyncer Duration of Frame Sync. Tael + Tagra, + RTcal
Tpreamblerg Duration of T-R 7/DRt
DRr Reader data rate 1/ ((Tgatay + Tdata,)/2)
DRt Tag data rate BLF/M
To, Duration of a Qc Trsyncyy +22/ DRy
Toa Duration of a QA Tpreamblerr + 9/ DRy
Tor Duration of a QR Tpreamblers +4/ DRy
Tack Duration of a ACK Trsyncyy + 24/ DR,
TrRN16 Duration of tag RN16 23/DRt
Tepc Duration of tag EPC 135/DRt

In the next section, the energy per tag identified consumed by the reader in one frame is
analyzed, and the optimal L is derived to minimize the reader energy consumption in an RFID
identification process.

Frame Size Calculation to Minimize the Reader Energy Consumption

Defining E(n,L)/cs(n, L) as the energy per tag identified consumed by the reader in one frame,

one obtains:
E(n,L) Ei(n,L)
= +
cs(n, L) cs(n, L)

)
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where:
En,L) _ Py (el LT + 60 LT, + (0, L)T)) o
cs(n, L) cs(n, L)
and:
Er(n,L) _ P, [es(n,L)(Trn16 + Tepc) + (1, L) Trivie) ©)

cs(n, L) cs(n, L)

where ¢5(n,L), ¢x(n, L) and c¢;(n, L) represent the expected value of the number of single, collision
and idle slots in a frame, respectively. From (8) and (9), it follows that E(n,L)/cs(n, L) is mainly
influenced by the number of each type of slot and their duration. On the one hand, T;, T; and Tj, are
fixed for a particular RFID system, and they remain constant for one frame. On the other hand, c;(n, L),
cs(n, L) and c(n, L) strictly depend on the anti-collision protocol employed to identify the tag set and,
particularly, on the strategy it uses to update L.

In order to perform the analysis that derives the optimal L to minimize E(n,L)/cs(n,L), a system
model with one reader and n tags is defined. The probability that b tags among n occupy a slot within
a frame of size L can be approximated by a binomial distribution Py (1, L) [28]:

Py(n, L) = <’;) <i>b <1 - i)nb. (10)

If L is assumed sufficiently large, the tags distribution can be approximated by a Poisson
distribution with mean p.

p="1 an

When b = 0in (10), c;(n, L) can be approximated by:

ci(n,L) = Lp;(n,L) =L <1 — IlJ)" ~ Le™". (12)

When b = 1in (10), ¢s(1, L) can be approximated by:

1 n—1
cs(n,L) = Lps(n,L) =n (1 - L) ~ Lp <n/np/f 1) e P (13)

Then, cx(n, L) can be approximated by:
ck(n,L) = L-p(n,L) = L(1 = po — p1). (14)

Substituting (12)—(14) into (8) and (9) and applying n% L 7 ~ 1, the following expressions
are obtained:

E¢(n, L) ~ Pu [Tspe P+ Tie ™ + T (1 — (14 p)e )]

15
Cs pg*P ( )
and: E.(n L T T P4+ T
r(n,L) p,, Trnie pe ® = Tepc e + Tepc (16)
Cs ; oe 4
Next, computing the derivative of E(n,L)/cs(n, L) in (7) with respect to p yields:
$504 = 500 + 244 =, BT, Tt @
and posing % % = 0 yields the following equation:
P T;
pef —ef +1 = L (18)

PtYTk + PT’XTEPC'
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Solving (18), the value of p that minimizes E(n, L)/cs(p) is obtained:

Py (T; — Ty) — Pr, Tepc

=1+W
p e(Pthk + PT’XTEPC)

(19)

where W(x) represents the Lambert W-function.
Then, according to (11), the frame size that minimizes E(n,L)/cs(n, L) is obtained as L = n/p.
Following the EPC C1G2 constraints, the L value must be a power of two. Thus, Q = round(logz(n/p)) and:

[ — pround(logy(n/p)] (20)

4. RFID Anti-Collision Protocol Energy-Aware Slotted Aloha

In this section, the analysis of the energy-aware Aloha frame presented in Section 3 is applied to a
DFSA anti-collision protocol, resulting in the Energy-Aware Slotted Aloha (EASA) protocol. EASA
is based on EPC C1G2, regarding the reader and the tag operation. The pseudocode of EASA is
presented in Algorithm 1. First the operation of the reader is presented, then the operation of the tag.
The variable slot_index represents the reader’s internal counter, which keeps track of the present slot
in the current frame.

Algorithm 1 Pseudocode of EASA. First, the operation of the reader is presented, then the operation of the tag.
Reader Operation

1: Initialization: slot_index =1, L = 29
2: calculate p by solving (19)

3: broadcast Qc

4: while 1 do

5 read slot and update c;, cs, ck
6 if slot_index = L then
7 i =MMSE(c;,cs, cx)
8: Q=log[(A—cs)/p], L= 2round(Q)
18 elsl%roaclcas’c QA
11: slot_index = slot_index +1
12: broadcast QR
13:  endif

14: end while

Tag Operation

1: while energized by the reader do

2:  receive reader’s commands
3:  if QA or Qc then
4 Generate SCe[0,L — 1]
5. else
6: if QR then
7 SC=S8C-1
8 end if
9: endif
10:  if SC =0 then
11: transmit RN16
12: if ACK then
13: transmit EPC
14: end if
15:  endif

16: end while

First, the reader sets the value of p by solving (19). The value of p is obtained just once at the
beginning of the inventory round, according to the RFID system parameters P , P, T;, Ty and Tgpc.
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These parameters define the particular RFID system used. Then, the initial L to begin the identification
process is obtained with (20), and the reader starts the identification procedure by broadcasting
Qc, specifying the initial Q value of the tags. Each tag selects a slot in the frame to transmit its
EPC. The reader continues the identification process analyzing each slot of the frame, updating the
variables c;, ¢s and ¢ according to the tags’ responses:

*  Only one tag response is detected: cs = ¢s + 1.
e  Two ore more tags response are detected: ¢y = cx + 1.
¢  No tag response is detected: ¢c; = c; + 1.

Then, the reader broadcasts QR to go from one slot to the next. When the reader reaches the last
slot of the frame, the remaining tag population size is estimated with a traditional Mean Minimum
Square Error (MMSE) estimator [28]:

ci(n, L) Ci 2
it =minl||| cs(n,L) | — | cs = min {[ci(n, L) — ¢ + [es(n, L) — cs]* + [cx(n, L) — ck]z} . (21)
! cx(n, L) Ck "

This estimator compares the expected value of the number of idle, single and collision slots at the
end of the frame (¢;(n, L), ¢s(n, L) and ¢, (n, L), obtained with (12), (13) and (14)), with the observed
numbers (c;, ¢s and cg). Then, 71 is obtained as the value of 1, which minimizes the mean square error
of the expected and observed values. Finally, the frame size is updated with (20), and a new frame is
started by broadcasting QA, specifying the new L. The tag operation follows the EPC C1G2 standard
behavior (see Section 2.1). Therefore, EASA is compatible with commercial RFID tags.

EASA presents an energy-aware frame, because this protocol sets the frame size according to p and
f1 so that E/#n is minimized. Besides, if the timing parameters of the RFID system vary, EASA adapts to
these changes, obtaining a new solution for p and updating L accordingly. Furthermore, EASA can be
physically implemented in a real system and commercial tags, because EASA is based on EPC C1G2.

5. Energy Evaluation

This section evaluates the performance of EASA regarding the energy per tag identified consumed
by the reader in one inventory round E/n and compares it with the anti-collision protocols of the state
of the art presented in Section 2.2: Eom [21], ILCM-FbF [7], ILCM-SbS [22], Chen14 [23], Chenl6 [24],
SSA [25] and DSSA [25]. Physical-layer effects are not considered here, assuming a non-impaired
channel and no capture effect. Note that these assumptions are extensively used for the analysis of
known anti-collision protocols whose analysis focuses on the media access control layer [4,21,24,25].
Simulation results were obtained with MATLAB R2017b. A scenario with one reader and a varying
number of tags is evaluated, where the tags are uniformly distributed. The simulation responses have
been averaged over 1000 iterations for accuracy in the results. Timing parameters are set according to
Table 2. Before proceeding with the performance evaluation, some implementation details must be
taken into consideration:

¢  To evaluate the anti-collision protocols” performance with #, the tag set sizes considered are
N = [16,32,64,128,256,512,1024,2048] and n € N.

e L values are limited to a power of two, following the EPC C1G2 specifications.

e  Theinitial L is set to 16 (Q = 4), following the EPC C1G2 recommendation.

*  Thelength of the EPCis set to k = 128.
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Table 2. Simulation parameters according to EPC C1G2 [8].

Parameter Value Parameter Value

Tari 6.25us BLF 40 kbps
Tpreampleg; 23438 ps T 87.5us
Tpreamplery ~ 700.00 ps T, 75 us

Trsyncer 34.38 us T3 8.75 us

DR, 128 kbps DR; 10 kbps

TQA 104.69 us TQR 65.63 Hs

To. 406.25 us Tok 65.63 us

Figure 2 shows that EASA clearly improves E/n for all n evaluated, with an average of 15 mJ
consumed by the reader per tag identified. Overall, EASA presents a 6% average reduction in E/n
compared to ILCM-5bS, the protocol with the second lowest E/n. Additionally, for all the protocols in
the comparison, low variations of E/n with n are obtained, presenting a quasi-constant behavior for
all the range of n evaluated. The strategies Chen14, SSA and DSSA present an increasing peak in E/n
around n = 1024 and n = 2048, because they limit L to 1024 in both situations. From this figure, it can
be concluded that the solution of p obtained for one frame results in the lowest energy consumed by
the reader in one inventory round.

‘ —+— EASA —©—Chenl6 —%— Chenl4 ——|LCM-SbS ILCM-FbF Eom —P— DSSA —*&—SSA
T T T T T T T T T S A L N ‘1
16.5
(;\\ —— i
S 167 e * i
é © D
c
~
w155 |
K
15 :
16 32 64 128 256 512 1024 2048

Number of tags, n

Figure 2. Evaluation of the energy consumption per tag in one inventory round, varying n from
16-2048, with P;, = 825 mW and Pr, = 125 mW. EASA, Energy-Aware Slotted Aloha; ILCM-SbS,
Improved Linearized Combinational Model with Slot by Slot; FbF, Frame by Frame; DSSA, Dynamic
Segment-by-Segment Aloha.

Next, all the algorithms presented in Section 2.2 are evaluated in terms of the number of slots and
the reader and tag bits, in order to provide a deeper insight into the E /n results. Results are averaged
for N.

Figure 3 shows the evaluation results of the number of slots. The proposed protocol presents the
highest c;, with around 3-7 idle slots per tag, while the alternative protocols show around 1-2 idle
slots per tag. All protocols in the comparison update L with a power of two value close to 7, except for
EASA and Chenl16. EASA updates L with (20), where p = 4.13, and Chen16 updates L with L= y1,
where y = 1.2. Because EASA generates frames with a size around 4.13-times the estimated number
of tags (scaled to a power of two value), it generates a higher number of slots than the alternative
protocols, resulting in a higher number of idle slots. However, idle slots are the shortest of the three
types, having a low impact on the total identification time. In particular, according to Table 2, an idle
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slot is around 27-times shorter than a collision slot. In relation to ¢, the proposed protocol achieves
the lowest value of 0.1-0.4 collision slots per tag.

Recovering the results obtained in Figure 2, it is noticed that the reduction in the number of
collision slots per tag of EASA results in a lower E/n. That is, the increase in the number of idle slots
is compensated with a decrease in the number of collision slots.

|+EAS/—\ “©-Chen16 <¥-Chen14 ¢ ILCM-SbS ILCM-FbF Eom -B-DSSA “#-SSA

8 1.2 : :
i
1r i
6 7 I
0.8 4 . ]
= - —— g v
X L 4 = 4
o~ 4 &< 0.6 \i\‘\<q
0.4] 1
2 \‘%_ﬁ—ﬂ\& 7
— A 0.2 b
0 . . . . . . 0 | . . . . .
16 32 64 128 256 512 1024 2048 16 32 64 128 256 512 1024 2048
Number of tags, n Number of tags, n

(@) (b)

Figure 3. (a) Total number of idle slots per tag c¢;/n and (b) total number of collision slots per tag cx/n,
varying n from 16-2048.

Next, the total number of reader transmitted bits per tag and the average number of bits
transmitted by one tag are evaluated, because these metrics also influence E /5. Results are shown in
Figure 4a,b.

Regarding Figure 4a, EASA presents the highest number of total reader bits per tag because of
the higher number of ¢;/n generated. Despite the higher values of the number of reader bits of EASA,
the proposed protocol achieves an improved performance in terms of E/n. This occurs because
EASA greatly reduces the total number of collision slots, reducing the total reader and tag waiting
periods. These waiting periods are represented by the link timing parameters T1, T, and T3, as defined
in Section 2. During these periods, the reader and the tags do not transmit any bit, but the reader
consumes energy from its battery by transmitting the CW. Using the values of Table 2, the total waiting
time of a collision slot is defined by T7 + T, = 162.50 ps, while the total waiting time of an idle slot is
Ty + T3 = 96.25 ps. Therefore, the waiting time of a collision slot is about 1.7-times higher than that
of an idle slot. Overall, it can be concluded that EASA results in energy savings despite the higher
number of reader bits per tag, because it highly reduces the number of collision slots and the waiting
time periods.

Regarding Figure 4b, EASA presents the lowest number of bits per tag compared the rest of the
strategies, with an average of 146 bits. Because EASA generates fewer c/n (see Figure 3b), tags suffer
fewer collisions, and therefore, they transmit fewer bits.
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]
o

240 b

(o2}
ol
T

I
N
N
o

T

L

D
o
T

I
N
o
o

T

I

o
o
T

I

Bits per tag
[
©
o

Reader bits per tag

I

2

45 | | T s . —— 140 . . . | . .
16 32 64 128 256 512 1024 2048 16 32 64 128 256 512 1024 2048
Number of tags, n Number of tags, n

(a) (b)

Figure 4. (a) Reader bits per tag and (b) bits per tag to identify n tags, varying n from 16-2048.
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5.1. Effect of Py, and P, on E/n

Next, the total energy consumption for n tags’ identification is evaluated when P;, and P,, are
varied for two different tag set sizes (n = 64 and 1024). Firstly, E/n is evaluated when P, is fixed
to 125 mW, and P, takes two values, 125 and 825 mW. Next, E/n is evaluated when P;, is fixed to
825 mW, and P, takes the values 25 and 800 mW. These values of P;, and P, have been selected
considering that a typical commercial RFID reader, by regulation, provides a maximum output power
of 1 W. The rest of the parameters are set according to Table 2. Simulation results are shown in Table 3.
When P, is set to 125 mW, all the protocols in the comparison show a similar behavior, presenting
an increasing E/n with increasing n and increasing P;,. When Py, is set to 825 mW, E/n increases
with increasing 1, but it hardly varies for the two P,, values analyzed. In conclusion, for all the
protocols analyzed, the reader transmitting power P greatly affects the energy per tag identified
consumed by the reader in one inventory round, and the higher P, for a particular Pr,, the higher
E/n. Furthermore, it can be seen that the protocols with the lowest number of slots (see Figure 3) and
bits per tag (see Figure 4) present the lowest energy consumption (see Figure 2). Therefore, these two
parameters are key regarding the energy efficiency of an anti-collision protocol.

EASA presents the lowest E/n for all the combinations of P;, and P, evaluated. This occurs because
the value of p is calculated as a function of these parameters (see (19)). Therefore, EASA presents an
energy-aware behavior, because this protocol adapts to different values of P;, and P;,, lowering the overall
E/n in relation to the alternative protocols.

Table 3. Energy consumption per tag E/n (m]) evaluation varying P;, and Py, for n = 64 and n = 1024.
Each combination of P, and P, results in a different p value for EASA. Quantities in bold represent
the best results among the strategies in the comparison.

P,, = 125 mW P, =25mW | P, =800mW

x

|
P, =125mW | P, =85mW | P, = 825 mW
|

p | 7.41 | 413 3.39 | 7.32

Protocol | m=64 n=1024 | n=64 n=1024 | n=64 n=1024 | n=64 n=1024

EASA 2.63 2.44 15.32 14.91 15.10 238.04 17.20 257.10
Chenl6 2.76 2.60 15.86 15.73 15.56 248.63 18.12 273.58
Chenl4 2.81 2.66 16.10 15.98 15.75 279.68 18.51 279.68
ILCM-SbS | 2.77 2.44 15.84 15.19 15.60 240.69 18.17 257.88
ILCM-FbF | 292 2.85 16.46 16.74 16.10 262.95 19.09 300.00

Eom 2.83 2.67 16.19 16.03 15.80 252.84 18.52 281.47
DSSA 2.77 2.57 16.00 15.64 15.66 247.32 18.16 271.18
SSA 2.76 2.53 15.88 15.50 15.63 245.10 18.12 266.85

5.2. Effect of Tari and BLF on E/n

The results shown in Figure 2 correspond to a specific RFID system, with a particular set of timing
parameters, defined in Table 2. This work assumes that the two key parameters that define an RFID
system are Tari and BLF, because most of the configuration parameters are obtained as a function of
these two. Next, the protocols” performance is evaluated in terms of E/# for different RFID systems
with varying Tari and BLF. The two parameters are varied from the whole range of values allowed by
EPC C1G2 [8]. The values of P, and P,, used are set according to Table 2.

The different values of Tari and BLF greatly affect the performance of EASA, because they result
in different values of p to update the frame size L. As was shown in Section 3, the value of p is obtained
as a function of T;, Ty and Trpc (see (19), which ultimately depends on Tari and BLF. Therefore,
the value of p also depends on Tari and BLF

Firstly, Tari is set to 25 ps, while BLF is varied from 40-640 kbps. Then, BLF is set to 40 kbps,
and Tari is varied from the minimum (6.25 us) to the maximum (25 ps) value allowed by EPC C1G2.



Sensors 2018, 18, 1904 13 of 16

As aresult, 1/p varies from 1.36-4.13. The values of Ty, T, and T3 are also affected because they are set
as a function of Tari and BLF. The evaluated results are averaged for N and shown in Table 4.

Table 4. Study of the effect of Tari and BLF on E/n (m]). Results are averaged for N. Tari and BLF are
varied from the maximum to the minimum values allowed by EPC C1G, resulting in different p values
for EASA. P;_ and P, are set to 825 mW and 125 mW, respectively. Quantities in bold represent the
best results among the protocols in the comparison.

Tari (us) 25 25 25 25 25 25 16 11.43 8.89 7.27 6.25
BLF (kbps) 640 320 213.3 160 64 40 40 40 40 40 40

1/p 136 1.61 181 198 266 3.07 3.44 3.71 3.90 4.03 4.13

EASA 213 310 412 504 1053 16.40 1587 15.56 15.37 1524 15.17
Chenl16 212 3.09 4.06 503 1085 16.67 1628 16.07 1594 15.88 15.84
Chenl4 206 310 407 505 1093 16.81 1642 16.23 16.11 16.05 16.00

ILCM-SbS 216 312 4.08 5.03 1073 1643 16.02 1584 1572 15.63 15.56
ILCM-FbF 217 318 419 520 1128 1737 1698 16.77 16.67 16.58 16.54

Eom 211 311 409 508 11.02 1694 1655 1635 1623 1615 16.12
DSSA 213 310 408 505 1088 16.73 1631 1612 1598 1592 15.87
SSA 215 310 408 504 1083 16.62 1623 16.01 1590 1580 15.75

Overall, E/n decreases with increasing BLF for a particular Tari for all the protocols evaluated.
It is important to note that a higher BLF involves a faster tag (higher data rate DR;). Therefore, if DR;
increases, the reader consumes a lower amount of receiving power E,, reducing the overall E/#n.

EASA presents the lowest E/n when 1/p>2.66. Therefore, there is evidence that EASA presents
an energy-aware frame. Furthermore, the higher the value of 1/p, the more notable the improvement
in E/n of the proposed protocol in relation to the rest of the strategies. This occurs because the frame
size of EASA increases with increasing 1/p (see (20)), decreasing the probability of collisions. As1/p
decreases, the performance of EASA deteriorates. In this situation, the probability of collision in EASA
is higher than in the previous situation (L is smaller for the same 7). As a result, the reader consumes a
higher amount of transmitting and receiving power E, and E;, increasing the overall E/n of EASA.

5.3. Analysis of Communication Channel Effects on the Battery Lifetime

An ideal communication channel has been considered in the previous analysis, where there
are no communication errors between the reader and the tags, and tags are uniformly distributed
inside the reader interrogation zone. However, the capture effect is very common in passive RFID
systems [29]. This phenomenon occurs when the reader successfully resolves one tag reply in a
collided slot. A different effect is the detection error [30], which means that a single tag response
is detected as idle, due to fading or interference. As a result, re-transmissions are required in
subsequent slots.

These two effects will influence the protocols’ performance in terms of the metric E/n. As a result,
the reader battery lifetime will be also affected. This section evaluates the protocol’s performance in
terms of the reader’s battery duration under the capture effect and the detection error. For this purpose,
an RFID system with 7 passive tags and one battery-operated reader is considered. The reader operates
from a lithium rechargeable battery, which has 0.48 k] of energy [31]. The reader is assumed to transmit
until all n tags are read and is not affected by its orientation to the tags.

Next, the percentage of the reader energy consumed from the battery to identify n = 1024 tags
with respect to the total battery capacity is measured when the capture effect P, and the probability of a
detection error P; are present in the communication channel. First, E (J) is evaluated for n = 1024 for all
the protocols. Then, the percentage is obtained considering that 0.48 k] represents 100% of the battery
capacity. The timing parameters of Section 5.1 are used. Simulation results are shown in Table 5.
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Table 5. Percentage (%) of the reader battery consumed to identify n = 1024 tags. The reader uses a
lithium battery, which has 0.48 k] of energy [31]. The protocols are evaluated in terms of the probability
of the capture effect P; and the probability of a detection error P;. The timing parameters of Section 5.1
are used. Quantities in bold represent the best results among the protocols in the comparison.

P, 0 0 0 0.2 0.2 0.2
P, 0 0.1 0.2 0 0.1 0.2

EASA 318 3.18 317 322 321 3.20
Chenl6 336 330 325 333 328 325
Chenl4 341 335 330 344 339 335

ILCM-SbS 324 322 319 325 322 3.20
ILCM-FbF 357 351 346 361 350 3.44
Eom 342 339 340 343 344 337
DSSA 331 326 324 324 324 323
SSA 334 331 333 332 333 333

On the one hand, for a fixed P, the reader battery consumption decreases with increasing P, for
all the protocols in the comparison because fewer collided slots and more single slots occur. On the
other hand, for a fixed P, the battery consumption increases with increasing P;, because a higher
number of total slots is required to complete one inventory round.

Table 5 shows that the improvement of EASA in relation to the rest of the protocols in the
comparison becomes less significant with increasing P.. The capture effect leads to collision slots
becoming single slots. Therefore, a high P. will be favorable to protocols with a high number of
collision slots. Because EASA achieves the lowest number of collision slots (see Figure 3b), P, has a
smaller impact on EASA performance compared to the alternative protocols. This behavior is more
notable for P; = P, = 0.2, where EASA and ILCM show the same percentage.

Assuming a reader with a lithium rechargeable battery of 0.48 k] of energy, the reader will be
capable of reading up to 32,201 tags with the EASA protocol (performing 31.45 identification cycles of
1024 tags) before the battery is empty (in the scenario with P; = P, = 0). In contrast, if the reader uses
ILCM-FbF (the protocol with the highest E), the number of tags read is reduced to 28,683 tags, which
represents 3517.8 fewer tags than in the case of using EASA.

The results of this section show that the battery consumption of a mobile RFID reader that is
working in an communication channel with the capture effect and detection error will be minimized if
the reader employs EASA. Therefore, EASA provides a longer battery lifetime for the reader than the
alternative protocols.

6. Conclusions and Future Work

A novel RFID anti-collision protocol based on the current standard EPC-global Class-1
Generation-2 has been presented to decrease the energy per tag consumed by the reader E/n.
EASA presents an energy-aware frame, because this protocol sets the frame size according to the
parameters p and 7 so that E/#n is minimized.

The metric E/n has been thoroughly studied, analyzing the main factor that affects it: the frame
size L update strategy. From this study, it has been concluded that in order to decrease E/n, L must be
1/ p-times the estimated number of tags, where p is set according to the timing and power parameters
of the RFID system T;, Ty, Tepc, P, and Py, .

The proposed protocol was compared with several protocols of the state of the art in relation to
E/n and the number of slots and transmitted bits. Simulation results showed that EASA, with an
average 15 mJ per tag consumed by the reader, achieves a 6% average improvement in E/# in relation
to the strategies of the comparison. Therefore, EASA is a suitable candidate where energy-efficiency is
sought in passive RFID.
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Several works in the literature present an SDR-RFID system [32-34] to evaluate the performance
of the slot counter protocol (used in EPC C1G2) in a real scenario. In these systems, it would be possible
to analyze the capture effect and the detection error in a real scenario. Because EASA is based on EPC
C1G2, it can be physically implemented with an SDR-RFID system and commercial tags. Although
this implementation is out of the scope of this work, it is proposed as future work.
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Abstract

The growing interest in asset recognition is making Radio Frequency Identification
(RFID) technology increasingly attractive, to the point where almost anything can be
tagged. The coexistence of several tags sharing the reader interrogation zone provides
RFID technology with a great flexibility at the expense of the tag collision problem.
Considering that most RFID applications require fast and energy efficient tag identifi-
cation rate, many Dynamic Frame Slotted Aloha (DFSA) anti-collision protocols have
been recently proposed, based on EPCglobal Class 1 Generation 2, the current stan-
dard in RFID. Addressing the current interest in DFSA protocols which aim to improve
the performance of the current standard, this chapter analyzes, evaluates, and classi-
fies the most significant DFSA protocols. Furthermore, the physical implementation
feasibility in a real scenario of these protocols is discussed.

Key Words: Radio Frequency Identification (RFID), EPCglobal standard, anticolli-
sion, tag estimation, frame update policy, energy aware.
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1. Introduction

The fourth industrial revolution is coming, promising to bring together the worlds of
production and network connectivity in an Internet of Things (IoT) [1]. One capa-
ble and feasible technology to build in intelligence to a product is Radio Frequency
Identification (RFID) technology [2]. This technology is currently the most popular
technology for item identification and tracking, and thus the main enabler for the IoT
vision. The huge improvement in Ultra High Frequency (UHF) RFID, is leading to a
widespread diffusion of several kinds of passive RFID tags in products.

The coexistence of several tags in the same interrogation zone provides RFID tech-
nology with a great flexibility at the expense of the tag collision problem. Tags share
the same communication channel (the air) and may respond simultaneously to the
same interrogation command, interfering and garbling their waveforms. The reader
then is unable to interpret the information received from the tags, requiring a re-
transmission, and extending the tag identification time. Anti-collision protocols are
then proposed to arbitrate the tags responses and to increase the number of tags iden-
tified by a time unit, while keeping low the energy consumed during the process.

There are several papers comparing the performance of the most important Dy-
namic Frame Slotted Aloha (DFSA) anti-collision protocols for RFID [3—-6]. However,
they do not study their physical implementation feasibilities. Besides, a key limitation
of these papers is that they only survey protocols published before the year 2010. The
paper [7] presents a more recent classification of DFSA protocols, but their physical
implementation is not covered, and protocols based on tag estimation are not included
in the classification. Related to the physical implementation of an RFID anti-collision
protocol, there are three main works in the literature presenting a Software Defined
Radio (SDR) system to implement one. The authors in [8] study the performance of
two protocols, but the analysis is limited to 16 tags. The authors in [9, 10] also eval-
uated the performance of an anti-collision protocol in an SDR system, but fixed-size
frames are used within an inventory round. Also, the experimentation in [9] is limited
to 16 tags.

Overall, the authors believe that this is the first work in the literature covering both
the study and classification of up-to-date DFSA protocols, and a discussion of their
potential physical implementation. This chapter focuses on the most significant up-to-
date DFSA anti-collision protocols for RFID, covering their functionality as well as
their physical implementation in a real RFID system.

The rest of this chapter is organized as follows. Section 2 provides a general
overview of RFID technology. Section 3 introduces the tag collision problem. This
is followed by a survey of the main state-of-the-art DFSA anti-collision protocols and
a discussion about their physical implementation capabilities. After that, Section 5
provides the experimental results of the performance evaluation in a real scenario of
two different DFSA anti-collision protocols. Finally, Section 6 concludes this chapter.

2. Overview of RFID technology

RFID is an automatic wireless data collection technology with a long history. First
functional passive UHF RFID systems with a range of several meters appeared in
early 1970s [11]. Since then, RFID has experienced a tremendous growth. At first
glance, the concept of RFID and its application seems simple and straightforward. But
in reality, RFID is a technology that spans systems engineering, software development,
circuit theory, antenna theory, radio propagation, microwave techniques, receiver de-
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sign, integrated circuit design, encryption, materials technology, mechanical design,
and network engineering, to mention a few. This chapter focuses on the network stack
development, in particular, on the Medium Access Control (MAC) layer.

2.1. Operation principles

A typical RFID system consists of a reader, antennas, tags, and a control unit (often
a computer). The reader uses connected antennas to wirelessly communicate with the
tags inside the interrogation zone using radio waves. The typical application of RFID
technology is to read the identification code ID stored inside tags, which uniquely
identifies them. Tags can be then attached to a wide variety of objects to uniquely
identify them. RFID is often applied to inventory and asset management, as well as to
electronic identification and tracking.

2.2. Classification

RFID originated from RADAR technology, and it has greatly evolved since then. Tra-
ditionally, the main purpose of RFID tags was to track and identify objects. Cur-
rently, there are tags which are also capable of performing sensing and computational
tasks [12]. RFID systems can be classified into three groups according to their form
and functionality.

1. Active RFID.
Includes tags with a battery which emit radio signals, acting as a classical
transceiver. These can have a very long range and they do not require a complex
or expensive interrogator. They can be based on protocols such as ZigBee, Blue-
tooth / BLE, or LoRa. These are still considered RFID tags even though they do
not use backscatter!.

2. Semi-Passive RFID.
Includes tags which communicate with the reader using backscatter and which
use a battery to power digital logic in the tag.

3. Passive RFID.

Includes tags without batteries which use backscatter to communicate with the
reader. Passive RFID tags can be classified into four main groups.

(a) Chip-based ID tags.
Tags with an integrated circuit containing digital logic. These tags are de-
signed to operate in one of the three following frequency ranges:

i. Low Frequency (LF) - NFC 125 kHz.
ii. High Frequency (HF) - NFC 13.56 MHz.
iii. Ultra High Frequency (UHF) - EPC C1G2 [13] 900 MHz.

(b) Chipless ID tags.
Tags without an integrated circuit which still can backscatter their ID in
some way. There are two main types of chipless ID tags.
i. UHF Surface Acoustic Wave (SAW) tags. Their operation is based
on micro-acoustics of piezoelectric crystals instead of semiconductor
physics [14].

"Form of communication used by most commercial RFID tags. It consists of the variation of the amplitude
of the incoming electromagnetic waves, which are reflected back in the tag antenna according to the digital data
which is required to transmit.
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ii. Other chipless UHF/microwave band tags. Currently, these types of
tags are only seen in research.

(c) Computational RFID (CRFID) and RFID sensor tags.
Currently there is a growing class of battery-free computational and sens-
ing tags which go beyond simple barcodes replacement functionality. Two
main groups of CRFIDs have been reported in the literature.

i. UHF WISP, NFC-WISP, UMass Moo.
These are re-programmable and open source tags for rapid implemen-
tation of battery-free sensing or other applications [12].

ii. Digital UHF sensor and actuator tags such as Farsens products.

(d) Chipless UHF sensor tags.
These tags are shown only in research, and they can do sensing tasks using
chipless methods.

3. The tag collision problem

Typically, an RFID communication system needs at least one reader and one or more
tags. All the participants must share a unique communication channel: the air. Given
the boom in the use of HF, UHF, and microwaves frequency ranges for communica-
tions, the readers’ detection range has been greatly increased. As a consequence, it
is very common to find several tags active in the same frequency, transmitting signals
simultaneously.

Due to the shared nature of the communication channel, signals coming from dif-
ferent tags often collide, producing interferences and cancellations. The interferences
produced between the messages transmitted by the tags are known as message col-
lisions, and they cause illegible and lost data. In the field of RFID, this problem is
known as the tag collision problem and it represents a focus of interest in current re-
search. Collisions oblige the reader to retransmit commands asking for the tag’s ID,
wasting bandwidth, increasing the identification time and the power consumption of
the global system.

Due to the restrictions in RFID, traditional multiple-access methods can not be
applied to this technology to avoid the tags collisions. While classic multiple-access
protocols chase a performance and stability improvement, as well as a reduction in the
packets delay; collision-resolution protocols in RFID seek for a reduction in the total
time required to identify a set of tags and in the energy consumed during the identifi-
cation process. Due to their particular characteristics in addition to the different goals
they chase, collision-resolution protocols in RFID are called anti-collision protocols.

In RFID, a collision occurs when two or more tags transmit their message simul-
taneously, as showed in Figure 1.

The two main characteristics desired for an anti-collision protocol are:

e Fast identification: the time employed for identifying the tags located in the
reader interrogation zone must be as low as possible, so that it results impercep-
tible.

e Minimum energy consumption: both active and passive tags must strive to
achieve a low power consumption. Thus, the hardware complexity must be min-
imized and the amount of information exchanged between the elements in the
system must be reduced.
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Figure 1. The tag collision problem in RFID

3.1. Anti-collision protocols

Some definitions are provided next to properly set the background of anti-collision
protocols.

e slot: period of time that separates the tags’ responses. Conventionally, three
types of slots are considered, in terms of the tags’ responses to the reader’s
commands: single (only one tag replies), collision (more than one tag replies in
the same slot), and idle (none of the tags reply). In this context, the variables
Cs, Ck, and ¢; correspond to the number of single, collision, and idle slots in a
frame, respectively.

e frame: sequence of L slots, where L represents the frame size. Tags can only
transmit their response in one slot per frame.

e gquery: bit-string command transmitted by the reader to the tags.

e inventory round: period of time that begins when the reader transmits the initial
query Qc and it ends when the reader interrupts the identification process and
the tags loose their state. Ideally, an inventory round ends when all the tags in
the reader interrogation zone have been identified.

The main existing anti-collision protocols in the literature can be classified into Aloha-
based and tree-based protocols [15].

Tree-based protocols [16], in essence, split colliding tags into subsets, and further
split the subsets repeatedly up to the successful response of all the tags that are within
the interrogation zone.

Aloha based protocols divide time into slots and tags randomly choose one slot to
respond. These protocols present four main variants. In Pure Aloha (PA), a tag will
respond to the reader command randomly after being energized. Slotted Aloha (SA)
divides time into slots and schedules tags to respond only at the boundary of the time
slots. Frame Slotted Aloha (FSA) and Dynamic Frame Slotted Aloha (DFSA) divide
time into frames and frames into slots and mandate each tag to respond in only one
slot per frame. While in FSA the frame size is fixed during the identification process,
in DFSA it is variable. The fact that EPCglobal Class-1 Generation-2 (EPC C1G2),
the current standard in RFID, uses a DFSA structure to arbitrate collisions, highlights
the relevance of this scheme. This chapter focuses on DFSA protocols.
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3.2. Slot Counter anti-collision protocol

EPC C1G2 [13] employs a DFSA protocol to arbitrate collisions: the Slot Counter
protocol. It specifies the transmission frame size L as a power of two, taking the value
L =29 where Q € Nand 0 < Q < 15. It also defines the parameter @ fp to update
the frame size, with Q@ = round(Qy,). Figure 2 shows a flow chart of Slot Counter

protocol.
# of tag
responses

Qp=max(0,Qp+C) Qp=min(15,Qs,-C)
| 1 l

A 4

(@)

Power
up
Receive reader’s
command

Transmit
RN16

(b)

Figure 2. Flow diagram of Slot Counter anti-collision protocol: (a) for reader, (b) for tags

The reader starts the inventory round by transmitting Qc, and then alternates be-
tween QueryAdjust (QA) and QueryRep (QR) queries. QA starts a new frame with
the updated L value and implies that tags must randomly select a slot in the frame (the
initial value of their internal slot counter SC'), while QR tells the tags to decrement
SC'. Thus, when SC=0, the tag transmits a 16-bit random number RN 16. The frame
size is set as L=29, and its value is dynamically updated with the parameters () and
C, where Q=round(Q) s, ). Regarding the time slot occupancy, there are three possible
scenarios to update the value of @) ¢y, as shown in Figure 2.
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o Single slot: ()¢, remains unchanged. In this case, the reader replies to the tag
with an AC K command followed by the same RN 16 received by the tag, and
the tag transmits its ID.

e Collision slot: Q s,=Q rp+C
o Idleslot: Qfp,=Qp—C

Next, the reader readjusts the frame size to L = 29 where Q = round(Q ).
The next section introduces the main DFSA protocols of the state-of-the-art and
classifies then according to their L update algorithm.

4. Dynamic Frame Slotted Aloha anti-collision proto-
cols

Most RFID manufacturers currently follow the EPC C1G2 standard, enhancing the
research relevance of DFSA protocols. Consequently, many DFSA algorithms have
recently appeared in the literature to solve the RFID tag collision problem. They all
share the dynamic nature of the frame size update along one inventory round. How-
ever, each of them applies a different strategy to give a particular value to the frame
size.

A wide variety of DFSA protocols can be found in the literature which update L
with the aim of improving different metrics regarding the process of tag identification.
They all share the fact that the reader adjusts L within an inventory round according
to the responses from the competing tags in each slot. In each frame of an inventory
round, the frame size is adjusted at some specific slots, referred as update slot in this
chapter. There are three main strategies which a DFSA protocol can follow to select
the update slot:

e cvery slot of the frame is an update slot.
e only the last slot of the frame is an update slot.

e a particular slot within a frame is an update slot, referred as pointer slot in this
work. The pointer slot is usually set as a fraction of the frame size.

Some protocols present a two-phase tag identification process [17, 18], and they use a
combination of the previous strategies. A frame update strategy in DFSA involves two
main steps:

1. Calculation of L at the update slot.

2. Decision whether to break the current frame and start a new one, or to proceed
with the next slot of the current frame.

The generic procedure of a DFSA protocol following EPC C1G2 requirements is
presented in Figure 3. Firstly, the reader transmits a query (Qc,QA,QR) and waits for
the tags’ responses. At the end of each time slot, the reader updates the parameters
s, Ck, and c¢; accordingly. Next, if the current slot is an update slot, the algorithm to
update L is executed. Otherwise, the reader proceeds with the next slot of the frame.
Finally, when the reader reaches the last slot of the frame, it starts a new frame.

4.1. Survey and classification

Establishing a clear classification of all DFSA protocols is not straightforward. A
key feature which characterizes a DFSA protocol is the procedure it follows to up-
date the frame size along the identification of a set of tags. The optimization of a
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Figure 3. Flow chart of a generic DFSA anti-collision protocol.

DFSA protocol in the sense of the proper frame size selection has direct impact on
energy consumption [10]. Therefore, this optimization is of great interest for design-
ing RFID applications. To this end, this section establishes a classification of the main
anti-collision protocols in the current state-of-the-art according to their frame update
strategy. The classification is showed in Table 1. It is also showed the strategy which
each protocol uses to set the update slot.

The number of tags that enter into the coverage area usually varies randomly, thus
the number of tags that compete in each frame is unknown to the reader, and the frame
size adjustment is not trivial. Two main strategies can be found in the literature to
update the value for the frame size in DFSA protocols: the first calculates L as a
function of the parameter (), and the second sets L as a function of the estimated
number of tags 7.

e Parameter Q: f(Q)
The frame size can be adjusted by controlling the number and states of the slots
in each frame with parameter (), so that @) increases when collisions are de-
tected, and decreases with increasing number of idle slots. Several approaches
in the literature update L by adjusting @): Q+ [19], Enhanced Slot Count algo-
rithm [20], Improved Q [21], Fast Q [22], Slot Counter [13], and FuzzyQ [23].

e Tag set size estimation

Many works in the literature have addressed the tag estimation task in order to
provide an optimal frame size according to the estimated number of tags. It
is known that a DFSA protocol reaches its maximum throughput, defined as
the ratio between the number of tags and the total number of slots required to
identify them, when the frame size is equal to the number of tags [15]. Therefore,
in order to optimize this metric, the reader should set the frame size equal to the
estimated number of tags.

Once the tag set size has been estimated, the next step is to calculate L according
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to n. Two main strategies to set L as a function of # can be found in the literature,
and they are presented next (see Table 1).

— Continuous function of n: f(7)

The first strategy sets L as a continuous function of 7. The reader analyzes
the information extracted form the tags’ responses (cs,cg,c;) and sets L as
a function of these values. Several anti-collision protocols follow this strat-
egy: DFSA with Tag Enhanced Estimation (TEM) [24], Chen and Lin [25],
Bayesian slot [26], Chen [27], Eom [28], Linearized Combinational Model
(LCM) SbS [29], Improved Linearized Combinational Model ILCM) [30],
Early adjustment algorithm [31], and Improved Linearized Combinational
Model (ILCM) SbS [32].

— Look-up table (LUT) according to 7: LUT(72)
The second strategy is to set L according to an LUT based on n. The
idea is to define different ranges of n and assign a different value of L for
each range of n. Several approaches in the literature follow this strategy,
including Vogt [33], FSA Type C-J [34], Optimal Interval Transmission
Control Solution (OITCS) [35], MSE based FSA [36], Fast in-frame ad-
justment [37], ds-DFSA [38], and DS-MAP [18].

4.2. Physical implementation capabilities

Commercial RFID readers are generally black box systems which provide only lim-
ited configuration, and they do not give the option to observe or modify the MAC or
Physical (PHY) layer behavior. Therefore, it is not possible to study the physical im-
plementation of existing anti-collision protocols. There are some high-end RFID test
equipment available in the market to evaluate the tag performance [39]. However, they
are closed source, expensive, and generally do not allow complete control over the
PHY and MAC layers.

To give the users control of the PHY and MAC layers of an RFID system, a Soft-
ware Defined Radio (SDR) platform for low-level UHF RFID experimentation was
presented in [9]. SDR is an innovative technology in which all the physical parameters
of a radio front-end are completely software defined. The reader is implemented with
an Universal Software Radio Peripheral (USRP) that implements EPC C1G2, and it is
capable of identifying off the shelf Gen2 tags. All the signal processing is performed
in a standard Linux PC, and the software is built on top of GNU radio. Given the
importance of the frame size value on the performance of an RFID system, this SDR
platform is very attractive to test the implementation feasibility and the real perfor-
mance of anti-collision protocols.

To manage the tag collisions, this reader implements an FSA protocol. Thus, the
frame size is not updated, but L is set to a constant value for a complete inventory
round. This protocol only considers two types of slots, of equal duration: success slots
and non-success slots. Idle and collision slots are assumed as non-success slots. Also,
the reader transmits an ACK in every slot, resulting in a waste of energy when no tag
actually responded.

Since this reader is software-defined, the implemented FSA protocol can be trans-
formed into a DFSA protocol by re-writing user-level software. The anti-collision
protocol should be implemented in C++. In order to implement a DFSA anti-collision
protocol in the SDR reader presented in [9], the following modifications should be
made.
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e The reader should differentiate between the three types of slots (collision, idle,
single) in order to update cy, c;, and cg, and to execute the frame update algo-
rithm.

e The reader should not transmit ACK if an idle slot is detected.

o At the end of each frame, the reader should transmit a QA query to start the next
frame instead of transmitting Qc.

All the protocols presented in Table 1 can be implemented in an SDR system if
the three suggested modifications are made, and they must restrict their frame size to
a power of 2 values to follow the EPC C1G2 requirements.

Furthermore, it is important to note that EPC C1G2 considers a variation of ) from
the current frame to the next in zero or one unit (new value is setas @ — 1, Q, Q + 1).
While Qc specifies the @ value, QA only indicates the variation of current () in one
or zero unit. For this purpose, the reader must transmit Qc to start the initial frame,
and QA to start the rest of the frames in one inventory round. Therefore, if a DFSA
protocol needs to update L with a new () value which differs from the current one in
more than one unit, transmitting just one QA query is not appropriate. In this case,
three main solutions are proposed:

e transmit Qc with the new () value,
e transmit more than one consecutive QA,

e modify the query QA. The last 3 bits of this query indicate the variation of ), so
there are 8 different possible values. As a result, () could vary in up to 3 units:
Q+0,0Q+1.Q0—-1,Q+2,Q—2,Q+ 3,Q — 3. This QA modification can
be easily implemented in the SDR reader. However, commercial tags will not be
able to interpret this new functionality.

Considering the evaluation of the SDR RFID system with commercial tags, the third
proposed solution is discarded. In relation to the first and second solutions, the query
Qc contains 22 bits, while QA requires 9 bits. Although QA requires fewer bits than
Qc, transmitting more than one consecutive QA takes longer time, because the reader
must wait for the tag to decode the query before transmitting an additional one.

4.2.1. Protocols not following EPC C1G2

The previous section discussed the implementation of DFSA protocols following EPC
C1G2. This section discusses the physical implementation feasibility of protocols
which do not follow EPC C1G2 constrains. A clear example of this group are tree-
based protocols [40].

There are some anti-collision protocols which require reader queries which are
not part of EPC C1G2. Using the presented SDR, this would not be a problem in
terms of the reader side of the protocol, since the reader behavior is defined by soft-
ware. However, commercial tags will not be able to interpret and respond to these
additional commands. Recently, the authors in [12] developed a software-defined tag,
referred as WISP, whose responses to the reader’s commands can be defined by soft-
ware. Therefore, protocols which are no compliant with EPC C1G2 completely, could
be implemented with an SDR reader and WISP tags.

5. Physical implementation of a DFSA protocol

In the previous section it was mentioned that in order to implement a DFSA anti-
collision protocol in the SDR system presented in [9], three main modifications must
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be made. This section presents the feasibility of those modifications. Besides, two
different DFSA protocols are evaluated in a real scenario using an SDR reader.

Next, the following three main modifications are made to the SDR reader in order
to be able to implement a DFSA protocol.

e A threshold energy value Ey, is set for the energy of the received signal E,. to
detect an idle response. Thus, an idle slot occurs when the energy of the received
signal is lower than this threshold; that is, when E,.<FE,,.

e If an idle slot is detected, the reader does not transmit ACK. As a result, idle
slots duration is shortened and the identification process is accelerated.

e The query Qc will be transmitted when the variation in () is greater than one unit
at the end of each frame. The query QA will be transmitted otherwise.

In order to differentiate between idle, single, and collision slots, the reader follows
the algorithm presented in Figure 4. First, the reader measures the energy of the re-
ceived signal F,.. If E,.<F,;, then the slot is considered idle. If F,.>F};,, the reader
then transmits ACK and waits for the EPC message. After its reception, it checks the
CRC contained in the EPC message. If the CRC'is correct, then the slot is a single
slot. Otherwise, a collision slot is assumed.

As it can be seen from Figure 4, a slot is considered as a collision when E,.> Fy,
and the received C'RC' from the tag is not correct. In the experimental real scenario
evaluated, there are two main situations which are assumed as a collision slot by the
reader:

1. collision type 1: there is a real tag collision, that is, two or more tags transmit
their RN16 in the same time slot.

2. collision type 2: only one tag transmits the RN 16, but the reader receives and
decodes an erroneous C'RC. In some scenarios, a single tag in a slot is not
always successfully detected, since its amplitude is of lower level than required
for a successful detection. This may be caused either by multipath effects or if
during the interrogation the tag loses its power and cannot backscatter the full
response.

On the contrary, there are two main situations which are assumed as a single slot by
the reader:

1. single type 1: only one tag backscatters the RN 16 and the reader correctly de-
codes the CRC.

2. single type 2: more than one tag backscatter the RN'16 in the same slot, but the
reader successfully resolves one tag reply. It can occur because tags response
amplitudes can vary due to different distances from the reader antenna, or due to
multipath fading present in the channel. This is known as the capture effect [41].

The presented tags’ behavior will affect the performance of the anti-collision protocol,
and it should be studied for the particular protocol implemented in the SDR reader and
the particular real scenario.

The transmission model for the proposed SDR system, meeting EPC C1G2 [13]
requirements, is showed in Figure 5. The duration of each type of slot, single, collision,
and idle, is referred to as T, T}, and T, respectively. 717 refers to the time interval
between a reader query and a tag response, while 75 refers to the time interval between
a tag transmission and a reader query. Tga, TQr, T, and Tack refer to the time
the reader needs to transmit QA, QR, Qc, and ACK, respectively. Finally, Trn16 and
Trpc refer to the time required by a tag to transmit R/N16 and EPC, respectively. It
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Figure 4. Slot type differentiation in the proposed SDR reader.

is appreciated that a single and collision slot have the same duration. The duration of
each type of slot is obtained as:

Ty =Ts =T1 +Trn16 + T2 + Tock + Tepc + 1o, (N

T; =11 +TrNn1e + 1o, (2)

S5.1. [Experimental set up

In this section, the proposed SDR RFID system is implemented in a real scenario to
evaluate its performance. The block diagram of the system is showed in Figure 6, and
the real implementation is presented in Figure 7. A commodity USRP FLEX900 is
utilized, with a single SBX daughterboard, a Gigabit switch, and a PC. The transmit
and receive ports of the daughterboard are connected with two circularly polarized
patch antennas of 6dBi gain. Figure 8 shows a closer look into the switch and the
USRP used.

Several off-the-shelf Alien-9640 tags [42] were used to evaluate the inventory pro-
cess. They were attached to foam boards (30.5 cm x 91.5 cm), each board containing
16 tags. On board tags were vertically separated 1.5cm from each other. Figure 9
shows one of the boards employed. These boards were inserted into a 3D-designed
plastic rack, facing the antennas, as showed in Figure 7. The rack was placed Im
above the floor. The separation between panels is 4 cm to avoid interference between
tags. The distance between the first panel inserted into the rack and the antennas was
about 50cm. The reader was configured to follow the parameters presented in Table 2,
following the EPC C1G2 requirements. The transmission power of the reader was set
to 13.37 dBm, measured with a mixed-signal oscilloscope. Next, one inventory round
with a duration of one frame of 16 slots (L=16) was executed to ensure that the reader
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Figure 6. Block diagram of the proposed SDR RFID system.

can differentiate between the three types of slots. For this purpose, 16 tags (n=16)
were placed in the reader interrogation zone. At the end of the frame, the signal re-
ceived at the USRP source was saved and then plotted with MATLAB R2017a. Figure
10 shows slots 2, 3, and 4 (collision, single, and idle, respectively). This figure shows
the equal duration for single and collision slots.

The next section validates the operation of the proposed SDR system by evaluating
the performance of an ideal DFSA protocol and the Slot Counter protocol. For this
purpose, three different tag set sizes are evaluated, n=16, 32, and 64, by inserting 1,
2, and 4 foam boards into the rack.

It is important to note that during RFID inventories, transmission losses due to
fading may cause power outage events to the tags, which loose their state and abandon
the ongoing identification round [43]. Therefore, the reader might miss some tags
present in the interrogation area, and all the n tags are not identified in every single
inventory round. Lost tags enter the identification process again when the next frame
starts. Because this work focuses on the experimental performance of anti-collision
protocols, an inventory round is assumed valid when at least 93.75 % of the n tags
were identified (60 tags for n=64, 30 tags for n=32, and 15 tags for n=16) and the
current frame was terminated. Furthermore, the reader must always end the current
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Figure 7. Experimental setup.

frame before terminating the inventory round.

5.2. Ideal DFSA protocol

As mentioned in Section 4.2, a DFSA protocol reaches its maximum throughput,
defined as
Cs

CS+C¢+C]€,

throughput = 3)
when L=n for a particular frame. This section evaluates the performance of an ideal
DFSA protocol implemented in the SDR RFID system presented in the previous sec-
tion. It is called ideal because the reader knows the number of tags inside the interro-
gation zone at the beginning of an inventory round. Thus, the reader can easily obtain
the number of the remaining unidentified tags at the start of each frame, referred as
n,, in this work, by subtracting the number of single slots from the initial number of
tags. Thus, n,=n initially, and n,=n—c, at the start of each frame. Consequently,
the reader can set the new frame size as L=n,,.
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Figure 8. Switch and USRP for the experimental setup.

Figure 9. One of the foam boards employed in the setup.

5.2.1. Evaluation and comparison of the throughput in an ideal DFSA
protocol

Firstly, the experimental throughput is evaluated and compared with the analytic val-
ues. In order to perform an analysis of the throughput in (3), a system model with
one reader and n tags is defined. The probability that r tags among n occupy a slot
can be approximated by a binomial distribution P, [33]

(0

When r = 0 in (4), the probability of an idle slot p; is obtained as

1 n
pi<1L> . 5)

Then, the expected number of idle is
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Figure 10. Capture of 3 slots in one FSA frame, with L=n=16.

When r = 1 in (4), the probability of a single slot p is obtained as

n 1 n—1
Ps = 7 1- i3 . @)
Then, the expected number of single slots is
1 n—1
¢, = Lp, = L% (1 - L) : ®)

Finally, the probability of collision a slot py, is obtained as

P =1—p; —ps. )

Then, the expected number of collision slots is

¢k =L-pe=L(1 —pi —ps). (10)
Finally, the analytical throughput for an ideal DFSA, with L=n, can be obtained
as
n (1 - l)nfl
throughput;geq; = — - n - —
n(1=H)" (=) n (1o - - 0= )"

an
Next, the experimental throughput is evaluated for an ideal DFSA. For each n,
100 valid inventory rounds are evaluated for an ideal DFSA protocol, where the reader
sets Q=logz(n) at the beginning of the inventory round, and then sets QQ=logz(n,,) at
the start of the rest of the frame. Experimental results are compared with the analytical
values for one frame obtained with (11). Results are averaged and showed in Figure
11.
Results shows that the highest experimental throughput is obtained for n=64,
the highest n evaluated. Also, it is appreciated that experimental results exceed the
theoretical values for all the scenarios evaluated. To better understand these results,
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Figure 11. Comparison of experimental and analytic througput for an ideal DFSA (L=n)
varying n from 16 to 64.

it is also evaluated the experimental probability of idle, single, and collision slots, by
dividing the number of idle, single, and collision slots by the total number of slots.
Experimental results are compared with the analytic values (5), (7), and (9), and they
are showed in Figure 12.a, 12.b, and 12.c, respectively.

From this figure, it can be justified that the higher experimental throughput in
relation to the analytic values, comes from a lower probability of collision and a higher
probability of single slots. This is due mainly to the capture effect, where a stronger
tag response can be decoded if it collides with a weaker one. The probability of idle
slots increases in the experimental results, but its negative effect over the throughput
is compensated by the considerable reduction in the probability of collision.

5.2.2. [Evaluation of the tag identification time in an ideal DFSA protocol

This section evaluates the average time required to identify one tag, calculated as the
number of uniquely identified tags divided by the total identification time it. At the
end of an inventory round, the reader can obtain ¢¢ in two different forms.

1. The reader keeps track of the number of single, collision, and idle slots, and the
number of queries QA, QR, and Qc, and obtains 7t as

it=c; xT;+cs xTs+cp ><Tk—FtQAXTQA—FtQRXTQR-i-tQCXTQC, (12)
where tQA, tQR, and tQc refer the the total number of transmitted QA, QR,
and Qc queries, respectively.

2. In order to include in the experimental ¢¢ metric the processing time employed
by the PC, a timer is started in the reader program when the reader starts the

inventory round, and it is stopped when the current valid round is terminated.
Then, ¢t is calculated by reading the value from the timer.
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Figure 12. Comparison of the experimental and analytic performance evaluation of an ideal
DFSA (L=n) as a function of n. (a) probability of idle slot, (b) probability of single slot,
and (c) probability of collision slot. Analytic results are obtained with (5), (7), and (9).

Experimental results for the average time to identify one tag, obtaining ¢t with (12)
and with the timer, are averaged and showed in Figure 13.

It is appreciated that the lowest experimental and analytic time to identify one tag
is obtained for the highest n=64, the highest tag set size evaluated. Also, the results
obtained by calculating ¢ with the timer are higher than the values calculated with
(12), because the reader spends some extra time doing computation tasks.

In conclusion, the experimental results of the ideal DFSA show an improvement in
the throughput and the tag identification time in relation to the analytic values. This
occurs due to a lower probability of collision slots in the physical scenario evaluated.

5.3. Slot Counter Protocol

In most real RFID applications, the ideal DFSA is not feasible, because the reader
does not know the number of tags inside the interrogation zone at any time during
an inventory round. Therefore, the value of n,, is unknown. In this case, a non-ideal
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Figure 13. Comparison of the experimental and analytic time to identify one tag for an ideal
DFSA (L=n) varying n from 16 to 64.

DFSA anti-collision protocol is applied to adjust the frame size according to the tags’
responses within a frame. To evaluate a practical application, this section evaluates the
performance of the Slot Counter protocol [13] using C=0.3.

Three different initial frame sizes L, are evaluated for each group of tags by se-
lecting three different values for the initial (), named @), (L,=27ound(Q0)) The values
used are Q,=loga(n)—1, Q,=log2(n), and Q,=log2(n)+1. First, the throughput
and the average time to identify one tag are evaluated for 100 valid inventory rounds.
Results are averaged and showed in Figure 14 and Figure 15, respectively.

Figure 14 shows that the experimental throughput greatly varies with n. On the
one hand, the value Q,=log2(n)—1 results in the highest throughput for a smaller n.
On the other hand, the value QQ,=logs(n)+1 results in the highest throughput for a
bigger n.

Figure 15 shows that the lowest time to identify one tag is reached when
Qo=loga(n)+1, that is, when the initial frame size is greater than the initial tag pop-
ulation size. Also, the value of the identification time obtained by calculating ¢t with
the timer is higher than that obtained with (12), as expected, because the PC requires
some time for the processing and calculations tasks. Next, in the same scenario, it is
also evaluated the number of idle and collision slots. Results are showed in Figure
16.a and 16.b, respectively.

From this figure, it can be justified that the improvement in the time to identify
one tag for the Slot Counter protocol when Q,=logs(n)+1 comes from the reduction
in the number of collision slots. For this @), value, it is obtained the highest number
of idle slots. However, the duration of an idle slot is shorter than that of a collision
slot, and thus its impact over the identification time is lower than that of a collision
slot. The Slot Counter protocol presents, on average, the highest number of collision
slots when Q,=log2(n)—1 because tags have a fewer number of initial slots to select
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Figure 14. Experimental throughput for Slot Counter protocol for three initial frame sizes,
varying n from 16 to 64, with C'=0.3.

to transmit their response and thus initial collisions are more likely to occur.

In most RFID applications, the number of tags is unknown for the reader, and n
might vary with time. For this reason, the proposed SDR system provides a useful
platform for evaluating the performance of DFSA protocols, such as the Slot Counter
protocol, in a real scenario for different configuration parameters.

6. Conclusion

After providing a brief introduction of RFID technology, this chapter has analyzed and
classified the most significant Dynamic Frame Slotted Aloha (DFSA) anti-collision
protocols according to their frame size update strategy followed by a discussion of their
physical implementation capabilities in a real scenario. From the presented analysis
of anti-collision protocols, it is clear that researchers have studied DFSA protocols
extensively. Current research on this type of protocols is focusing on obtaining faster
and more accurate tag estimators to update L accordingly, and in developing protocols
which consider some physical layer effects.

Next, an SDR RFID system has been presented to evaluate the performance of
DFSA protocols following EPC C1G2 requirements in a real scenario. The proposed
SDR system has been validated with an experimental implementation and evaluation
of two DFSA anti-collision protocols using off-the-shelf RFID tags.

From the experimental analysis of the ideal DFSA anti-collision protocol per-
formed in this chapter, it has been demonstrated that its performance is strongly in-
fluenced by the frame size. Also, performance improvements have been observed in
relation to the analytical values. From the experimental evaluation of the Slot Counter
protocol, it can be concluded that its performance is greatly influenced by the initial
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Figure 15. Average experimental time to identify one tag for Slot Counter protocol for three
initial frame sizes, varying n from 16 to 64, with C=0.3.

frame size and by the number of tags inside the interrogation zone.

The improvement capacity of the proposed SDR RFID system is clear. Additional
signal processing could be added to effectively differentiate between single and col-
lision slots by analyzing the received RN'16 response. As a result, the reader will
not need to transmit an ACK if a collision is detected, decreasing the duration of col-
lision slots. Also, new functionalities could be implemented in the proposed SDR
RFID system by re-configuring the reader and programing an SDR tag, such as WISP
tags, to interpret the additional reader commands. The resulting system could open a
promising research area, providing a tool for interesting new RFID applications.
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Table 1. Classification of state-of-the-art DFSA anti collision protocols

DFSA Protocol Operation Update slot Year
Q+[19] f(Q) every slot 2007
Enhanced Slot Count algorithm [20] f(Q) every slot 2007
Improved Q (IQ) [21] f(Q) every slot 2010
Fast Q [22] f(Q) every slot 2010
Slot Counter [13] f(Q) every slot 2007
FuzzyQ [23] f(Q) pointer slot 2016
DFSA with T
o with tag f(7) lastslot 2006
Estimation Method (TEM) [24]
Chen and Lin [25] f(n) last slot 2006
Bayesian slot [26] f(n) every slot 2006
Chen [27] f(n) last slot 2009
Eom [28] f(n) last slot 2010
Linearized Combinational ) Jast slot 2012
Model (LCM) [29]
Improved Linearized .
o f(n) last slot 2014
Combinational Model (ILCM) [30]
Early adjustment algorithm [31] f(n) pointer slot 2016
Improved Linearized 3
o f(n) every slot 2016
Combinational Model (ILCM) SbS [32]
Vogt [33] LUT(n) last slot 2002
FSA Type C-J [34] LUT(n) every slot 2007
Optimal Inter-val Transmission LUT(n) Jast slot 2007
Control Solution (OITCS) [35]
MSE based FSA [36] LUT(n)  pointer slot 2008
Fast in-frame adjustment (FEIA) [37] LUT(n)  pointer slot 2014
pointer +
ds-DFSA [17] LUT(n) 2016
last slot
SUBF-DFSA [38] LUT(n)  pointer slot 2016
pointer +
DS-MAP [18] LUT(n) 2017

last slot




Survey and analysis of RFID DFSA anti-collision protocols and their physical
implementation capabilities 27

Table 2. SDR reader configuration parameters according to EPC C1G2 [13]

Parameter Value Description
) Reference time interval for a
Tart 24 us ) ] )
data-0 symbol in reader-to-tag signaling
BLF 40 kHz Backscatter Link Frequency
RTcal 72 s Duration of a data-0 symbol
plus a data-1 symbol
T Rcal 200 ps Duration of a tag-to-reader calibration symbol
tpr 40 kbps Tag data rate
Rpr 27.78 kbps Reader data rate
T 240 s Time interval between a reader query
and a tag response
Time interval between a tag transmission
Ty 480 us

and a reader query
EPC length 135 bits Number of bits of the electronic product code
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Abstract—Currently, there is an increasing interest in the use
of RFID systems with passive or battery-less tags with sensors
incorporated, also known as computational RFID (CRFID) sys-
tems. These passive tags use the reader signal to power up their
microcontroller and an attached sensor. Following the current
standard EPC C1G2, the reader must identify the tag (receive
the tag’s identification code) prior to receive data from its
sensor. In a typical RFID scenario, several sensor tags share the
reader interrogation zone, and during their identification process,
their responses often collide, increasing their identification time.
Therefore, RFID application developers must be mindful of tag
anti-collision protocols when dealing with CRFID tags in dense
RFID sensor networks. So far, significant effort has been invested
in simulation-based analysis of the performance of anti-collision
protocols regarding the tags identification time. However, no
one has explored the experimental performance of anti-collision
protocols in an RFID sensor network using CRFID. This paper:
(i) demonstrates that the impact of one tag identification time
over the total time required to read one sensor data from that
same tag is very significant, and (ii) presents an UHF-SDR RFID
system which validates the improvement of FuzzyQ, a fast anti-
collision protocol, in relation to the protocol used in the current
RFID standard.

Index Terms—RFID, anticollision, DFSA, passive sensors, CR-
FID, SDR.

I. INTRODUCTION

During the last few years Radio Frequency Identification
(RFID) systems have been popularized due to their improved
features over other auto identification techniques such as
barcodes, or biometrics [1]. Recently, computational RFID
(CRFID) systems have gained protagonism thanks to the use
of sensors without the need of batteries [2], [3]. CRFID use
passive or battery-less tags with sensors incorporated and are
powered using the reader RF signal. A wireless sensor network
using these passive sensors inherits all the benefits of RFID:
passive operation, low cost, a small sticker form factor, and
an operation range of over 10 meters from the reader [4].

An RFID sensor network is composed of at least one reader
and several CRFID tags that include at least one sensor. The
tag collision problem acquires the main focus when interrogat-
ing these tags. The communication channel is shared among
them and, therefore, their responses need to be arbitrated
in order to avoid simultaneous responses that will lead to
collisions. This problem is one of the main cause of energy
wastage and tag identification time increase. The solution to

Joshua R. Smith
Department of Computer Science and Engineering
University of Washington
Seattle, USA
jrs@cs.washington.edu

the tag collision problem is the use of an anti-collision protocol
that minimizes the impact of these collisions. The existing anti-
collision protocols in the literature can be classified into two
main groups: tree-based and aloha-based protocols [5].

Tree-based protocols [6], in essence, split colliding tags
into subsets, and further split the subsets repeatedly up to
the successful response of all the tags that are within the
interrogation zone.

Aloha-based protocols present four main variants [5]. In
Pure Aloha (PA), a tag responds to the reader command
randomly after being energized. Slotted Aloha (SA) divides
time into slots and schedules tags to respond only at the
boundary of the time slots. Frame Slotted Aloha (FSA) and
Dynamic Frame Slotted Aloha (DFSA) divide time into frames
and frames into slots and mandate each tag to respond in
only one slot per frame. The most popular aloha variant is
DFSA, which focuses on adjusting the frame size L so that
L is adapted to the set of tags to be identified. EPCglobal
Class 1 Generation 2 (EPC C1G2), the current standard in
RFID systems [7], adopts a DFSA strategy. This standard,
also included in ISO 18000-6C, is used in every commercial
reader.

A significant amount of literature can be found on
simulation-based analysis of the performance of tree-based and
aloha-based anti-collision protocols [6], [8]-[11]. However, to
the best of our knowledge, no experimental performance of
anti-collision protocols in RFID sensor networks can be found.
The particularities of an RFID sensor network involves not
only the identification of all the sensors in the network, but also
the time needed to read all those sensors. The presented work
analyzes the relevance of these two processes and the time in-
volved, and presents the experimental performance of an RFID
sensor network with CRFID tags using two different aloha-
based anti-collision protocols from the literature: Slot Counter
[7] and FuzzyQ [10]. The Slot Counter is the reference
protocol in RFID technology, because it is used in the standard
EPC C1G2. The FuzzyQ protocol is also evaluated because it
achieves a more abrupt variation of the frame size than Slot
Counter, adapting faster to a dynamic tag population. Thus,
FuzzyQ is a suitable candidate for RFID sensor networks,
where fast and dynamic tags identification is sought. Thus,
this paper contains the following two contributions:



o An analysis of the time needed to identify a tag (receive
its Electronic Product Code (F PC')) with respect to the
time needed to read its sensor.

o A comparative of the performance evaluation of two anti-
collision protocols physically implemented with an UHF-
SDR RFID experimentation hardware. The evaluation is
made in terms of their tag identification rate.

The rest of the paper is organized as follows. Section
I describes the background for the presented analysis and
experimentation. Section III analyses the relation between the
time required to identify one tag and the time to read its
sensor. Section I'V presents the implementation of Slot Counter
and FuzzyQ protocols. The performance evaluation of the
implementation of both protocols is given in Section V. And
finally Section VI concludes this paper.

II. BACKGROUND

First, some definitions are provided to properly set the back-
ground of this paper and to better understand its main contribu-
tions. After this, the two anti-collision protocols implemented
in this work are presented: Slot Counter and FuzzyQ.

e Sensor tag: it refers to an RFID tag with an integrated
sensor, such as an accelerometer.

o Tag identification: it refers to the whole needed process
to read the tag identifier or EPC.

o Slot: period of time that separates the tags’ responses.
Conventionally, three types of slots are considered, in
terms of the tags’ responses to the reader’s commands:
single (only one tag replies), collision (more than one tag
replies in the same slot), and idle (none of the tags reply).

o Frame: sequence of L slots, where L represents the frame
size. An identification process is composed of a set of
frames and tags can respond in only one slot per frame.

e Inventory round: the period of time that begins when the
reader transmits the initial command, and ends when the
reader interrupts the identification process and the tags
loose their state. This work assumes that an inventory
round ends when all the tags in the reader interrogation
zone have been identified.

A. Slot Counter from EPC CIG2

EPC C1G2 specifies a DFSA protocol to arbitrate collisions:
the Slot Counter protocol. The reader starts the identification
process by transmitting a Query (Qc) command. After the
first tags’ response, the reader alternates between QueryAdjust
(QA) and QueryRep (QR) commands. QA starts a new frame
with the updated size L and implies that tags must randomly
select a slot in the frame (the initial value of their internal
slot counter SC'), while QR tells the tags to decrement SC.
Thus, when SC=0, the tag transmits a 16-bit random number
RN16.

The frame size is set as L=29, and its value is dynamically
updated with the parameters () and C, where Q=round(Q fp),
and @ fp is updated according to the time slot occupancy with
the value of C"

o Single slot: @)y, remains unchanged. In this case, the
reader replies to the tag with an acknowledge (ACK)
command followed by the same RN 16 received by the
tag; and the tag transmits its £ PC.

e Collision slot: Q¢ = Qp + C.

o Idle slot: Qfp = Qypp — C.

The standard does not specify the selection of C'. It only
recommends using high C' values if the previous () value was
low and vice versa, in the range of [0.1,0.5].

B. FuzzyQ protocol

The protocol FuzzyQ was introduced in [10] for fast RFID
tag identification. This protocol follows a similar procedure to
the standard EPC C1G2 but integrates a fuzzy logic controller
to update L considering the current () and the collision or idle
rate of the current frame. As a result, FuzzyQ significantly
decreases the tag identification time by efficiently updating L
in a dynamic and adaptive way.

A fuzzy rule based system (FRBS) is defined to model
the current ) and the idle or collision rate as fuzzy sets to
adaptively calculate L. At slot p=L/9 of every frame, L is
updated with the FRBS. The value of p is analyzed and set in
[10]. Then, a new frame is started if L is modified. Otherwise,
the reader continues the identification process in the following
slot. Fig. 1 shows a flowchart of FuzzyQ protocol. It achieves
an average improvement of 7% in the tag identification time
with respect to Slot Counter protocol [10].

(Inizialization)

Transmit reader
command

Detect slot
idle, collision,
or single

N
o

slot=179~. No
or
slot=L

Yes
Calculate AQ
with FRBS

Update L

Fig. 1. Flowchart of FuzzyQ protocol

III. TAGS IDENTIFICATION IN RFID SENSOR NETWORKS

Following EPC C1G2 standard, the reader must identify a
tag (receive the tag’s £ PC) prior to read data from its sensor.
The time associated to these two processes is shown in Fig. 2.
This section studies the effect of the time needed to identify
all the tags inside the reader interrogation area (identification
time) over the time needed to read all the tags’ sensor (sensing
time), in the single and multiple-tag environment.



Reader Qc ACK Req_RN Read
Tag RN16 EPC handle ISensor data
Tac Ti Tenas T2 Tack T Tepc 2t Theqg  T1 Thandie T2 Tread T1 Taata T,
Tid
; Tsensing
Fig. 2. Definition of tag sensor identification time and sensing time
First, a scenario with a single reader and a single tag inside TABLE I

the reader’s interrogation zone is assumed. According to Fig.
2, the time required to identify one tag 7;4 is calculated as:

Tia = T+ T +TrN16+ 12+ Tack +Thi +Tepc+Ts, (1)

and the time required to read one sensor data from a tag
Tsensing is calculated as

Tsensing = id+TReq+T1 +Thandle+T2+TRead+Tl +Tdata+T27 TQ

(@)
The parameters Ty, Tacr, Treq, and T'reqq refer to duration
of the reader’s transmitted commands Qc, ACK, Req_RN, or
Read, respectively, specified by the EPC C1G2 standard [7].
The parameters Trn16s TEPC, Thandle, and Tyqiq refer to
the duration of the tags’ responses RN16, EPC, handle,
and sensor data, respectively. Finally, T refers to the time
interval between a reader command and a tag response, while
T5 refers to the time interval between a tag transmission and
a reader command. Table I summarizes the calculation of the
reader and tags messages duration.

The duration of the reader’s commands is calculated as the
Reader-to-Tag synchronization time Trsyncpr OF TPreambprs
also defined in [7], plus the length in bits of each pa-
rameter divided by the reader data rate DR,, calculated
as DR,=1/((Tuatay + Tiata,)/2), where Tyqrq,=Tari, and
Tiata, =1.5Tari. Tari represents the reference time interval
for a data-0 transmission. Thus, TH.=Trsyncpr+22/DR,;,
Tack=Trsyncrr 24/ DR, TReq=1TPreambrr+40/DR,., and
TRead :TPreambRT+58/DRT'

The duration of the tags’ responses is calculated as the
length in bits of each message (which includes the 6 bits
of the Tag-to-Reader Preamble) divided by the tag data rate
DRy, calculated as DR;=BLF /M, where BLF refers to
the Backscatter-Link-Frequency, and M refers the number
of subcarrier cycles per symbol. This work assumes that
tags encode the backscattered data as FMO baseband (M =1).
Thus, DRt:BLF, TRN16:23/BLF, TEPC:135/BLF,
and Thanaie=38/BLF. To calculate Tyaiq, a WISP 5.1 tag
[2] with an incorporated accelerometer sensor is considered.
For this tag, a sensor read corresponds to 32 bits, and
Tiata=71/BLF.

From Fig. 2, it is clear that the time required to identify
one tag plays a significant role in the total time required
to read one sensor data. To evaluate the effect of 7;; over
Tsensing» it is defined the factor I as the fraction of a sensor

EPC C1G2 TIMING PARAMETERS TO READ ACCELEROMETER SENSOR
DATA FROM A WISP 5.1

Parameter Description Calculation
Taatag Reader data-0 duration Tari
Taata, Reader data-1 duration 1.5-Tari
TrSyncrr Frame Sync. duration Tae1+Taatay+RT'cal
TpPreambrr Reader Preamble duration Tier+Tqatay+RTcal+T Real
DRr Reader data rate 1/((Taatag + Taata;)/2)
DRt Tag data rate BLF/M
. Qc command duration Trsyncrrt22/DRy
Toa QA command duration TpPreambpy+t9/DRr
Tor QR command duration Tpreambpy 4 DRy
Tack ACK command duration Trsyncrpt24/ DRy
TReq Req_RN command duration Tpreambrpt40/D Ry
Tread Read command duration Tpreambpypt38/D Ry
TrN16 Tag RN16 duration 23/BLF
Tepc Tag EPC duration 135/BLF
Thandle Tag handle duration 38/BLF
Taata Tag sensor data duration 71/BLF

tag identification time over the total time required to receive
one sensor data
Tsensing .

Next, F' is evaluated and its upper and lower bound are
calculated. For this purpose, it is considered a reader with
an application-specific configuration following EPC C1G2
standard, and a WISP 5.1 tag. Evaluating (3) with (1) and
(2), and grouping some terms, it is obtained

B Tgr, +b1/BLF +1

~ Tr, +Tr, + (by +b2)/BLF + 2t

_ BLF(Try +t) + 1.45b5

"~ BLF(Tr, + Tg, + 2t) + 2.45by)
where b1=158 bits, by=109, bits, by=1.45bs, t=2(T1+T15),
TR1 :TQC+TACK5 and TR2 :TRead"’ TReq-

The upper and lower bound of [ are obtained by consider-
ing the slowest (lowest BLF') and fastest tag (highest BLF')
configuration, respectively. The upper bound of F' as BLF
approaches 0 is

“)

. 1.45k,
sttt = 25k, M ®
And the lower bound of F' as BLF' approaches infinity is
T t
lim F = L. (6)
BLF—o0 TR1 + ij2 + 2t



The results obtained in (5) and (6) show that F' is upper
bounded to 59%, and the lower bound depends on the link-
timing-parameters (77 and 75), and on the reader application-
specific configuration.

Next, (6) is evaluated for BLF=640kHz, the highest value
allowed by EPC C1G2, considering two scenarios: i) slow
reader, with T'ari=25us, T1=77us, and To=32us; and ii) fast
reader, with Tari=6.25us, T1=16.8us, and T5=4.69us. For
scenario i), the value obtained is lim F = 32.4%, and

BLF—00
for ii), it is obtained lim F = 33.7%.
LF—o0

In summary, it can be concluded that the vale of F' is upper-
limited to 59%, and its lower bound varies between 32.4%
and 33.7%, depending on the reader configuration. It can be
appreciated that the impact of one tag identification time over
the total time required to read one sensor data from that same
tag is very significant.

In an RFID scenario, there is typically more than one
sensor tag inside the reader interrogation zone, and tags’
RN16 messages often collide when responding to the reader
commands. As a result, tags must re-transmit their RN16 in
the same inventory round. In order to receive the data from
a particular tag sensor, there is a very high probability that
the reader will receive several RN16 messages from that tag.
This will increase not only T;q but also Tsepsing and F'.

In conclusion, the impact of the tags identification time
over the total time required to read their sensor data is very
significant. Therefore, anti-collision protocols are a key com-
ponent of RFID sensor networks. The next section presents
the physical implementation feasibility of the protocol used in
the current standard, the Slot Counter, and a faster protocol,
the FuzzyQ, in a real RFID scenario.

IV. IMPLEMENTATION OF SLOT COUNTER AND FuzzyQ
FOR RFID SENSOR NETWORKS

The Slot Counter and FuzzyQ anti-collision protocols have
been implemented in a Software Defined Radio-Ultra High
Frequency RFID (SDR-UHF RFID) system, consisting of an
SDR reader, and WISP 5.1 tags. The reader uses the software
modules of the system presented in [12] (source, matched
filter, gate, decoder, and reader), modified to communicate
with WISP 5.1 tags. These software modules are built on
GNU radio 3.7.11, and extended functionalities have been
added to them, highlighting the differentiation of idle and
collision/success tags responses, anti-collision capabilities, and
the implementation of additional reader commands. Because
this reader is software-defined, FuzzyQ and Slot Counter (and
many other DFSA protocols based on EPC C1G2) can be
implemented by writing user-level software in C++.

A. Slot Counter implementation

This work presents an SDR RFID reader capable of com-
municating with accelerometer sensors included in WISP tags
(version 5.1), and it is composed of an USRP N210, an SBX
daughterboard, and a Linux PC. A Gigabit switch is used
to communicate the USRP with the Linux PC. The transmit
and receive ports of the daughterboard are connected to two

circularly polarized patch antennas of 6dBi gain. The system
is presented in Fig. 3.

Fig. 3. A system description of the SDR-RFID reader

In order to differentiate between the three types of slots,
a threshold energy value Ey, is set for the energy of the
received signal F,. to detect an idle response. Thus, an idle
slot occurs when the energy of the received signal is lower
than this threshold, that is, when E,.<FE},. This is shown in
Fig. 4

Measure E,

@ Yes
No

Transmit ACK
and wait for EPC

G

Mo

Fig. 4. Slot type differentiation in the proposed SDR-reader.

The Slot Counter protocol has been implemented using the
value C'=0.2. Regarding the tag-side implementation, WISP
5.1 tags have been used. They have been programmed to
follow EPC C1G2 standard and to backscatter the information
at 160kHz. Additionally, they have been re-programmed to 1)
transmit RN16 just at one slot per frame, and ii) stay idle
until the reader starts a new inventory round once they are
identified (transmitted their EPC').

B. FuzzyQ Implementation

FuzzyQ has been implemented in the reader presented in
Fig. 3. This protocol presents a fast strategy to read RFID
tags by not limiting the variation of @ to steps of one unit
and considering instead a range of values, in order to achieve
a more abrupt step size (0, £1, £2, or £3). In order to consider



these 7 different step size values, the reader QA command, as
defined in the EPC C1G2 standard, needs to be modified.

According to EPC C1G2, the field UpDn of QA command
consists of 3 bits and it determines whether and how the tag
adjusts @, as shown in Table II. From this table, it is clear
that (@ can only be modified in steps of one unit.

TABLE II
QUERYADJUST COMMAND [7]

Command  Session UpDn
# of bits 4 2 3
ool 10 Q=g
Description 1001 000: no change to @
10: S2 011: Q=0-1
11: S3

The protocol FuzzyQ introduces the parameter A() which
represents the variation of (). This protocol takes advantage
of the 3-bits-length of the field UpDn, and considers 7
different variations in @Q: Q=Q, Q=Q=+1, Q=Q=+2, and
Q=Q=3. In order to consider all the possibilities, the modified
QueryAdjust command is defined as mQA, by extending the
values of the field UpDn. The specification of mQA is shown
in Table III.

TABLE III
MODIFIED QUERYADJUST COMMAND

Command  Session UpDn
# of bits 4 2 3
000: no change to @
00:s0 V@ =@Q3
on:s1 0@ =Q2
Description 1001 10: S2 011: Q = Q-1
11: $3 100: Q = Q+3
101: Q = Q+2
110: Q = Q+1

Regarding the tag-side, WISP 5.1 tags have been used
to validate FuzzyQ in a real scenario under EPC C1G2
requirements. They have been programmed to backscatter the
information at 160kHz, and their firmware has been updated to
interpret mQA. Additionally, they have been re-programmed
to i) transmit RN'16 just at one slot per frame, and ii) stay
idle until the reader starts a new inventory round once they
are identified.

V. EXPERIMENTAL RESULTS

This section evaluates and compares the performance of Slot
Counter and FuzzyQ anti-collision protocols running in the
proposed SDR-UHF RFID system. This system consists of
the reader shown in Fig. 3, and 4 WISP tags placed 1m away
from the reader’s antennas. The transmission model for the
proposed RFID hardware, meeting EPC C1G2 requirements,
is shown in Fig. 5. The duration of each type of slot, single,
collision, and idle, is referred to as 7, 1%, and 75, respectively.

c, QR
idle  Reader Qc, QR,QA
Tag
Tﬂ(.ﬂﬂ.ﬂﬂ T’ THN]!‘ rJ
¢ T 3
o Reader |Qc, QR,QA ACK
Collision
Tag RN16
Tacaras T1 Tawis T2 Tacx T Teee T
Tk
. Reader |Qc, QR,QA ACK
Single
Tag RN16 EPC
Tuc,un,m & TI Tﬂmr. TJ TArr T1 TF.W T/

Ts

Fig. 5. Transmission model of the proposed SDR system

It is appreciated that a single and collision slot have the
same duration. The duration of each type of slot is obtained
as:

Ty =Ts = Tqe,or,aA+T1+TrN16+ 12+ Tack +TEpc+15,
@)
and

T, =Tge,or.QA + 11 + Trn1e + To. (8

The parameters of the implemented RFID system are pre-
sented in Table IV. First, the tag identification rate TIR is
evaluated, and the experimental results are compared with
simulated results for denser tag sets. Then, the parameter F' is
evaluated for both anti-collision protocols via simulation under
different sizes of tag sets, from 4 to 1024 tags.

TABLE IV
PARAMETERS OF THE IMPLEMENTED RFID SYSTEM

Parameter Value
BLF 160 kHz
Tari 12.5 us
Tdetimeter 12.5 Hs
RTcal 36.6 us
T Rcal 50 s
Ty 56 ps
T p 16 253 us
T2, 352 s
Divide Ratio (DR) 8
Num. of subcarrier cycles per symbol (M) 1
Initial @ 1
Transmission frequency 915 MHz
Transmission power 180 mWatts

A. Analysis of Ty

Considering BLF=160kHz, the maximum value of 75
allowed by EPC CI1G2 is Ty =120pus. After Tp _ ., a
commercial tag ignores the next reader command. In the
presented system, the reader needs an average of 1%, ., after
the reception of RNN16 to process the tag’s response and to
transmit AC K. Also, the reader needs an average 75 _  after

epc

the reception of EPC' to process the tag’s response and to



transmit the next command. The experiments performed in this
work showed that 15, ., >T5, ., and T, ., >T5 This
occurs because the USRP and GNU radio require a higher
processing time than a commercial reader. However, a WISP
tag will ignore this 75 requirement imposed by EPC C1G2,
and it will keep waiting for the next reader command after
Tz,,,,- In conclusion, the values Ty, ,, and T will be
used in the protocols evaluation metrics.

max*

B. Evaluation of the Tag Identification Rate

The performance of FuzzyQ is validated and compared
with Slot Counter by measuring the Tag Identification Rate
TIR metric, defined as the total number of tags identified
per second. Experimental results have been obtained using 4
WISPs, following two different approaches:

e analytical: TIR is measured as the total number of tags
identified divided by the total identification time. This
time is calculated by measuring the number of transmitted
reader commands (Qc, QA, OR, ACK, Req RN, and
Read), and the received tags’ responses (RN16, EPC),
and multiplying them by their corresponding duration,
which the reader knows a priori.

e timer: TIR is measured as the total number of tags
identified divided by the total identification time obtained
with a software timer. For this purpose, a timer is started
in the reader program when the reader transmits the first
command Qc, and it is stopped when the reader correctly
identifies the four tags present inside its interrogation
zone. With this approach, the experimental results also
provide information about the reader processing time.

Experimental results are shown in Fig. 6 and compared with
simulation results for n=4. Clearly, FuzzyQ improves TR
in relation to Slot Counter. Additionally, experimental results
obtained by calculating 7' R with the timer are higher than the
values calculated analytically, as expected, because the SDR
system requires some time for the processing and calculations
tasks. Analytical T'I R is higher than simulation T'I R for both
protocols, because capture effect !contributes to a reduction in
the number of collision slots c¢y,.

Next, both protocols have been compared by simulation
for higher tag set sizes up to n=1024. Simulation results
have been obtained with Matlab R2017a. In the simulation
scenario, tags are assumed to be uniformly distributed and
physical-layer effects are not considered. In order to get a fair
comparison between the experimental and simulation results,
the transmission model for the proposed SDR reader, shown
in Fig. 5, has been used for the simulation scenario. The
simulation responses have been averaged over 1000 iterations
for accuracy in the results. The results are shown in Fig. 7,
where it is appreciated a small increase in 7'/ R with increasing
n for the two protocols evaluated. Also, the improvement of

Physical layer effect which is very common in RFID systems. Tags
response amplitudes can vary due to different distances from the reader
antenna, or due to multi-path fading present in the channel [13]. As a result,
the reader successfully resolves one tag reply in a collided slot.
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Fig. 6. Comparison of simulated and experimental (analytical and timer)
TIR of FuzzyQ and Slot Counter for n=4.

FuzzyQ with respect to Slot Counter in maintained for n from
4 to 1024.
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Fig. 7. Comparison of simulated 7'/ R as a function of n for FuzzyQ and
Slot Counter. Experimental results are included for n=4.

Next, the total number of collision and idle slots are
evaluated for n=4. Experimental and simulation results are
compared in Fig. 8. This figure shows the ability of FuzzyQ
to reduce the number of collision slots by using mQA, at the
expense of a higher number of idle slots. Additionally, this
figure shows that the capture effect contributes to a reduction
in experimental ¢; with respect to the simulation cy, for the
two protocols evaluated.

Finally, this section compares and evaluates the total number
of reader commands QA (mQA for FuzzyQ) and QR in one
inventory round, referred to as tQA and tQR, respectively.
Experimental and simulation results for n=4 are shown in Fig.
9. Clearly, FuzzyQ reduces the number of QR commands, at
the expense of a higher number of mQA commands.

C. Evaluation of F

This section evaluates the parameter F' (3) considering the
RFID system presented in Section IV, using the parameters of
Table IV.

1) Single tag environment: First, F' is evaluated for the
single tag environment, considering one WISP 5.1 tag with
an accelerometer sensor incorporated. Evaluating (3), it is
obtained F'=43.89%. This result shows that about half of
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Ml FuzzyQ
[l Siot Counter

tQA experimental tQA simulation tQR experimental tQR simulation

[e2)

[«2)

N

Average number of commands
N

o

Fig. 9. Comparison of experimental and simulated tQ A and tQR of FuzzyQ
and Slot Counter for n=4.

the time required to read one accelerometer sensor data is
employed in identifying the tag (receiving the EPC'). Fur-
thermore, this value falls between the lower bounds and upper
bound of F' obtained in Section III.

2) Multiple-tag-environment: Next, I’ is evaluated for the
multiple tag environment. For this purpose, it is defined the
factor F,, as total time required to identify n sensor tags (T4, )
divided by the total time to read one sensor data from each
one of the n sensors (nTsensing)

Tid,

nTsensing

F, = C))
The parameter T;4, is obtained by simulation, by measuring
the total time required by the protocol to identify n tags. The
parameter Tiepsing is also obtained by simulation. Evaluation
results are obtained with Matlab R2017a, defining a scenario
where tags are assumed to be uniformly distributed. Simu-
lation results are obtained for n from 4 to 1024 tags. The
simulation responses have been averaged over 1000 iterations
for accuracy in the results. Results are shown in Fig. 10.
This figure shows that FuzzyQ presents a lower £}, than Slot
Counter, due to the ability of FuzzyQ to reduce the number
of collision slots per tag with mQA command, as shown in
Fig. 8. Finally, it is appreciated that most of the values of F;,
in Fig. 10 overpass the upper limit of F' (59%) because tags
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Fig. 10. Comparison of simulated F, as a function of n for FuzzyQ and
Slot Counter.

experience collisions in a multiple tag identification scenario,
increasing the tags identification time.

D. Identified limitations and Future work

Given the capabilities of the hardware used, several prob-
lems have been found to fluently identify more than 4 WISP
tags in the reader interrogation range. As a result, it was not
possible to obtain a strong set of data streamed from bigger
sets of WISP tags. The main reason for this behaviour was
the low transmission power of the reader, which provided
a weak transmission channel prone to detection errors and
reading transmission errors. A possible solution to strengthen
the communication among the reader and the WISP tags is
to include a power amplifier before the transmission antenna
in order to increase the antenna range. This modification
will increase the power transmitted allowing the reader to
interrogate a higher number of tags at a higher distance and
it is proposed as future work.

VI. CONCLUSION

The experimentation of two anti-collision protocols, the Slot
Counter and the FuzzyQ, has been performed and analyzed
using an SDR-UHF RFID system. The aim of the experi-
mentation was to compare two anti-collision protocols from
a physical implementation perspective and to show the rele-
vance of the identification phase of an RFID sensor network
with respect to the sensing phase. For this last step, several
simulations have been provided showing that in a multiple tag
scenario of an RFID sensor network, the identification time
represents more than 59% of the sensing time. In other words,
the time required to identify one tag represents more than half
of the total time to read one sensor data. To conclude, anti-
collision protocols constitute an important and relevant part of
the process of reading RFID sensors.
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