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The Industrial Internet of Healthcare Things (IloHT) is the emerging paradigm in digital healthcare.
Context-aware healthcare sensors, local intelligent watches, healthcare devices, wireless communication
technologies, fog, and cloud computing are all parts of the IIoHT used in healthcare. The ubiquitous
healthcare services it provides to its users in practice. However, the current lloHT healthcare frameworks
have security and failure issues in mobile fog and cloud networks where they are spread out. This paper
presents the secure, fault-tolerant IloHT Framework based on digital twin (DT) federated learning-

ﬁ?ﬁvoms" enabled fog-cloud models. The DT is an effective technology that makes virtual copies of servers at dif-
Fault-tolerant ferent locations. DT integrated with federated learning inside the fog and cloud environments, where
Digital twin the failure of tasks and execution improved for healthcare sensor data. The study aims to reduce process-
Industry 5.0 ing time and the risk of task failure. The study presents the Secure and Fault-Tolerant Strategies (SFTS)-
Blockchain enabled IIoHT framework that optimizes wearable sensor data and executes it with the minimum
SFTS offloading and processing delays. Simulation results show that the proposed work minimized the security
E(I)\Igl\_IdOUd networks risk by 40%, failure risk of tasks risk by 50%, and the training and testing time by 39% for sensor data dur-

ing the execution of mobile fog cloud networks.
© 2023 The Author(s). Published by Elsevier B.V. on behalf of King Saud University. This is an open access
article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).

1. Introduction

The industrial Internet of Things (IIoT) is a revolutionary para-
digm to improve digital productivity in different businesses (e.g.,
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healthcare, manufacturing, and transport) (Lv, 2023). It started
with Industry 1.0, which optimized the steam of engine machines.
Industry 2.0 has a lot of optimization in distributed electricity in
smart cities (Rashid et al., 2022). Industry 3.0 determined the opti-
mal information about ages with depth transformation into results.
Industry 4.0 is about automation and intelligence; many static and
dynamic systems have been transformed into automation. Initi-
ated by the European Union in 2021, the revolutionary paradigm
is known as Industrial 5.0. The objective is to connect wearable
and industrial devices with distributed artificial intelligence-
based services (Leng et al., 2022). Cloud computing is a remote ser-
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vice provider corporation where different providers offer services
to the 5.0 industry-enabled industries for execution (Leong et al.,
2021).

Many technological developments in healthcare sectors based
on 5.0 with cloud computing have recently been seen and imple-
mented in different clinics. Cloud computing offers virtual services
to the 5.0 industrial Internet of Healthcare Things (IIoHT), the ver-
sion of IloT where remote healthcare monitoring improves the
quality of life (Chi et al., 2022). Modern Artificial Intelligence (AI)
and machine learning algorithms have a lot of impact in Industry
5.0 to make the healthcare application (e.g., IoT Covid-19) with full
automation through different training and testing phases
(Konigsburg, 2022; Salman and Geman, 2023). [IoHT is a collection
of healthcare sensors equipped with human bodies that monitor
rates in real-time. Cloud computing outsources healthcare services
at different layers. For instance, fog computing is the cloud para-
digm that brings cloud services to the healthcare radio network
layer with minimum end-to-end latency (Khoso et al., 2021). The
real-time monitoring and huge amount of data generated by sen-
sors with increased users lead to challenges in the IIoHT system
for processing. Furthermore, many challenges exist in industrial
5.0-aware IIoHT for healthcare industries, such as resource con-
straints, failure of nodes, and security, along with the quality of
service requirements of applications (Younan et al., 2020).

The digital twin (DT) is an emerging technology offering differ-
ent physical server replicas through virtualization (Khan et al.,
2022; Elayan et al.,, 2021; Ghita et al., 2020). DT technology has
made many contributions to industry-5.0-enabled healthcare tech-
nologies. For instance, DT offers components, infrastructure, and
resource replicas to the same and different nodes. The goal is to
handle vast healthcare sensor requests on other healthcare servers
(Volkov et al., 2021; Haleem et al., 2023). The DT reduces the
resource constraints issue of healthcare sensors and servers with
the virtual replica at various locations. However, security is a crit-
ical issue in DT technologies. Blockchain is decentralized, where all
autonomous physical and virtual entities can transfer data with
validity and transparency (Azzaoui et al., 2021; Jimenez et al.,
2020; Akash and Ferdous, 2022; el Azzaoui et al.,, 2020; Zhang
et al.,, 2020). Blockchain schemes can validate data transactions
among physical and virtual servers during their execution without
showing abstraction to the users. However, blockchain technology
requires a considerable amount of resources for transactions.
Therefore, transaction and node failures are common in
blockchain-based DT for healthcare applications. The fault-
tolerant, efficient DT technologies presented by these studies
(Nguyen et al., 2022; Darvishi et al., 2021; Alshathri et al., 2023).
However, these techniques did not consider security aspects.
Therefore, the fog cloud network has no digital twin-enabled IloHT
system.(i) Due to a distributed system, the failure of resources
leads to the failure of healthcare tasks. It is a necessary process.
Therefore, fault-tolerant resources must be part of the IoT health-
care system to process the sensory data without failure. (ii) Many
things can go awry with resource failure nodes, such as missing
deadlines, critical tasks not doing their jobs, and not getting the
best results needed. (iii) The sensory data is the challenging com-
ponent of the IoT-enabled healthcare system, where processing
centralized server nodes on big sensory data takes much time for
execution. (iv) Resource-efficient security is most important when
fog nodes have limited resources at the radio network for process-
ing with minimum end-to-end delays.

In this paper, we are considering the following research ques-
tions: (i) Due to a distributed system, resource failure in hospital
nodes leads to the complete failure of critical healthcare tasks.
Existing DT failure strategies (Nguyen et al., 2022; Darvishi et al.,
2021; Alshathri et al., 2023) only focused on replica failure. How-
ever, it is not beneficial for large systems like distributed health-
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care with many sensors. (ii) Existing DT-enabled healthcare
systems did not combine security and fault tolerance. Therefore,
there must be a balance between security and failure of tasks
and nodes in the DT-enabled healthcare system.

This paper presents the secure, fault-tolerant Industrial Internet
of Healthcare Things (IloHT) system based on digital twin feder-
ated fog-cloud models. The study aims to reduce the time needed
to process healthcare sensor data for security, task execution, and
fault tolerance while using less resources. The paper has the fol-
lowing contributions to the research questions, including federated
learning and digital twin technology.

e The study integrated the fog and cloud nodes based on digital
twin technology, where all local nodes at different laboratories
have replica copies of trained data and processing capability in
the same runtime environment.

e We integrated the different kinds of healthcare sensors in the
human body. We connected them with mobile devices, such
as ECG lead-1 and lead-2 sensors, wristwatches (temperature
and jogging sensors), and ankle magnetometer sensors. Each
sensor can generate real-time data and offload it to the proxim-
ity laboratories for processing.

The proposed SFTS is more efficient regarding security, fault-

tolerant, and resource scalability.

e We integrated the federated learning scheme, where training
and testing are determined based on a convolutional neural net-
work (CNN). The aggregated node executes all tasks based on
their given constraints.

The paper consists of the following parts. The goals of the pre-
vious studies for [oT healthcare in fog cloud models were discussed
in the related work. The problem architecture shows all compo-
nents of the architecture. The proposed algorithm part shows
how to solve the problem in different steps. The experimental part
shows the simulation configuration and simulation results. In con-
clusion, the results and future direction of the work were looked at
in light of the new limits.

2. Related work

Digital twin technology in IloHT systems has achieved many
achievements in the healthcare domain. Different healthcare appli-
cations, such as disease prediction, secure data offloading, mobile
medicine, and IoT healthcare, are widely integrated with DT tech-
nology. Further studies solved the different healthcare issues with
additional constraints, as shown in Table 1. These studies (Lv,
2023; Leng et al., 2022; Leong et al., 2021; Chi et al., 2022; Khoso
et al,, 2021; Younan et al., 2020) discussed Industry 5.0, a new
information technology revolution that transforms traditional
healthcare applications, architectures, and systems into digital
and automated forms. In Industry 5.0, many emerging technolo-
gies, such as DT, edge computing, machine learning, cloud comput-
ing, and blockchain technologies, are integrated with healthcare to
make it more robust and efficient. However, these studies only dis-
cussed DT’s information flow and advantages with Industry 5.0 for
healthcare. Therefore, methods and systems are to be developed
based on the given prototypes in these studies.

This study (Khan et al., 2022) suggested DT-enabled fog cloud
solutions for different industry applications. For instance, health-
care in intelligent cities, pharmaceutical medicine supply chains,
etc. In detail, this paper discussed machine learning, edge comput-
ing, and IoT healthcare sensor-enabled DT industry architectures
and resource replicas. Different offloading and resource allocation
(RA) strategies based on machine learning for edge and cloud com-
puting are listed with their constraints. However, this work is more
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Table 1
Existing IIoHT frameworks based on digital twin.
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Study Proposed Indus.App. Gap Analysis
(Khan et al., 2022)2022 DT-Industries. IoT-Health Resource Replica
(Elayan et al., 2021; Ghita et al., 2020)2021 DT-Context-Algo. loT-Health Resource Scalability
(Volkov et al., 2021)2021 DT-Mobile IoT Medicine Resource Scarcity
(Haleem et al., 2023)2021 DT-Healthcare IoT Health Feature and Service
(Azzaoui et al., 2021; Jimenez et al., 2020; Akash and Ferdous, 2022; DT-Blockchain,Security IoT Health PoW,Methods

el Azzaoui et al., 2020; Zhang et al., 2020)2021
(Nguyen et al., 2022; Darvishi et al., 2021; Alshathri et al., 2023)2020-2022 DT-Fault-Detection IoT Health Backup,Checkpointing
(Rieke et al., 2020; Xu et al., 2021)2020-2021 Federated IoT Health Training
Proposed Work DT-Federated Constraints [oT Health Fault,Security,RA

general. So far, security, fault tolerance, and other issues will be
solved in the discussed solutions.

A healthcare DT-enabled context-aware IoT fog cloud solution
has been suggested by this study (Elayan et al., 2021). For predic-
tion, the electrocardiogram (ECG) non-invasive technology data
was offloaded to proximity clinical servers. The healthcare clinics
are integrated with the digital twins, where homogeneous nodes
can share their data assets and virtual server copies. However, this
work only focused on limited IoT data services with fixed nodes for
healthcare contexts. To improve the efficiency of IoT healthcare
context-aware DT, a distributed intelligent geospatial system
based on cloud services is suggested in Ghita et al. (2020). This sys-
tem offered distributed context-aware IoT healthcare services
based on cloud computing. There is no issue of resource scalability
in the work. However, due to the many users of this technology,
the storage and processing costs become higher for the service pro-
viders. Security scarcity is also a challenging task for this
technology.

However, prior studies focused on the context of IoT healthcare
services, where data is offloaded based on non-invasive ECG sen-
sors to cloud computing. For the offloaded data, the mobile medi-
cine system based on DT is introduced in these studies (Volkov
et al.,, 2021; Haleem et al., 2023). This work combined different
pharmaceutical companies and collected the server data assets.
However, the work could be more secure and fault-tolerant. During
simulation results, failure of tasks during offloading and scheduling
was seen. However, these studies (Azzaoui et al., 2021; Jimenez
et al., 2020; Akash and Ferdous, 2022; el Azzaoui et al., 2020;
Zhang et al., 2020) suggested blockchain and secure algorithm-
based solutions solve the security limitations of prior studies in
DT IoT healthcare. Public blockchain technology (Azzaoui et al.,
2021) implemented with the DT, where different blocks can share
virtual data assets. The main advantage is that the transactional
nodes do not need to process and validate previous transactions
to avoid delays and resource consumption in fog cloud networks.
However, public blockchain technology with DT shares data with
homogeneous nodes. Therefore, it cannot be used with heteroge-
neous nodes in IoT healthcare domains. The IoT healthcare cyber-
space (Jimenez et al., 2020; Akash and Ferdous, 2022; el Azzaoui
et al., 2020; Zhang et al., 2020), such as the cyber-physical system,
is integrated with digital twin technology. DT integrated with
mobile and fog cloud networks, securely sharing different data
types.

These studies (Nguyen et al., 2022; Darvishi et al., 2021;
Alshathri et al., 2023) suggested DT-enabled fault-tolerant tech-
niques such as primary backup and checkpointing on fog and cloud
networks for IoT healthcare applications. These studies focused on
the compile time failure of services, tasks, resources, and schedul-
ing for the assigned tasks to the fog and cloud networks. The pri-
mary backup is integrated into the different fog and cloud
networks as virtual servers, where task checkpointing techniques
are implemented. These studies (Rieke et al., 2020; Xu et al,,

2021) federated learning enabled solutions for distributed health-
care systems. However, the proposed frameworks only support
fixed nodes and incur the resource failure of nodes during training
and testing in networks.

To the best of our knowledge, SFTS-enabled IloHT is the new
solution. The main reason is that the existing security mechanisms
provided by these studies (Azzaoui et al., 2021; Jimenez et al.,
2020; Akash and Ferdous, 2022; el Azzaoui et al., 2020; Zhang
et al., 2020) in digital twin-enabled fog cloud are only supported
on rich resource nodes. Therefore, mobile devices can not integrate
those models. The existing digital twin enabled IIoHT considered
the homogeneous environment for data replication and execution.
However, in our case, we have different fog and cloud nodes.
Therefore, federated learning-enabled security and privacy are
the new contributions to DT-enabled IIoHT in mobile fog cloud
networks.

3. Proposed IIoHT framework

The study presents an IloHT framework based on digital twin
and federated fog-cloud models, as Fig. 1 illustrates. As shown in
Fig. 1, we can call architecture to the proposed framework. We
designed the framework based on two core technologies: federated
learning and DT. Federated learning allows different hospitals to
train, validate, and securely share their private data. The digital
twin is the backbone of the system. Heterogeneous copies of ser-
vers offer the same services, like storage, resources, and runtime
environments for executing programs. So, our goal is to process
healthcare sensor data in the shortest amount of time while
remaining secure and efficient. The proposed SFTS consisted of dif-
ferent schemes such as fault-tolerant, security, local processing,
offloading convolutional neural networks (CNN), and aggregated
methods. The healthcare sensor could be abnormal, so the system
could not be slow or fail during a patient’s critical condition. The
study implemented different healthcare sensors and monitored
their healthcare during daily activities. Wearable sensors such as
ECG (lead-I and lead-II), wrist-watches, and ankle sensors generate
data for mobile devices. Furthermore, mobile devices offload sen-
sory data to nearby hospitals for processing.

The healthcare tasks are mobile healthcare functions and mon-
itoring and offloading the sensory data for some purpose. We mon-
itored that each user or subject performed different daily activities
at different intervals. We monitor the users’ healthcare based on
the generated data from sensors to the system. All these sensors
are connected to the hospitals via different communication chan-
nels, such as wireless and mobile networks. We implemented
two main technologies, digital twin and federated learning, in the
distributed fog cloud networks. All the local servers of the hospitals
are implemented at the radio network, and the centralized cloud is
located at the infrastructure level. We trained and validated off-
loaded data models at the local hospital networks based on
machine learning training models and integrated their weights
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Fig. 1. Secure-fault-tolerant efficient industrial internet of healthcare things framework based on digital twin federated fog-cloud networks.

based on federated learning. All the local fog servers are assumed
to be the main server’s digital twin. The goal is to control security
issues, failure issues, and delay issues during the processing of sen-
sory tasks based on given constraints. Table 2 shows the notations
and abbreviations of different terms and mathematical models.
We consider the D number of sensor data with the different
number of features F. The features of the data d are f1 temperature,
f2 ECG signal, f3 heartbeat speed, f4 blood pressure, f5 ankle
direction, and others. Therefore, we formulated them in the follow-
ing way. The study considers the T number of tasks. Each task ¢
consisted of data d and features F, deadline d;, processing status
t; as green annotation shown in Fig. 1 All the healthcare tasks
are performed on the user or subject devices as well as fog and
cloud nodes. It depends upon the availability of computing
resources. Before offloading, we consider the M number of mobile
devices. Each mobile m has processing and computing capability
represented by €, and {,,. The study considered the S number of
healthcare cloud servers and DT number of digital-twin-enabled
fog nodes implemented at the radio networks. All the users or sub-
jects can access any server, whether it is a centralized federated
cloud or digital-twin-enabled local fog nodes for the services. All
the digital-twin-enabled fog nodes and federated cloud servers

Table 2
Abbreviations & notations and description.

Notations and Abbreviations Description

IoT Internet of Things

IloT Industrial Internet of Things
IloHT Industrial Internet of Healthcare Things
IoHT Internet of Healthcare Things
RA Resource Allocation

DT Digital Twin

ECG electrocardiogram
Mob-Healthcare Mobile Healthcare

FL Federated Learning

D Number of sensor data

F Number of features

d.f Particular data and feature

T Total number of tasks

M Number of mobile devices

t,m Particular mobile device and task
€m.Lm Mobile resource and speed

S Number of healthcare cloud servers
DT Digital twin number of fog servers

dt,s Particular fog node and cloud server
€dt» Cdr fog cloud resource and speed
€, s Cloud server resource and speed
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are homogeneous in execution runtime. However, they are hetero-
geneous in resource capability. Therefore, each federated resource
has €; resource capability and {; computing speed capability. Sim-
ilarly, all fog nodes have €4 and {; computing resource and speed,
respectively. We designed the mathematical model based on the
assignment problem on mobile fog cloud networks. We deter-
mined the local sensory processing time of tasks as follows.

ZZZ

m=11t=1d=1 °m

+ Encryption. (1)

Eq. (1) designed based on mobile fog cloud assignment problem
(Daigneault and St-Hilaire, 2021). Eq. (1) analyzes and monitors
sensory data’s local processing time for specific tasks on mobile
devices. In this equation, L represents the execution time of all
tasks, where L is the variable that stores the execution time of all
tasks. Furthermore, the inclusion of t € T indicates that all tasks,
from start to end, should be executed after assigning them to their
respective computing nodes. The variable e signifies the execution
of all tasks on different computing nodes. All the tasks are
encrypted before offloading to any server for processing. Therefore,
the variable Encryption determines the encryption and decryption of
all tasks among different computing nodes. The offloading trans-
mission time of the sensory data is calculated as below.

d

G _ZZZ upload download” 2)

m=1t=1 d=1

Eq. (2) determines communication offloading where tasks are off-
loaded from local devices to computing nodes. We designed this
Eq. (2) based on communication offloading based on the same net-
work rule (Kim, 2020). Eq. (2) determines the data’s pre-determined
upload and download transmission times before and after process-
ing. On the other hand, C; represents the offloading and download-
ing of task data from local sensors to the computing servers for
processing. The variable C holds the communication time of all
tasks from local sensors to computing servers during offloading
and downloading results. Furthermore, the inclusion of t € T indi-
cates that all tasks, from start to end, offload their data and down-
load their results from the servers. The scheduling time on the cloud
servers is determined as follows.

ZZZ + Encryption (3)

s=1 t=1 d=1 °S

Cloud; =

We designed Eq. (3) based on cloud scheduling on different com-
puting servers (Panda et al., 2022). Eq. (3) analyzed and monitored
the cloud processing time of sensory data for particular tasks. The
variable, e.g., Cloud; determines the execution time of all tasks on
cloud computing. The digital-twin-enabled nodes have the follow-
ing processing time for all tasks. Furthermore, the variable of t € T
indicates that all tasks, from start to end, are executed on the cloud
servers. All the tasks must be decrypted before starting any process-
ing. Therefore, the variable Encryption determines the encryption
and decryption of all tasks among different computing nodes. How-
ever, after execution, all tasks must be encrypted to share another
cloud server for storage. We scheduled all offloaded tasks on
digital-twin-enabled fog cloud networks, designed based on digital
twin fog cloud rules (Alaasam et al., 2020). We determined the pro-
cessing time based on twin digital twin fog servers in our work and
defined it in the following way.

Dr S T

F¢ = ZZZXD: — 4+ Encryption. 4)

dt=1s=1 t=1 d=

Eq. (4) is designed based on digital twin fog cloud rules (Alaasam
al.,, 2020). Eq. (4) aims to determine digital twin fog nodes pro-
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cessing time of offloaded sensory data for particular tasks. We
implemented the digital twin mechanism of the fog nodes, where
F{ shows that all tasks are executed on digital-twin-enabled fog
nodes. All the fog nodes are represented by d € D, and the variable
of t € T indicates that all tasks, from start to end, are executed on
the fog nodes from the scheduler. To present a federated learning
approach, we consider the different heterogeneous nodes for data
sharing and execution in our work. All the tasks must be decrypted
before starting any processing. Therefore, the variable Encryption
determines the encryption and decryption of all tasks among differ-
ent computing nodes. However, after execution, all tasks must be
encrypted to share another fog server for storage. Therefore, we
maintain the data security of tasks on different is determined in
the following way.

M D
Encryption =~ "Enc(d, AES, publickey) + Dec(Enc
m=1d=1

~ d, privatekey). (5)

Eq. (5) designed based on advanced encryption standard security
rule (Dharangan et al., 2022). Eq. (5) determines the encryption
and decryption of all task data on different nodes. For example, each
node encrypts task data based on a public key using the Advanced
Encryption Standard (AES) (Dharangan et al., 2022). Then, the nodes
decrypt the task data using a private key. We implemented AES-256
with multiple rounds and specific characteristics such as round sub-
stitution and column replacement. This equation, for instance,

Encryption = Z?Z]Enc(d,AEi publickey) + Dec(Enc ~ d, privatekey),
illustrates that all nodes must encrypt and decrypt the data during
sharing and execution in the network. Overall, we determined the
total processing time of tasks based on minimization optimization
enabled on mobile fog cloud rule (Lakhan et al., 2022).

min Total = L + C; + Cloud; + F;. (6)

Eq. (6) is designed based on the mobile fog cloud scheduling
rule with the minimization objective with the constraints
(Lakhan et al., 2022). Eq. (6) determines the total time of all tasks
on different nodes with different features. We denoted the total
time as variable Total and determined the execution time with
the unit minutes. The variable Total is an array that stores the exe-
cution time on the cloud, the communication time during offload-
ing and downloading, and the processing time on fog nodes for all
tasks. We calculate the total time wusing the equation
Total = L + C; + Cloud; + F;. Therefore, individual times impact
the total processing time in our architecture.

4. Proposed SFTS algorithm methodology

The study presents the SFTS algorithm methodology, which
consists of different sub-schemes. The process flow of these sub-
schemes has different connections, as shown in Fig. 2. The SFTS
algorithm starts with all parameter constraints such as
M, DT, D, S, T. The distinct parameters have already been explained
in Table 2. The local processing scheme initiates the healthcare
application tasks on local devices. All the sensors are connected
to mobile devices, so the sensor data is generated only on local
machines. Each local server encrypts the data before offloading
and receives decryption results from the digital-twin-enabled fog
and cloud servers. Offloading is a communication scheme that
transfers generated data from local mobile devices to available
fog nodes for further processing. We train the generated data on
fog nodes based on data, resources, computation time, and dead-
line. We apply Convolutional Neural Networks (CNN) to the local
training data, and federated learning (Rieke et al., 2020) integrates
the local training data into the aggregated node for final results.
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SFTS
M,DT,D,S, T
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Processing

Fault Tolerant Offloading

Local Training
Nodes Based on
CNN

Aggregated
Node

Total

Fig. 2. Proposed algorithm flow diagram.

The security and fault-tolerant schemes are centralized and con-
nect all nodes, enabling them to acknowledge each other about
security issues in the [IoHT framework.

Security and fault tolerance are the key challenges in the I[IoHT
healthcare architecture. Therefore, the study proposed the SFTS
framework that consists of different sub-schemes. SFTS framework
consisted of different schemes as shown in Algorithm 1.

Algorithm 1. SFTS Algorithm Framework
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Different levels exist in Algorithm 1 for generating and process-
ing sensors based on their constraints. Level 1 is the scheme where
sensor data are processed based on available resources and off-
loaded to the available fog and cloud nodes. Level 2 is the commu-
nication channel that transmits the data without security and
failure issues. Level 3 local federated learning training and testing
models. Level 4 is the aggregated node processing. Level 5 handles
the fault-tolerant mechanism of the study. We defined the all steps
of Algorithm 1, where the flow starts from local processing to fog
and cloud nodes in the following way.

e The local processing scheme performs based on Eq. (1). All the
local nodes are sources of data generation. To ensure security
and privacy, all the task data is encrypted before being sent to
the fog and cloud servers for processing, as shown in Level 1.

¢ Offloading is the mechanism where the algorithm checks if the
communication network and computing resources are avail-
able; it allows local devices to offload data to the servers. This
algorithm’s main efficiency is providing a seamless environ-
ment when all the network’s communication channels and
computing node resources are available.

¢ In Level 3, all the tasks are offloaded to available fog nodes for
processing. The fog nodes are integrated with the digital twin,
where resources, task updates, and execution status training
and testing are shared with the cloud nodes for aggregation.
The main efficiency of the digital twin is its ability to enable
fog nodes to provide resource availability at the edge layer.
These fog nodes act as replicas of cloud computing servers, hav-
ing the same runtime environment and interoperability within
the network.
The aggregation takes place in the cloud computing nodes, as
shown in level 4, where all fog nodes share their task execution
status and resources and store the final results of the tasks. This
sharing is done to achieve resource scalability. We devised an
aggregation mechanism based on vertical federated learning,
where all the fog nodes share metrics such as resources, task
status, failure annotations, and trained and tested execution
models with the cloud computing servers. This sharing aims
to further optimize and improve the nodes’ efficiency for all
tasks.

Algorithm 1: SFTS Algorithm Framework

Input : M,DT,D,S,T
1 begin
2 Level-1 Local Processing Sensory Data;

3 Level-2 Offloading Data;

4 Level-3 Digital Twin Fog Nodes;

5 Level-4 Aggregated Cloud Nodes Enabled Scheduling;

6 Level-5 Fault-Tolerant Mechanism;

7 Optimize Total ~ M, DT, D, S, T;

8 End Levels;

9 return Total;
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e The fault-tolerant scheme, as shown in Level-5, is an important
component implemented on all nodes. The main objective of
fault tolerance is to minimize the risk of task failures. It involves
training and rescheduling all failed tasks on available comput-
ing resources within the given task deadline.

4.1. Local processing sensory data
All the local healthcare sensor data are generated by the differ-
ent sensors and connected to mobile devices. The local mobile

devices analyzed the security based on the following rules.

Algorithm 2. Local Processing Sensory Data
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sufficient, then the mobile devices are processed locally. Other-
wise, this process will offload to the available digital twin fog
nodes. The offloading schemes proposed in Algorithm 2 are defined
in the following way.

o Initially, all tasks are annotated as local tasks, e.g., @t € T, where
local computing nodes (e.g., m € M) execute all tasks to meet
the security and privacy requirements of data locally. Therefore,
the inputs equal D, M, and T. T is the total number of tasks, D is
the sensor data, and M is the set of local computing nodes for
processing the sensory data at the local machines.

e In Steps 1 and 2, all the tasks are annotated as local tasks. The
main reason is that each task must be initially executed locally.
We read the tasks one by one from the task set, as shown in

Algorithm 2: Local Processing Sensory Data

Input : DM, T

1 begin

2 foreach (T annotated as local tasks t) do

3 if (L¢ ~ D <e¢,,) then

4 @t local processing based on available resources;

5 if (@t <+ LY <d;) then

6 Determined the local time based on equation (1);

7 Apply encryption and decryption based on equation (5);
8 Search available resources based on equation (8) after encrypted

all tasks;

9 DT, S,
10 Offload to based on Algorithm 3 to fog servers D;

11 End Offloading;

12 End Levels;

13 return Total;

We present the local processing scheme Algorithm 2 that pro-
cessed the local process as the IoT sensor healthcare mobile data.
We discussed the IoT healthcare data based on mobile devices in
the form of a case study, as shown in Fig. 3. For understanding pur-
poses, we consider only three types of sensors. For instance, ECG
sensor (lead-I and lead-II), wristwatch sensors (temperature and
heart-beat range), and jogging speed and walk count sensor that
is integrated into the subject or user’s ankle. We apply the wavelet
scattering technique (Jean Effil and Rajeswari, 2022) to pre-process
data according to features. However, it depends upon the available
resources; if the required pre-processing and security resources are

Steps 1-2.

o Step 2 verifies that the local devices have enough to execute
sensory data. Therefore, initially, we anticipated resource
checking before execution for all tasks.

o In Step 4, the algorithm determines that if the local computing
nodes have enough resources, it annotates all tasks as local
tasks and starts their execution based on security requirements.

e In Steps 5 to 7, we ensure that the tasks are executed within
their deadlines and meet the security requirements. The algo-
rithm allows execution based on Eq. (1) for task execution
and security based on Eq. (5).
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Fig. 3. Local processing on sensor data.

e In Steps 8 to 11 determines that the local processing finished
their execution and is looking for offloading for execution based
on available resources and wireless communication.

e We determined the available resources based on Eq. (8) before
starting any execution and offloading for all tasks.

e The local nodes offload their data to the fog and cloud nodes.
After the execution, all nodes send back their results in
encrypted form, decrypted by the local device for display.

4.2. Offloading data

Offloading is a process that initiates from mobile devices when
they have no resources or tasks that need further execution based
on their given thresholds.

Algorithm 3. Offloading Data Scheme

Algorithm 3: Offloading Data Sch

eme

Input : M,DT,D,S,T
1 begin
2

3

€

if (Communication.availability==true) then

Determined the communication time based on equation (2);

4 t =

End Offloading;

Acknowledge Generated;

M T D d d .
Zm:l Zt:l Zd:l upload + download’
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Fig. 4. Federated learning processing on digital twin.

The study designs the offloading scheme Algorithm 3, where all
data is offloaded from local mobile devices to the available fog and
cloud nodes for processing. Algorithm 3 checks in advance; if the
communication channels have a higher capability of offloading, it
will offload data to the available fog node for further processing.
Otherwise, if the mobile offload finds weaker and insufficient
bandwidth, the mobile waits for the network availability and
resource availability inside the designed network. We define the
steps of Algorithm 3 in the following way.

e In Steps 1-2, the algorithm checks communication availability
for offloading data to the connected fog and cloud nodes.

e In Steps 3-4, the algorithm determines the communication time
and availability for offloading and downloading data from com-
puting nodes to the local machines.

¢ In Steps 5-6, determines if the communication channel is estab-
lished, then the algorithm allows the local processing algorithm
to offload all tasks to the available computing nodes for
execution.

4.3. Federated learning enabled local training and testing models

The study designed the federated learning and its replica virtual
local fog nodes at different radio networks. In our case, we imple-
mented federated learning at different nodes. The main aggregated
node is powerful cloud computing, where digital-twin-enabled
same virtual copies are integrated at different healthcare clinics
as shown in Fig. 4. Each node has weights W = {w = 1,dots, W}
that consists of different features (e.g., resource, deadline, training,

and testing datasets). All the cloud and fog nodes in federated
learning-enabled digital twins cooperate and communicate with-
out overhead issues. Data security and privacy are maintained
among nodes based on encryption, decryption rules, and fault-
tolerant techniques. We present the federated learning
technology-enabled framework for IoT wearable healthcare
devices. In our system, federated learning is the complete system
based on cloud data servers and its replica fog servers based on
digital twin technology. The federated is divided into local training
and testing part and aggregated decision parts for IoT healthcare
devices. The study considers the FLM number of federated learning
training servers such as FLM{flm ~ dt ~s1}. We trained both
replica and aggregated nodes based on resources capability and
IoT datasets and represented by Z={z=1,...,Z}. In our study,
we considered horizontal federated learning where all fog and
aggregated share their datasets but in different sample modes.
We determined the federated learning mechanism based on the
following equation.

DT S

F
mvjnf(t)ZLMZZﬂm(w\z). (7)

fim1 dt=1s=1

We designed the Eq. (7) based on federated learning rules for fog
and cloud networks (Lakhan et al., 2021). In Eq. (7) w is the learning
weight of federated learning on given input t € T tasks and trained
dataset z. It is the same for all datasets on different nodes. We
trained and test the model based on a neural network. We divide
the objective function performance into local, fog, and cloud com-
ponents as shown in Eq. (7).
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Algorithm 4. Federated Learning DT Scheme cuted securely. However, IoT healthcare tasks are generally sched-
uled in real-time, so due to resource limitations in mobile devices,

Algorithm 4: Federated Learning DT Scheme
Input : D,M,T,FLM,S

1 begin
2 Wilea,l,s] € DT, L, S;
3 if (offloading.status=true) then

4 foreach (flm + d) do

5 Activate Security and Fault Tolerant Analyzers;

6 Determined the communication time based on equation (2);
7 upldoad + Townioad’

8 Apply encryption and decryption based on equation (5);

9 Determined the federated learning among fog and cloud

nodes based on equation (7);

10 min,, < Total ~ f(t) Z?lml LM Z(ﬁil SS:1 flm(w|z);

11 Determined the fog nodes execution time based on equation
(4);

12 Ff = Ziﬁ£1 tT=1 25):1 &5

13 Apply encryption and decryption based on equation (5);

14 Determined the cloud nodes execution time based on

equation (3);

s T D
15 Cloudy =30 1> 41 2 a1 4%9
16 Apply encryption and decryption based on equation (5);
17 End Initial Process;
18 if t + Total < dt&tst(ltus == 1 then
19 Determined the weights and execution based on given
datasets;
20 End Training and Testing;
21 End Processing;

22 End Main;

Algorithm 4 schedule all tasks based on their given features and the mobile engine offloads task workloads to the external fog cloud

quality of service requirements (deadline and total) on the differ- servers for further processing. All the datasets are trained and
ent resources. Algorithm 4 initiated with the different weights, tested at the fog nodes individually based on the neural network.
e.g., Wleq,l,s] € DT,L,S. We consider the mobile device the thin Each dataset has different attributes during training and testing
client where tasks such as annotated@ must be scheduled and exe- on the given resources. All the fog nodes are digital-twin-enabled

10
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virtual servers of the centralized aggregated main cloud. Cloud
computing also has different heterogeneous to make the final deci-
sion on the tasks. Algorithm 4 ensures that all the tasks must be
executed under their given deadlines and optimized the overall
Total of all tasks. Algorithm 4 determines the local execution time
based on Eq. (1, and communication offloading time based on Eq.
(2), and cloud and fog nodes computation time based on respec-
tive, Eq. (3) and Eq. (4). Furthermore, we analyzed the resource
availability of nodes in Algorithm 4 as follows.

L DT S
Resource = ZZZ@“ <detotal —t — D <l dt,s

=1 dt=1s=1

(8)

This Eq. (8) is designed based on available resources and meets the
deadline rules (Naha et al., 2020) for all tasks on different nodes. Eq.
(8) determines the resource capability of nodes before scheduling
workloads to them must have higher resources than requested
works. We generally divided the tasks into critical and general sta-
tus. The critical tasks are those tasks that have higher processing
delay than the given deadlines and consume much more resources

T,F,T D,T status

T,F,T D,T status
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in the mobile fog and cloud nodes, as shown in Fig. 5. The study
considers the security risk analyzer and fault tolerant analyzer for
verifying tasks and resources’ security and fault-tolerant status in
designed architecture as shown in Fig. 5. The general tasks are exe-
cuted normally from submission to execution without any security
and fault-tolerant issues. The security risk is raised when no
resource is available for encryption and decryption security mecha-
nisms in the shared resources. In our case, all the resources and
computational nodes (e.g., mobile, fog, and cloud) are shared, and
the public key of the encryption algorithm AES-256; however, each
node has its own private key to decrypt task data. The critical tasks
are the failure tasks due to a lack of resources in mobile fog and
cloud networks. In this paper, the study presents the digital-twin-
enabled fault-tolerant scheme (DTFTS). The main purpose of the
scheme is to identify handle and predict the failure of resources
and task states before and during execution. DTFTS identifies the
failure patterns of resources and tasks and trains them based on
the model to avoid future future. IoT healthcare systems combine
very complex computational components such as mobile devices,
fog nodes, and cloud nodes that are heterogeneous in nature. At

T,F,T D,T status

| Security Analyzer |

Fault Tolerant Analzyer | |

QoS

Resource
Availability
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| Tasks status

Update Training
Dataset weights
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Update Training
Dataset weights
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| Resource Status

Update Training
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Fig. 5. Resource management in IIoHT healthcare.
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the same time, each task has different features, and it may require
trained data from different nodes during execution based on the
given quality of service requirements. The failure analyzer scheme
DTFTS works on different three layers, such as mobile local process-
ing, fog, and cloud processing, as shown at the top lever in Fig. 5
with the different colors. The purple color shows that the security
and failure analyzer handles all failure and security risks on the
mobile devices I =1,...,L ~ ¢ based on available resources and
acknowledges the fog and cloud nodes for further execution. The
cyber yellow and green show that the fog nodes
dt =1,...,DT ~ €4 and cloud nodes s =1,...,S ~ €, respectively.
All the computing nodes work together to maintain the quality of
service (quality of service), such as security and fault-tolerant,
deadlines, and resources for all [loHT healthcare tasks. The goal is
to maintain task performance and meet all quality of service
requirements among different computing nodes. At the second
level, we analyze that mobile, fog nodes, and cloud nodes acknowl-
edge each other about the availability of the resources and tasks
execution, such as tasks status and resources status in different
brown, red, and sky blue nodes. The mobile, fog, and cloud node
weights are updated in real-time, and pre-trained and dynamic
training is done based on the neural network (convolutional neural
network) algorithm (Unnisa et al., 2023).

A convolutional neural network (CNN) algorithm is used in the
study to pull out the features of different [loHT healthcare datasets.
The three different datasets (e.g., ECG, temperature, and ankle sen-
sors) as inputs. We have non-linear data. Therefore, we imple-
mented the CNN relu function on the initial phase of the
algorithm, as shown in Fig. 6. We extracted the required features
F from distinct datasets during processing. We considered that
each dataset contained different features of tasks and extracted
the maximum number of features from different datasets at the
Maxpool layer. Furthermore, the pooling layer classified and differ-
entiated the features among different nodes. All the features are
matched according to the algorithm’s security, deadline, resources,
and fault tolerance. The security and fault-tolerant analyzers’
schemes executed all tasks at the softmax layer and got the opti-
mal Total «— T as shown in Fig. 6. We define the steps of Algorithm
4 in the following way.

e Algorithm 4 takes the input from offloaded data from the local
devices. We determine that the federated learning DT scheme
has the following metrics, e.g., D,M,T,FLM,S. The federated
learning training and learning determines the variable, e.g., FLM.
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e In Steps 2-3, all the fog nodes scheduled the offloaded tasks and

generated their weights. For example, the weights are the exe-

cution status of tasks, deadline meeting, resource availability,
and failure of tasks in the network.

In Steps 4-9, all the fog nodes started execution, where security

and fault tolerance are trained based on the analyzer. The ana-

lyzer is a method that stores the algorithm'’s training based on a

deep neural network, where deadline, failure, and security met-

rics enable model training. The digital twin-enabled fog nodes
trained their models based on federated learning and shared
their weights with cloud computing for further execution.

e In Steps 10-19, all the federated learning enabled fog nodes
executed all tasks and trained their models based on deadline,
execution status, security, and failure status constraints based
on Eq. (4) and Eq. (3). All the tasks are executed on fog nodes
with a similar runtime based on a digital twin scheme. Due to
resource scarcity, the algorithm offloads all completed functions
to cloud computing for storage and further processing. We
determined the federated updated weights among fog and
cloud based on this formula, e.g.,
min,, « Total ~ f(£)S ", LMY 41 ;> fim(w|z) based on Eq.
(7). Based on federated learning, all the nodes shared the
updated weights with each during the execution of tasks.

e In Steps 18-19, the algorithm determined that if all tasks are
executed successfully with the deadline and security require-
ments without failure. The algorithm terminates after the exe-
cution of tasks.

¢ All the fog and cloud nodes are connected based on a federated
learning scheme, sharing their tasks and resources status to the
aggregated node in form weights.

o All the weights are updated after some time, as shown in Algo-
rithm 4.

e Algorithm 4 performs efficiency on different nodes, where the
tasks’ deadline, security, and failure efficiency are met.

4.4. Fault tolerant efficient scheme in digital twin

Real-time data processing is another challenging task in digital
healthcare when a person has health problems. In our case, a per-
son or patient performs different activities and relies on remote
healthcare services to monitor their health in real-time. But from
the provider's point of view, a failure of services could change
the current state of healthcare sensors and cause a significant loss.
We used fault-tolerant techniques made possible by the digital
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Fig. 6. CNN-enabled training and testing in mobile fog cloud iloHT healthcare nodes.

12



A. Lakhan, A.A. Abdul Lateef, M.K. Abd Ghani et al.

twin to deal with service or resource failures. We integrated the
digital twin on the service provider side (e.g., hospitals). The digital
twin allows the provider to make virtual copies of servers at differ-
ent layers (e.g., fog and cloud) with the same runtime environment.
We put the digital twin servers at various hospitals that offer the
same services. Fig. 7 shows a scenario of the fault-tolerant tech-
nique based on the digital twin as an execution process for health-
care tasks. Initially, all the tasks, e.g., t =1,...,T, are scheduled
based on the particular computing node for the processing. The

Journal of King Saud University - Computer and Information Sciences 35 (2023) 101747

study presented a fault-tolerant technique based on the check-
pointing mechanism (Yang et al., 2022) as shown in Algorithm 5.
If the task status changes to 1, it means that the process of the
scheduled task will be completed, and it will return the status
"processed finished” and send the task results.

Algorithm 5. Fault Tolerant Efficient Scheme in Digital Twin
Scheme

Algorithm 5: Fault Tolerant Efficient Scheme in Digital Twin Scheme

Input : DT, M, T
1 begin
2 Initial Schedule;

3 for t=11t T)do

4 Scheduled on mobile devices;

5 t < m;

6 if (t < m ~ tstarus == 1) then

7 All the tasks are successfully offloaded;

8 else

9 Search for another device to reschedule;
10 t+—ml~t+m2untilt < m2 e M ~ tgyaius == 1;
11 else if (t < dt ~ tstatus == 1) then
12 All the tasks are successfully executed;
13 else
14 Search for another digital twin server to reschedule;
15 t < dtl ~t <= dt2 until t < dt2 € DT ~ tgqpus == 1;
16 if (t « dt2 ~ tstarus == 1 < d;) then

17 All tasks rescheduled from the point of failure in

completion %;

18 t+ sl ~t+ s2until t + dit2 € DT ~ tgatus == 1;
19 else

20 Restart tasks from initial scheduling;

21 Failure Tasks Scheduled;

22 End New Start;

23 Scheduled all tasks;

24 End Main;
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Fig. 7. Fault-tolerant efficiency based on digital twin scenario.

Algorithm 5 considers the failure of using mobile devices and
digital twin servers before offloading and after processing, as
shown in Fig. 7. If a task t fails due to a sensor’s fault or any other
issue, it reschedules from the mobile device to another. If the tasks
failed on the server side, we applied the checkpointing technique
and rescheduled tasks from the point of failure % under their given
deadlines, as shown in Algorithm 5. All the failure tasks with the
status 0 or no will be rescheduled from the point of failure on
the available digital twin servers. During execution, all tasks have
two statuses, such as 1 and 0. If the status converts from 1 to O,
the scheduler will try to reschedule it from the point of failure
and search for a similar server in the digital twin with similar ser-
vices. The primary role of digital twin technology is to control the
load balancing issue and the service restart problem and to search
for similar services under the given deadlines. The digital twin-
enabled infrastructure helps a lot to meet the deadlines for tasks.
The deadline is critical because if a person uses these healthcare
services and encounters some health issues or sensors that gener-
ate abnormal data. Therefore, processing anomalous data within
the deadline is necessary, as shown in Algorithm 5.

The process shown in Fig. 7 is more effective, where task execu-
tion is monitored in real-time, and deadlines of tasks are necessary
to meet. The main reason is that abnormal data could be generated
randomly. Therefore, the system must be adaptive and control all
failures, security, and deadline during their execution at different
hospitals. We held the security and failure based on digital twin
and federated learning approaches for real-time healthcare appli-
cations. Algorithm 5 meets all the requirements of the healthcare
tasks in any condition while performing their activities. The
fault-tolerant based on digital twin scheme enabled Algorithm 5
has the following steps.

e In Steps 1-2, Algorithm 5 monitors the task execution status on
different computing during scheduling in the networks (e.g.,
mobile, fog, and cloud nodes).

e In Steps 3-5, the algorithm monitors those tasks scheduled on
mobile devices. If tasks become 1, it shows that the execution
of tasks is being processed optimally. However, the task’s status
convert from 1 to 0, so the particular tasks are stuck in their
executions.

In Steps 6-24, the algorithm monitors the tasks scheduled on
fog and cloud nodes. If the tasks become 1, it indicates that
the execution of tasks is being processed optimally. However,
if the task status changes from 1 to O, the particular tasks are
stuck during their execution and are marked as failed. If the
tasks fail due to resource or security reasons, the scheduler
attempts to reschedule the tasks from the point of failure to
another node. The algorithm searches for optimal nodes among
fog and cloud for rescheduling from the point of failure. If the
tasks cannot be successfully recovered, all tasks are rescheduled
from scratch on mobile devices. After the local execution, the
tasks are scheduled on different computing nodes again until
the execution of tasks is completed within their deadlines and
for security purposes in the network.

4.5. Time complexity and limitation of SFTS

The proposed SFTS amalgamates different schemes, such as
scheduling, federated learning, offloading, and digital twin. There-
fore, the time complexity is determined while IoT tasks execute on
the other computing nodes. The nodes are mobile devices, fog, and
cloud servers. We analyze the time complexity of proposed SFTS
algorithms utilized in IoT and fog computing context scheduling
on different computing. Our time complexity is total delays as
we determined in Eq. (6) and denoted as Total for all IoT tasks. In
our architecture, we executed IoT tasks on different nodes. There-
fore, we divided the time complexity into different computing
nodes. The local devices’ time complexity is determined in the fol-
lowing way, e.g., n(n x n). The local devices are initial devices
where IoT tasks are initiated at the start of their processing in
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our architecture. It is partially polynomial during local processing
time and offloading before final execution at servers. The tasks
are executed on different fog and cloud nodes. The federated learn-
ing computing time is as follows: e.g., n(n x n)*. The power n*
shows three digital twin servers and one powerful centralized
computing machine during processing in different hospitals.
Therefore, the total time complexity, including security, offloading,

scheduling, and fault-tolerant, becomes n(n x n) + n(n x n)*.

There are areas for improvement of SFTS in the time complexity
of different constraints. For instance, the waiting time for mobile
devices for offloading has yet to be determined. Therefore, IoT con-
text tasks could suffer deadlines and performances due to long
wait times. The federated learning fog and cloud nodes still have
load-balancing issues. Therefore, related balancing issues, fog,
and cloud nodes give a longer wait time. It impacts the time com-
plexity of IoT fog cloud tasks in our architecture.

5. Performance evaluation and simulator

The study designed an IloHT healthcare simulation configura-
tion environment based on software and hardware requirements,
as shown in Table 3. The users or subject environment is consid-
ered the local devices with the X86 operating system for Android
and iPhone, where open-source Azure cloud service is integrated
into Table 3. We collected sensor data (e.g., ECG lead-1, lead-2,
Ankle, and Wrist Watch). We set the parameter and hyper-
parameter of CNN as mentioned in Table 3. The study designed
the experiment based on standard deviation, mean, and median
values on the dataset numerical values. [IoHT healthcare consists
of local devices, communication channels, fog nodes, and cloud
computing. The simulator consisted of different parameters as
shown in Table 3. The simulated design is based on available
libraries such as the Android developing tool and fog cloud virtual-
ization tools. Table 4 shows the configuration of the local mobile
devices during simulation for healthcare sensor data. Table 5
shows the configuration of the digital-twin-enabled fog nodes dur-
ing simulation for healthcare sensor data. Table 6 shows the con-
figuration of the cloud nodes during simulation for healthcare
sensor data.

5.1. IIoHT sensor datasets

The study exploited the public healthcare sensors; datasets are
publicly available on the following URL. https://github.com/
ABDULLAH-RAZA/lloT-healthcare-Sensors-Data. The datasets have
different features of tasks such as ECG Lead-1, Lead-2, Ankle, BP
(blood pressure), Temp (Temperature), HB (Heartbeats), CH

Table 3

Experiment parameter and values.
Parameter Values
Convolutional Neural Network layers 16 layers
Pooling size 6
Functions 8
CNN layers 16x 16
Language IoT C
Cloud Azure
ECG Lead-1,Lead-2 Rhythm Strip
Ankle Elastic straps
Wrist Watch Tempreture
Maxpool 100 GB
Communication GPS
Speed 5G
Wifi 56mbps
upload bandwidth 60 MHz
Download bandwidth 60 MHz
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Table 4
Mobile devices configurations.
Parameter Values
Operating System Mobile Android-X86
Devices
n samsung s23 64 GB, 4 GB RAM
2 Iphone 11 128 GB, 8 GB RAM
3 Samsung Galaxy Ax3 series 150 GB, 10 GB
RAM
L 3
Table 5
Digital twin fog nodes configurations.
Parameter Description
Operating System Android-X86
Computing Nodes
dt1 Virtual Android-X86, 300 GB, 32 GB RAM
de2 Virtual Android-X86, 500 GB, 48 GB RAM
dt3 Virtual Android-X86, 800 GB, 56 GB RAM
DT 3
Table 6
Cloud computing configurations.
Parameter Values
Operating System Cloud Computing  Android-X86
s1 Android-X86, 10000 GB, 100 GB RAM
s2 Android-X86, 20000 GB, 200 GB RAM
s3 Android-X86, 50000 GB, 300 GB RAM

Total number of nodesS 3 Heterogeneous nodes

(Cholesterol) speed, location, real-time, stayed Activity, and Users.
The more definition and attributes datasets are available on the
given link.

5.2. Result analysis and discussion

[oT and Fog Cloud Time Complexity The study conducted the
experiments based on collected IloHT sensor data as mentioned
above in the URL. We implemented the baseline studies that are
closely related to our study. For instance, loT Without DT-
Federated (Rieke et al., 2020), IoT With DT-Federated (Xu et al,,
2021), IoT healthcare security and fault tolerant in Fog Cloud
(Azzaoui et al., 2021; Jimenez et al., 2020; Akash and Ferdous,
2022; el Azzaoui et al., 2020; Zhang et al., 2020) are the studies
implemented in the experimental environment. We represent the
total time of tasks in minutes at different mobile, fog, and cloud
computing nodes. All healthcare tasks are executed on different
nodes. Therefore, the total variable combination of local, fog, and
cloud processing times is Total, calculated per minute for all tasks
as shown in Eq. (6). Fig. 8 illustrates the performance of 26 distinct
healthcare tasks conducted in an experimental environment. We
analyze security and failure risks within the IoT healthcare domain.
Fig. 8 depicts varying delays experienced at different computing
nodes: mobile, communication, fog, and cloud during the security
and failure process of tasks. In the initial experiment, we analyze
the security delay and failure delay with the proposed schemes.
The y-axis shows the total as the objective function, determined
in minutes. It starts from O to 18 min. The x-axis indicates the
number of healthcare tasks ranging from 1 to 26. In our proposed
work, we can not execute all tasks locally. Therefore, the local
devices can initiate tasks and offload to the fog and cloud through
communication networks. The mobile devices incurred the initial
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Fig. 8. Secure and fault-tolerant total processing time of all tasks on different computing nodes.

failure of connection or availability of communication networks
and remote nodes. For instance, we are offloading to the remote
computing nodes such as fog and cloud, incurring 14-min delays.
All the nodes are executing tasks in parallel ways. Therefore, we
need to minimize the failure delays for all reasons to meet the
requirements of tasks in higher with the deadline constraints.
Due to the risk to the healthcare of humans, we set deadlines for
all tasks and ensure all tasks must be executed under their dead-
line. We denoted the brown line as the security task validation in
the form of delay on different computing nodes. We represented
the security delays on different computing nodes, such as mobile
devices, communications, fog, and cloud nodes. The Total is the
objective function that combines various delays. Fig. 8 shows that
all the tasks, e.g., 26 tasks as shown in the x-axis, incurred eighteen
minutes (18) delays at different nodes as shown in the Y-axis.
These delays include encryption decryption and validation of tasks
at nodes. Therefore, it is necessary to process all tasks on different
nodes with fewer delays according to given tasks.

In our scenario, we consider the random number of healthcare
tasks and increase their sizes in the experiment. We implemented
data pre-processing strategies, such as wavelet scattering and CNN,
for feature extraction in the IloHT framework. We evaluated the
performances of schemes in the experiment. Fig. 9 analyzes the
performance of tasks with the different delays as a total delay.
The variable Total is the sum of processing delays determined in
minutes. The total delay becomes higher and higher during the
recovery of the security and failure risks for all tasks with the
higher number of tasks in different mobile fog and cloud comput-
ing nodes. The y-axis represents the delays of tasks as annotated as
Total, and the y-axis shows the range of tasks with random num-
bers, e.g., 30. We recover the security failure issues on different
computing nodes. For instance, mobile devices performed on the
local devices and communication networks identified the original
data in encrypted form. However, if there are some issues in the
wireless communication and require a recovery time, the offloaded
tasks wait until connection recovery from security failure. It is sim-
ilar to the failure delay recovery, which takes delays for all tasks on
different computing nodes. We denoted the number of tasks from
0 to 5 on mobile devices with the 6-min delay with the security
recovery. At the same time, 9 min of delay with the failure of tasks

during recovery on mobile devices. We offloaded tasks through
wireless communications, and all tasks from 0 to 20 incurred 10
to 12 min with both failure and security delays and impact on total
delay. The 0 to 30 tasks are executed on fog and cloud nodes and 16
and 18 min and determined total delays for all tasks. Therefore, all
tasks have higher delays if we manage them efficiently on different
computing nodes.

We implemented the proposed scheme along with baseline
approaches in the experiment. For instance, SFTS, IoT Without Fed-
erated, IoT With Federated, and IoT Fog Cloud schemes evaluate
the performance of healthcare tasks on heterogeneous nodes. We
evaluated the performance of all tasks in terms of total delays as
determined in objective function Total as shown in Eq. (6). In the
simulation result, as shown in Figure Fig. 10, the y-axis indicates
that the different number of tasks determines Total time in min-
utes for all tasks. The SFTS scheme executed all tasks on different
computing nodes with the Total delays in 2 min. The IoT With Fed-
erated scheme performed all tasks on different computing nodes
with the Total delays in 4 min. The IoT Fog Cloud With Federated
scheme executed all tasks on different computing nodes with the
Total delays in 8 min. However, without federated learning, it has
10 min on different computing nodes for all tasks. We analyzed
the performance of different architectures and schemes evaluated
based on various tasks during the experiment. We analyzed and
monitored the performance of all methods: SFTS, IoT Without Fed-
erated, IoT With Federated, and IoT Fog Cloud, and noted the Total
total delays of all tasks in the environment. Fig. 10 shows the per-
formance of different schemes, but SFTS outperformed all existing
methods.

In our simulation criteria, Total variable for all tasks must be
less given the deadlines of all tasks during execution on heteroge-
neous nodes. We determined the local processing delay during
mobile offloading with the proposed scheme SFTS. The y-axis in
Fig. 11 shows that all the mobile offloading tasks with the collected
data take 5 to 7 min from sensor collection to mobile processing
and during offloading in SFTS. The security and failure delay is also
controlled under the given deadlines. We determined the total
delays as Total incurred within 10 min during mobile offloading
with 20 tasks. The baseline IoT With a Federated scheme executed
all mobile processing tasks, including failure and security, within
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Fig. 10. Offloading and scheduling performance of healthcare tasks with different schemes on different computing nodes.

9 min with a random number of 20 tasks. Furthermore, the IoT Fog
Cloud scheme incurred 9 min for mobile offloading, 10 min for
communication, and 12 min during fog and cloud scheduling for
all tasks. We analyzed the performance of different architectures,
and schemes were evaluated based on various tasks during the
experiment. We researched and monitored the performance of all
strategies: SFTS, IoT Without Federated, [oT With Federated, and
IoT Fog Cloud, and noted the Total total delays of all tasks in the
environment. Fig. 11 shows the performance of different schemes,
but SFTS outperformed all existing methods.

Our simulation considers the trade-off constraints between the
resource consumption of different computing nodes and objective
function Total for all tasks. The trade-off is always conflicting
because there is less delay in the aim function Total, which con-

17

sumes a higher ratio of computing resources. Therefore, we sched-
ule all tasks based on given deadlines to handle the resource
constraint issues of mobile devices and less resource consumption
of fog and cloud nodes. These constraints, such as security, failure,
and deadline, consume the resources of all computing nodes. We
determined the failure and security-enabled scheduling with the
checkpointing mechanism, where all nodes can resume failure of
tasks from the point of failure. We analyzed the performance of dif-
ferent architectures and schemes evaluated based on diverse tasks
during the experiment. We examined and monitored the perfor-
mance of all strategies: SFTS, IoT Without Federated, IoT With Fed-
erated, and IoT Fog Cloud. We noted the Total total delays of all
tasks in the environment. Fig. 12 shows the performance of differ-
ent schemes, but SFTS outperformed all existing methods. Fig. 12
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Fig. 12. Failure and security recovery performances of tasks with different schemes.

shows the proposed scheme SFTS executed all tasks with the min-
imum resource consumption under deadlines with 10-min delays.
These approaches, IoT Federated and IoT Fog Cloud, consume many
resources and are incurred with a total of 12 to 14 min of delays.
The baseline approaches also consume much more resources due
to scheduling all tasks without deadlines on available nodes.
Resource consumption is the key challenge in the IloT health-
care environment. There are different kinds of resource consump-
tion for the IloT healthcare environment. The risk of security and
resource availability failure is the key challenge for IloT architec-
tures. The offloading and scheduling are the schemes in which
we maintained the resource consumption in the network. We ana-
lyzed the performance of different architectures and schemes
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based on different tasks during an experiment. We analyzed and
monitored the performance of all schemes SFTS, IoT Without Fed-
erated, IoT With Federated, and IoT Fog Cloud and noted the Total
total delays of all tasks in the environment. Fig. 13 shows the per-
formance of different schemes, but SFTS outperformed all existing
schemes. The different aspects are evaluated, such as failure ratio,
security validation and resource leakage, and availability of fog and
cloud nodes during offloading for processing. It has been observed
that the baseline schemes with different [oT healthcare tasks have
a failure ratio higher than SFTS. The security validation is more
appropriate with the SFTS than baseline schemes.

We validated the work in different aspects, such as local pro-
cessing delay, offloading communication delay (DT), fog processing



A. Lakhan, A.A. Abdul Lateef, M.K. Abd Ghani et al.

Journal of King Saud University - Computer and Information Sciences 35 (2023) 101747

T T T T T T T T T
b | =====SFTS 1
Fog Nodes !
weressen 0T Federated !
|
18 |- loT Fog Cloud i .
[ | ]
: ! :
L Security ! |
L I'| Resource |
3 Cloud | Not
ﬁ [ I‘“"..“nll-lllll LLLLLL L] —ll-l:'-"_ ':'-'HUHUHHHHHH--—---I Avallable 4
P 1
““-""‘ Failure ',"' Mobile Device |
9t ,v‘" | B
: il v ]
r ,/ Resource Consumption 1
L R |
R4
Ls |
L |
O"
1 1 1 1 1 1 1 1 1
0 3 6 9 12 15 18 21 24 27 30
Number of Tasks

Fig. 13. Resource consumption of IloHT sensory tasks with different failure and security schemes.

delay for training and validation, and cloud delay. We analyzed the
failure and security aspects with the differences as shown in
Table 7. The different scenarios such as Method,
T,L{, C;, Cloud;, F{, Total, Failure, and Security are the constraints
where performance evaluation can be compared and analyzed with
the different methods. We can analyze the performance of the pro-
posed scheme with different methods. For instance, SFTS obtained
the results of tasks in different scenarios and different nodes, tasks
t = 1-10, local processing = 6, offloading time = 8, fog delay = 6,
cloud delay = 10, and total delay = 30, where only three tasks 3
are failed, 10 shows that, all tasks are successfully met the security
between nodes without any failure of tasks. We analyzed the all
results of all methods with different tasks from t = 1 to 30 with dif-
ferent methods as shown in Table 7.

Security validation in different nodes is a crucial process in dif-
ferent healthcare environments. Table 8 shows the data’s encryp-
tion and decryption validation on different nodes. The
parameters are considered in this phase, as shown in the following
way. For instance, Task, Data, Encryption, Decryption, Validation,
and Status are the encryption and decryption validations at the
federated learning-enabled DT mobile fog cloud network. For
instance, a task t = 1 has data 99, has encryption e02aTgb6g2VL
+83foW2jCw==, and again decrypts at 99. At the same time, these

validations exist between m1 ~ dt1 with the status yes. Further-
more, this data is offloaded from the DT fog node to cloud comput-
ing. For instance, a task t = 1 with data 120, encryption
KWuVYMKzEWO0oPeb4ydQd7w==, and decryption 120, between
dt1 ~ s1 with status yes. In this way, each piece of data from
mobile devices to fog nodes and fog nodes to cloud computing is
validated based on encryption and decryption with the shared keys
federated by mobile fog cloud networks.

We discussed the different metrics that were identified during
the simulation. We discussed these metrics, such as resource con-
sumption, Scalability, and memory% during the execution of tasks
in the simulator as shown in Table 9. We analyzed these metrics
with the different baseline approaches and proposed methods for
the different number of tasks, e.g., 30. We evaluated these metrics
on the mobile node, fog nodes, and cloud computing. In our simu-
lation, we keep the scalability fixed, which means in our current
problem, we are not considering the resource provisioning with
the cost constraints. Therefore, we keep the scalability fixed with-
out scaling up and scaling down during the execution of tasks in
the simulator. We determine the resource consumption in mega-
bytes (MB) as shown in Table 9 for all methods. We determined
the memory usage ratio for the execution of all tasks on different
nodes with the different methods, as shown in Table 9. We can

Table 7

Work validation in different aspects and scenarios with different.
Method T Lt c Cloud; F¢ Total Failure Security
SFTS t=1-10 6 8 6 10 30 3 10
Without Federated t=1-10 16 18 16 10 60 3 10
IoT With Federated t=1-10 12 10 7 13 42 5 7
10T Fog Cloud 30 t=1-10 15 15 18 48 7 9
SFTS t=11-20 7 6 8 10 31 2 10
Without Federated t=11-20 17 17 17 10 61 3 8
IoT With Federated t=11-20 10 10 10 16 46 3 9
IoT Fog Cloud 30 t=11-20 20 20 20 60 6 9
SFTS t=21-30 6 8 6 11 31 2 10
Without Federated t=21-30 16 20 16 10 62 4 8
IoT With Federated t=21-30 12 12 7 13 44 1 5
[oT Fog Cloud t=21-30 30 15 15 20 60 1 6
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Table 8

Encryption and decryption detection schemes.
Task Data Encryption Decryption Validation Status
t=1 99 e02aTgb6g2VL + 83foW2jCw== 929 ml ~ dtl yes
t=1 120 KWuVYMKzEWO0oPeb4ydQd7w== 120 dt1 ~ sl yes
t=2 155 K7 + 93/Wi0ecCKP14ySmoeg== 155 ml ~ dt2 yes
t=2 1000 fQrhvbmiJto19Y9/JAyRiQ== 1000 dt2 ~ s2 yes

Table 9

Encryption and decryption detection schemes.
Method Task Node Resource Consumption Scalability Memory%
SFTS 30 Mobile 380 MB Fixed 03
SFTS 30 Fog Nodes 1000 MB Fixed 0.7
SFTS 30 Cloud 1500 MB Fixed 0.9
IoT Without Federated 30 Mobile 500 MB Fixed 0.8
IoT Without Federated 30 Fog Nodes 1500 MB Fixed 0.9
IoT Without Federated 30 Cloud 2000 MB Fixed 0.12
IoT With Federated 30 Mobile 500 MB Fixed 0.7
[oT With Federated 30 Fog Nodes 1600 MB Fixed 0.14
IoT With Federated 30 Cloud 2200 MB Fixed 0.16
10T Fog Cloud 30 Mobile 700 MB Fixed 0.9
[oT Fog Cloud 30 Fog Nodes 2000 MB Fixed 0.19
IoT Fog Cloud 30 Cloud 3000 MB Fixed 0.21

observe from Table 9 that SFTS consumes less resources and mem-
ory than existing methods on mobile fog and cloud nodes during
the execution of tasks. The main reason is that we implemented
the replica of the data processing based on digital twins. Therefore,
the results and data recovery from the cloud are migrated or down-
loaded to the fog nodes for scheduling. It is a robust and efficient
way to use the digital twin-enabled fog and cloud nodes for the
distributed Iot applications and minimize the resource consump-
tion and memory usage for similar tasks during security and failure
situations in our architecture.

5.3. Findings and shortcomings of SFTS and baseline algorithms

In this study, we presented the SFTS method, which consists of
different schemes such as local processing, federated learning-
enabled fog and cloud nodes, and digital twin. The main finding
of the SFTS is to execute all IoT content tasks with minimum
delays. The total delays as we determined in Eq. (6) combinations
of different delays. Therefore, we scheduled all IoT tasks to the dif-
ferent computing nodes with minimum delays. In the result dis-
cussion, we showed the findings and limitations of SFTS for all
tasks on mobile, fog, and cloud nodes. We have implemented the
four baseline strategies, [oT Without Federated learning, IoT With
Federated learning, and IoT Fog Cloud schemes for IoT content
tasks in the simulation environment. We considered the different
constraints such as security, processing delay, deadline, resource
consumption, and failure of tasks. We analyzed the performances
of all algorithms as shown in the result analysis and discussion
with the IoT random number of tasks in fog and cloud networks.
We investigated IoT tasks’ security and failure delay constraints
on mobile, fog, and cloud nodes with all algorithms designed dur-
ing execution in the architecture. This baseline IoT Without a Fed-
erated learning strategy, scheduled all mobile, fog, and cloud
network tasks. The strategy IoT Without Federated learning sched-
uled all tasks on different computing nodes in a secure and delay-
efficient form. However, as all simulation results show, this strat-
egy has suffered higher delays. The main reason is that, in this
strategy, the main node made all the decisions during the security
recovery and failure of tasks and acknowledged all nodes. That
means all nodes are clustered in the network, but decisions made
by centralized nodes suffer higher delays for all tasks. In the previ-
ous higher delays, all the tasks missed their deadlines and

degraded the performances of applications. This IoT Fog Cloud
strategy divided the scheduling tasks decision among different
computing nodes based on the scheduler and got less delay than
IoT without the federated strategy. The main reason is that all
the schedulers can communicate with each other and reschedule
the failure of tasks from the point of failure. However, due to many
constraints, such as local processing, communication, failure, secu-
rity, and remote processing, this strategy suffered from delays ana-
lyzed one constraint at a time. The federated learning divided the
computing analyzing of different at different fog and cloud and
aggregated to the centralized nodes. However, one node’s failure
in federated learning still suffers from higher delays in the net-
work. SFTS is the optimal strategy that integrates the digital twin
on fog nodes, where cloud nodes are replicated and executed on
fog nodes. The digital twin is adaptively integrated with the cloud
nodes, where, based on federated learning, we can exchange their
updates to all connected nodes. Therefore, the SFTS strategy for IoT
tasks in the network can easily manage all the constraints on dif-
ferent computing nodes. However, there are still limitations in
the SFTS scheme for broad-level infrastructure. All the proposed
and baseline strategies did not consider the wait time of tasks
before scheduling in the mobile fog cloud networks. The baseline
strategies and proposed work widely miss task power consump-
tion, cost, and sustainability. These limitations still need to
improve the total delays and time complexity to become efficient
for all time-sensitive tasks with the given priority. Therefore, all
baseline and proposed approaches must address these limitations
in future works. In the current version of methods, we did not con-
sider resource provisioning to avoid resource scalability. In this
work, we only exploited the fixed type of resources. We keep the
fixed scalability in the current architecture version and do not con-
sider resource provisioning. However, the diversity features can
increase the ratio of tasks and types. Therefore, power consump-
tion on local devices and wireless networks could be increased.
In future work, we consider the power consumption, cost, resource
provisioning, scalability, and existing constraints with the more
robust and adaptive schemes.

6. Conclusion

Based on performance evaluation, the study analyzed and pro-
cessed the different healthcare sensory data to monitor and predict
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the healthcare data in distributed mobile fog and cloud networks.
This paper presented the secure, fault-tolerant, empowered wear-
able healthcare sensors aware Industrial Internet of Things (IloT)
Framework based on digital twin federated fog-cloud models.
The study aims to reduce the time and resources needed to process
healthcare sensor data for security, task execution, and fault toler-
ance. The study presents the Secure and Fault-Tolerant
Scheme (SFTS) algorithm framework that optimizes the IoT sensor
data and executes the healthcare data with the minimum offload-
ing and processing delays. Simulation results show that the pro-
posed work minimized the security risk by 40%, failure risk of
tasks risk by 50%, and the training and testing time by 39% for all
IIoT healthcare tasks in mobile fog cloud networks.

The study will implement blockchain technology in future work
and consider the different healthcare clinics for sensory data in
heterogeneous computing nodes. The current work version has
power consumption, electricity cost, and distributed resource shar-
ing that have yet to be considered in the present work. In future
work, we will add more constraints in the considered framework
with the discrete and polynomial time for all tasks. There exist con-
straints in the SFTS that relate to the time complexity associated
with diverse limitations. To illustrate, mobile device waiting time
during offloading has yet to be established. As a result, tasks within
the scope of IoT might encounter challenges with meeting deadli-
nes and maintaining performance due to prolonged waiting inter-
vals. The difficulty of achieving load balance in federated learning
between fog and cloud nodes endures. Consequently, these consid-
erations tied to the equilibrium of fog and cloud nodes lead to elon-
gated waiting duration. This circumstance significantly impacts the
time complexity of IoT fog cloud tasks within the framework of our
architecture. Therefore, in future work, we will consider the delays
for IoT fog cloud tasks in our extended architecture.
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