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7If you can’t be a pine on the top of the hill

be a scrub in the valley

—but be the best little scrub by the side of the rill;
be a bush if you can’t be a tree.

Be the best of whatever you are!”
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Abstract

This thesis analyses the resource allocation problem in cloud data centers. Those
typically run millions of applications in a virtualized environment (Virtual Ma-
chines or containers) that serves are the middleware layer between the physical
servers and the user applications. Virtualization brings many benefits in resource
sharing, with the easiness in creating and destroying instances, migrating VM
from one physical machine to another, and great support for an ”on-demand”
computational model.

However, all these benefits do not come for free. They impose new challenges
in resource sharing among different user applications. This dissertation studies
the different problems associated with the resource management problem in cloud
data centers, that are mainly: (1) Virtual Machine placement, (2) application
auto-scaling, and (3) interference detection.

The resources offered by physical servers, organized in several data centers, are
provided in the form of abstract compute units that are implemented as Virtual
Machines (VMs). Each VM is assigned a pre-configured set of resources, including:
number of cores, amount of memory, disk and network bandwidth.Virtualized
data centers support a large variety of applications, including batch jobs (typically
used for scientific applications), and web applications (e.g. an online bookshop).
Each application is deployed on a set of VMs, which can be allocated to any
collection of physical servers in the data center. The problem of assigning a
physical location to each VM is known as VM placement and it is performed by
the manager of the cloud infrastructure.

Cloud computing environments offer the user the capability of running their
applications in an elastic manner, using only the resources they need, and paying
for what they use. However, to take advantage of this flexibility, it is advisable to
use an auto-scaling technique that adjusts the resources to the incoming workload,
both reducing the overall cost and complying with the Service Level Objective.
We propose a taxonomy consisting of five categories to classify state-of-art auto-
scaling techniques: static threshold-based rules, time series analysis, control theory,
reinforcement learning and queuing theory. Furthermore, we present a comparison
of some auto-scaling techniques (both reactive and proactive) proposed in the
literature, plus a new approaches based on rules with dynamic thresholds. Results
show that dynamic thresholds avoid the bad performance derived from a bad
threshold selection.

VMs or containers with different resource usage needs may be co-located in
the same physical machine. Resource sharing (including CPU, memory or cache)
may cause resource contention bottleneck, i.e., two VMs (or group of containers)
compete for the same resources, but the resource capacity is not enough for
both of them. This leads to anomalies in the resource usage of the application



that may penalize application performance. The noisy neighbor problem occurs
when an application takes away the resources assigned to another one. We
propose a lightweight unsupervised algorithm that is able to effectively detect
these anomalies on different types of applications.

Our detection algorithm is based on clustering comparison and uses some novel
distance metrics. The final contribution of this thesis is a set of new distance
metrics that target the comparison of hard clusterings.



Contents

1__Introductionl
|I1.1  Popularity of Cloud computingl . . . . .. ... ... ........
I1.2  Cloud computing applications| . . . . . . .. ... ... ... ....
I1.3  Social impact of cloud computing| . . . . . .. ... ...
I1.4  Goals of a Cloud provider| . . . . . ... ... ... .. .......
[L.5 Challenges of Resource Management in Data Centers|. . . . . . . .
1.6 esis Hypothesis and Objectives|. . . . . . . . . . oo v vt ..

[T77 Thesis Organization] . . . . . . . . v v v v v i i

[2__Background|
1 What is Cloud Computing?| . . . . « v v v v v v e e
[p-T.1 Characteristics of cloud computing . . . . . . . . ... ...
2.1.2  Cloud Computing service models| . . . . . . ... ... ...
2.1.3  Cloud Computing deployment models| . . . . .. ... ...
2.1.4 WVirtual machines vs Containers . . . . . . . . .. ... ...

[2.2.1 State-of-art in VM placement| . . . . . . .. ... ... ...
[2-3 Elasticity and Auto-scaling Process| . . . . . . . . . .. ... ....
2.3.1 Elastic Application| . . . . . . .. ... ... 0oL
2.3.2  Auto-scaling Process: The MAPE loop|. . . . . . ... ...
2.4 Noisy-neighbor effect and Performance Anomaly Detection| . . . .
[2.4.1 Noisy Neighbor Problem|. . . . . ... ... .. ... ...
[2:42" General strategies to address it] . . . . . . . . .. ... ...

[3__Modeling the Cloud Data Center|

3.1 Modeling Applications| . . . . . . ... ... ... ... ... ...
3.2 odeling Application Workloads| . . . . . ... ... ... ... ..
3.3 Describing the Data Center Structure] . . . . . ... ... ... ..

13
13
13
13
14
14
15
16
17
17
18
21
21
22
23




X Contents

3.4 Modeling Power Requirements| . . . . ... ... .. ........ 36

4 Application Placement: An Optimization approach| 39
4.1 Multi-objective Optimization Algorithms| . . . . . ... ... ... 41
[4.1.1 ~ Why multi-objective approach?| . . . . . .. ... ... ... 41

[4.1.2  Algorithms| . . . . . .. ... ... ... ... ... 41

4.2 Topology-aware Optimization| . . . . . . .. ... ... ... .... 43
(421 Problem Definitionl . . . . . . . .. ... ..o L 43

[4.2.2  Problem-specific Operators| . . . . ... ... ... ..... 44

4.3 Experimental Framework] . . . .. ... ... .00 0000 45
[4.3.1  Simulation Environment| . . . . . . . .. ... 46

[4.3.2  Experiments to Compare Optimization Algorithms| . . . . . 46

[4.3.3  Experiments to Evaluate VM Placement in Realistic Scenarios| 47

4.4 Analysisof Results| . . . . .. ... ... ... . 48
[4.4.1  Simplified Experiments: Evaluation of Optimization Algo- |

| rithmsl . . . . . .o 48
[4.4.2  Detailed Experiments: Evaluation of the Benefits of Optimization-|

| based Placement] . . . . . . . . . .. 49
4.5 Summary and Conclusions|. . . . . . .. .. ... ... ... .. 49

[F Taxonomy on Auto-Scaling Techniques| 53
b.1 Auto-scaling Taxonomy| . . . . .. ... .. ... .. ........ 54
5.2  Threshold-based Rules . . . . . .. ... .. ... .. ... .... 57
[5.2.1  Description of the Technique| . . . . . . .. ... ... ... 57

[5.2.2  Review of Proposals| . . . . ... ... ... ......... 58

b.3  Reinforcement Learningl . . . . .. ... .. ... ... 61
[5.3.1  Description of the Technique| . . . . . . . ... ... .. .. 61

[6.3.2  Review of Proposals| . . . . ... ... ... ... ... ... 63

b.4 Queuing Theoryl . .. .. ... ... ... ... ... ... ... . 66
[5.4.1  Description of the Technique| . . . . . ... ... ... ... 67

[b.4.2  Review of Proposals| . . . .. .. ... ... ... ... ... 69

b.5 Control Theoryl . . . . . .. . . .. .. .. 71
[.5.1  Description of the Technique| . . . . . . .. .. ... .. .. 71

[5.5.2  Review of Proposals| . . . .. ... ... .. .. ....... 73

.6 Time Series Analysis| . . . . . . .. ... ... oL, 75
[0.6.1  Description of the Technique| . . . . . . .. .. ... .. .. 76

[5.6.2  Review of Proposals| . . . .. ... .. ... ... ...... 80

.7 Summary and Conclusions|. . . . . . .. ... ... ... ...... 83




Contents xi

|6 Dynamic threshold rules for Auto-scaling| 87
6.1  Selected Auto-scaling Techniques| . . . . . . . .. ... .. ... .. 88
6.2 Experiments|. . . . .. ... Lo 90
6.2.1  TImpact of load balancing policy|. . . . . .. ... ... ... 91

6.2.2  Reactive techniques| . . . . . ... .. ... 0. 91

6.2.3  Proactive techniques| . . . . . . ... ... L oL 92

6.2.4  Comparing Reactive vs. Proactive techniques| . . . . . . . . 93

6.3  Summary and Conclusions|. . . . . ... ... ... ... ...... 93
17 An online algorithm to detect the Noisy Neighbor Problem| 99
[7.1 Our requirements| . . . . . . . . . .. o 99
[7.2  Anomaly Detection Algorithm|. . . . . . ... ... ... ... ... 100
[7.2.1  Scenario and System Architecture| . . . . ... ... .. .. 100

[7.2.2  Challenges| . . ... ... ... ... 0. 101

[7.2.3  General Strategyl . . . . . .. .. .. oo 101

[7.2.4  Techniques| . .. .. ... .. ... ... . 103

[7.2.5  Selected Techniques| . . . . ... ... ... ... ... ... 106

[7.2.6 Algorithm Description| . . . . . . . .. ... ... ... ... 107

[(.2.7 Parameters and constraintsl . . . . ... .. ... ... ... 108

7.3 Experimental Frameworkl . . . .. ... ... ... ... ... .. 109
(3.1 Evaluationl . . ... .. ... ..o L 109

[7.3.2  Application Benchmarks|. . . . . . .. ... ... ... ... 109

C33 Testbed . . . . o v v oo 111

[.3.4  Parameter Selectionl . . . ... ... ... ... ....... 111

[7.4 Analysisof Resultsg| . . . . . . ... ... ... ... ..., 112
[7.4.1  Computational requirements of our proposed algorithm| . . 112

[7.4.2  Parameter Tuning| . . .. .. ... .. ... .. .. .... 117

[7.4.3  Algorithm Evaluation| . . . . ... .. ... .. ... .... 117

|7.4.4  Comparison against other methods| . . . . . . . . ... ... 120

[(.4.5 Discussionofresultsl . . . . ... ... ... ... ...... 120

7.4.6  Advantages and disadvantages of our proposal] . . . . . .. 123

I8 Spatially-Aware Distances for Hard Clusterings| 125
BI Tntroductionl. . . . . . . . . ... . 125
8.2 Background and Related Work| . . . . ... ... ... ... .... 126
8.3 Formal Definition of Distance Measures| . . . . ... ... ... .. 128
8.4 Distance Measure Validationl . .. ... ... ... ... ... ... 131
8.4.1  Minimal Properties for Metric Definition|. . . . . . . . . .. 132

8.5 Formal Validation of Metric Properties|. . . . . . .. ... ... .. 132
8.5.1  Positivity and Symmetry| . . . .. ... o000 oL 132

18.5.2  Identity of indiscernibles|. . . . . . . .. ... ... ... .. 133

xi



xii Contents

[8.5.3 Desirable Properties for Distance Measures| . . . . . . ... 135
8.0.4 Comparison against other measures] . . . ... ... .. .. 139

3.9.5 xperiments with real datasets| . . . . ... ... ... ... 140

8.6 Conclusions and Summary|. . . . . . . . .. ... ... ... .. 142
|9 Summary and Conclusions| 145
DI Concusiond . . . . .« oot 145
0.2 Future Research Directiond . . ... ... ... ... ... ... ... 146
[9.2.1  Application placement| . . . . . .. ... oL 146
[9.2.2  Auto-scaling] . ... ... ... .. ... ... ... 147
023 Anomaly defection] . . . . . . ... ... ... ... .. 148
[0.2.4 Comparison metrics for clusterings] . . . . . . . . . . . ... 148

xii



Publications

Journal Papers

e Tania Lorido-Botran, Sergio Huerta, Luis Tomas, Johan Tordsson, and Borja
Sanz. An Unsupervised Approach to Online Noisy-Neighbor Detection in
Cloud Data Centers. Ezpert Systems With Applications, 2017

e Tania Lorido-Botran, Sergio Huerta, and Borja Sanz. Towards Spatially-
Aware Comparison of Hard Clusterings. 2017

e Tania Lorido-Botran, Jose Miguel-Alonso, and Jose A. Lozano. A Review
of Auto-scaling Techniques for Elastic Applications in Cloud Environments.
Journal of Grid Computing, pages 1-34, 2014. ISSN 1570-7873. doi: 10.
1007/s10723-014-9314-7

e Jose A. Pascual, Tania Lorido-Botran, Jose Miguel-Alonso, and Jose A.
Lozano. Towards a Greener Cloud Infrastructure Management using Opti-
mized Placement Policies. Journal of Grid Computing, Special Issue, 2014.
doi: 10.1007/s10723-014-9312-9

Conference and Workshop Papers

e Tania Lorido-Botran, Jose A. Pascual, Jose Miguel-Alonso, and Jose A.
Lozano. Optimization of Application Placement towards a Greener Cloud
Infrastructure. In EvoPar, 2014

e Tania Lorido-Botran, Jose Miguel-Alonso, and Jose Antonio Lozano. Com-
parison of Auto-scaling Techniques for Cloud Environments. In Actas de
las XXIV Jornadas de Paralelismo (SARTECO), CEDI, 2013



Contents




Chapter 1

Introduction

The origin of Cloud Computing can go as far as 1960, when John McCarthy
predicted that computation may be organized as a public utility like electricity and
water [7]. Much later, in late 1990s, Grid Computing systems become popular
and provided flexible environments to run batch jobs (scientific computing). Grid
Computing was the first real implementation of computation as a utility.

With the usage of virtualization, Cloud Computing slowly replaced Grid Com-
puting. One might ask: What is exactly Cloud Computing? In this dissertation
we assume that is a business model built on top of data centers. Cloud Comput-
ing is becoming increasingly popular because, among other advantages, allows
customers to easily deploy elastic applications, greatly simplifying the process of
acquiring and releasing resources to a running application, while paying only for
the resources actually allocated (pay-per-use or pay-as-you-go model). Elasticity
and dynamism are two key concepts of cloud computing.

What enables this elasticity? A data center is simply a bunch of physical
servers connected by some good network infrastructure (usually tree-tiered).
Virtualization is used to provide resources in the form of Virtual Machines (VMs)
or containers. Virtualization enables the execution of different application in the
same physical servers, minimizing their interferences. It is possible to start and
stop a VM or container in seconds (or minutes) and even migrate it to another
physical server. This is the key to the Cloud Data Center, to the flexibility that
enables the Cloud computing as business model.
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Three main markets are associated to cloud computing;:

Infrastructure-as-a-Service (IaaS) designates the provision of information
technology and network resources such as processing, storage and band-
width as well as management middleware. Examples are Amazon EC2 [§],
RackSpace [9] and Google Compute Engine [10].

Platform-as-a-Service (PaaS) designates programming environments and tools
hosted and supported by cloud providers that can be used by consumers to
build and deploy applications onto the cloud infrastructure. Examples in-
clude Amazon Elastic Beanstalk [T1], Google App Engine [12], and Microsoft
Windows Azure [13].

Software-as-a-Service (SaaS) designates hosted vendor applications. For ex-
ample, Google Apps [14], Microsoft Office 365 [I5] and Salesforce.com [16].

A typical scenario could be a company that wants to host an application, and
for this purpose leases resources from a IaaS provider such as Amazon EC2. From
now on the following terms will be used:

Provider. It refers mainly to the IaaS provider, that offers virtually unlimited
resources in the form of VMs. A PaaS provider may also play this role.

Client. The client is the customer of the TaaS or PaaS service, that uses it for
hosting the application. In other words, it is the application owner.

User. This is the end user that accesses the application and generates the
workload or demand that drives its behavior.

Resource scaling can be either horizontal or vertical. In horizontal scaling
(scaling out/in), the resource unit is the server replica (running on a VM), and
new replicas are added or released as needed. In contrast, vertical scaling (scaling
up/down) consists of changing the resources assigned to an already running VM,
for example, increasing (or reducing) the allocated CPU power or the memory.
Most common operating systems do not allow on-the-fly (without rebooting)
changes on the machine on which it runs (even if it is a VM); for this reason,
most cloud providers only offer horizontal scaling.

1.1 Popularity of Cloud computing
Cloud computing has revolutionized the Information and Communication Tech-

nology (ICT) industry by enabling on-demand provisioning of elastic computing
resources on a pay-as-you-go basis. The increased popularity has cause a rapid

4
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growth of customer demands for processing power, storage and communication.
A revealing example comes with Google: their data centers process an average
of 40 million searches per second, resulting in 3.5 billion searches per day and
1.2 trillion searches per year, Internet Live Stats reports. That’s up from 795.2
million searcher per year in 1999, one year after Google was launched [17].

The prospective trend for cloud computing is to keep increasing over time.
A report by Cisco Systems [I8] predicts that global data center IP traffic will
grow 3-fold over the next 5 years, and overall data center workloads and compute
instances will be more than double (2.3-fold) from 2016 to 2021. It also predicts
that the data stored in data centers will nearly quintuple by 2021 to reach to
reach 1.3 ZB.

In order to cope with the rapid growth of demand, Cloud providers such as
Amazon, Google and Microsoft are deploying large-scale data centers around the
globes. Recent report shows that Amazon operates at least 30 data centers in
its global network, each comprising 50,000 to 80,000 servers [19]. The number of
servers per data center is also increasing. Technical presentations by Facebook
staff suggested that as of June 2010 the company was running at least 60,000
servers in its data centers, up from 30,000 in 2009 and 10,000 back in April 2008.
Today it is estimated that each Facebook data center might have hundreds of
thousands[20].

As expected, this leads to huge investments from bigger cloud providers in
data centers. At the Google Cloud Next conference in San Francisco in March
2017, the company revealed that it spent nearly $30 billion on data centers over
the preceding three years.[I7]. Facebook reported that it owned about $3.63
billion in “network equipment” as of the end of 2015 — up from $3.02 billion in
2014 [20].

The revenue is a good measure of cloud computing health. Microsoft reported
in 2018 a 98% increase in its revenue [21], closely followed by competitors Amazon
and IBM. This is a good sign that Cloud Computing will stay with us for a long
time.

1.2 Cloud computing applications

Cloud computing has changed the IT industry by enabling on-demand provisioning
of elastic computing resources on a pay-as-you-go basis. Organization have two
main options, either outsource their computational needs to a third-party or
build their own private data center. Outsourcing allows the organization high
up-front investments in a private computing infrastructure and consequent costs
of maintenance and upgrades. This scenario is particulary appealing for start-ups,
as it provides greater flexibility and more control over the costs. As the business
grows, cloud providers offer infinite resources to deploy new services. In the case
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that the company fails, there is no loss in material assets, as the start-up can
stop renting resources from the cloud provider at any time. According to[22],
companies can use only 60-80% of the budget that is used to run IT and convert
fixed IT costs into variable spends. Bigger and well-stablished organizations might
prefer to set up their own private data center and benefit from improved resource
management schemes.

But what is the applicability of Cloud Computing? It can be applied to
many industries, including education, health and software developments. Here we
enumerate some of the most popular areas of applicability [23]:

e Proof of concept and product development. Cloud offers an ideal scenario
to test a new idea that can be easily discarded. It is also suitable to create a
testbed that supports the whole cycle of product developtment, and separate
environments for testing or production

e Backup and disaster recovery: Data centers are spread accross different
continents. This is the highest level of security and protection in case of
natural disasters.

e Traffic bursting: A retail business owning its own data center might suffer
from spikes in demand during certain periods of the year (e.g. Black Friday).
Cloud providers offer a great solution for this sporadic ocasions.

e Big data analytics and scientific computing: Big Data requires is very
computationally demanding and also requires inmense amount of storage to
handle huge datasets. Cloud computing is becoming a popular solution of
Big Data tasks and scientific computing. Some public cloud vendors even
offer specialized services focuses on data processing.

e Web hosting, file storage: The Cloud can also be used for tradicional needs
like web hosting and file storage.

1.3 Social impact of cloud computing

As IBM states [24], Cloud computing is changing our lives in many ways, even
without us noticing. The world has become a global place and any piece of news
might become viral. Cloud computing has changed the way we interact (e.g. think
about the likes on Facebook or Youtube), or our political preferences. It is present
in every day of our lifes, with both positive and negative effects.

We have already covered the positive effects of cloud technology. First, it
benefits business by allowing them to grow and cut down on costs, and also
providing coverage to multiple tasks from web hosting to Big Data Analytics.
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Cloud technology is important for users, by keeping them close to a variety of data
and applications that are readily available online. It is worth to mention the value
of Cloud computing for social good: it offers other benefits to developing countries
since they no longer have the burden of investing in costly infrastructures and get
to into data and applications that are readily available in the cloud.

A great example is an startup called MobileWorks [22] that has developed
a mobile web application to allow low income device users in seven countries
execute simple data entry tasks, web research, content creation and more on a
project basis to supplement their income. Thanks for the availability of free cloud
computing services, the application was launched with zero capital, allowing them
to deploy the software in developing nations.

However, the impact of cloud computing in our society is not only a fairy tale
story. It has created a great dependability on cloud services (third-parties). This
dependability manifests in different ways. A business relies on a cloud provider
guaranteeing a certain QoS level, but if it fails to do so, the business may suffer
important finantial losses. Depending on the service provided, it can even disable
the company’s main activity or have disastreous consequences. Let us imagine
the case of self-driving cars relying on cloud systems to compute the distance to
pedestrians: the slighest error could cause the loss of a life.

Another direct problem derived from sharing our data with a third-party is
the lack of security and privacy [25]. Who can access our data? What if someone
uses our bank account details to commit fraud or a crime?

1.4 Goals of a Cloud provider

A cloud provider is responsible for running millions of applications across mul-
tiple data centers. We can identify two main goals from the perspective of the
cloud provider, that are: first, to maximize revenue and, second, to guarantee a
certain Quality of Service (QoS). Desirably, the resource management strategy for
data centers should find a trade-off between both objectives. However, resource
management is not that straight-forward, and cloud providers need to deal with a
series of problems, such as the unpredictability of the load, the under-utilization
of real data centers and the high maintenance cost of each data center.

Incoming requests to cloud applications can be really bursty and vary according
to external events, like the characteristics of the workload volume or the workload
type mix. A typical example was the traffic surge arised from Michael Jackson’s
death, which resulted in disruptions in several services [26]. The main consequence
of a service disruption is a violation of an SLA (Service Level Agreement) between
the cloud provider and the application owner. The cloud provider has to face
significant finantial losses for not guaranteeing a good QoS.

7
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Maximizing revenue immediately translates to using the total of available
resources. However, several studies show the worrying underutilization of cloud
data centers. [27] analyze a 12000-nodes Google clusters and find out a low CPU
utilization of only 25%-35%, together with an also low 40% of memory usage.
Similarly, a production cluster at Twitter with a thousand nodes reports CPU
utilization below 20% and memory usage at 40%-50% [28]. The same study
estimates that the overall utilization of dedicated Cloud facilities is even worse,
between 6%-12%.

Finally, there is a general concern about the increased energy consumption
required by data centers. An average data center consumes as much energy
as 25,000 households, as reported by [29]. This energy consumption results in
increased Total Cost of Ownership of the data center, and less revenue for the cloud
provider. Microsoft has tried to address this problem by creating submarine data
centers, that will use the currents to generate electricity [30] and the cooldown
thanks to low water temperatures. Although appealing, we can see obvious
inconvenients like the maintenance of such data centers.

There is enough evidence that proves that data centers are not managed in
the best way. Existing strategies for resource management are insufficient. Next
section will explore the main challenges towards an efficient way to use existing
resources.

1.5 Challenges of Resource Management in Data
Centers

As we said previously, Cloud Computing has two very appealing characteristics
for users, elasticity and a pay-as-you-go scheme: get more resources whenever
you want, release them as soon as you do not need them, and on top of that,
only pay for what you need. However, the whole scheme brings new challenges to
the owner of the cloud data center. How to efficiently manage the resources that
change dynamically over time? We can identify three main challenges associated
to the Resource Management of a Cloud Data Center: application placement,
auto-scaling and performance anomaly detection.

Applications hosted in cloud environments can be of very diverse nature:
batch jobs, map-reduce tasks, massively multiplayer online role-playing games
(MMORPGsS), web applications, video streaming services, and a large etcetera.
An TaaS provider has to decide the best placement of each application within the
data center(s). Better said, the best mapping between a set of VMs or containers
that compose each application. This is usually referred to as Virtual Machine (or
application) placement problem. Overall, the IaaS provider has to deal with you
main goals, maximize the resource usage of the data center and also guarantee
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a minimal quality service. This is usually denoted as SLA, and it is a contract
between the client and the provider.

If the problem was not complex enough, the number of VMs or containers for
an application may vary over-time. It might start a new VM if there is a spike
in the incoming workload or stop several VMs that have been idle for a certain
period of time. This tool is referred as the auto-scaler and its goal is to allow
applications to acquire and release resources dynamically, adjusting to changing
demands. Auto-scaling in itself is a pretty challenging task, given the uncertainty
of the incoming workload.

Virtualization enables running several application on top of the same physical
server and sharing the same resources. Each application will generally underuse
the resources assigned to it, so an IaaS provider will usually overbook the resources,
that is, pack as many applications as possible in the same physical server. However,
there is always a risk of violating an SLA. This scenario is very prone to have
interferences among VMs or containers. A VM might use 100% of a CPU core
assigned to it, leaving the neighbor VM without any resources for a while. This is
a very common problem denoted as noisy-neighbor problem. An optimal placement
is never enough. We need to provide a good anomaly detection method to prevent
performance issues.

1.6 Thesis Hypothesis and Objectives

The focus of this thesis is to find a new strategy for managing resources in cloud
computing infrastructure. We propose the following hypothesis:

By the development of new virtual machine placement, auto-scaling and pre-
diction techniques, we can optimize the resource usage in cloud environments, both
from the users’ and the infrastructure perspective.

In order to accomplish the stated hypothesis, we enunciate a set of four
objectives formulated as questions:

e How to map applications (a set of Virtual Machines) to available physical
resources taking into account the energy usage and network utilization?
Data centers run very heterogeneous workloads. It is necessary to find
the best mapping for each application, and desirably, reduce the energy
comsumption of the data center.

e How to optimally perform on-demand request of resources for an application?
One of the biggest challenges in data centers involves reducing the under
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utilization of resources. Applications are typically assigned many Virtual
Machines that remain idle. A good automatic tool would be useful to adjust
the resources assigned to an application based on the demand, while freeing
unused resources.

e How to guarantee a minimum SLA in a shared environment prone to
performance interferences? One of the challeges for the cloud provider is
to maintain a good Quality of Service, by doing a good distribution of
the resources among applications. However, this scenario is very prone to
performance anomalies. Cloud providers need to detect these anomalies as
soon as possible.

e How can we characterize/model the whole data center in order to test
new resource management approaches? The data center is a huge entity,
composed of physical resources (servers, topology infrastructure, cooling
systems), and software components (applications, workloads). Testing new
resource management approaches can be a lenghtly and very costly process.
A good characterization of a data center would help researchers to test the
efficiency of new ideas.

1.7 Thesis Organization

The present manuscript provides answers to all the objectives described in previous
section and it is organized as follows:

e Chapter 2 presents the foundation of this thesis. It contains basic information
about the environment, cloud data centers, and provides a description of the
main challenges in managing virtualized resources, that is, Virtual Machine
placement, application auto-scaling and performance anomaly detection.

e Chapter 3 proposes a set of models to characterize a data-center in full,
including the network topology and energy consumption model, and a
general application and workload modeling. This sets of model is used in
next Chapter to test a VM placement solution

e Chapter 4 tackles the application placement problem, that is, mapping the
VMs to the best set of physical servers. It proposes a novel multi-objective
optimization approach to solve the initial mapping of an application to a set
of cores, by taking into account the application communication pattern and
the network topology. Besides, the solution reduces the energy consumption
of the data center.

10
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e Chapter 5 proposes a taxonomy for auto-scaling techniques and reviews
the general state-of-art. Techniques can be classified into five categories
that are: rules, control theory, queuing theory, reinforcement learning and
time series. Although the review focuses on auto-scaling, many of these
techniques are applicable to other resource management problems.

e Chapter 6 proposes a very easy to implement variant of rules with dynamic
thresholds and compares against other state-of-art auto-scaling techniques.

e Chapter 7 tackles the noisy neighbor problem and proposes a lightweight
detection algorithm to detect performance anomalies in the data center. It
is application-agnostic solution and assumes no previous knowledge about
past anomalies or the application’s resource usage profile.

e The last Chapter, Chapter 8, (with a more technical nature) proposes a
set of comparison metrics for hard clusterings. The anomaly detection
algorithm is based on statistical distances to compare soft clusterings and
inspired this contribution in the field of hard clusterings.
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Chapter 2

Background

2.1 What is Cloud Computing?

We already said that cloud computing is a business model for a virtualized data
center. A more formal definition is provided by NIST and states that Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction. This cloud
model is composed of five essential characteristics, three service models, and four
deployment models. [31]

2.1.1 Characteristics of cloud computing

Cloud computing can be categorized as a business model. The use of virtualization
technologies enables the following characteristics:

e On-demand
e Pay-as-you-go: Only pay for the resources you need

e Rapid elasticity: Seamlessly scaling (acquiring and releasing resources)

2.1.2 Cloud Computing service models

Three main markets are associated to cloud computing:
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Infrastructure-as-a-Service (IaaS) designates the provision of information
technology and network resources such as processing, storage and bandwidth as
well as management middleware. Examples are Amazon EC2 [3], RackSpace [20]
and Google Compute Engine [13].

Platform-as-a-Service (PaaS) designates programming environments and
tools hosted and supported by cloud providers that can be used by consumers to
build and deploy applications onto the cloud infrastructure. Examples include
Amazon Elastic Beanstalk [5], Google App Engine [10], and Microsoft Windows
Azure [18].

Software-as-a-Service (SaaS) designates hosted vendor applications. For
example, Google Apps [11], Microsoft Office 365 [17] and Salesforce.com [25].

2.1.3 Cloud Computing deployment models

e Private cloud. The cloud infrastructure is provisioned for exclusive use by a
single organization comprising multiple consumers (e.g., business units). It
may be owned, managed, and operated by the organization, a third party,
or some combination of them, and it may exist on or off premises.

e Public cloud. The cloud infrastructure is provisioned for open use by the
general public. It may be owned, managed, and operated by a business,
academic, or government organization, or some combination of them. It
exists on the premises of the cloud provider.

e Hybrid cloud. The cloud infrastructure is a composition of two or more
distinct cloud infrastructures (private, community, or public) that remain
unique entities, but are bound together by standardized or proprietary
technology that enables data and application portability (e.g., cloud bursting
for load balancing between clouds).

2.1.4 Virtual machines vs Containers

Virtualization is used as an intermediate layer to decouple applications from the
data center infrastructure. It enables flexible allocation of physical resources to
cloud applications. The amount of resources assigned to each application may
be adjusted dynamically. It enables multi-tenancy, that is, multiple applications
sharing the same physical server. Finally, virtualization simplifies the replication
and scaling of applications.

There are two main technologies: hardware and operation system level virtu-
alization. In the hardware-level virtualization, a hypervisor virtualizes physical

14
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resources across several VMs. Each VM runs its own OS. Containers use OS
virtualization, that is, resources are virtualized at OS level, by encapsulating Os
processes and their dependencies.

Examples of VM management frameworks include vCenter, Openstack, and
CloudStack. There are also container management frameworks such as Kubernetes
and Docker Swarm.

For a long time, hardware virtualization has been the predominant technology
in cloud data centers, but more recently containers are gaining increased popularity.
They have less overhead than VMs; in contrast, VMs provide more robust isolation.
[32] found that the performance of applications running on top of containers
(LXC) are comparable to bare-metal OS. KVM shows different levels of overhead,
depending on the resource, with up to 80% worse in disk throughput. In contrast,
containers lack from isolation capabilities. According to [32], LXC containers are
starved of resources against an CPU-adversarial workload, while the VM finishes
with a 30% performance degradation.

An interested reader might wonder: what is the best virtualization technology
for Cloud Computing, containers or VMs?. The answer depends on the ultimate
needs of the user. In case that low overhead is a primary concern and the
application might benefit from vertical scaling, then containers seems like the
way to go. However, if the user want to ensure insolation in a multi-tenancy
environment, it is advisable to use VMs at the virtualization technology. Most
part of this thesis work could be applied to both containers and VMs, including
auto-scaling, placement and interference detection.

2.2 Virtual Machine Placement Problem

Virtualized data centers support a large variety of applications, including batch
jobs (typically used for scientific applications), and web applications (e.g. an
online bookshop). Each application is deployed on a set of VMs, which can be
allocated to any collection of physical servers in the data center. The problem
of assigning a physical location to each VM is known as VM placement and it is
performed by the manager of the cloud infrastructure. This manager is typically
called the Infrastructure-as-a-Service (IaaS) provider.

The challenge for the provider is to host a large and diverse set of applications
(VM sets from different clients) in the infrastructure trying to (1) maximize its
revenue and (2) provide a good service to the clients. An adequate application
placement would be able to maximize the resource usage of physical servers and
reduce the energy consumption of the data center, for example, by turning off
(or setting to idle state) the inactive servers and network elements (typically,
switches). At the same time, the infrastructure management policies should trade
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off the obtained revenue with the Quality of Service (QoS) agreed with the client,
guaranteeing that each application receives the resources paid for.

2.2.1 State-of-art in VM placement

This thesis is focused on the problem of performing the initial placement of the
collection of VMs that constitute a cloud application. We argue that making a
sustable initial decision about VM placement is essential to keep the data center in
a near-optimal state, both in terms of energy consumption and resource utilization,
and also to reduce the future need of consolidation. Consequently, fewer VM
migrations will be required, that directly implies less network overload due to
transfers. This review of the literature pays special attention to papers that target
the initial placement of applications.

Open-source tools for cloud management use rather simple placement policies.
For example, Eucalyptus [33] implements FF and RR strategies that only consider
the VM requirements and the availability of resources. It also implements a Power-
Save policy that is similar to the ranking algorithm available in OpenNebula [34]:
choosing first the most used servers (with room for the new demand) with the
objective of minimizing the number of used servers and, therefore, the power
consumption. Commercial tools for capacity planning, such as NetIQ PlateSpin
Recon [35], VMware Capacity Planner [36] and IBM Workload Deployer [37] also
focus on maximizing the resource usage and power consumption savings. None of
these tools explain how VM placement is carried out.

Open-source tools do not consider the impact of network topology and the
communication patterns of applications, but they have been analyzed in many
research works [38] [39] [40] [41] [42] [43] [44] [45]. For example, authors in [41]
propose grouping VMs and servers into clusters, addressing VM placement for
each <VM-cluster, server-cluster> tuple as a Quadratic Assignment Problem
(QAP). The VM clustering tries to maximize the intra-cluster communication
and reduce the inter-cluster communication, but all VM-clusters are equal on size.
The server set assigned to a VM-cluster is fixed. This work does not consider the
energy consumed by physical servers. Authors in [40] follow a greedy heuristic
approach, but they do not consider the large variety of applications that can
run in the cloud. In [39] a greedy heuristic to improve the network utilization is
presented, but it does not try to allocate the VMs in the minimum number of
physical servers.

The energy consumption of a data center is derived from many elements
including physical servers and the network infrastructure. However, most models
for data center energy do not take into account the combined effects of these two
elements. For example, authors in [41] do not consider the energy consumed by
servers and [46] do not include the network infrastructure in its energy model.

16
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Some authors address each the of the objectives separately (e.g. energy
consumption and network usage) [47]. However, the VM placement problem
can benefit from a multi-objective approach, where several objectives can be
optimized at the same time. Tziritas et al. [46] compare a single vs. multi-
objective optimization approach and state that the latter is able to find the best
trade-off between the total energy consumption and the network overhead.

2.3 Elasticity and Auto-scaling Process

2.3.1 Elastic Application

An elastic application has the capability of being scaled (horizontally or vertically)
to make it adjust to the input, variable workload. Applications of this class are
normally based on a load balancer (a dispatcher) and a collection of identical
servers. In a cluster environment, those would be physical servers but, in cloud
environments, servers are hosted in VMs and, therefore, the terms servers and
VMs can be used interchangeably. An auto-scaler is in charge of making decisions
about scaling actions, without the intervention of a human manager.

Although several applications can be considered elastic (e.g. MMORPG or
video streaming servers), most of the literature is focused on web applications.
These typically include a business-logic tier, containing the application logic, and
a persistence or data base tier. The literature pays most of its attention to the
business-logic tier, that can be easily scaled. There are some works that study
auto-scaling at the persistence tier, although replicating distributed databases
brings out additional issues. Our description of auto-scaling techniques is as
neutral as possible, without focusing on any particular application class or tier.
However, given the literature bias towards web applications, it is unavoidable to
see it reflected in this survey.

Let us consider an elastic application deployed over a pool of n VMs. VMs
may have the same or different assigned amount of resources (e.g. 1GB of memory,
2 CPUs,...), but each VM has its own unique identifier (it could be its IP address).
The requests received by the load balancer may come from real end users or from
other application. We will assume that the execution time of a request may vary
between milliseconds and minutes; long-running tasks lasting hours will not be
considered in the auto-scaling problem, as they rather belong to a scheduling
problem.

The load balancer will receive all the incoming requests and forward them to
one of the servers in the pool. It may be implemented in different ways. These are
a few examples: a specific, hardware/software combination (an Internet appliance),
a part of the Domain Name System, a service offered by the IaaS provider, or
even an ad-hoc part of the client’s application. Whichever the chosen technology,
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it is assumed that the load balancer has updated information about the VMs to
use (the active ones): it will stop immediately sending requests to removed VMs,
and it will start sending workload to newly added VMs. It is also assumed that
each request will be assigned to a single VM, that will run it until completing the
task associated to it. Several load balancing policies could be used, for example,
random, round-robin or least-connection. In the case of heterogeneous collections
of VMs, workload dispatching should be proportional to the processing power
of the VMs. The revision of techniques to implement load balancers, distribute
workload among VMs, control the admission of new requests, or redirect requests
between VMs fall outside the scope of this survey.

2.3.2 Auto-scaling Process: The MAPE loop

The aim of the auto-scaler is to dynamically adapt the resources assigned to the
elastic applications, depending on the input workload. This auto-scaler may be
either an ad-hoc implementation for a particular application, or a generic service
offered by the IaaS provider. In any case, the system should be able to find a
trade-off between meeting the SLA of the application and minimizing the cost of
renting cloud resources. Any auto-scaler faces several problems:

Under-provisioning: The application does not have enough resources to process
all the incoming requests within the temporal limits imposed by the SLA.
More resources are needed, but it takes some time from the moment they
are requested until they are available. In case of sudden traffic bursts, an
under-provisioned application may lead to many SLA violations, even to
system congestion. It will take some time until the application returns to
its normal operational state.

Over-provisioning: In this case the application has more resources than those
needed to comply with the SLA. This is correct from the point of view of
SLA, but the client is paying an unnecessary cost if the VMs are idle or
lightly loaded. A certain degree of over-provisioning could be desirable in
order to cope with small workload fluctuations. In general, neither a manual
provision of resources, nor the one carried out by an auto-scaler, aims to
keep the VMs operating at 100% of its capacity.

Oscillation: A combination of both undesirable effects. Oscillation occurs when
scaling actions are carried out too quickly, before being able to see the
impact on each scaling action on the application. Keeping a capacity buffer
(aiming to keep the VMs at, say, 80% instead of 100%), or using a cooldown
period (e.g. [48]) are common approaches to avoid oscillation.

18
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The auto-scaling process matches the MAPE loop of autonomous systems
[49] [50], which consists of four phases: Monitoring (M), Analysis (A), Planning
(P) and Execution (E). First, a monitoring system gathers information about
the system and application state. The auto-scaler encompasses the analysis and
planning phases: it uses the retrieved information to make estimations of future
resource utilization and needs (analysis), and then plans a suitable resource
modification action, e.g., removing a VM or adding some extra memory. The
provider will then execute the actions as requested by the auto-scaler. Each of the
phases in the MAPE loop is described in more detail in the forthcoming sections.

Monitor

An auto-scaling system requires the support of a monitoring system providing
measurements about user demands, system (application) status and compliance
with the expected SLA. Cloud infrastructures provide, through an API, access
to information useful for the provider itself (for example, to check the correct
functioning of the infrastructure and the level of utilization) and the client (for
example, to check the compliance with the SLA).

Auto-scaling decisions rely on having useful, updated performance metrics.
The performance of the auto-scaler will depend on the quality of the available
metrics, the sampling granularity, and the overheads (and costs) of obtaining the
metrics [5I]. In the literature, authors have used a variety of metrics as drivers
for scaling decisions. An extensive list of those metrics is provided in [52], for
both transactional (e.g. e-commerce web sites) and batch workloads (e.g. video
transcoding or text mining). They could be easily adapted to other types of
applications.

Hardware: CPU utilization per VM, disk access, network interface access, mem-
ory usage.

General OS Process: CPU-time per process, page faults, real memory (resident
set).

Load balancer: size of request queue length, session rate, number of current
sessions, transmitted bytes, number of denied requests, number of errors.

Application server: total thread count, active thread count, used memory, ses-
sion count, processed requests, pending requests, dropped requests, response
time.

Database: number of active threads, number of transactions in a particular state
(write, commit, roll-back).

Message queue: average number of jobs in the queue, job’s queuing time.

19



20 Chapter 2. Background

Note that, when working with applications deployed in the cloud, some metrics
are obtained from the cloud provider (those related to the acquired resources and
the hypervisor managing the VMs), others from the host operating system on
which the application is implemented, and yet others from the application itself.
In order to reduce the complexity of the monitoring system, sometimes prozy
metrics are used: for example, CPU utilization (hypervisor-level) as a proxy of
current system workload (application-level).

As stated before, auto-scaling is mostly related to the Analyze and Plan parts
of the MAPE loop. For this reason, monitoring will not be further studied in this
review. It will be assumed that a good monitoring tool is available, gathering
different and updated metrics about system and application current state, with
negligible intrusion, and at a suitable granularity (e.g. per second, per minute).

Analyze

The analysis phase consists of processing the metrics gathered directly from the
monitoring system, obtaining from them data about current system utilization,
and optionally predictions of future needs. Some auto-scalers do not perform
any kind of prediction, just respond to current system status: they are reactive.
However, other use sophisticated techniques to predict future demands in order
to arrange resource provisioning with enough anticipation: they are proactive.
Anticipation is important because there is always a delay from the time when an
auto-scaling action is executed (for example, adding a server) until it is effective
(for example, it takes several minutes to assign a physical server to deploy a VM,
move the VM image to it, boot the operating system and application, and have
the server fully operational [53]). Reactive systems might not be able to scale in
case of sudden traffic bursts (e.g. special offers or the Slashdot effect). Therefore,
proactivity might be required in order to deal with fluctuating demands and being
able to scale in advance.

Part of the reviewed works focus only on this analysis phase, on the way of
processing the metrics to either determine the current state of the application or
anticipate future needs.

Plan

Once the current (or future) state is known (or predicted), the auto-scaler is in
charge of planning how to scale the resources assigned to the application in order
to find a satisfactory trade-off between cost and SLA compliance. Examples of
scaling decisions are removing a VM or adding more memory to a particular VM.
Decisions will be made considering the data obtained from the analysis phase (or
directly from the monitoring system) and the target SLA, as well as other factors
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related to the cloud infrastructure, including pricing models and VM boot-up
time.

Execute

This phase consists of actually executing the scaling actions decided in the
previous step. Conceptually, this is a straightforward phase, implemented through
the cloud provider’s API. Actual complexities are hidden to the client. Remember
that it takes some time from the moment a resource is requested until it is actually
available, and that bounds on these delays may be part of the resource SLA.

2.4 Noisy-neighbor effect and Performance Anomaly
Detection

Cloud providers try to maximize the utilization of their data center. This usually
means packing (or even over-packing) applications in a few physical servers.
Application users rarely use 100% of the resources that they are paying for,
and thus, cloud providers can make some extra money from it. However, there
will be times when applications do need all the allocated resources and then,
conflicts appear to access resources. Virtual Machines compete for the same
resource, causing interferences among them. This problem is called the noisy
neighbor problem. It creates performance issues in the affected applications and
its VMs/containers.

2.4.1 Noisy Neighbor Problem

Cloud data centers are able to run millions of applications [7]. Each application
service or task is typically encapsulated in a Virtual Machine (VM) or container.
VMs or containers with different resource usage needs may be co-located in the
same physical machine. Resource sharing (including CPU, memory or cache)
may cause resource contention bottleneck, i.e., two VMs (or group of containers)
compete for the same resources, but the resource capacity is not enough for both
of them. This leads to anomalies in the resource usage of the application that
may penalize application performance.

Resource management in virtualized environments typically makes use of
consolidation or overbooking techniques, which just increments the risk of VM
interference. Application malfunctioning translates directly into financial penalties:
end-users will be discouraged from using the application, or cloud providers must
compensate the client for SLA (Service Level Agreement) violations. These are
some real numbers from large corporations [54]: Amazon suffers from 1% decrease
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Figure 2.1: Sample noisy neighbor effect on CPU load. Anomalies are shaded
areas (in red color). Data has been collected from a benchmark application (a
static website) running on a Docker container. Anomalies represents interference
caused by another process or container; the benchmark application cannot access
to the CPU share that was initially allocated to it.

in sales for additional 100 ms delay in response time, while Google reports a 20%
drop in traffic due to 500 ms delay in response time. Thus, detecting performance
issues is mandatory from the cloud provider’s perspective, in order to avoid
performance degradation that might cause significant economical losses.

VMs/containers in the same physical server share some resources, such as CPU,
memory, or cache hierarchies. Resource sharing may lead to VMs/containers af-
fecting or being affected by other co-located VMs/containers. The noisy neighbors
effect is an analogy for this interference [55]. It is reflected as anomalous resource
usage from the service running inside the VM or container (see Figure [2.1)). Its
detection imposes several challenges: (1) the normal resource usage pattern is
application-specific, with unknown distribution, and (2) prone to change due to
workload variations; and (3) even the anomaly definition is application-specific
and it might appear under different forms.

2.4.2 General strategies to address it

There are different alternatives to address the noisy neighbor problem. Some lie
under the mitigation or avoidance approaches [56] 57, 58], others in the detection
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side [26], BI? ].

The first obvious technique is to try avoid the problem. Several solutions
have been proposed to deal with performance issues coming caused by resource
interference. There exist techniques to provide particular resource isolation
(mitigation), i.e. CPU pinning [60]. Schedulers might try to select applications
with compatible profiles(e.g. CPU-intensive with memory-intensive one). Still,
cloud data centers are highly dynamic due to different factors e.g. rapid elasticity
[61], VM migrations, varying incoming workloads. Thus, anomalies in performance
will happen, and detection algorithms are a real need in data centers.

There are two main strategies in any detection problem, supervised and
unsupervised approaches. Supervised learning algorithms are suited for recognizing
well-known anomalies, but they require labeled datasets. It is difficult, if not
totally impossible, to obtain labeled training data (i.e., measurement samples
associated with normal or abnormal labels) from production cloud systems [62].
The need for well-labeled training data greatly limit the scope of their application
for real-time use [63]. In contrast, unsupervised learning algorithms require no
labeled data. In addition to this, such algorithms are particularly suitable for
detecting unknown anomalies in cloud data centers where precise definition of
anomaly characteristics may not always exist [63].

Anomaly detection methods can be classified into two subcategories, which
are threshold-based and statistical methods [? ]. Threshold-based approaches are
too simple and usually ineffective when anomaly properties vary over time. In
contrast, statistical methods are often used for anomaly detection in the cloud
[62, 647 ], but they usually suffer from high computing overheads and often
require prior knowledge about application [? ].

CPI2 [65] approach falls under this category of statistical detection methods.
Authors propose adjusting a distribution probability to the CPI metric (gener-
alized extreme vale in their case), and take values that exceed 20 (or 30) from
the mean as outliers. However, we can easily see in Figure that resource
usage (CPU in this case) of different applications may show different probability
distributions. Therefore, an anomaly detection algorithm cannot just assume a
concrete probability distribution.

2.4.3 State-of-art

This section focuses on the state-of-art and contrasts it against our proposal.
First, we focus on the different approaches to tackle the noisy neighbor effect,
mainly by prevention or posterior detection. Second, we analyze different detection
techniques for anomaly detection in the cloud (threshold-based and statistical
approaches). Given that our proposed solution falls under the category of statistical
techniques, second subsection is devoted to analyze the state-of-start of these type
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Figure 2.2: Histogram of CPU load for different applications

of techniques to solve the Noisy Neighbor effect. Finally, we make a summary of
the pros and cons of our proposed algorithm.

Interference problem or Noisy neighbor effect

In cloud environments several VMs/containers can be co-located within a server
which may lead to interference among them, and consequently to disturbances
in their performance due to their competition for accessing shared resources,
such as cache or memory. Common techniques in data center management,
such as resource overbooking or VM consolidation [66], even increase the risk
of performance interference. In fact, the work presented in [67] concluded that
queuing delays, scheduling delays and load imbalances all significantly impact
performance. Therefore it is of great importance to detect and actuate as soon as
the performance anomaly is detected.

There are works focusing on detection and mitigation of these interference,
such as [56], [57], or [58], however they are usually threshold-based and are mostly
focused on detecting resource shortages rather than interference itself or deviations
from normal behavior. Another interesting work is presented in [65], where the
normal behavior of applications is characterized based on their CPI overtime, and
then it detects (and tries to alleviate) if applications deviate from their expected
CPlIs, but it requires previous information about CPI models for each specific
application.

In addition to that, there are also works targeting the avoidance of these
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anomalous situations, such as the approach presented by Delimitrou et al. [68] or
by Tomés et al. [69] where different scheduler are proposed to classify and allocate
the incoming applications based on their profiled and expected interference with
other already running VMs. Nevertheless, some interference are hard, if not
impossible, to predict and usually workload dependent. Consequently, their work
could be applied together with ours, as there is still need for detecting anomalies
even if you are trying to avoid them, since they may still happen.

Techniques for anomaly detection

Many techniques has been applied for the anomaly detection problem, and more
specifically, to the noisy neighbor effect. These techniques can be classified
into different categories following different criteria. Here we will explore two
classifications: supervised and unsupervised, depending on the availability of
tagged datasets, and threshold-based vs statistical techniques.

Supervised vs unsupervised approaches The anomaly detection problem
can be addressed with two general approaches, supervised and unsupervised one.
Supervised approach can be performed when anomalies are well-known, that
is, there are available datasets with labeled anomalies. Examples of supervised
methods include random forests or support vector machines [59]. Bodik et al. [20]
rely on historical performance data collected during a performance crisis, and
used it to create a fingerprint, that is, a signature of the anomalous performance
behavior. This approach is hard to apply when there are no previously known
crises. Actually, as Dean et al. [62] state, it is difficult, if not totally impossible,
to obtain labeled training data (i.e., measurement samples associated with normal
or abnormal labels) from production cloud systems.

Unsupervised algorithms seem particularly suitable for detecting unknown
anomalies in cloud data centers where precise definition of anomaly characteristics
may not always exist [63]. Thus, we selected an unsupervised approach for our
anomaly detection algorithm. This approach has also been used in the literature
[62] 64]. The closest article to our proposed detection method is [64], in which
they develop a clustering-based technique for anomaly detection. However, we
prefer to apply clustering to all resources at once, in order to capture anomalies
that affect several resources simultaneously. Other similar approach is UBL [62]
that relies on the use of Self-Organizing maps to capture the normal behavior of
the VM. Still, they required data labeled as normal to train the model. Besides,
they need some pre-training (cross-validation) to find the correct initialization.

Threshold-based vs statistical techniques Initially, we determined a set of
four requirements for any anomaly detection solution, that are not usually met by
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state-of-art methods. Those methods are: (1) application-agnostic, (2) suitable
not unknown metric distributions, (3) online and lightweight, (4) accounting for
metric correlations.

Anomaly detection methods can be classified into two subcategories, which
are threshold-based and statistical methods [? |. Threshold-based approaches
consist of directly setting a threshold over a metric. This is usually ineffective, as
application resource usage pattern changes overtime and even anomaly properties
do not remain the same.

Statistical techniques are by far the most prominently method used to detect
performance anomalies and identify associated bottlenecks [63], and they are
usually applied in the cloud. However, statistical approaches suffer from high
computing overheads and often require prior knowledge about application [637? |.
Few of these methods can deal with the scale of future cloud systems and/or the
need for online detection [? ].

Some offline approaches have been proposed. Liu et al. [70] perform an offline
analysis of historic data to detect bottlenecks. Although this kind of analysis
might be useful to determine the characteristics of previous anomalies happened in
the system, an offline approach does not fulfill one of our requirements. Anomaly
detection methods must be detected as soon as possible, and thus, the algorithm
needs to be lightweight and require minimal training data.

A common statistical approach to anomaly detection consists on modeling
the normal behavior of the application, and based on it, determine a threshold
for anomalies. Wood et al. [58] use a probability distribution (generated based
on histogram) and a time series to capture the resource usage profile of each
physical server. They consider each metric separately: CPU utilization, network
bandwidth utilization, and swap rate. Then, an alarm is raised when e.g. the
aggregated CPU utilization on the physical server exceed a threshold. However,
setting this threshold is highly dependent on each application. Alternatively,
Zhang et al. [65] propose adjusting a distribution probability to the CPI metric
(generalized extreme vale in their case), and take values that exceed 20 (or 30)
from the mean as outliers. However, we have already seen that the resource usage
profile is application-specific (see Figure .

Previous approaches Zhang et al. [65] Wood et al. [58] cannot be easily
generalized to all any application, in contrast to our algorithm. Besides, they do
not model correlations among metrics. Gaussian Mixture Models seem fulfill these
two requirements. Singh et al. [71] use GMM, because they can be used to fairly
represent different types of load distributions as a convex combination of several
normal distributions with respective means and covariances (thus, also taking
into account for metric correlations). Similarly to our approach, Yu et al. [72]
leverage GMM to represent the normal machine performance and then, calculate
a distance between the GMM for the most recent observed machine condition and
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that for normal machine operation. Here we can identify two main issues. First,
the normal behavior of an applications evolves constantly due to workload changes,
and thus, our approach of using a sliding training window is more effective. The
second issue would be to determine a anomaly threshold for the distance between
the current state and the normal state. Instead, we effectively avoid this threshold
by comparing distances at short and long term lags.
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Chapter 3

Modeling the Cloud Data Center

We already said that cloud computing is a business model for a virtualized data
center. A more formal definition is provided by NIST and states that Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction. [31]

Cloud data centers are composed of thousands of physical servers connected
via a complex network topology. Before we deal with the problem of how to
choose the best placement for cloud applications in the physical servers, we will
describe the Data Center environment and proposed some model that can be used
for later testing.

Three main roles can be identified in a cloud computer environment: the
provider, the client and the end-user. The provider is the owner of the infras-
tructure, the set of data centers that host resources and leases them to its clients.
These in turn are the ones paying for the utilization of the collection of VMs (and
other resources) on which their applications run. These applications serve the
requests submitted by many end-users. For the purpose of this paper, this is the
way the three parties interact:

1. A client wants to allocate an application in the cloud. For this purpose,
he will lease some resources (VMs) from an IaaS provider. The client will
select a set of VM types with different capacities, including (among others)
the network bandwidth. This interaction is carried out using a management
APIL.

2. Given the set of VM types, and (if provided) the communication pattern of
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the particular application, the provider will decide how to allocate the VMs
onto the different physical servers in the data center.

3. Once the application has been allocated and deployed on the assigned
resources of the data center, it is ready to serve requests from end-users. For
example, in case of a web application, end-users will send HTTP requests
generated by their browsers.

4. Each end-user request arriving to an application will trigger the execution of
pieces of code in one or more VMs, as well as some inter-VM communication
(using part of the available bandwidth) for example to carry out a database

query.

From the point of view of the provider, the interaction with the clients
consists of requests to acquire/release collections of VMs, which impact on the
allocation of resources done by the provider. In contrast, from the point of
view of the application, the interaction with the end-users is by means of HTTP
requests/responses, which act on the use of the resources on which the application
is running.

This section presents several models used throughout this work to characterize
and solve the VM placement problem. We need (and define) models to:

1. Describe the structure of cloud-hosted applications as a collection of VMs,
and a communication pattern among them (that is, an application model).

2. Describe the arrival of end-user requests to a particular application, and
the way each request triggers the utilization of the resources assigned to the
application.

3. Describe the structure of the data center managed by the provider, which is
capable of hosting multiple applications of different clients.

4. Describe the way the use of resources translates onto the use of power (that
is, a power model), considering as resources CPUs (physical servers) and
network equipment (switches).

3.1 Modeling Applications
A client willing to run an application in the cloud will interact with the provider,
requesting a set of VMs. We assume that the application is built using a layered

organization, with communication between layers. Also, we assume that the
client knows the structure of his application, and that this structure is part of the
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resource request sent to the provider. The provider may take into account the
application structure in order to make an optimal allocation.

In our model, the definition of an application requires several parameters: the
number of layers (L), the number of VMs in each layer (IV; being 4 the layer
identifier) and a matrix of the communication needs (or bandwidth, measured in
Mb/s) between each pair of VMs ¢ and j (BW = [bw; ;]), and with the external
world.

FRONTEND
Load Balancer L AYER Load Balancer
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Figure 3.1: Two web application types: L-WA, with a single R/W database server
(left); H-WA, with a master-slave database system (right).

For this work, we particularize this model to define two classes of web ap-
plications (see Figure [3.1). Web applications are usually implemented using a
three-layer architecture:

1. A load balancer that receives end-user requests and distributes them evenly
along the VMs of the business layer; it may be implemented on a hardware
device, or as a DNS-based redirection—thus, we do not include it in the
application model.

2. A business layer that contains the logic of the application. It comprises
a pool of VMs that processes the input requests (and generates the corre-
sponding replies) redirected by the load balancer. The number of VMs at
the business layer depends on the intensity of the workload generated by
end-user requests.

3. A persistence layer that processes the database (DB) requirements of the
application. The number of VMs in the persistence layer depends on the
intensity of the workload generated by the application. A light workload can
be managed by a single DB server that supports both read r and write w
operations; we represent this class of applications as L- WA. For applications
with heavy database demands (H-WA), a master-slave replication scheme
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may be applied: one of the VMs of the persistence layer is the master node
that processes all the write w operations, while the read queries r are evenly
distributed along the remaining VMs in the layer. Whenever a change
(write w) is made on the master node, it is propagated to the remaining DB
replicas.

IaaS providers typically offer different predefined types of VMs, with different
resource sets, called instances. In this work, we will consider small, medium and
large instances, with different characteristics only in terms of allotted network
bandwidth (in Mb/s): bws= 50, bw,,=150 and bw;=300, respectively. For L- WA
web applications, we consider that the business layer (L) uses small instances
and the database layer (Ls) contains a single, large VM. For H-WA applications,
the database is modeled as a single large instance for the master DB node, and
several medium-size VMs for read DB nodes.

3.2 Modeling Application Workloads

T T T T T T
10° ' ' ' ' ' 1| — Requests/minute
' ' ' ' ' '
' ' ' ' ' '
' ' ' ' ' '

(a) basereq=1000

(b) basereq=4000

Figure 3.2: Two examples of HTTP workloads generated by end-users, with
different values for basereq

Once the application has been placed in the data center, it is ready to serve
requests coming from end-users. Our model considers that a request arriving to
a web application can be of one of these three types: (1) p: it is processed in
the business layer, and requires no access to the database; (2) r: it requires a
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query (read operation) to the database; (3) w: it requires a write operation on
the database.

Each request type implies different inter-VM messages and processing times
in the different layers of the application. For example, an r request requires the
following execution steps:

1. The initial HTTP request sent by the end-user is redirected (by the load
balancer) to one of the VMs of the business layer (dp)

2. After an initial processing time in the business layer, a query is sent to the
database layer (d)

3. The database server will process the request (again, using some CPU time)
and will send the response back to the business layer (ds)

4. Finally, the VM in the business layer sends the response to the user, with
the HTML content (d3)

Each of the messages involved has an associated size (dy, dy, da, d3) that is
generated randomly using the ranges defined in Table 3.1} These values have been
extracted from a report [73] that analyzes billions of web pages. The transfer rate
will depend on the bandwidth allocated to each particular VM.

Table 3.1: Data size ranges (in KB) of each message, for each request type

’ Req type ‘ do ‘ dl ‘ dz ‘ d3 ‘
p 5-10 0 0 | 5-500
r 5-10 | 10-50 | 20-400 | 5-500
w 5-10 | 10-50 | 20-300 | 5-500

The response time of web applications is usually in the order of milliseconds.
For our simulation-based experiments, the CPU processing time of each request
is generated randomly, in the range of 50-150 ms per tier. p-type requests only
require 50-150 ms in the business tier, while both r and w requests imply: 50-150
ms in the business tier, another 50-150 ms to execute the database read/write
query, and 50-150 additional ms in the business tier to finally send the response
back to the end-user. These values have been extracted from [74] [75]. Note
that given the time-sharing nature of the CPU resource, several requests may
be executed concurrently on the same VM and, thus, the processing time will
increase with the degree of concurrency.

For this work we propose a workload generation function designed to generate
sequences of HT'TP requests, that will be used in our simulation-based experiments
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34 Chapter 8. Modeling the Cloud Data Center

to “feed” applications deployed in the data center. The model is described in
Algorithm [} The generated application workload follows a diurnal pattern, with
a lower average request rate at weekends (see Figure for some examples). An
initial per-day basereq parameter (baseline number of requests) is customized for
each application, which is lowered for weekend days. Then, a sinusoidal function
[76] [77] is used to generate a base number of requests per second. Using different
probability distributions and ranges, we add burstiness to the workload. Finally, a
request type (p, r or w) is selected randomly, together with the size of the request.
In Figure we have plotted two sample application workloads that follow a
daily pattern.

Data: Timestamp, basereq
Result: List of regs (reqType, data)
reqs = 0;
r = 0;
if dayOfWeek(timestamp) is Monday-Friday then
‘ basereq = basereq + rnd(-basereq*0.30, basereq*0.30);
else
‘ basereq = rnd(basereq*0.30, basereq™®0.50);
end
reqs = (basereq/2) * sin((2ntimestamp)/PERIOD + 4.75) + (basereq/2);
r = rand(0,1);
reqs += createBurstiness(r);
reqList = list();
foreach req do
reqType = getReqType(appType);
reqData = getDataSize(appType, reqType);
add(reqList, newReq);
end
Algorithm 1: Per-application process to generate end-user HT'TP requests

3.3 Describing the Data Center Structure

As previously stated, current data centers are usually built using tree-based
topologies, such as fat tree and VL-2 [41]. This kind of networks are composed of
several tiers of switches (we assume homogeneous switches) and several servers
connected to the bottom tier of the tree (the edge or access tier). Each server is
divided into several slots, where each slot can be a fraction of a core, an entire
core or several cores. Application VMs are assigned to different slots of the data
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Figure 3.3: Representation of the physical configuration of a data center (network

and servers).

center servers. Throughout this work we assume that a VM consumes a slot, and

that one slot is equivalent to one core of a multi-core server.

The physical configuration of a data center is defined as the number of servers
(P), the number of cores (slots) per server (C}) and the network topology. In
particular, a tree-based topology is defined by the number of uplinks and downlinks
of the switches (Syp and Sgown), the bandwidth (Mb/s) offered by each switch
port (Spyw) and the number of tiers of the tree (T"). The communication latency
between two cores ¢ and j depends on the distance between them, measured
in terms of hops. Given a topology, the distance d;; between a any pair of
cores (actually, any pair of servers) can be computed. A per-data center matrix

D = [d; ;] summarizes all these distances.

In this work we have focused on interconnection networks built using fat trees.
The main characteristics of these trees are the low average path length and the
availability of multiple paths between nodes, thus performing well with almost any
king of workload. Therefore, it is the network of choice in high-performance data
centers. The particular fat tree network that we have used is composed of three
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tiers (as depicted in Figure with the same number of switches in each one of
them (see Figure . We consider that core switches are directly connected to
the Internet,the bandwidth of this connection being the aggregated bandwidth
of all the switches. Also, we assume that the network interfaces of the servers
in the access tier are of capacity Sp,,. In this kind of tree the distance between
two cores/servers is computed as follows: cores in the same physical server are
at distance 0; servers connected to the same access switch are at distance 2; if
aggregation or core switches are required, the distance grows to 4 or 6 respectively.

The configuration parameters used in the experiments to model the data center
are those specified in Table

Table 3.2: Parameter configuration for the data center infrastructure

’ Par \ Value \ Description ‘
P 512 Number of servers
C, 8 Cores (slots) per sever
T 3 Number of tiers in the fat-tree
Sup 8 Number of uplink ports per switch
Sdown | 8 Number of downlink ports per switch
Shw 1000 | Capacity of links (Mb/s)

3.4 Modeling Power Requirements

Nowadays, the reduction of the power consumption of data centers is receiving
increasing attention. Energy is consumed by servers and switches, and also by
cooling and energy distribution systems. Reducing power use has direct benefits
for the infrastructure provider (lowering the energy bill), while reducing the carbon
footprint of the data center.

PowerNap [78] aims to reduce the consumption of unused servers by switching
off memory, disk and other elements. In this work we assume that a strategy like
this is used in the data center: unloaded servers and switches operate in an idle
state that minimizes energy waste. We define a general model of power utilization
of a device (server or switch), inspired on that provided in [7§].

E Eidle Uactive =0
= E “(Ugctive—1)
Eacti'ue + % Uactive >0
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Table 3.3: Parameter values of energy utilization in physical servers and switches.

| Symbol | Consumption at | Server (W) | Switch (W) |
FEoaz 100% utilization 200 100
FEiqe Idle state 10 10
E,ctive | One active core/port 160 31
Erem Remaining Upetive — 1 cores/ports 40 69

The energy consumption E of a server/switch (in Watts) depends on the
number of active cores or ports Ugetive. In an idle state, the consumption is equal
to Ejgie. The transition from the idle state to the activation of the first core/port
implies an important increase in the energy utilization, because it requires turning
on other resources (memory, disk) or internal fans. The activation of additional
cores/ports causes a linear increase of used power. This energy model is similar
to the one proposed by Reviriego et al. [79]. In this work we do not consider
the penalty time due to the transition from the idle to the active state. As the
authors state in [78], this time is negligible for jobs that last more than 10 ms
using this model, which is actually our case.

Table 3.3| shows the energy consumption values used in the experiments, both
for servers and switches. Values for servers are based on those in [78]. Values
for switches are taken from manufacturer data sheets, and are similarly to those
reported in [40].
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Chapter 4

Application Placement: An
Optimization approach

This is a collaborative work. The contributions of the author lie on the problem
definition, formulation and modeling, and also in the definition of the problem-
specific operators, specially the guided crossover.

In recent years, the utilization of cloud infrastructures to host applications has
widely spread. The characteristic that makes these cloud systems so appealing is
their elasticity, that is, resources can be acquired on demand, depending on the
needs of the time-varying application, but paying only for those actually booked
(a scheme known as pay-as-you-go). Virtualization technologies enable the cloud
infrastructure to provide such elastic usage. The resources offered by physical
servers, organized in several data centers, are provided in the form of abstract
compute units that are implemented as Virtual Machines (VMs). Each VM is
assigned a pre-configured set of resources, including: number of cores, amount of
memory, disk and network bandwidth.

Virtualized data centers support a large variety of applications, including
batch jobs (typically used for scientific applications), and web applications (e.g.
an online bookshop). Each application is deployed on a set of VMs, which can be
allocated to any collection of physical servers in the data center. The problem
of assigning a physical location to each VM is known as VM placement and it is
performed by the manager of the cloud infrastructure. This manager is typically
called the Infrastructure-as-a-Service (IaaS) provider.

The challenge for the provider is to host a large and diverse set of applications
(VM sets from different clients) in the infrastructure trying to (1) maximize its
revenue and (2) provide a good service to the clients. An adequate application
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placement would be able to maximize the resource usage of physical servers and
reduce the energy consumption of the data center, for example, by turning off
(or setting to idle state) the inactive servers and network elements (typically,
switches). At the same time, the infrastructure management policies should trade
off the obtained revenue with the Quality of Service (QoS) agreed with the client,
guaranteeing that each application receives the resources paid for.

The VM placement problem has been extensively explored in the literature
(e.g. [38] [39] [41] [42]). Most efforts have been directed towards optimizing the
usage of CPU, memory and disk resources, and reducing the energy consumption
of physical servers. However, not enough attention has been paid to the utilization
of the network. An inappropriate placement of VMs with heavy communication
requirements could lead to the saturation of certain network links, with the
subsequent negative impact on applications (longer execution or response times).
Besides, as stated in [40], the network power has been estimated at 10-20% of the
overall power consumption. For this reason, the VM placement policy should try
to reduce not only the use of physical servers, but also the use of network links
and switches to reduce the total power footprint.

The most common topology of data center networks is a tree of switches
arranged in several tiers. The communication latency of any pair of VMs depends
on the distance between the physical servers in which they are allocated. This, in
turn, depends on their position in the tree. Distance is measured as the number
of hops from the sender VM to the recipient. The collection of VMs forming an
application communicate among them following a certain communication pattern.
In web applications, the VMs are arranged into several layers and there may be
intra- and inter-layer communication. Other patterns are possible, depending on
the particular characteristics of the application.

Based on the communication pattern of an application, and with an estimation
of the workload imposed by its end users, it is possible to approximate the
input/output network bandwidth needed by each VM. The most communicative
VM subsets should be placed as close as possible (minimizing the distance between
them in terms of network hops). This means using the minimum number of physical
servers, because intra-server communication is the cheapest. The constraint is
that the external aggregated bandwidth required by all the VMs in a server,
from the same or from different applications, cannot exceed the bandwidth of its
network connection.

Two examples of common VM placement policies that are used in data centers
are first fit (FF) and round robin (RR). Each of them has a different characteristic,
that the infrastructure manager has to consider to choose the “right” one. FF
simply selects the required physical resources consecutively, starting from the first
available server. The use of this policy results in a higher utilization of the active
servers because it tends to fill the possible gaps inside them. For the same reason,
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the number of active servers is expected to be reduced, thus saving energy. RR
tries to equalize the utilization of all servers to avoid excessive wearing-out of
server subsets and thermal peaks. The chosen policy affects not only the use of
the infrastructure, but also the applications running on it. In the long term, FF
tends to place applications in several, non consecutive nodes (“consecutive” has to
be read in terms of network position), whereas RR favors contiguous placement of
all the VMs of an application. This has an impact in the use of network elements
(and the network-related power used) and on the performance of the applications.

In this work we demonstrate how it is possible to take these policies as start-
ing points and use evolutionary optimization techniques to find placements that
improve the benefits for both the infrastructure provider and the application.
In particular, we evaluate three well-known multi-objective evolutionary algo-
rithms with problem-specific crossover and mutation operators. They implement
mechanisms to converge rapidly to high quality placements. Experiments demon-
strate that allocating applications using optimization-based policies results in a
lower utilization of resources (servers, networking elements) while improving the
performance of applications.

4.1 Multi-objective Optimization Algorithms

4.1.1 Why multi-objective approach?

Let us assume that the problem consists of n objective functions that we want to
minimize (the opposite, mazximizing is computed similarly)

How do we combine different objectives into one? Easy approach:

arfi+asf2+...+anfs

But how do we determine the coefficients a1, ao, ..., a,?

Instead, the multi-objective approach determines the set of non-dominated
solutions, called Pareto set or Pareto front. Non-dominated means that for this
particular solution, none of the objectives functions can be improved without
penalizing others.

4.1.2 Algorithms

This section describes the optimization algorithms used in this work to solve the
problem of the initial VM placement, formulated as a multi-objective problem.
We have selected three multi-objective evolutionary algorithms: NSGA-II, SPEA2
and Hype.

At each step of the optimization process (called generation), each of the
algorithms maintains a set (population) of individuals (candidate solutions for a
given VM placement problem). The quality of a solution is assessed using several
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fitness functions (objectives) that represent the (possibly constrained) problem;
in this case, the placement of a collection of VMs. At each generation, the most
promising individuals are chosen using a selection criterion and included in the
new population. The offspring is generated by applying crossover and mutation
operators over the individuals of the current population. The optimization process
is repeated until the stopping criterion is fulfilled.

The result of this optimization process is a set of solutions that simultaneously
optimize each of the objectives (called Pareto set). The value of the functions
achieved by the Pareto optimal solutions is called Pareto front. Formally, we
define a multi-objective optimization (minimization) problem subject to some
restrictions as:

min{ f1(z), ..., fNo,, ()} (4.1)
(@) =0j=1,...,M,
{%j(w) < Ojj =1,...,K (4.2)

where f; is the ¢ — th objective function, x is a vector that represents a solution,
Nyy; is the number of objectives, M + K is the number of constraints, and g; and
h; are the constraints of the problem.

Now we explain each of the three optimization algorithms tested in this work.
The main difference between them relies on the selection criterion used to choose
the best candidate solutions at each generation.

e Non-dominated Sorting Genetic Algorithm II: The aim of the NSGA-II [80]
algorithm is to improve the adaptive fit of a population of candidate solutions
to a Pareto front constrained by a set of objective functions. The population
is sorted into a hierarchy of sub-populations based on the ordering of Pareto
dominance. Similarity between members of each sub-group is evaluated on
the Pareto front, and the resulting groups and similarity measures are used
to promote a diverse front of non-dominated solutions.

e Strength Pareto Evolutionary Algorithm 2: SPEA2 [81] uses as selection
criterion a combination of the degree to which a candidate solution is
dominated (strength), and an estimation of density of the Pareto front as an
assigned fitness. An archive of the non-dominated set is maintained separate
from the population of candidate solutions used in the evolutionary process,
providing a form of elitism.

e Hypervolume Estimation Algorithm: Hype selects the best candidate solu-
tions using the hypervolume indicator. This measure is consistent with the
concept of Pareto-dominance; the set of solutions with the highest value
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of the indicator dominates other sets. However, the calculation of the hy-
pervolume requires a high computational effort. Hype [82] addresses this
issue trading off the accuracy of the measured estimates with the available
computing resources.

4.2 Topology-aware Optimization

The aim of this work is to find a suitable placement for the VMs forming an
application onto a set of available cores (slots) in the data center servers. Taking
as starting point a VM placement obtained using a simple policy, either FF or
RR, we will use a bi-objective optimization algorithm to obtain a better one.
This optimization takes into account the communication needs of the application
being allocated, as well as the structure of the data center, aiming to benefit the
cloud client (by making its application perform better) while allowing the cloud
provider to save energy costs. In this section we focus on the formal definition
of this particular optimization problem, as well as on the specific crossover and
mutation operators needed by the three multi-objective optimization algorithms
being evaluated.

4.2.1 Problem Definition

Given an application A with a VM set V of size IV, and a subset of available cores
C' C C, where C is the whole set of cores in the data center (note that usually
|C'| >> N), the VM placement problem involves finding a mapping function ¢
that assigns each VM, v € V to a core c € C":

oV —=C
v pv)=c

A solution to the VM placement problem has the form s = (s(1),...,s(N)) =
(c1,ca,...,cn) representing that the VM i is assigned to core s(i) = ¢;.

Two major selection criteria will be considered to choose a VM placement.
First, we favor solutions that minimize communication latency. For this reason,
the VM placement will try to allocate the most communicative VMs onto close
cores, in terms of network distance. The second criterion focuses on reducing
the number of servers allocated to the application. An allocation solution that
fulfills the first criterion may not satisfy the second one. For example, given an
application A = {vy, v2, v3,v4} in which communication occurs between v;-vg and
v3-vy4, the first criterion may place each pair of VMs on a different physical server.
However, according to the second criterion, it would be better to place all the VMs
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in the same server. Both criteria try to positively impact the use of data center
resources, by means of reducing the number of active servers and switches, but the
first one specifically tries to benefit the application, optimizing its performance.
Placement solutions must obey a restriction: external communication demands of
all the VMs assigned to a server cannot exceed the bandwidth of its network link
Spw. This constraint does not take into account communication between VMs in
the same server.

More formally, we describe VM placement as a bi-objective optimization
problem. The first objective function to minimize is defined as follows:

N
fi(s) 2 Y bwiy - dagiy () (4.3)
i,jEV
where dy(),5(;) is the distance between the cores assigned to VMs ¢ and j, and
bw; ; is the bandwidth required by VMs i and j.

Given the function o(c) = p that returns the server p to which core ¢ belongs
to, and a solution s, we define the set of active servers for this solution as
P = {p|Fi € {1,...,N} s.t. o(s(i)) = p}. The second objective function to
minimize is defined as:

fa(s) : |P? (4.4)

The requirement to guarantee that the total bandwidth usage of the VMs
allocated to a server does not exceed the capacity of that server’s network link
can be expressed as this constraint:

Vp € P*: Spy — 5P, >0 (4.5)

where Sy, is the bandwidth of a server’s link, and wa is the reserved bandwidth
of server i, considering the previously allocated applications and also the new one.

4.2.2 Problem-specific Operators

As stated before, at each generation the optimization algorithms must make the
current population evolve using crossover and mutation operators. In this work,
we have developed specific operators that consider the characteristics of the VM
placement problem.

Guided Crossover Operator

Crossover is applied with probability peress- It combines two individuals to
generate a new one, taking into consideration the specific characteristics of the
problem. Given two parents s; and so, the crossover operator generates a new
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child ch as follows. We define ¢(i, s) as the communication cost of VM i in a
candidate solution s, considering all the destinations with which it communicates,
the corresponding input/output bandwidths, and the distances:

N
Vie{l,...,N}:¢(i,s) = Z (bwm + bwj,i) . ds(i),s(j) (4.6)
j=1,j#i

Child ch will be constructed taking from the parents those cores that cause the
lowest communication cost. That is, for each VM 4, if ¢(4, s1) < ¢(3, s2), then core
s1(7) is assigned to VM ¢ of child ch. A correction step to remove any possibly
repeated position (cores) of each child may be required. In that case, the repeated
core will be replaced with one of the non-used cores from one of the parents.

Guided Mutation Operator

Mutation is applied with a probability p,,.:. There are two types of mutation,
and the one to apply is selected based on another probability pr.¢ype. The first
type performs a simple swap between any two elements of the chosen solution,
without considering cores in the same server, because this change would not
affect the values of the objective functions. With probability 1-pp,type, the second
type of mutation is applied: one of the cores assigned to the solution is replaced
with a core ¢ € C’, selected randomly from the free ones using a distance-based
distribution that favors physically close cores.

Selection Criterion for a Solution in the Pareto Front

The bi-objective optimization algorithm generates a collection of solutions for
a given application (Pareto set), with different trade-offs between locality and
number of allocated servers. As all Pareto optimal solutions are considered equally
good, a selection criterion is required to choose one. We select the solution that is
most beneficial for the provider: one that minimizes the global number of active
servers in the data center P,.t,.- Note that this criterion is completely different
from the one used in fo. With f we try to minimize the number of servers
assigned to a particular application, while here we select the solution that achieves
the lowest number of active servers in the whole data center.

4.3 Experimental Framework
This section presents the simulation-based framework used to evaluate the VM

placement strategies. The experiments try to provide answers to two questions:
(1) which optimization algorithm performs the best when applied to the VM
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placement problem (2) what is the benefit of a network-aware multi-objective VM
placement, in terms of resource usage and energy consumption.

4.3.1 Simulation Environment

The VM placement has been evaluated using an in-house developed simulator.
This tool is able to simulate the dynamics of a realistic data center, using the
models described in Chapter [3|for the data center topology, applications, workload
generation and power consumption.

For each new application allocation request (resource acquisition request from
the cloud client) arriving to the provider, the best initial placement of the collection
of VMs has to be computed. A preliminary placement is generated using a simple
VM placement policy: FF which searches free cores sequentially, always starting at
the first one, or RR which also performs a sequential search but starting from the
last core used in the previous placement. Afterwards, the preliminary placement
is improved using an optimization algorithm.

The data center is initially empty: none of the resources are reserved for any
application. Sequences of acquisition/release operations (new applications, appli-
cations that end) are generated in order to populate the data center. Depending
on the rate of these operations, we deal with three different load scenarios: low
(25%), medium (50%) and high (75%). These percentages indicate the average
use of data center resources caused by the corresponding load.

Each experiment carried out on the simulator is divided into two phases. The
first one is a warming-up phase, not used for measurements, that ends when the
target load of the data center is reached and the system arrives to a steady state.
The second phase, with the system in steady state, is that used for gathering
metrics. It consists of ten batches with sets of 1000 operations (equally distributed
between arrivals and departures). The simulator collects a variety of per-batch
metrics. We have performed five repetitions of each experiment, using the same
list of operations, and summarized in several tables the averaged metrics of the
five repetitions.

4.3.2 Experiments to Compare Optimization Algorithms

Our first task was to identify the best multi-objective algorithm for our placement
problem, from a set of three candidates: NSGA-2, SPEA-2 and Hype. To do
so, we carried out a collection of 120 experiments in a simplified environment,
i.e. the data center implements the acquisitions and releases of sets of VMs as
requested by the cloud clients, but the dynamics of the deployed applications is
not simulated: they do not execute end-user HT'TP requests. For this evaluation
we need to use two models: a description of the data center topology and the
description of the structure (and communication needs) of the application. With
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this set-up, we can determine which algorithm is the one providing better values
for the objective functions to be optimized, and for the criterion used to choose a
solution from the Pareto set. The parameter configuration for the optimization
algorithms is detailed in Table Note that for this work we have not made any
particular effort to tune the parameters, and we have used the same values with
all the optimization algorithms.

Table 4.1: Parameter configuration for the optimization algorithms (NSGA-2,
SPEA-2 and Hype)

| Parameter [ Value | Description

Npop 100 Number of individuals per generation
Nyen 100 Number of generations

Deross 0.8 Probability of crossing operator

Pt 0.8 Probability of mutation operator
Dmtype 0.5 Probability for mutation type

4.3.3 Experiments to Evaluate VM Placement in Realistic
Scenarios

Once a good optimization algorithm for VM placement has been identified, we
can carry out more complex experiments, which involve the interaction of all
the parties of a cloud computing set-up, in a detailed simulation: we simulate
the arrival of acquisition/release of applications from cloud clients (which trigger
operations for VM allocation/release by the infrastructure manager), and we also
simulate the arrival of HTTP requests from end-users to the applications deployed
in the cloud infrastructure (which trigger the use of resources in the VMs running
the applications and, consequently, on the servers and attached switches). In
order to implement this, we need to use the data center load model (low, medium
or high), a per-application model of its HT'TP workload, and a per-application
model of resource utilization. As in the previous set-up, we have carried out 120
simulations.

Notice that the infrastructure manager will run a placement algorithm each
time an application allocation request is received, and this can be done in a
straightforward way (plain FF or RR) or in combination with an optimization
algorithm. In this set of experiments we will consider only the multi-objective
optimization algorithm which provides the best results in the previous set of
experiments.

All this simulation set-up will allow us to assess the effectiveness of placement
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policies in terms of application efficiency (time to process HT'TP requests), resource
utilization and energy consumption. Notice that these metrics reflect more closely
the actual needs of cloud users and providers.

4.4 Analysis of Results

In this section we summarize and analyze the results of the experiments reported
in Sections [4.3.2] and [4.3.3]

4.4.1 Simplified Experiments: Evaluation of Optimization
Algorithms

The results of the simplified experiments allow us to compare the simple placement
policies, FF and RR, with the same ones enhanced with a topology-aware opti-
mization, performed with NSGA-II, SPEA-2 and Hype. The first question to ask
is whether or not optimization is effective (applications and data center provider
benefit from it). Then, if the first answer is affirmative, the best optimization
strategy must be selected.

Results are summarized in Table which gathers the mean p and standard
deviation o of the multiple simulation runs for both objective functions, f;
(communications locality) and fo (number of servers assigned to the application).
The number of total active servers in the data center P,tipe (P, for short) is also
included in the table.

If we focus on non-optimized policies (non — opt), clearly RR is better for
applications, as it provides lower communication costs than FF in all scenarios (see
f1 values), while simultaneously providing better (smaller) fo values (number of
servers per application). However, FF uses on average substantially fewer servers
than RR. The most relevant result, though, is that applying optimization always
provides better values for both objective functions, compared to the baseline,
non-optimized FF and RR.

It is not easy to decide which optimization algorithm performs the best. We
should consider f;, fo as well as the number of active servers P,.tv. used as
the Pareto selection criterion. Attending to P,.4 e values, non-optimized FF
and RR almost always use more servers than the optimized counterparts (the
single exception is NSGA-II-optimized RR for high loads). Among the optimized
placements, SPEA-2 is, in a majority of cases, the one using the smallest number
of servers. Furthermore, in most cases it also obtains the lowest values of objective
functions f; and fs.

Note that the criteria used to choose an optimization algorithm only pro-
vide hints about the expected benefits for applications (clients) and data center
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providers. The achievable benefits, expressed in more tangible terms, are analyzed
in the following section.

4.4.2 Detailed Experiments: Evaluation of the Benefits of
Optimization-based Placement

The objective functions f; and fs, together with the Pareto selection criterion,
were designed to have a positive impact on both the applications and the data
center, but we need to assess those impacts in a meaningful, measurable way. For
applications, we want to know the improvements in terms of the mean execution
time per HTTP request. For the data center, we are interested in achieved
energy savings. For the latter we could also provide the number of active servers
and switches, but energy provides a single metric that assesses how “green” our
proposals are.

Figure compares the HTTP request processing time for FF and RR without
and with the optimization step carried out with SPEA-2. The figure is only for
the highly-loaded data center, but values for other loads are similar because the
(simulated) data center never does over-subscription: it is guaranteed that clients
use the resources they pay for in an exclusive way. However, the placement policy
has an impact on the inter-VM communication cost: a good placement reduces
inter-VM distance and, thus, HTTP requests are performed faster. We have
measured 656 vs. 802 ms for FF (optimized vs. non-optimized) and 710 vs. 793
ms for RR.

Regarding the energy consumed by the data center, we have to consider that
FF-based policies (with or without optimization) always use fewer servers than
the RR-based alternatives. Simultaneously, all the tested policies make wvery
similar use of network links and switches, because of the fat-tree topology that
distributes data movements along all upper-level switches: locality only translates
into negligible gains at the access layer. This comes at no surprise because the
locality function to optimize is used on a per-application basis, not taking into
consideration the global use of the network. The combined result is that the
placement policy using fewer servers is that consuming less power, as reflected
in the measurements summarized in Table [I.3] Plain RR is more power-hungry
than FF. When SPEA-2 is put to work, differences between these two strategies
blur. Optimized FF is in most cases still superior, but RR is the best choice for
highly loaded data centers.

4.5 Summary and Conclusions

We have demonstrated that an TaaS provider can improve the VM placement
policy in use by applying an optimization strategy, achieving benefits not only
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Figure 4.1: Mean execution time per HTTP request (in seconds) for the data
center with high load, comparing FF and RR without and with an additional
optimization with SPEA-2

for the provider but also for the client and the end-user. Furthermore, this
optimization can be done at a negligible cost: it is applied when allocating a new
application, taking only a few seconds. Benefits for the provider are measured in
terms of used servers and switches, and immediately translate into reduced power
demands (resulting in a “greener” data center). Benefits for the applications are
achieved by improving their ability to process user requests. As a direct effect
of improving communication latencies, the average execution time per request is
reduced (up to 11-19%). Thus, the cloud client (that is, the application owner)
will be better able to comply with QoS expected by end users. Simultaneously,
using optimization we are able to improve the number of active servers in the
data center and, therefore, the overall energy consumed: for highly loaded data
centers, savings range between 7.26-13.81%. Globally, the best tested placement
strategy is FF with SPEA-2 optimization, although in some instances (optimized)
RR yields better results.
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Table 4.3: Energy consumption (in MWatts/hour) used by physical servers,
switches and total, for non-optimized Non — opt and SPEA-2 placements, for
different data center loads

First fit Round Robin
Eserver Eswitch Etotal Eserver Eswitch Etotal
High non-opt 69.97 24.41  94.38 73.54 24.83  98.37
SPEA-2 62.85 24.68 87.53 59.87 24.92  84.79
Medium non-opt 45.05 25.43 70.49 70.82 25.54  96.37
SPEA-2 42.61 25.60 68.20 49.12 25.36  74.48

non-opt 43.80 26.21  70.02 68.24 26.28  94.52
SPEA-2 42.00 26.17 68.17 45.81 26.21  72.02

Low
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Chapter 5

Taxonomy on Auto-Scaling
Techniques

In this section we carry out a survey of the literature on auto-scaling systems,
following the classification introduced in the previous section. It is organized in
as many sub-sections as categories, each one starting with a description of the
technique that defines the category, including the definition, methodologies, pros
and cons. After that, we analyze a collection of papers fitting into the category,
also discussing their features and limitations. This information is complemented
with a set of tables summarizing the reviewed literature, one table per category.

The main contributions of this review are:

e A classification for auto-scaling techniques, together with a description of
each category and its pros/cons.

e A review of the literature about auto-scaling, organized using this classi-
fication. However, given the heterogeneity of auto-scaling approaches and
testing conditions, it is not possible to provide an assessment of the different
proposals, alone or in comparative terms.

Note that the management of the cloud infrastructure is out of the scope of
this paper: topics such as VM placement into physical servers, VM migration,
energy consumption and related problems are not discussed.
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5.1 Auto-scaling Taxonomy

As the body of literature dealing with proposals of auto-scaling systems is large,
we have tried to put some order into it, to better understand and compare those
proposals. To that extent, we need some classification rules to group works into
meaningful sets. To the best of our knowledge, there is no previous work proposing
such a classification. The most closely related survey, done by Guitart et al. [83],
targets the performance of general Internet applications, deployed over shared
or dedicated clusters, relying on methods such as admission control and service
differentiation. However, this review focuses on exploiting the elastic nature
inherent to cloud systems. Manvi and Shyam [84] gather many references about
resource management on laaS environments, but put little focus on auto-scaling.

The works we have revised to put together this survey are very diverse in
regards to the underlying theory or technique used to implement the auto-scaler,
including the metrics or models used to decide both when to scale or how many
resources are necessary. Each auto-scaling approach has been designed with
particular goals, focusing on several application architectures or cloud providers
offering different scaling capabilities. The most differentiating factor is the final
goal/evaluation criteria used for a particular auto-scaler: the prediction accuracy,
the compliance with the SLA (defined in many ways such as response time or
availability of resources), or the cost of resources. It seems quite obvious that
comparing auto-scaling approaches is not that straight-forward. For example, let
us consider two proposals, one focused in short-term prediction of workloads with
a clearly diurnal pattern, and another one that tries to comply with the SLA even
in the case of sudden bursts of traffic. Both auto-scaling systems may work well
for their target systems, but clearly the latter approach is more prone to cause
over-provisioning. Still, it would be wrong to assume that this extra cost due to
over-provisioning state is enough to prefer one auto-scaling system instead of the
other. Then, the target goal of the auto-scaler cannot be used as the classification
criterion.

A possible grouping for auto-scalers could be done using their anticipation
capabilities, arranging them in two classes: reactive and proactive. The former
implies that the system reacts to changes in the workload only when those changes
have been detected, using the last values obtained from the set of monitored
variables; consequently, as resource provisioning takes some time, the desired effect
may arrive when it is too late. Proactive systems anticipate future demands and
make decisions taking them into consideration. We have chosen not to use this as
a classification criterion because sometimes it is not clear whether a particular
approach is purely reactive or proactive.

We decided to adopt the underlying theory or technique used to build the
auto-scaler as our classification criterion. This will help the reader to better
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understand the basic concepts of a particular group or category, including their
advantages and limitations. Most reviewed works can fit in one or more of these
five groups (note that some works propose hybridizations of several techniques):
Threshold-based rules (rules)

Reinforcement learning (RL)

Queuing theory (QT)

Control theory (CT)

Time series analysis (T'S)

G N

Commercial cloud providers offer purely reactive auto-scaling using threshold-
based rules. The scaling decisions are triggered based on some performance
metrics and predefined thresholds. This approach has become rather popular due
to its (apparent) simplicity: rule-based auto-scaler are easy to provide as a cloud
service, and are also easy to set-up by clients. However, the effectiveness of rules
under bursty workloads is questionable.

Time series analysis covers a wide range of methods to detect patterns and
predict future values on sequences of data points. The accuracy in the forecast
value (e.g. future number of requests or average CPU utilization) will depend
on selecting the right technique and setting the parameters correctly, specially
the history window and the prediction interval. Time-series analysis is the main
enabler of proactive auto-scaling techniques.

There are two auto-scaling methods that rely on modeling the system in order
to determine its future resource needs. This is the case of both queuing theory and
control theory. Queuing theory has been largely applied to computing systems,
in order to find the relationship between the jobs arriving and leaving a system.
A simple approach consists in modeling each VM (or set of VMs) as a queue of
requests in order to estimate different performance metrics such as the response
time. A main limitation of QT models is that they are too rigid, and need to be
recomputed when there are changes in either the application or the workload.

Control theory also relies on creating a model of the application. The aim is
to define a (reactive or proactive) controller to automatically adjust the required
resources to the application demands. The nature and performance of a controller
highly depends on both the application model and the controller itself. As we will
see, many researchers consider that this type of auto-scaling has a great potential,
specially when combined with resource prediction.

Finally, the last of our categories contains proposals based on reinforcement
learning. Similarly to control theory, RL tries to automate the scaling task, but
without using any a-priori knowledge or model of the application. Instead, RL
tries to learn the most suitable action for each particular state on-the-fly, with a
trial-and-error approach. Although the absence of model and adaptability of the
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technique might seem the most appealing for auto-scaling, the truth is that RL
suffers from long learning phases. The time required by the method to converge
to an optimal policy can be unfeasible long.

As defined in previous chapter, the auto-scaling process is mainly related to
the analysis and planning phases of the MAPE loop. Some auto-scaling proposals
focus on one of these phases, but most of them cover both of them. Queuing
theory and time series analysis are useful in the analysis phase in order to estimate
the current utilization or future needs of the application. Threshold-based rules,
reinforcement learning and control theory can be used in the planning phase to
decide the scaling action, and they can be combined with a previous analysis
phase involving for example, time series analysis.

Each subsequent section focuses on a taxonomy category, including the def-
inition, methodologies, pros and cons. After that, we analyze a collection of
papers fitting into the category, also discussing their features and limitations.
This information is complemented with a set of tables summarizing the reviewed
literature, one table per category. Each table row includes a synopsis of a reviewed
auto-scaling paper, which includes:

1. The specific technique or combination of techniques applied

2. Whether an horizontal (H) or vertical (V) scaling is performed

3. The reactive (R) or proactive (P) nature of the approach

4. The performance metric considered (e.g. CPU load, input request rate)
5. The monitoring tool and the granularity or monitoring interval

6. Characteristics of the environment used to test the technique, including

e The SLA considered for the application
e The type of workload (either real or synthetic)

e The experimental platform (simulator, custom testbed or real provider),
together with the application benchmark

Note that many table entries contain a “-”. This means that the reviewed
paper does not provide enough information to know or infer the corresponding
piece of information. Unfortunately, this happens more often than desirable. Also,
note that authors have used many different mechanisms to assess the goodness of
their auto-scaler, ranging from completely synthetic simulated environments to
actual production systems.
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5.2 Threshold-based Rules

Threshold-based auto-scaling rules or policies are very popular among cloud
providers such as Amazon EC2, and third-party tools like RightScale [85]. The
simplicity and intuitive nature of these policies make them very appealing to
cloud clients. However, setting the corresponding thresholds is a per-application
task, and requires a deep understanding of workload trends.

5.2.1 Description of the Technique

From the MAPE loop (see Section , rules are purely a decision-making
technique (planning phase). The number of VMs or the amount of resources
assigned to the target application will vary according to a set of rules, typically
two: one for scaling up/out and one for scaling down/in. Rules are structured
like these examples:

if &1 > thrU; and/or z9 > thrUs and/or ...

for durU seconds then

(5.1)
n=n+s and
do nothing for inU seconds
if 21 < thrL; and/or z9 < thrLs and/or ...
for durL seconds then
(5.2)

n=mn—s and

do nothing for inL seconds

Each rule has two parts: the condition and the action to be executed when
the condition is met. The condition part uses one or more performance metrics
Z1, %2, ..., such as the input request rate, CPU load or average response time. Each
performance metric has upper thrU and lower thrL thresholds. If the condition
is met for a given time (durU or durlL), then the corresponding action will be
triggered. For horizontal scaling, the application manager should define a fixed
amount s of VMs to be acquired or released, while for vertical scaling s refers to
an increase or decrease of resources such as CPU or RAM. After executing an
action, the auto-scaler inhibits itself for a small cooldown period defined by inU
or inL.

The best way to understand threshold-based rules is by means of an example:
add 2 small instances when the average CPU usage is above 70% for more than 5
minutes, and then, do nothing for 10 minutes.

o7



58 Chapter 5. Taxonomy on Auto-Scaling Techniques

5.2.2 Review of Proposals

Threshold-based rules constitute an easy to deploy and use mechanism to manage
the amount of resources assigned to an application hosted in a cloud platform,
dynamically adapting those resources to the input demand (e.g. [93], [87], [92],
[89] [86], [88]). However, creating the rules requires an effort from the application
manager (the client), who needs to select the suitable performance metric or
logical combination of metrics, and also the values of several parameters, mainly
thresholds. The experiments carried out by [87] show that application-specific
metrics (e.g. the average waiting time in queue), obtain better performance that
system-specific metrics (e.g. CPU load). Application managers also need to set
the corresponding upper (e.g. 70%) and lower (e.g. 30%) thresholds for the
performance variable (e.g. CPU load). Thresholds are the key for the correct
working of the rules. In particular, Dutreilh et al. [93] remark that thresholds
need to be carefully tuned in order to avoid oscillations in the system (e.g. in the
number of VMs or in the amount of CPU assigned). To prevent this problem, it
is advisable to set an inertia, cooldown or calm period, a time during which no
scaling decisions can be committed, once an scaling action has been carried out.

Most authors and cloud providers use only two thresholds per performance
metric. However, Hasan et al. [88] have considered using a set of four thresholds
and two durations: ThrU, the upper threshold; ThrbU, which is slightly below
the upper threshold; ThrL, the lower threshold; ThroL, which is slightly above
the lower threshold. Used in combination, it is possible to determine the trend
of the performance metric (e.g. trending up or down), and then perform finer
auto-scaling decisions.

Conditions in the rules are usually based on a single, or at most two performance
metrics, being the most popular the average CPU load of the VMs, the response
time, or the input request rate. Both Dutreilh et al. [93] and Han et al. [86] use
the average response time of the application. On the contrary, Hasan et al. [8§]
prefer using performance metrics from multiple domains (compute, storage and
network) or even a correlation of several of them.

Note that in most cases the rules use the metrics directly as obtained from the
monitor, thus acting in a purely reactive way. However, it is possible to carry out
a previous analysis of the monitored data in order to predict the future (expected)
behavior of the system and execute rules in a proactive way [94]. This topic will
be discussed later, in the section devoted to time series analysis.

RightScale’s auto-scaling algorithm [95] propose combining regular reactive
rules with a voting process. If a majority of the VMs agree on that they should
scale up/out or down/in, that action is taken; otherwise, no action is planned.
Each VM votes to scale up/out or down/in based on a set of rules evaluated
individually. After each scaling action, RightScale recommends a 15 minute-period
of calm time because new machines generally take between 5 to 10 minutes to
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be operational. This auto-scaling technique has been adopted by several authors
([48], [96], [52], [91]). Chieu et al. [96] initially proposed a set of reactive rules
based on the number of active sessions, but this work was extended in Chieu et al.
[90] following the RightScale approach: if all VMs have active sessions above the
given upper threshold, a new VM is provisioned; if there are VMs with active
sessions below a given lower threshold and with at least one VM that has no
active session, the idle one will be shut down.

As RightScale’s voting system is based on rules, it inherits their main disadvan-
tage: the technique is highly dependent on manager-defined threshold values, and
also, on the characteristics of the input workload. This was the conclusion reached
by Kupferman et al. [48] after comparing RightScale with other algorithms. Sim-
mons et al. [91] try to overcome these problems with a strategy-tree, a tool that
evaluates the deployed policy set, and switches among alternative strategies over
time, in a hierarchical manner. Authors created three different scaling policies,
customized to different input workloads, and the strategy-tree would switch among
them based on the workload trend (analyzed with a regression-based technique).

In order to save costs, Kupferman et al. [48] (and other authors [89]) came
up with an idea called smart kill. Many laaS providers charge partial utilization
hours as full hours. Therefore, it is advisable not to terminate a VM before the
hour is over, even if the load is low. Apart from reducing costs, smart kill may
also improve system performance: in case of an oscillating input workload, the
costs of continuously shutting down and starting up VMs are avoided, improving
boot-up delays and reducing SLA violations.

The popularity of rules as auto-scaling method is probably due to their
simplicity and the fact that they are easy to understand for clients. However,
this kind of technique shows two main problems: its reactive nature and the
difficulty of selecting the correct set of performance metrics and the corresponding
thresholds. The effectiveness of those thresholds is highly dependent on the
workload changes, and may require frequent tuning. In order to solve the problem
of static thresholds, Lorido-Botran et al. [6] introduce the concept of dynamic
thresholds: initial values are set-up, but they are automatically modified as a
consequence of the observed SLA violations. Meta-rules are included to define
how the threshold used in the scaling rules may change to better adapt to the
workload.

In conclusion, Rules can be used to easily automate the auto-scaling of a
particular application without much effort, specially in the case of applications
with quite regular, predictable patterns. However, in case of bursty workloads the
client should consider a more advanced and powerful auto-scaling system from
the rest of categories.

The main characteristics of the auto-scaling proposals based on rules and
reviewed in this section are summarized in Table 5.1l
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5.3 Reinforcement Learning

Reinforcement Learning (RL) [97] is a type of automatic decision-making approach
that has been used by several authors to implement auto-scalers. Without any a
priori knowledge, RL techniques are able to determine the best scaling action to
take for every application state, given the input workload.

5.3.1 Description of the Technique

Reinforcement learning [97] focuses on learning through direct interaction between
an agent (e.g. the auto-scaler) and its environment (e.g. the application as defined
in Section [2.3.1). The auto-scaler will learn from experience (trial-and-error
method) the best scaling action to take, depending on the current state, given
by the input workload, performance or other set of variables. After executing an
action, the auto-scaler gets a response or reward (e.g. performance improvement)
from the system, about how good that action was. So, the auto-scaler will tend
to execute actions that yield a high reward (best actions are reinforced). From
now on, in this section the general term agent will be used, instead of auto-scaler.

The objective of the agent is to find a policy 7 that maps every state s to the
best action a the agent should choose. The agent has to maximize the expected
discounted rewards obtained in the long run:

o0
Ry =71+ g2 + 773+ = D Ve (5.3)
0

where 7441 is the reward obtained at time ¢+ 1, and gamma is the discount factor.

The policy is based on a value function Q(s,a), usually called the Q-value
function. Every Q(s, a) value estimates the future cumulative rewards by executing
an action a in a state s. In other words, it represents the goodness of executing
action a when in state s. The ()-value function can be defined as:

Q(s,a) = E, {Z vkrt+k+1|st =s,a; = a} (5.4)

k=0

There are many RL algorithms that can be used in order to obtain the Q-value
function, but Q-learning is the most used in the literature. Typically, the Q(s, a)
values are stored in a lookup table, that maps all system states s to their best
action a, and the corresponding @)-value. The Q-learning algorithm is sketched in
Algorithm

Step 4 of the algorithm involves choosing an action for a given state. Among
the existing action selection policies, e-greedy is often the one selected in the
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1: Initialize the @Q-values table, Q(s, a).

2: Observe the current state, s.

3: loop {infinitely}

4:  Choose an action, a, for state s based on one of the action selection
policies, such as e-greedy.

5.  Execute the action, and observe the reward, r, as well as the new state, s'.

6 Update the @-value for the state using the observed reward and the
maximum reward possible for the next state. The resulting update formula
is:

Q(s,a) = Q(s,a) + ar + 7 max Q(s',a’) — Q(s,a)] (5.5)
7:  Set the state s to the new state s'.
8: end loop

Algorithm 2: Q-learning basic steps

literature. Most of the time (with probability 1 — €), the action with the best
reward will be executed (arg, max Q(s,a)); a random action will be chosen with
a low probability €, in order to explore non-visited actions. Once the action
is executed, the corresponding Q-value is updated (step 6) with the obtained
reward r and the maximum reward possible for the next state max, Q(s’,a’).
The parameter + is the discount factor that adjusts the importance given to future
rewards. The update formula also includes a parameter «, that determines the
learning rate. It can be the same for every state-action pair, or can be adjusted
based on the number of times each state has been visited.

The policy learned by the agent is just the action that maximizes the Q-value
in each state. Watkins and Dayan [98] proved that the discrete case of Q-learning
converges to an optimal policy under certain conditions, and this is independent of
the initial values of the Q-table. If each pair (s, a) is visited an infinite number of
times, then the lookup table converges to a unique set of values Q(s,a) = Q*(s, a),
which defines a stationary deterministic optimal policy. Note that the auto-scaling
process is a continuing task, not stationary. For this reason, the Q-learning policy
has to be learned infinitely and adapted to the workload changes.

An algorithm very similar to Q-learning is SARSA [97]. In contrast to Q-
learning, it does not use the maximum reward for the next state max, Q(s’, a’)
to update the Q(s,a) value. Instead, the same action selection policy (check Step
4 in Algorithm [2)) is applied to the new state s’, in order to determine an action
a’. Then, the corresponding Q(s’,a’) value is used to update the current Q(s,a),
as shown in the following formula:

Q(s,a) = Q(s,a) + o[r +1Q(s',d') — Q(s,a)] (5.6)
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The effect of a scaling decision takes some time to have an impact on the
application, and the reward comes after a delay. Given that RL makes a decision
with current information (application state) about a future reward (e.g. response
time), a proactive nature is assumed for all RL approaches. The method includes
two phases of the MAPE process: analyze and plan. First, information about
application and rewards are collected in a lookup table (or any other structure)
for later use (analyze phase). Then, in the planning phase, this information is
used to decide the best scaling action.

5.3.2 Review of Proposals

Three basic elements have to be defined in order to apply RL to auto-scaling:
the action set A, the state space S, and the reward function R. The first two
highly depend on the type of scaling, either horizontal or vertical, whereas the
reward function usually takes into account the cost of the acquired resources
(renting VMs, bandwidth, ...) and the penalty cost for SLA violations. In case of
horizontal scaling, the state is mostly defined in terms of the input workload and
the number of VMs. For example, Tesauro et al. [I0I] propose using (w, uz—1,ut),
where w is the total number of user requests observed per time period; u; and u; 1
are the number of VMs allocated to the application in the current time step, and
the previous time step, respectively; Dutreilh et al. [99] considered the (w,u, p)
state definition, where p is the performance in terms of average response time to
requests, bounded by a value P,,,, chosen from experimental observations. The
set of actions for horizontal scaling are usually three: add a new VM, remove an
existing VM, and do nothing.

In contrast, the state definition for vertical scaling takes into account the
amount of resources assigned to each VM (CPU and memory, mostly). In particu-
lar, Rao et al. [I02] [I03] considered the following state definition: (memy, timey,
vepUL, . . ., MeMy, time,,, vepu, ), where memy, time; and vepu; are the i VM’s
memory size, scheduler credit and the number of virtual CPUs, respectively. For
each of the three variables, possible operations can be either increase, decrease or
no-operation (i.e. maintain the previous value). The actions for the RL task are
defined as the combinations of the operations on each variable. Given that the
variables are continuous, operations are discretized: mem is reconfigured in blocks
of 256MB; scheduler changes (time) in 256 credits; and vepu in 1 unit. The same
authors propose in [104] a distributed approach, in which a RL agent is learned per
VM. In this case, the state is configured as (CPU, bandwidth, memory, swap).

Even though Q-learning is the most extended algorithm in auto-scaling, there
are some exceptions: e.g. Tesauro et al. [T0T] use the SARSA approach, explained
before. Some of the articles referenced in this section ([102], [104], [T05], [103])
do not specify which is the specific RL algorithm applied in the experiments,
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Table 5.2: Summary of the reviewed literature about reinforcement learning

Ref  Auto-scaling Tech- H/V R/P Metric Monitoring SLA Workloads Experimental Platform
niques

193] Rules + RL H P Request rate, Custom tool. Response time Synthetic. Made Custom testbed + RUBIS
response time, 20 seconds up of 5 sinusoidal
number of VMs oscillations

199] RL H P Number of user - Response time, Synthetic. With Custom testbed. Olio ap-
requests, num- cost sinusoidal pattern plication 4+ Custom deci-
ber of VMs, re- sion agent (VirtRL)
sponse time

[I00] RL H P Number of user Simulated Response time, Synthetic. Based Custom simulator (Mat-
requests, num- cost on Poisson distri- lab)
ber of VMs, bution
time

[I01I] RL(+ANN) - H P Arrival rate, - Response time Synthetic. Poisson Custom testbed (shared
SARSA + Queuing previous num- distribution (open- data center). Trade3 ap-
model ber of VMs loop), different plication (a realistic sim-

number of users ulation of an electronic
and exponentially trading platform)
distributed think

times (closed-

loop)

[102] RL(+ANN) A% P CPU and mem-  Custom tool Throughput, re-  Synthetic: 3 work- Custom testbed. Xen
ory usage sponse time load mixes (brows- + 3 applications (TPC-C,

ing, shopping and TPC-W, SpecWeb)
ordering)

[103] RL(+ANN) v P CPU and mem-  Custom tool Response time Synthetic: 3 work-  Custom testbed. Xen
ory usage load mixes (brows- + 3 applications (TPC-C,

ing, shopping and TPC-W, SpecWeb)
ordering)

[104] RL(+CMAC) A4 P CPU, 1/0, Custom tool Response time, Real. ClarkNet Custom testbed. Xen
memory, swap (scripts) throughput trace + 3 applications (TPC-C,

TPC-W, SpecWeb)

[105] RL(+4Simplex) \% P CPU, memory - Custom tool Response time, Synthetic. Dif- Custom testbed. Xen
application pa- throughput ferent number of + 2 applications (TPC-C,
rameters clients TPC-W)

[106] CT - PID controller \% P Application - Application- Synthetic Custom testbed. Xen -+
+ RL 4+ ARMAX adaptive pa- related benefit 2 real applications (Great
model 4+ SVM re- rameters — function Lake Forecasting System,
gression CPU and Volume Rendering)

memory
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but the problem definition and update function resembles those of SARSA. Both
Q-learning and SARSA present several problems, that have been addressed in a
number of ways [93], [99] [100], [I0T], [102):

e Bad initial performance and large training time. The performance obtained
during live on-line training may be unacceptably poor, both initially and
during a long training period, before a good enough solution is found. The
algorithm needs to explore the different states and actions.

e Large state-space. This is often called the curse of dimensionality problem.
The number of states grows exponentially with the number of state variables,
which leads to scalability problems. In the simplest form, a lookup table is
used to store a separate value for every possible state-action pair. As the
size of such a table increases, any access to the table will take a longer time,
delaying table updates and action selection.

e Exploration actions and adaptability to environment changes. Even as-
suming that an optimal policy is found, the environment conditions (e.g.
workload pattern) may change and the policy has to be re-adapted. For
this purpose, the RL algorithm executes a certain amount of exploration
actions, believed to be suboptimal. This could lead to undesired bad perfor-
mance, but it is essential in order to adapt the current policy. Following
this method, RL algorithms are able to cope with relatively smooth changes
in the behavior of the application, but not to sudden burst in the input
workload.

The problem of the bad performance in the early steps has been addressed in a
number of ways. Its main cause is the lack of initial information and the random
nature of the exploration policy. For this reason, Dutreilh et al. [93] used a custom
heuristic to guide the state space exploration, and the learning process lasted
for 60 hours. The same authors [99] further propose an initial approximation of
the Q-function that updates the value for all states at each iteration, and also
speeds up the convergence to the optimal policy. Reducing this training time
can also be addressed with a policy that visits several states at each step [102]
or using parallel learning agents [100]. In the latter, each agent does not need to
visit every state and action; instead, it can learn the value of non-visited states
from neighboring agents. A radically different approach to avoid the poor early
performance of on-line training consists of using an alternative model (e.g. a
queuing model) to control the system, whilst the RL model is trained off-line on
collected data [T01].

Some authors have proposed methods to address the curse of dimensionality
issue, reducing the state space. Bu et al. [I05] use a Simplex optimization
that selects the promising states that would return a high reward. A parallel
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approach would also help coping with large state spaces. Barrett et al. [I00]
create an agent per VM, that keeps its own, small lookup table. Using a lookup
table for representing the Q-function is not efficient, and other nonlinear function
approximators can be utilized, such as neural networks, CMACs (Cerebellar Model
Articulation Controllers), regression trees, support vector machines, wavelets and
regression splines. For example, neural networks [I01], [102] take the state-action
pairs as input and output the approximated @-value. They are also able to predict
the value for non-visited states, and deal with continuous state spaces. Rao et al.
[104] combine the parallel approach (an agent per VM) with a CMAC [107] [104]
to represent the @ function. Authors found that updates of the CMAC-based @
table only need 6.5 milliseconds, in comparison with the 50-second update time
in a neural network.

It is also worth mentioning the usefulness of RL in other tasks that can be
tightly linked to the auto-scaling problem. For example, application parameter
configuration [I03] [I05]. Xu et al. [I03] use an ANN-based RL agent to tune
parameters directly related to the application and VM performance, such as Max-
Clients, Keepalive timeout, MinSpareServers, MaxThreads and Session timeout
(these are examples of tunable parameters from Tomcat or Apache applications).

RL can be used in combination with other methods such as control theory.
Following a radically different approach, Zhu and Agrawal [I06] combine a PID
controller with an RL agent in charge of estimating the derivative term (this is
further explained in Section . The controller guides the parameter adaptation
of applications (e.g. image size) in order to meet the SLA. Then, virtual resources,
CPU and memory, are dynamically provisioned according to the change in the
adaptive parameters.

Before finishing this section, it is important to remark the interesting capability
of RL algorithms to capture the best management policy for a target scenario,
without any a-priori knowledge. The client does not need to define a particular
model for the application; instead, it is learned online and adapted if the conditions
of the application, workload or system change. In our opinion, RL techniques could
be a promising approach to solve the auto-scaling task of general applications,
but the field is not mature enough to satisfy the requirements of a real production
scenario. In this open research field, efforts should be addressed towards providing
an adequate adaptability to sudden bursts in the input workload, and also to deal
with continuous state spaces and actions.

Table shows a summary of the articles reviewed in this section.

5.4 Queuing Theory

Classical queuing theory has been extensively used to model Internet applications
and traditional servers. Queuing theory can be used for the analysis phase of
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the auto-scaling task in elastic applications (see Section , i.e., estimating
performance metrics such as the queue length or the average waiting time for
requests. This section describes the main characteristics of a queuing model and
how they can be applied to scalable scenarios.

5.4.1 Description of the Technique

Queuing theory makes reference to the mathematical study of waiting lines, or
queues. The basic structure of a model is depicted in Figure Requests arrive
to the system at a mean arrival rate A\, and are enqueued until they are processed.
As the figure shows, one or more servers may be available in the model, that will
attend requests at a mean service rate p.

Figure 5.1: A simple queuing model with one server (left) and multiple servers
(right)

Kendall’s notation is the standard system used to describe and classify queuing
models. A queue is denoted by A/B/C/K/N/D. This is the meaning of each
element in the notation:

A: Inter-arrival time distribution.
B: Service time distribution.

C: Number of servers.
K

: System capacity or queue length. It refers to the maximum number of cus-
tomers allowed in the system including those in service. When the system
is fully occupied, further arrivals are rejected.

N: Calling population. The size of the population from which the customers come.
If the requests come from an infinite population of customers, the queuing
model is open, whereas a closed model is based on a finite population of
customers.

D: Service discipline or priority order. The service discipline or priority order in
which jobs in the queue are served. The most typical one is FIFO/FCFS
(First In First Out / First Come First Served), in which the requests are
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served in the order they arrived. There are alternatives such as LIFO/LCFS
(Last in First Out / Last Come First Served) and PS (Processor Sharing),
among others.

Elements K, N and D are optional; if not present, it is assumed that K = oo,
N = oo and D = FIFO. The most typical values for both inter-arrival time A
and service time B, are M, D and G. M stands for Markovian and it refers to
a Poisson process, which is characterized by a parameter A that indicates the
number of arrivals (requests) per time unit. Therefore, the inter-arrival or the
service time will follow an exponential distribution. D means deterministic or
constant times. Another commonly used value is G, that corresponds to a general
distribution with known parameters.

The elastic application scenario described in Section [2:3.1] can be formulated
using a simple queuing model, considering a single queue representing the load
balancer, that distributes the requests among n VMs (see Figure . In order to
represent more complex systems such as multi-tier applications, a queuing network
can be utilized. For example, each tier can be modeled as a queue with one or n
servers.

Queuing theory is used to analyze systems with a stationary nature, char-
acterized by constant arrival and service rates. Its objective is to derive some
performance metrics based on the queuing model and some known parameters
(e.g. arrival rate A\). Examples of performance metrics are the average time
waiting in the queue, and the mean response time. In case of scenarios with
changing conditions (i.e. non-constant arrival and services rates), such as our
target, scalable applications, the parameters of the queuing model have to be
periodically recalculated, and the metrics recomputed.

There are two main ways to solve queuing models: analytically and by means
of simulation. The former can only be used with simple models with well-defined
distributions for arrival and service processes, such as M/M/1 and G/G/1. A
well-known analytical way of solving queuing networks is Mean Value Analysis
(MVA) [108]. When analytical approaches are not feasible, that is, for relatively
complex models, simulation can still be used to obtain the desired metrics.

M/M/1 is the simplest queuing (Poisson-based) model, where both the arrival
times and the service times follow exponential distributions. In this case, the
mean response time R of a M/M/1 model can be calculated as R = M—i)\, given
a service rate p and an arrival rate A (the response time R is the sum of the
enqueued time and the service time). Another simple queuing model is G/G/1,
in which the system’s inter-arrival and service times are governed by general
distributions with known mean and variance. The behavior of a G/G/1 system

2, 27—1
can be captured using the following equation: A > [s + 2”(“1;75} , Where R is

the mean response time, s is the average service time for a request and o2, o7 are
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the variances of inter-arrival time service time, respectively.
In many queuing scenarios, it is useful to apply Little’s Law, which states that
the average number of customers (or requests) F[C] in the system is equal to the

average customer arrival rate A multiplied by the average time of each customer
in the system E[T]: E[C] = X x E[T].

5.4.2 Review of Proposals

In the literature, both simple queuing models and more complex queuing networks
have been widely used to analyze the performance of computer applications and
systems.

Ali-Eldin et al. [I14] [115] model a cloud-hosted application as a G/G/n queue,
in which the number of servers n is variable. The model can be solved to compute,
for example, the necessary resources required to process a given input workload
A, or the mean response time for requests, given a configuration of servers.

Queuing networks can also be used to model elastic applications, representing
each VM (server) as a separate queue. For example, Urgaonkar et al. [I09] use a
network of G/G/1 queues (one per server). They use histograms to predict the
peak workload. Based on this value and the queuing model, the number of servers
per application tier is calculated. This number can be corrected using reactive
methods. The clear drawback is that provisioning for peak load drives to high
under-utilization of resources.

Multi-tier applications can be studied using one or more queues per tier. Zhang
et al. [I11] considered a limited number of users, and thus, they used a closed
system with a network of queues; this model can be efficiently solved using MVA.
Han et al. [I12] modeled a multi-tier application as an open system with a network
of G/G/n queues (one per each tier); this model is used to estimate the number
of VMs that need to be added to, or removed from, the bottleneck tier, and the
associated cost (VM usage is charged per minute, instead of the typical per-hour
cost model). Finally, Bacigalupo et al. [I13] considered a queuing network of
three tiers, solving each tier to compute the mean response time.

The discussed approaches are used as part of the analysis phase of the MAPE
loop. Many different techniques can be used to implement the planning phase,
such as a predictive controller [I15] or an optimization algorithm (e.g. distributing
servers among different applications, while maximizing the revenue [I10]). The
information required for a queuing model, such as the input workload (number
of requests) or service time can be obtained by on-line monitoring [112] [109]
or estimated using different methods. For example, Zhang et al. [IT1] used a
regression-based approximation in order to estimate the CPU demand, based on
the number and type (browsing, ordering or shopping) of client requests.

Queuing models have been extensively used to model applications and sys-
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Table 5.3:

Summary of the reviewed literature about queuing theory

Ref  Auto-scaling Tech- H/V R/P Metric Monitoring SLA Workloads Experimental Platform
niques
[109] QT + Histogram -+ H R/P Peak workload Custom tool. Response time Synthetic and Custom testbed. Xen +
Thresholds 15 minutes Real (World Cup 2 applications (RUBIS and
98) RUBBOS)
[110] QT H R Arrival rate, Simulated Response time Real. E-commerce Custom simulator (Monte-
service time website (2001) +  Carlo)
Synthetic traces
[I1T] QT + Regression - P Number and Custom tool. 1 - Synthetic (brows- Custom simulator, based
(Predict CPU load) type of trans- minute ing, ordering and on C++4Sim. + Data col-
actions (re- shopping) lected from TPC-W
quests), CPU
load
[I12] QT (model) + Reac- H R Arrival rate, Custom tool. 1 Response time, Synthetic (brows- Custom testbed (called IC
tive scaling service time minute cost ing, ordering and Cloud) + TPC-W bench-
shopping) mark
[I13] QT + Historical per- H P Arrival rate - Response time Synthetic (brows- Custom testbed. Eucalyp-
formance model ing, buying) tus + IBM Performance

Benchmark Sample Trade
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tems. They usually impose a fixed architecture, and any change in structure
or parameters require solving the model (with analytical or simulation-based
tools). For this reason, they are not cheap when used with elastic (dynamically
variable) applications that have to deal with a changing input workload and a
varying pool of resources. Additionally, a queuing system is an analysis tool, that
requires additional components to implement a complete auto-scaler. Queuing
models could be useful for some particular cases of applications, e.g. when the
relationship between the number of requests and needed resources is quite linear.
Although there are efforts to model more complex multi-tier applications, queuing
theory might not be the best option when trying to design a general-purpose
auto-scaling system.
Table contains a summary of the articles reviewed in this section.

5.5 Control Theory

Control theory has been applied to automate the management of different infor-
mation processing systems, such as web server systems, storage systems and data
centers/server clusters. For cloud-hosted, elastic applications, a control system
may combine both phases of the auto-scaling task (analysis and planning).

5.5.1 Description of the Technique

The main objective of a controller is to automate the management (e.g. scaling
task) of a target system (e.g. a cloud application as defined in Section . The
controller has to maintain the value of a controlled variable y (e.g. CPU load),
close to the desired level or set point y .y, by adjusting the manipulated variable
u (e.g. number of VMs). The manipulated variable is the input to the target
system, whereas the controlled variable is measured by a sensor and considered
the output of the system.

There are three main types of control systems: open loop, feedback and feed-
forward. Open-loop controllers, also referred to as non-feedback, compute the
input to the target system using only the current state and its model of the system.
They do not use feedback to determine whether the system output y has achieved
the desired goal y,.r. In contrast, feedback controllers observe system output,
and are able to correct any deviation from the desired value (see Figure [5.2).
Feed-forward controllers try to anticipate to errors in the output. They predict,
using a model, the behavior of the system, and react before the error actually
occurs. The prediction may fail and, for this reason, feedback and feed-forward
controllers are usually combined.

From now on, focus will be put on feedback controllers, as they are frequently
used in the literature. They can be classified into several categories [116]:
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Manipulated Controlled
Control orinput or output
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Figure 5.2: Block diagram of a feedback control system

Fixed gain controllers: This class of controllers are very popular due to their
simplicity. However, after selecting the tuning parameters, they remain fixed
during the operation time of the controller. The most common controller in
this class is called Proportional Integral Derivate (PID), with the following
control algorithm:

k
up = Kpep + K; Z e; + Kd(ek - ek_l) (5.7)

Jj=1

where uy, is the new value for the manipulated variable (e.g. new number of
VM); ey, is the difference between the output yy and the set point y,er; and
K,, K; and K  are the proportional, integral and derivative gain parameters
(respectively) that need to be adapted to a given target system. Different
variants of the PID controller are used, such as the Proportional Integral
(PI) controller or the Integral (I) controller. The latter can be represented
as up = up—1 + K;ey,

Adaptive controllers: As the name suggests, adaptive control is able to adjust
the parameter values on-line, in order to adapt the controller to the changing
conditions of the environment. Examples of adaptive controllers are self-
tuning PID controllers, gain-scheduling and self-tuning regulators. They are
suitable for slowly varying workload conditions, but not for sudden bursts;
in that case, the on-line model estimation process may fail to capture the
dynamics of the system.

Model predictive controllers (MPC): MPCs follow a proactive approach;
the future behavior (output) of the system is predicted, based on the model
and the current output. In order to maintain this output close to the target
value, the controller solves an optimization problem taking into account a
pre-defined cost function. An example of MPC is the look-ahead controller
[117].

As explained before, the controller has to adjust the input variable (e.g. number
of VMs), in order to maintain the desired value in the output variable (e.g. average
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CPU load of 90%). For this purpose, a formal relationship between the input and
the output has to be modeled, so as to determine how a change in the former
affects the value of the output. This formal relationship is denoted as transfer
function in classical control theory, state-space function in modern control theory,
or simply as performance model. PID controllers consider a simple linear equation,
but there are many alternatives that consider non-linear approaches, and even
several input and output variables (yielding a Multiple-Input Multiple-Output
(MIMO) controller, instead being Single-Input Single-Output (SISO)). In the
literature, authors have proposed different performance models of the system,
including these:

ARMA (X) [121]: An ARMA (auto-regressive moving average) model is able
to capture the characteristics of a time series and then makes predictions
of future values. ARMAX (ARMA with eXogenous input) models the

relationship between two time series. Both models are further explained in
Section

Kalman filter [127]: It is a recursive algorithm for making predictions based
on time series.

Smoothing splines [122]: It is a method of smoothing (i.e fitting a smooth
curve to a set of noisy observations) using splines. This term refers to a
polynomial function, defined by multiple subfunctions.

Kriging model or Gaussian Process Regression [123]: It extends traditional
linear regression with a statistical framework that is able to predict the value
of the target function in un-sampled locations together with a confidence
measure.

Fuzzy model [124] [125] [126]: Fuzzy models are based on fuzzy rules. They
are based on the idea that the membership of an element to a set has a
degree value in a continuous interval between 0 and 1 (in contrast to Boolean

logic). Fuzzy models are further described in Subsection m

5.5.2 Review of Proposals

Fixed-gain controllers, including PID, PI and I, are the simplest controller types,
and have been widely used in the literature. For example, Lim et al. [119] [120] use
an I controller to adjust the number of VMs based on average CPU usage, while
Park and Humphrey [118] apply a PI controller to manage the resources required
by batch jobs, based on their execution progress. Gain parameters K, and Kj
can be set manually, based on trial-and-error [T19] or using an application-specific
model. For example, in [TI8] a model is constructed to estimate the progress of a

73



74 Chapter 5. Taxonomy on Auto-Scaling Techniques

job with respect to the resources provisioned. Zhu and Agrawal [I06] rely on a
RL agent in order to estimate the derivative term of a PID controller. With the
trial-and-error training, the RL agent learns to minimize the sum of the squared
error of the control variables (the adaptive parameters) without violating the time
and budget constraints over time.

Adaptive control techniques are also rather popular. For example, Ali-Eldin
et al. [I15] propose combining two proactive, adaptive controllers for scaling down,
using dynamic gain parameters based on input workload. A reactive approach is
used for scaling up. The same authors propose in [I14] an adaptive, proportional
controller, using a proactive approach for both scaling up and down, and taking
into account the VM startup time. As stated before, adaptive control techniques
rely on the use of performance models. Padala et al. [12I] propose a MIMO
adaptive controller that uses a second-order ARMA to model the non-linear
and time-varying relationship between the resource allocation and its normalized
performance. The controller is able to adjust the CPU and disk I/O usage.
Bodik et al. [I22] combine smoothing splines (used to map the workload and
number of servers to the application performance) with a gain-scheduling adaptive
controller. Kalyvianaki et al. [I27] designed different SISO and MIMO controllers
to determine the CPU allocation of VMs, relying on Kalman filters, whereas
[123] utilized a Kriging model to predict job completion time as a function of the
number of VM, the number of incoming requests and the jobs enqueued at the
master node.

Fuzzy models have been used as a performance model in control systems to
relate the workload (input variable) and the required resources (output variable).
First, both input and output variables of the system are mapped into fuzzy sets.
This mapping is defined by a membership function that determines a value within
the interval [0,1]. A fuzzy model is based on a set of rules, that relate the input
variables (pre-condition of the rule), to the output variables (consequence of the
rule). The process of translating input values into one or more fuzzy sets is
called fuzzification. Defuzzification is the inverse transformation which derives a
single numeric value that best represents the inferred fuzzy values of the output
variables. A control system that relies on a rule-based fuzzy model is called a
fuzzy controller. Typically, the rule set and membership functions of a fuzzy
model are fixed at design time, and thus, the controller is unable to adapt to a
highly dynamic workload. An adaptive approach can be used, in which the fuzzy
model is repeatedly updated based on on-line monitored information [124], [125].
Xu et al. [124] applied an adaptive fuzzy controller to the business-logic tier of a
web application, and estimated the required CPU load for the input workload.
A similar approach is followed by [125], but here authors focus on the database
tier. They claim that they use the fuzzy model to predict the future resource
needs; however, they use the workload of the current time step t, to calculate
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the resource needs ;41 of the time step ¢ 4 1, based on the assumption that no
sudden change happened within the duration of a time step.

A further improvement is the neural fuzzy controller, which uses a four-layer
neural network (see Section to represent the fuzzy model. Each node in the
first layer corresponds to one input variable. The second layer determines the
membership of each input variable to the fuzzy set (the fuzzification process). Each
node in layer 3 represents the precondition part of one fuzzy logic rule. An finally,
the output layer acts as a defuzzifier, which converts fuzzy conclusions from layer
3 into numeric output in terms of resource adjustment. At early steps, the neural
network only contains the input and output layers. The membership and the rule
nodes are generated dynamically through the structure and parameters learning.
Lama and Zhou [126] relied on a neural fuzzy controller, that is capable of self-
constructing its structure (both the fuzzy rules and the membership functions) and
adapting its parameters through fast on-line learning (a reconfiguring controller
type).

Finally, the last type of controllers that follow a proactive approach are MPCs.
Roy et al. [I17] combined an ARMA model for workload forecasting, with the
look-ahead controller in order to optimize the resource allocation problem. Fuzzy
models can also be used to create a Fuzzy Model Predictive Controller [128].

The suitability of controllers for the auto-scaling task highly depends on the
type of controller and the dynamics of the target system. The idea of having
a controller that automates the process of adding/removing resources is very
appealing, but still, the problem is how to create a reliable performance model
that maps the input and output variables. Simple reactive controllers could be
used for applications with easy to predict needs. However, it seems advisable
to focus efforts towards both adaptive and MPCs that are able to adapt the
application model and could be more suitable to produce a general auto-scaling
solution.

Table [5.4] shows a summary of the articles reviewed in this section.

5.6 Time Series Analysis

Time series are used in many domains including finance, engineering, economics
and bioinformatics, generally to represent the change of a measurement over
time. A time series is a sequence of data points, measured typically at successive
time instants spaced at uniform time intervals. An example is the number of
requests that reaches an application, taken at one-minute intervals. The time
series analysis can be used in the analysis phase of the auto-scaling process, in
order to find repeating patterns in the input workload or to try to forecast future
values.
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5.6.1 Description of the Technique

Given the scenario described in Section 2:3.1] a certain performance metric, such
as average CPU load or the input workload, will be sampled periodically, at fixed
intervals (e.g. each minute). The result will be a time series X containing a
sequence of w observations (w is the time series length):

X = Tty Tt—1,Tt—2y +ovy Tt—w+1 (58)

Time series techniques can be applied in order to predict future values of the
metric, e.g. the future workload or resource usage. Based on this predicted value,
a suitable auto-scaling action can be planned, using for example a set of predefined
rules [94], or solving an optimization problem for the resource allocation [I17].

Formally, the objective of time series analysis is to forecast future values of the
time series, based on the last ¢ observations, which is denoted as input window or
history window (where ¢ < w). The future value &4, is r intervals ahead of the
input window. Time series analysis techniques can be classified into two broad
groups: some of them focus on the direct prediction of future values, whereas
other techniques try to identify the pattern (if present) followed by the time series,
and then extrapolate it to predict future values. The first group includes moving
average, auto-regression, ARMA (combining both), exponential smoothing and
different approaches based on machine learning;:

Moving average methods (MA): They can be used to smooth a time series
in order to remove noise or to make predictions. The forecast value Z;y, is
calculated as the weighted average of the last ¢ consecutive values. Typically,
the prediction interval r is set to 1. Then, the general formula is as follows:
Tiqr = Q1T + Q2Te—1 + ... + QgTi_q41, Where aq,az,...,a4 are a set of
positive weighting factors that must sum 1. Simple moving average MA(q)
considers the arithmetic mean of the last ¢ values, i.e., it assigns equal weight
% to all observations. In contrast, the weighted moving average WMA(q)
assigns a different weight to each observation. Typically, more weight is
given to the most recent terms in the time series, and less weight to older
data.

Ezxponential smoothing (ES): Similarly to moving average, it calculates the
weighted average of past observations, but exponential smoothing takes into
account all the past history of the time series (w observations). It assigns
exponentially decreasing weights over time. A new parameter is introduced,
a smoothing factor o that weakens the influence of past data. There are
different versions of exponential smoothing such as simple or single ES,
and Brown’s double ES [129]. In simple ES, the following formula is used
recursively to calculate the current smoothed value s;, based on the current
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observation z; and the previous smoothed value s;_1: s = axs+ (1 —a)si—1.
The forecast for the next period 2,41 is simply the current smoothed value
s¢. The predictor formula for simple exponential smoothing can be expanded
as follows:

"it-‘,—l =T + (1 — Ol)li't
=ax; + (1 — a)[azi—1 + (1 — @)dr_q]
=az; + ol — @)z—1+

(1—a)’[azi—s + (1 — a)d_o] (5.9)

=ax; +a(l —a)r g +a(l —a)?z_o+

oot (1 — a)wil.’%t,ukkl

where 241 represents the forecast value for the period t + 1, based on actual
x4 value and the previous values of the time series. #; refers to the forecast
made for period ¢. The first smoothed value ;_,,+1 can be set to the initial
value of the time series x4_,,11, or to the mean of the few first observations.

Simple ES is suitable for time series that have no significant trend changes.
For time series with an existing linear trend, the Brown’s double ES should
be applied. It calculates two smoothing series:

st =ar; + (1 —a)sy_, £ 10
2 _ 1 2 (5.10)
sy =as; + (1 —a)s;i_,

The second smooth series s? is obtained by applying simple ES to series s;.
Both smoothed values s} and s? are used to estimate the level ¢; and trend
d; of the time series at the time ¢. Based on these, the forecast value .,
is calculated as follows:

fit_‘_T = C¢ +7’dt

Ct = 28t1 — 8? (5.11)
(0%
dy = T astl —s?

Auto-regression of order p, AR(p): The prediction formula is determined
as the linear wighted sum of the p previous terms in the series: ;41 =
bizy +boxi—1 4 ...+ bpxi_pi1 + €. Parameter p corresponds to the number
of terms in the AR equation, that may be different from the history window
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length w. The formula may include a white noise term ¢;. The key is to derive
the best values for the weights or auto-regression coefficients b1, ba, ..., bp.
There are a diversity of techniques for computing AR coefficients, such as
least squares or the maximum likelihood method. In the literature, the most
common method is based on the calculation of auto-correlation coefficients
and the Yule-Walker equations. The auto-correlation function (ACF) of a
time series gives correlations between x; and x;_j for lag k =1,2,3,.. .

_ covariance(zy, xi—p)  El(xy — p)(zi—p — p)]
k= var(zy) N var(xy) (5:12)

The autocorrelation can be estimated as:

w—k
S P D PR (519

t=1

The full autocorrelation function can be derived by recursively calculating
TR = Zle brri—i. The result is a set of linear equations called the Yule-
Walker equations, that can be represented in matrix form as:

1 T1 T2 T3 cee Tp—1 bl T1
T1 1 T1 T2 cee Tp—2 b2 T2
T2 1 1 1 s Tp—3 b3 — |T3 (514)
Tp—1 Tp—2 Tp—3 Tp—4 ... 1 by Tp
By solving this set of equations, auto-regression coefficients by, bs, ..., b,

can be derived for any p value. For example, for AR(1) (with p = 1), the
auto-regression coefficient b; is equal to the corresponding autocorrelation
coefficient 1 (by = r1).

Auto-Regressive Moving Average, ARMA((p,q): This model combines both
auto-regression (of order p) and moving average (of order ¢q). As stated
before, AR takes into account the last p observations in the time series
Ly Tp—1,

Zt—2,...,Tt—p. The MA model, which is different from the MA method de-
scribed previously, is the sum of the time series mean p, plus the innovations
or white error terms €, €;—1,...,€—q.

Ty =+ € +a1€6—1 + ac€—2+ ...+ ag€—q (5.15)
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where ¢; ~ N(0,0%). Then, the ARMA model is represented as:

Te=bixe1+ ...+ bpript e Fare—1+ ...+ age—g (5.16)

Note that an ARMA(0, ¢) is a pure MA model; and an ARMA(p,0) cor-
responds to an AR model. There are several techniques for selecting the
appropriate values for the orders p and ¢, and estimating the coefficients
ai,az,...,aq and by, ba, ..., bp.

ARMA is a suitable model for stationary processes, i.e. the mean and
variance of the time series remain constant over time. Thus, the time series
must not show any trend (the variations of the mean) or seasonal variations.
If the AR model correctly fits the time series, the residual e is a white
noise that shows no pattern. An extension of the ARMA model, called
ARIMA (Auto-Regressive Integrated Moving Average), can be applied to
non-stationary time series. Another extension called ARMAX(p, ¢,b), or
ARMA with eXogenous inputs, is able to capture the relationship between
a given time series X and another external time series D. It contains the
AR(p) and MA(q) models of X and a linear combination of the last b terms
of the time series D.

Machine Learning-based techniques: These are two popular techniques used
to carry out analysis of time series that can be considered part of the broader
“machine learning” field:

Regression is a statistical method used to determine the polynomial func-
tion that is the closest to a set of points (in this case, the w values of
the history window). Linear regression refers to the particular case of
a polynomial of order 1. The objective is to find a polynomial such
that the distance from each of the points to the polynomial curve is
as small as possible and therefore fits the data the best. When the
number of input variables is more than one, it is referred to as the
Multiple Linear Regression. The Linear Regression equation is the
same used in AR, but the weight estimation method differs.

Neural networks consist of an interconnected group of artificial neurons,
arranged in several layers: an input layer with several input neurons;
an output layer with one or more output neurons; and one or more
hidden layers in between. For time series analysis, the input layer
contains one neuron for each value in the history window, and one
neuron for the predicted value in the output layer. During the training
phase, it is fed with input vectors and random weights. Those weights
will be adapted until the given input shows the desired output, at a
learning rate p.
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As previously stated, a group of time series analysis techniques try to identify
the pattern that the series follows, and then use this pattern to extrapolate
future values. Time series patterns can be described in terms of four classes
of components: trend, seasonality, cyclical and randomness. The general trend
(e.g. increasing or decreasing pattern), together with the seasonal variations that
appear repeated over a specific period (e.g. day, week, month, or season), are the
most common components in a time series. Input workloads of cloud applications
may show different periodic components. The trend identifies the overall slope of
the workload, whereas seasonality and cyclical determine the peaks at specific
points of time in a short term and in a long term basis, respectively.

A wide diversity of methods can be used to find repetitive patterns in time
series, including:

Pattern matching: It searches for similar patterns in the history time series,
that are similar to the present pattern. It is very close to the string matching
problem, for which several efficient algorithms are available (e.g. Knuth-
Morris-Prat [130]).

Signal processing techniques: Fast Fourier Transform (FFT) is a technique
that decomposes a signal time series into components of different frequencies.
The dominant frequencies (if any) will correspond to the repeating pattern
in the time series.

Awuto-correlation: In auto-correlation, the input time series is repeatedly shifted
(up to half the total window length), and the correlation is calculated between
the shifted time series and the original one. If the correlation is higher than
a given threshold (e.g. 0.9) after s shifts, a repeating pattern is declared,
with duration s steps.

A basic tool for time series representation is the histogram. It involves distribut-
ing the values of the time series into several equal-width bins, and representing
the frequency for each bin. It has been used in the literature to represent the
resource usage pattern or distribution, and then predict future values.

5.6.2 Review of Proposals

In the context of elastic applications, time series analysis have been applied mostly
to predict workload or resource usage. A simple moving average could be used for
this purpose, but with poor results [I32]. For this reason, authors have applied MA
only to remove noise from the time series [I18], [119], or just to have a comparison
yardstick. For example, Huang et al. [I35] present a resource prediction model
(for CPU and memory utilization) based on double exponential smoothing, and
compare it with simple mean and weighted moving average (WMA). ES clearly
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obtained better results, because it takes into account the history records w (not
only the input window ¢) of the time series for the prediction. Mi et al. [136] also
used Brown’s double ES in order to forecast input workload of real traces (World
Cup 98 and ClarkNet), and obtained good accuracy results, with a small amount
of error (a mean relative error of 0.064 for the best case).

The auto-regression method has also been used for resource or workload
forecasting ([48], [137], [132], [142], [94], [II7]). For example, Roy et al. [117]
applied AR for workload prediction, based on the last three observations. The
predicted value is then used to estimate the response time. An optimization
controller takes this response time as an input and computes the best resource
allocation, taking into account the costs of SLA violations, leasing resources and
reconfiguration. Kupferman et al. [48] applied auto-regression of order 1 to predict
the request rate (requests per second) and found that its performance depends
largely on several manager-defined parameters: the monitoring-interval length,
the size of the history window and the size of the adaptation window. The history
window determines the sensitivity of the algorithm to short-term versus long-term
trends, while the size of the adaptation window determines how far into the future
the model extends.

ARMA models are able to capture characteristics of a time series such as the
input workload or the CPU usage. Fang et al. [I34] found it useful to predict the
future CPU usage of VMs. However, they remark the computational cost of this
technique, that includes the choice of p and ¢, the estimation of the coefficients of
each term and other parameters.

The history window values can also be the input for a neural network [I138] [139)]
or a multiple linear regression equation [48], [122], [I38]. The accuracy of both
methods depends on the input window size. Indeed, Islam et al. [I38] obtained
better results when using more than one past value for prediction. Kupferman
et al. [48] further investigated the topic and found that it is necessary to balance
the size of each sample in the window, to avoid overreacting, but also to maintain
a correct level of sensitivity to workload changes. They propose regressing over
windows of different sizes, and then using the mean of all predictions. Another
important issue is the choice of the prediction interval . Islam et al. [I38] propose
using a 12-minute interval, because the setup time of VM instances in the cloud
is typically around 5-15 min. In another context, Prodan and Nae [139] use a
neural network to predict a game load (i.e. the number of entities or players) in
the next two minutes. The neural network obtained better accuracy than moving
average and simple exponential smoothing.

Most time series analysis techniques have been applied to vertical or horizontal
scaling separately. Dutta et al. [T40] claim that vertical scaling has limited range
but has lower resource and configuration costs, while horizontal scaling can allow
the application to achieve a much larger throughput but at a potentially higher
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cost. For this reason, they combine both VM resizing in case of small increments
in the request rate, and apply horizontal scaling for major changes in the input
workload. They use a polynomial regression to estimate the expected number of
requests for the next interval. Fang et al. [I34] focus on vertical scaling (CPU and
memory) for regular changes in workload, whereas horizontal scaling is applied in
order to handle sudden spikes and flash crowds.

Time series forecasting (associated to proactive decision making) can be
combined with reactive techniques. For example, Igbal et al. [I41] proposed a
hybrid scaling technique that utilizes reactive rules for scaling up (based on CPU
usage) and a regression-based approach for scaling down. After a fixed number of
intervals in which response time is satisfied, they calculate the required number of
application-tier and database-tier instances using polynomial regression (of degree
two).

Some auto-scaling proposals use time series analysis techniques that deal with
pattern identification, applied to the input workload [I43], [I31], [132], [I33]. The
most complete comparison of this class of techniques is done by Gong et al. [132];
they propose using FFT to identify repeating patterns in resource usage (CPU,
memory, I/O and network), and compare it with auto-correlation, auto-regression
and histogram. Pattern matching, proposed by Caron et al. [143] [131], has two
main drawbacks: the large number of parameters in the algorithm (such as the
maximum number of matches or the length of the predicted sequence), that highly
affect the performance of the algorithm, and the time required to explore the past
history trace.

Simple histograms have also been used by some authors to predict the resource
usage of applications, considering the mean of the distribution [142], or the mean
of the bin with the highest frequency [132].

Time series analysis techniques are very appealing for implementing auto-
scalers, as they are able to predict future demands arriving to elastic applications.
Having this information, it is possible to provide resources in advance and deal
with the time required to start up new VMs or add resources to a particular
instance. Despite the potential of this set of techniques, their main drawback
relies on the prediction accuracy, that highly depends on the target application,
input workload pattern and/or burstiness, the selected metric, the history window
and prediction interval, as well as on the specific technique being used. Efforts
should be focused on automating the selection of the best prediction technique
for a particular application or application class.

Table contains a summary of the articles reviewed in this section.
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5.7 Summary and Conclusions

Cloud computing environments allow users to dynamically scale their applications.
The key problem is how to lease the right amount of Cloud computing environ-
ments allow users to dynamically scale their applications, on a pay-as-you-go
basis. Application re-dimensioning can be implemented effortlessly, adapting the
resources assigned to the application to the incoming user demand. However,
the identification of the right amount or resources to lease in order to meet the
required Service Level Objectives, while keeping the overall cost low, is not an
easy task. Many techniques have been proposed for automating this application
scaling. We propose a classification of the techniques into five main categories:
static threshold-based rules, control theory, reinforcement learning, queuing theory
and time series analysis. Besides, we analyze the different experimental platforms
used in the literature to test the auto-scaling techniques, including application
benchmarks and workload generators.
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Table 5.4: Summary of the reviewed literature about control theory techniques

Ref  Auto-scaling Tech- H/V R/P Metric Monitoring SLA ‘Workloads Experimental Platform
niques

[I18] CT: PI controller \4 R Job progress Sensor library Job deadline Batch jobs Custom testbed. Hy-

perV. + 5 applications
(ADCIRC, OpenLB, WRF,
BLAST and Montage)

[I19] CT: PI controller H R CPU load, re- Hyperic HQ - Synthetic. Dif- Custom testbed. Xen +
(Proportional quest rate (Xen) ferent number of ORCA + simple web ser-
thresholding) + Ex- threads. vice
ponential  Smooth-
ing for performance
variable

[120] CT: PI controller H R CPU load, re- Hyperic - Synthetic. Custom testbed. Xen +
(Proportional quest rate SIGAR. 10 Modified CloudStone (us-
thresholding) seconds ing Hadoop Distributed

File System)

[121] CT: MIMO adap- A% P CPU usage, Xen + custom Response time Synthetic and re- Custom testbed. Xen
tive controller + disk 1/0, tool. 20 sec- alistic (generated + 3 applications (RUBIS,
ARMA (perfor- response time onds with MediSyn) TPC-W, media server)
mance model)

[I15] CT: Adaptive con- H R/P Number of re- Simulated Number of re- Real. World Cup Custom simulator in
trollers + QT quests, service quests not han- 98. Python

rate dled

[I14] CT: Adaptive, Pro- H R/P Number of Simulated. 1 - Real. World Cup Custom simulator in
portional controller requests, re- minute 98 and Google Python
+ QT quests in buffer, Cluster Data

service rate

[I22] CT: Gain-scheduler H P Number of re- 20 seconds Response time Synthetic (Faban Real provider. Amazon
(adaptive) + quests, number generator) EC2 + CloudStone bench-
Smoothing  splines of servers, re- mark
(performance model) sponse time
+ Linear Regression

[123] CT: Self-adaptive H P Number of - Execution time Synthetic (Batch Custom testbed. Private
controller + Kriging incoming and jobs) cloud + Sun Grid Engine
model (performance enqueued re- (SGE)
model) quests, number

of VMs

[124] CT: fuzzy controller \% R Number and Custom tool. Reply rate Real (World Cup Custom testbed. VMware
mixture of 20 seconds 98) and Synthetic ESX Server + Java Pet
requests, CPU (Httperf) Store.
load

[125] Fuzzy model v P Number of  Xentop. 10 sec- Response time, Synthetic and re- Custom testbed. Xen -+
queries, CPU onds throughput alistic (based on 2 applications (RUBIS and
load, disk I/O World Cup 98) TPC-H)
bandwidth

[126] CT: Adaptive con- V P Number of  Custom tool. 3  End-to-end de-  Synthetic. (Pareto Simulation
troller + Fuzzy requests, re- minutes lay distribution)
model (+ ANN) source usage
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Chapter 6

Dynamic threshold rules for
Auto-scaling

In the previous chapter we have described the state-of-art of auto-scaling techniques
and proposed a taxonomy for all of them. The present chapter compares some
representative techniques from each category in a simulated scenario and proposed
a simple, yet effective variant of rules, with dynamic thresholds.

Our target scenario is a web-type application, deployed over a pool of homo-
geneous VMs. We will focus on the load balancer and the business tier. User
requests arrive the application following a given pattern (in this case, based on
a real workload). The load balancer will distribute requests among the VMs,
based on different policies: random, round-robin or least-connection. Round-robin
policy distributes requests in turns, whilst the least-connection one consists of
assigning requests to the least loaded VM, i.e., the VM that is executing the least
number of tasks.

Each task is assigned to a single VM. Request execution time is denoted as its
expected service time, and in our simulated environment it is known a-priori. VMs
adopt a time-sharing policy, so all incoming tasks will be accepted, but service
time will increase accordingly to the number of tasks in the CPU. In this context,
the service time is the lapse since a task is assigned to a VM, until the response
is received back.

The auto-scaler will perform horizontal scaling actions: adding (scaling out)
or removing VMs (scaling in). Many performance metrics could be applied to
trigger auto-scaling actions. The most typical ones in the literature are CPU load,
service time and input request rate, but many others have been proposed such
as memory used by the VMs, or available bandwidth. Scaling decision may be
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Figure 6.1: ClarkNet trace (the workload) vs. number of VMs assigned

taken based on a single metric or a combination of two or more. For simplicity,
this study focuses on the use of a single metric.

The performance of each technique may be evaluated in terms of the total VM
cost and the total number (or ratio) of SLO violations. Each cloud provider uses
its own billing scheme. VM hours can be charged per minute or per hour (and in
that case, partial hours are accounted as full hours). The cost may include not
only VM running hours, but also other resource usage (e.g. disk or bandwith)
and services (e.g. monitoring system).

Figure [6.1] shows an example of a real workload of one week duration. The
number of VMs (represented with a thin line) varies according to the system load
(number of requests per minute), from 10-15 VMs, up to 50 VMs at workload
peaks.

6.1 Selected Auto-scaling Techniques

Many diverse auto-scaling techniques have been proposed in the literature. In
previous chapter, a taxonomy consisting of five categories was defined: static
threshold-based rules, time series analysis, control theory, reinforcement learning
and queuing theory. We will compare techniques from 3 of these categories.
Static threshold-based rules are typically used by cloud providers such as
Amazon EC2. A simple example: if CPU > 70%, then scale out; if CPU < 30%,
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6.1. Selected Auto-scaling Techniques 89

then scale in. It is quite difficult to set the correct thresholds and this must be
done manually. An incorrect adjustment will cause oscillations in the number
of VMs, and therefore, lead to bad performance. After each scaling decision, a
cooldown period can be applied, during which no scaling will be performed. This
cooldown period reduces the oscillations in the number of VMs and can be applied
not only to rules, but to any auto-scaling technique. In RightScale’s [85] variation
of rules, each VM votes independently, based on rules like those explained before,
whether to scale or not. Then, a simple democratic voting is performed to decide
the scaling action.

Time series analysis includes a number of methods that use a past history
window of a given performance metric in order to predict its future values (proactive
techniques). In this case, we consider three methods: moving average, exponential
smoothing and linear regression. Moving average calculates the mean of the n
last values. Exponential smoothing assigns exponentially decreasing weight to
each value in the time series. Last, linear regression tries to fit a linear equation
to the last values (where z is the time and y is the performance metric value),
and then, it estimates a future value.

Control theory has been applied to automate the management of different
systems. The typical controller is the Proportional Integral Derivative (PID)
controller. In this study, we have implement a simplified version called I (Integral)
controller that obeys to the following equation:

U = Up—1 + Kz(yk - yref) (61)

where uy, is the new value for the manipulated variable (new number of VM); yy,
is the performance metric value (CPU load), yrey is the set point or target value;
and K is the integral gain parameter. In other words, the integral controller will
adjust the number of VMs in order to maintain the performance metric value (e.g.
CPU load) as closer as possible to the target value.

Lastly, we have proposed a new auto-scaling technique, based on rules, that
tries to overcome the limitation of using static thresholds. In this case, the upper
and lower thresholds will be adjusted based on another set of rules. First, if SLO
violations occurs for a certain time (e.g. 5 minutes), the threshold range will be
widened. For example, a 60-40% configuration for upper-lower thresholds may
be adapted to 80-20%. This makes the system less reactive to workload changes,
the auto-scaler will be less eager to remove VMs, and thus, the number of SLO
violations will be reduced. The opposite case is when no SLO violations have taken
place during the last period of time, so the threshold range is narrowed. Then,
the system becomes more reactive. The modification to use dynamic thresholds
has also been applied to RightScale’s voting system.

The dynamic threshold-based rules constitute a novel contribution of this
work. All the remaining auto-scaling techniques discussed in this paper, and many
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90 Chapter 6. Dynamic threshold rules for Auto-scaling

additional ones, are described in detail in [T44].

Table 6.1: Performance values of load balancing policies with static threshold-based
rules

Rules R-Robin Random Least-con.
uT \ DT Cost \ SLOv Cost \ SLOv Cost \ SLOv

60 | 20 | 5756.70 | 0.15 || 5967.40 | 4.53 | 5727.40 | 0.13
70 | 30 || 4677.00 | 0.86 | 4799.50 | 10.36 || 4625.90 | 0.81
80 | 30 || 4330.10 | 1.46 || 4335.30 | 15.50 | 4294.40 | 1.39
80 | 40 | 4037.20 | 3.24 || 4053.40 | 21.21 | 4004.70 | 3.15
90 | 30 || 4026.70 | 2.66 || 3907.00 | 23.71 | 4002.50 | 2.35
90 | 10 || 5172.80 | 0.49 || 4855.80 | 15.46 | 5151.50 | 0.34

6.2 Experiments

This section presents the results for the different auto-scaling techniques and
analyzes them. We have extended the functionality of the CloudSim cloud
simulator to carry out the experiments. As described in Section a web-type
application is simulated, which is composed of a business tier (15 initial VMs),
and a load balancer. All VMs are homogeneous: one core of 1GHz; other resources
such as memory, disk or bandwith have not been considered.

Request execution time is generated based on a uniform distribution, that
ranges from 3 to 7 seconds. The arrival time is taken from a real workload trace,
the ClarkNet trace [145]. It contains 1654276 requests, that arrive in a clear cyclic
pattern (see Figure : daytime has more workload than the night, and the
workload on weekends is lower than that taking place on weekdays.

CPU load (mean load of all VMs) is used as the performance metric. The
monitoring interval of one minute and scaling decisions are taken based on the
performance metric value from the last minute. Scaling actions add or remove
a single VM (other options could be considered, such as adding/removing a
percentage of the current number of running VMs). Two different values of
boot-up time (time to effectively put to work a new VM) are considered: 0 and
10 minutes. After a scaling decision, a cooldown period is applied. This cooldown
period is equal to the boot-up time, plus an extra period of 5 minutes (that
is necessary to see the effect of an scaling decision on the system). When a
scale-in decision is made, the chosen VM is not removed until all tasks that are
being serviced on it finish. Therefore, in a subsequent scale-out action, instead of

90



6.2. Fxperiments 91

creating a new VM, we can use one of these VMs that are pending to be removed
and avoid the boot-up time.

Each experiment is repeated 10 times. Auto-scaling techniques are compared
attending to the mean VM cost (VMcost) and the mean number of SLO violations
(SLOv). In this scenario, the Amazon EC2 [§] billing scheme is applied: VM
hours are charged per running hour, and partial hours are accounted as full hours.
Boot up time is not charged. An SLO violation occurs when the service time of a
task is greater than or equal to 5 * expectedtime.

Results are divided into several subsections. Focusing on the rules, we analyze
the impact of applying different load balancing policies, and also compare static
vs. dynamic thresholds. Then, several reactive and proactive techniques are
compared.

6.2.1 Impact of load balancing policy

Three load balancing policies have been tested: round-robin, random and least-
connection. For the comparison, we will focus on the results for static threshold-
based rules, and instant boot up of VMs. Results are gathered in Table

Random policy shows the worst results, up to 23.71% of SLO violations. Its
nature may cause an unbalanced distribution of tasks among the VMs. Round-
robin and least-connection policies both show similar results, but the latter
performs a little better. The performance of these two policies will depend on the
homogeneity in the duration of the tasks. If all tasks have the same execution
time, round robin will be the best option. Otherwise, if tasks have different
execution times, least-connection policy is able to distribute the load more evenly
among the VMs. For the rest of the experiments, we will use round robin as the
load balancing policy.

6.2.2 Reactive techniques

Reactive techniques considered in this paper include rules, RightScale’s voting
system, two proposals based on dynamic thresholds and an integral controller.
Results for two different values of boot-up time (0 and 10 minutes) are shown in

Table [6.21

Static vs dynamic threshold-based rules

In this section we compare typical rules based on static thresholds (Rules), also
combined with a voting system (RightScale), against our proposal of adapting
thresholds depending on the number of SLO violations. Results are shown for the
round-robin load balancer policy, 0 minute boot up time and CPU load as the
performance metric (see Table [6.2)).
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92 Chapter 6. Dynamic threshold rules for Auto-scaling

Dynamic thresholds consider 50% as the mid range, 90% as the upper limit
and 10% as the lower limit. These limits have been established in order to avoid
a 100-0 and/or 95-5% threshold-configurations, that lead to a situation where few
scaling actions are performed and the number of VM remains mainly constant.
Variations of thresholds are of 5%. Cooldown time is applied for scaling rules, but
not for threshold adaptation (this is checked every minute).

Regarding both simple rules and RightScale’s voting system based on static
thresholds, the performance depends highly on the selection of threshold values.
Some configurations result in low VM cost, but in consequence, the number of
SLO violations is excessive. Despite the fact that the lowest number of SLO
violations is obtained using certain values of static thresholds, our proposal based
on dynamic values is able to maintain an acceptable SLO compliance (0.50% for
simple rules and 0.58-0.83% for the RightScale’s approach), regardless the initial
threshold values. Combining dynamic thresholds with simple rules seems to be
the best option (rather than using a voting system), since the number of SLO
violations remains nearly constant.

Integral controller

The integral controller is different from the rest of reactive auto-scaling techniques,
because it considers a target CPU value, instead of trying to keep CPU within an
acceptable range (delimited by upper and lower thresholds). It directly calculates
the required number of VMs (this value is rounded up). K value has been selected
using a trial and error method. This parameter is really difficult to set, and a bad
choice causes high oscillations in the number of VMs. Although it is the technique
that achieves the lowest number of SLO violations (0.04%), it does so at a high
cost and, therefore, we can not consider integral controller as the best choice.

As a general conclusion, reactive techniques cannot anticipate to changes and a
boot-up time of 10 minutes causes an increase in both the VM cost and the number
of SLO violations. The performance of each auto-scaling technique highly depends
on parameter selection, which is difficult to be done manually. Besides, a bad
configuration causes a high number of SLO violations and dissatisfied clients. Our
proposal based on dynamic thresholds is able to improve the general performance,
by adjusting the thresholds automatically, without human intervention.

6.2.3 Proactive techniques

Three proactive methods (based on time series analysis) are considered: moving
average (MA), linear regression (LR) and exponential smoothing (ES). They
predict the mean CPU load for the next period (1 minute ahead) and this value
is used with threshold-based rules to decide the next scaling action. Among
the threshold configurations for the scaling rules, we have selected the three
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6.3. Summary and Conclusions 93

that obtained the lowest number of SLO violations in the reactive case: 60-20%,
70-30% and 90-10%. Table [6.3| contains the results for two boot-up times: 0 and
10 minutes.

Again, results highly depend on parameter configuration, history window and
smoothing factor. In case of MA, the best result is obtained for a history window
W equal to 2; higher values of this parameter lead to an increase in the number of
SLO violations. On the contrary, for LR case, it is better to use a larger history
window (W = 10). Last, ES is applied with different values of the smoothing
factor . The lowest number of SLO violations is obtained with o = 0.6 (in two
out of three cases), which balances the weight given to new values (0.6), and the
weight assigned to the past values.

MA and ES techniques are less dependent on the parameter values than LR.
The latter can vary from 9.70% of SLO violations with a W = 2 to 2.91% with
W =10 (with 70-30% thresholds and 10 minutes of boot-up time).

Looking at the number of SLO violations for both instant and 10-minute
boot-up times, the lowest results are obtained by ES with @ = 6 (0.13/0.23%),
nearly followed by MA with W = 2 (0.15/0.24%) and last, LR with W = 10
(0.15/0.26%). All three techniques improve the results of static threshold-based
rules (0.15/0.33% for 60-20% threshold values).

6.2.4 Comparing Reactive vs. Proactive techniques

Figure [6.2] shows a global perspective of auto-scaling techniques. Regarding
proactive techniques, only results for 60-20% threshold configuration are presented,
as they obtained the lowest number of SLO violations.

In general, the performance worsens when the boot-up time of VMs is 10
minutes in terms of SLO violations. In contrast, the overall cost is quite similar for
the two values of boot-up time. In almost all cases, for both reactive and proactive
approaches, the number of SLO violations highly depends on the parameter
configuration. The lowest number of SLO violations is achieved by the integral
controller and RightScale’s voting system, but both require a fine tuning of two
or more parameters. However, proactive techniques (MA and ES), combined with
60-20% threshold-based rules, are less dependent on parameters, and still improve
the performance of simple rules. Finally, proactive techniques have been tested
with rules for simplicity, but they may be combined with any method such as an
integral controller or RightScale’s voting system.

6.3 Summary and Conclusions

Cloud computing environments have a great potential for running scalable appli-
cations, thanks to their elasticity nature. Auto-scalers are the key to the efficient
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use of elastic resources, because they enable the user to adjust resources to needs,
while complying with SLO and reducing the cost. Using simulation, we have
tested some representative auto-scaling techniques, comparing them in terms
of overall cost and SLO violations. We have also proposed a method based on
rules with dynamic thresholds, that improves the performance of simple, static
threshold-based rules. The main conclusion extracted is that any auto-scaling
method is very dependent on the parameter tuning.
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Table 6.3: Results for proactive techniques, based on CPU load, for two different
values of boot up time

T UT Par 0 min 10 min
| LT " || VMcost [ SLOv [| VMcost [ SLOv
W:2 5699.70 0.15 5638.80 0.24
60 W:3 5659.80 0.16 5600.90 0.31
20 W:5 5572.30 0.18 5551.20 0.36
W:10 || 5479.00 0.23 5393.70 0.41
W:2 4585.80 0.78 4414.00 2.59
MA 70 W:3 4535.70 0.90 4423.20 2.73
30 W:5 4539.30 1.07 4502.20 2.27
W:10 || 4505.20 1.43 4469.80 2.62
W:2 5063.00 0.88 5090.90 1.27
90 W:3 5008.70 1.25 5066.20 1.57
10 W:5 5079.30 1.57 5050.70 2.13
W:10 || 4945.20 2.37 5003.40 3.41
a1 5364.50 0.30 5371.20 0.45
60 a:.3 5544.50 0.18 5548.20 0.33
20 a:.6 5751.00 0.13 5715.10 0.23
a:.9 5735.70 0.15 5603.00 0.29
a:.l 4453.30 1.85 4428.30 3.14
ES 70 a:.3 4565.70 1.00 4514.40 2.26
30 o:.6 4596.20 0.71 4474.00 2.22
«:.9 4662.70 0.78 4436.80 2.72
a:.1 4801.40 3.74 4844.60 4.65
90 a:.3 5092.10 1.68 5144.60 2.32
10 o:.6 4997.70 1.02 5039.30 1.40
«:.9 5099.00 0.58 5090.80 0.90
W:2 5602.30 0.71 4993.90 2.23
60 W:3 5594.70 0.45 5057.50 1.76
20 W:5 5604.70 0.26 5345.70 0.53
W:10 || 5605.60 0.15 5471.60 0.26
W:2 4666.90 2.69 4144.70 9.70
LR 70 W:3 4691.00 1.88 4183.30 8.06
30 W:5 4695.50 1.20 4261.50 5.87
W:10 || 4525.30 0.97 4380.30 2.91
W:2 4734.60 1.42 4293.70 6.23
90 W:3 4836.50 1.09 4581.60 3.52
10 W:5 4901.80 0.73 4794.60 1.64
W:10 || 4994.70 0.98 4944.00 1.51
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Chapter 7

An online algorithm to detect the
Noisy Neighbor Problem

Cloud data centers are shared among many applications. Resource sharing leads
to interferences among VMs or containers, the so-called noisy neighbor effect. This
can lead to serious performance issues and ultimately affect the quality of service
in cloud applications. The current chapter proposes an unsupervised algorithm
to detect anomalies in the performance and tests in a real environment using
different types of applications.

7.1 Owur requirements

Given the literature, we have come up with the following requirements for our
algorithm:

o Application-agnostic: That is, the algorithm should no require any a-priori
knowledge of the application. We have seen that each application has
different resource usage patterns (check Figure [2.2)).

o With unknown normal state distributions: Even when these are known, they
are subject to change given VM changes (up/down) or variations in input
workload pattern.

e Online and lightweight: The delay cannot be huge and the computation
must allow frequent calls to the algorithm.
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e (Correlation of metrics: We want a solution that captures anomaly situa-
tions that reflect as a correlation between different metrics (e.g. CPU and
memory).

As stated by EBATS [? ], statistical methods offer a promising solution for
anomaly detection and this is why we chose this approach.

This paper proposes an unsupervised online algorithm for detecting anomalies
in VMs or containers resource usage profile. By definition, normal behavior will
be more frequent than the abnormal behavior. Our approach is to model this
behavior for different time periods, and compare them. Models that are really
different can be considered as anomalous.

Our proposed algorithm includes the following specific contributions: (1) a
way of modeling the unknown behavior of an application, represented by multiple
resources, (2) that deals with the dynamic nature of the application through
retraining, and (3) able to identify anomalies without any a-priori knowledge.

The resource usage of an application can be modeled as a Gaussian Mixture
Model (GMM). This method has the capacity to fairly represent many types of
load distributions as a combination of several normal distributions, with their
respective means and variances [71]. Models are constantly retrained to capture
the changes in the normal behavior of the application. A significant change in the
current state in contrast to frequent normal behavior is interpreted as an anomaly

[146].

7.2 Anomaly Detection Algorithm

This section provides a top-down description of the proposed anomaly detection
algorithm. The target scenario and the system architecture are described first.
Then, a general overview of the algorithm is provided, followed by the techniques
that match the requirements of our scenario. Finally, we provide the specific
pseudo-code of the algorithm.

7.2.1 Scenario and System Architecture

The target scenario is a physical server with a virtualization layer that enables
resource sharing among different services or applications. Each service runs
on a separate VM. Techniques such as overbooking or consolidation, as well as
workload changes are factors that may lead to VM interference. Our goal is to
detect anomalies in the resource usage of a particular VM, produced by VM
interference, the so-called noisy neighbor effect [53].

The system architecture is depicted in Figure [7.1] The input to the system is
a set of time series, related to resource usage metrics (e.g. CPU load, memory
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Figure 7.1: General architecture for anomaly detection system

PHYSICAL SERVER

consumption), and optionally, application-specific performance indicators (e.g.
response time). The monitoring module collects the input data at the given
granularity. The anomaly detection module contains the core logic of the algorithm.
It receives the resource usage from the last period as input data. Whenever an
anomaly is detected, it raises an alert. These alarms can be published back to a
monitoring tool.

7.2.2 Challenges
There are many challenges to overcome for anomaly identification:
e The normal behavior is unknown and application-specific.
e Several anomaly classes may appear, with different statistical properties.

e The normal behavior of a system evolves with time, due to external factors:
workload change, availability of resources.

Next section describes the general strategy to address each of these challenges.

7.2.3 General Strategy

The obvious approach to identify an anomaly is to compare it with the past
normal behavior of the application. However, we are assuming that there is no
previous historical info about the statistical properties of the normal behavior or
the anomalies. Furthermore, this normal behavior of the application evolves with
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Figure 7.2: General strategy for anomaly detection algorithm. Models are trained
based on windows of size W samples. By comparing models located at a short S
lag with respect to tg, short distance line (in blue color) is obtained. Similarly,
long distance line (in red) is obtained by comparing models located at a longest lag
L. The result of calculating the difference between short and long distance values
is depicted as a green line. The anomaly appears between the two consecutive
peaks (shaded in red).

time. This motivates the use of an unsupervised approach for anomaly detection,
together with continuous state retraining, based on a sliding-window technique.

Anomalies are rare events (in comparison to normal data) and represent abrupt
changes in the normal behavior. Intuitively, we can identify a potential anomaly
when our current model (state) is quite different from the recent past, but still
quite similar to the longest past.

Our general strategy is depicted in Figure We want to determine if our
current point in time ¢y is anomalous or not. For this purpose, we look at both
past and future data with respect to tg. More specifically, we check for the state
at a short lag S from ¢y and at a long lag L (in both directions). If a change
is detected in the short-term while the long-term states remain stable, we have
found an anomaly.

The application behavior over a certain period, that is, the resource usage
during this time is defined by a model. We use W samples to train such model.
We also need a distance metric that scores the similarity between two models.
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By calculating the difference between the short-term and long-term distances,
we obtain the green line in Figure The last step is to detect such pattern
(min — max — min — maz — min). The anomaly appears between the two
consecutive local max.

7.2.4 Techniques

Dirichlet Process Gaussian Mixture Model

Clustering is the task of grouping data points in such a way that the data points in
the same group (denoted as cluster) are more similar to each other. In the case of
a GMM (Gaussian Mixture Model), the process is similar to learning a probability
distribution per cluster. Each cluster (group), also denoted as a component, is
modeled as a Gaussian distribution M (x : u,¥) (mean p and covariance matrix
¥), and its associated weight pi. In this manuscript, full covariance matrix is used
to train GMMs, in order to capture relationships (correlations) among attributes.
In other scenarios, a diagonal covariance matrix would simplify the computational
cost.

The probability distribution function (PDF) of a GMM with K Gaussian
components can be expressed as follows:

P(x) = Zm/\/’(m s iy 25)

where z is an ordered set of features in the model. In our problem, it represents
the different variables that describe the VM or container resource usage (e.g. CPU
load, memory consumption).

In contrast to a GMM, a Dirichlet Process Gaussian Mixture Model (DPGMM)
does not assume any a-priori number of components, i.e., it can be understood as
an infinite GMM [147]. This characteristic is extremely appealing for scenarios in
which there is no intuition about the nature of the data. The DPGMM training
algorithm selected for this manuscript is called Variational Inference for Dirichlet
Process Mixtures [148].

Measuring Similarity between DPGMMs

There are many distances in the literature to measure the similarity between
different clusterings (i.e. the resulting set of clusters after applying a clustering al-
gorithm on a dataset). For this specific context, we will focus on similarity metrics
for comparing probability distributions and adaptations for GMMs (applicable
also to DPGMMs).
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A GMM model is defined by a set of components. Each component can be
expressed in terms of its mean value, y, for each attribute; the covariance matrix,
Y; and the weight associated to that component, 7. Let us define two GMM
models P and Q). P is composed of a set N components, P = {Py, Ps,...,Py};
similarly, @ is composed of M components, Q = {Q1,Qa,...,Qn}. Components
can be defined as P, = N(z : p,X) and Q; = N (2" : i/, X).

Our goal is to define a distance D(P, Q) that scores the similarity between
two GMMs P and Q. We can find many distances d in the literature to compare
Gaussian distributions, that is, they can be used to compare components. We
can leverage some of these distances d and find a general form to compare GMMs
based on its components. Given a distance d between every pair of components
Py € P and Q; € Q, the following D approach can be used to calculate the
distance between P and @@ GMMs Amara et al. [I49]:

N M
D(P,Q) == Zzﬂ'iﬂjd(Pian)
i=1 j=1
Two of the most popular distances for probability distribution comparison
are Kullblack Liebler divergence [I50] and Bhattachariyya distance [I51 [152].
Additionally, we have selected C2, [153], and proposed a simple, naive distance
that only considers the mean u of each component, called mean-value distance.
Each of the distances is described separately:

Kullblack Liebler divergence or relative entropy: Let P and @ be two
PDF, the Kullback—Leibler divergence of @) from P is defined as:

- P(z)

dKL P Q = / P(x) In

(PIQ)= [ P@)m g

Kullback-Leibler divergence is not symmetric. In contrast, Jensen-Shannon

divergence, or simply called Symmetric Kullback-Liebler (SKL), is a symmetrized

version of the Kullback—Leibler divergence:

dx

dskr(P,Q) :=1/2x (dx(P|Q) + dr(Q| P))

The closed formula to calculate the SKL distance between two multi-variate
Gaussian distributions (thus, two GMM components P;, @);) is given by:

dsicn (P @) = 5 (= )T S+ 27— i) 4 (72 + 1r(87'D)

where p and ¥ are the mean and covariance matrix for P; component; p' and ¥’/
are the mean and covariance matrix for component ();; ¢r is the trace and I is
the identity matrix.
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The Kullback-Liebler-based distance between two GMMs is computed as the
sum of the SKL distance dgx between every pair of components:

N M

Dir(P,Q) : Zzﬂ'ﬂrgdSKL (P;, Qy)

=1 j=1

Bhattacharyya-based distance : For two general probability distributions
P and @, Bhattacharyya distance is defined as follows:

dpy(P,Q) = fln/ VP(2)Q(x)dx

In case that both distributions are gaussian (e.g. components P; and Q;),
Bhattacharyya distance can be computed as:

1 pr (2N 1 |22
dBH(Pian)_S(M_:U)< 5 ) (u—u)+21n<|22||2/|

where 1 and ¥ are the mean and covariance matrix for P; component; p' and %’
are the mean and covariance matrix for component @;.

Similarly to Kullback-Liebler divergence, we can adapt the dgy distance to
GMDMs as follows:

N M
Dpu(P,Q) : ZZ mimidpr (P, Qj)

C2 distance: Given two general probability distributions P and @, C2 distance
is defined as follows:

2 [ P(z)Q(x)dx
C2(P,Q)=-1
(@)= eg {f[ P(z) 2dw+f m}
When P and @ are GMMs, C2 distance can be calculated as follows:

o [Vij]
22 {WTJ RERTSATSA
C2:=—log
Vil 1o [ AVigl
2 {Wz%\/ewzizj T2 T et |23
where
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_ —1
kig=ni S (g —pi) A ufS T (=)

Note that p;, ¥; and p;, X; refer to components in GMM P, while p, ¥/ and
Wy, X refer to components in GMM Q.

Mean-value distance: This distance is just considered as a naive case, for
comparison purposes. Given two general probability distributions P and @, the
distance Do (P, Q) can be calculated based their means. In case that P and @
are GMM, it can be computed as follows:

N . M.
Dimy ming—1 g d(ps ) + 3052 ming—y n d(p, 1)
N+ M d (u;, 1
(N + M) max - d (i, )
j=1. M

DCC(Pa Q) =

where d(u;, ﬂ;) is the euclidean distance between the means of y; and /i} of
the components P; and @), respectively.

7.2.5 Selected Techniques

We need to select the concrete model, distance metric and pattern-finding technique
to fully implement our algorithm.

The input data is a set of time series that describe the resource usage of a
particular VM (or container) over a certain period of time. This data follows an
unknown multivariate probability distribution. It is known that any multivariate
density can be approximated with a mixture of normals, given enough components
[154]. Indeed, Yu et al. [72] used a GMM (Gaussian Mixture Model) to represent
the normal machine performance. For a d dimensional dataset, this would be &
multivariate normal distributions: x ~ AN (u, X).

An important parameter in mixture modeling is the number of mixture com-
ponents k. With too few components, the trained model may not be able to
approximate the true underlying model effectively; in contrast, with too many
components, it may overfit the data and increase the computational complexity.
Alternatively to GMMs, Dirichlet Process Gaussian Mixture Models (DPGMM)
do not require any a-priori number of components. DPGMM is our choice to
represent the resource usage profile of an application, as the number of required
components is unknown and application-specific. DPGMMSs are further described
in (2.4

We need a way to score the dis-similarity between any pair of models. There
exist several metrics in the literature which quantify the dis-similarity between
Gaussian distributions. We can adapt these metrics to provide a single score of the
difference between two DPGMM models. These are the distance metrics selected
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for our current implementation: Kullback-Leibler divergence [I50], Bhattacharyya
distance [I51} [I52], C2 distance [I53] and the naive mean-value based distance.
Formulas can be found in [7.2.4]

Finally, the anomaly is reflected as a concrete pattern in the short minus long
distance time series. Let us denote dg as the distance values from comparing short-
term models over time; and similarly, d;, to designate distance values between
long-term models. In Figure ds and dy, are represented in blue and red colors,
respectively. We need to find a concrete pattern, min — maxr — min — max — min,
in the resulting time series calculated as dg — dy, (see green line in Figure .

For the current implementation, we propose the following ad-hoc pattern-
detection approach that works efficiently in our experiments. The Anomaly Area
Ais equal to A= (W + L) - 2, that is, it covers the training data used for short
and long term models. First, we raise pre-alarms when dg — dj, is greater than a
given percentile value p = 0.75. This threshold is used to ignore non-significant
variations in dg — dL time series. Then, for each positive pre-alarm, we look
for at least 25% prealarm values in the next A = (W + L) - 2 period. In that
case, we raise an anomaly alarm for the whole period A, that starts with the first
pre-alarm.

7.2.6 Algorithm Description

The general pseudo-code for the proposed anomaly detection method can be found
in Algorithm [3] Each major step is described separately below:
Data: Input: Resource usage
Result: Anomaly alert
while true do
Read new window of data (size ws) ;
Data pre-processing (moving average) ;
Train DPGMM model for current period ¢;
Calculate distances at diffent lags ;
Check for alarm;
end
Algorithm 3: General algorithm for Anomaly detection

From data to model The input data is composed of several time series rep-
resenting the resource usage of a particular VM or container (e.g. CPU load,
memory consumption). Raw data is quite noisy, so a pre-processing step is applied
to each time series, consisting of a moving average filter. We assume that the data
is normalized, between 0 and 1. A DPGMM is trained at each timestamp based
on recent data. The number of samples in the training window is denoted as W.
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Table 7.1: List of parameters related to the anomaly detection algorithm

Type Notation | Name Definition Value
a Dispersion Alpha parameter corresponding to DPGMM model 0.01
DPGMM kmaz Max components Maximum number of ‘Components considered by 5
DPGMM learning algorithm
Niter Number of iterations | Number of iterations for the DPGMM training algo- 25
rithm
w Training window Number of samples used to create a new DPGMM 120-240
Detection model at step ¢, using period [t — W/2,t + W/2].
S Short-term lag Comparing models at to —S —W/2 and to+ .S +W/2 0-180
L Long-term lag Comparing models at to — L —W/2 and to+ L+ W/2 60-180
as Anomaly size Anomaly duration in number of samples 10-60
A Anomaly area 2-(WS+1L)

From models to distance scores Every pair of DPGMM is compared to
obtain a similarity score. There are specific distance metrics that are suitable
to compare DPGMM models: Kullback-Leibler divergence [I50], Bhattacharyya
distance [I51] [152], C2 distance [I53] and the naive mean-value based distance.
For each time ¢y, we calculate the values for short S and long L lags. The short
lag implies comparing models at to — S — W/2 and tg + S + W/2; similarly, for
the long lag we use models at to — L — W/2 and to + L + W/2.

From distance scores to alerts Intuitively, the anomaly alarm should be
raised between the two local, consecutive maximums found in the difference
between long and short distance values. As described in previous section, an alert
is raised for each pre-alarm detected by the pattern-finding approach.

7.2.7 Parameters and constraints

All parameters are summarized in Table DPGMM models have the advantage
of not having to specify the a-priori number of clusters, only the maximum number
of components k4. In our case, this parameter can be set to a highly enough
value that might cover any case of anomaly. We need to tune the dispersion
parameter o and the number of iterations n;;., needed for the learning algorithm
to converge. We will use the full covariance version that is more computationally
demanding than other approaches (spherical, diagonal or tied), but far more
precise. We need to carefully tune the parameters related to the model creation
algorithm and alarm system: training window W, the short-term S and long-term
L lags.

By definition, the detection delay is equal to W + L, always assuming that
S >0,L>0and S < L. Besides, the anomaly size as should be at most half of
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the window training size, thus: as < W/2.

7.3 Experimental Framework

7.3.1 Evaluation

We consider a successful detection (True Positive, T'P) if the algorithm raises at
least one alarm during the anomaly duration. Otherwise it will be considered
a False Negative, FN. We will also account for False Positives, F' P, or alarms
raised when there is no anomaly. The goal of our algorithm is to maximize the
number of anomalies detected (True Positive) and to reduce the number of False
Positives.

We derive the following metrics for evaluation. To assess the True Positive rate

: sl _ TP __ # of successful detections .
we will use Precision P = 75 7P — 7 of total alarms . We will use Recall to

_ TP __ # of successful detections
check for the False Alarm Rate, defined as R = 7575 = 7 of total anomalios -

Finally, the f; score provides a unique value between precision and recall f; =
2. DI
PIR

7.3.2 Application Benchmarks

We focus our experimentation on CPU and Memory anomalies. We have selected
a diverse set of benchmarks to target the different application types typically
run on a cloud data center: a static web-page, a generic batch application, an
in-memory data analytic application, and a data caching server. The workload
patterns are depicted in Figure

Static website: This application is an instance of the RUBIS benchmarkﬂ
that processes requests for the home page. The goal is to perform preliminary
experiments in which the only resource affected is the CPU; it uses a pretty
constant amount of memory. For the client side, we use the httpmorﬂ tool to
generate incoming requests to the application.

Periodic batch application: A special-case application that tries to solve a
fixed number of sudokus. If there are not enough resources, the remaining sudokus
will be enqueued for the next time period. In contrast to the previous application,
the normal behavior of the application is periodic, meaning that the CPU load
shows a repetitive pattern (see Figure .

Ihttp://rubis.ow2.org/ [Last accessed 17-July-2017]
2https://github.com/cloud-control/httpmon| [Last accessed 17-July-2017]
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Figure 7.3: Workloads used in the experiments

In-Memory Analytics: It is part of the standard cloud benchmarking frame-
work called CloudSuite [I55]. This application uses Apache Spark and runs a
collaborative filtering algorithm (named alternating least squares, provided by
Spark MLIib). The input dataset contains user-movie ratings and it is stored in
memory.

Data-caching: This benchmark is also part of CloudSuite framework. This
benchmark uses the Memcached data caching server, simulating the behavior of a
Twitter caching server using a Twitter dataset.

Static web-page serves well as a naive application to test the algorithm ac-
curacy, due to a stable CPU load and near-constant memory consumption. In
contrast, Sudoku application shows a repetitive normal behavior that increases
the complexity of anomaly detection. Spark applications run on different stages
with variable CPU and memory requirements, that might be challenging to dif-
ferentiate from real anomalies. Finally, Memcached server is mainly targeted to
create memory anomalies.

110



7.3. Experimental Framework 111

L L
, [60,180] [60,180]
S S
[0,1801[0,180]
—
t0 Time
Pl L |-
‘Ql Input data
[120,240] [120,240] [120,240] [120,240]
& >
Delay = W+L
Max. 300
as (anomaly size)
[10,60]

v

A

A (Anomaly area)

Figure 7.4: Sample representation of main parameters related with anomaly
detection algorithm and the values considered in the experiments. The input data
is a dummy two-valued time series, which represents a constant normal behavior,
and a short anomaly.

7.3.3 Testbed

Selected applications are single-layered and are run as Docker containers, on
top of a VM. (Static webpage requires a workload generator that is run on a
separate VM). Cgroups tool can be used to restrict the resource cap assigned
to the container and thus, simulate anomalies derived from the noisy-neighbor
effect. A Python script interacts with Docker and uses cgroups to modify the
CPU and memory limits for certain periods of time, according to an input file
(called action file). Another Python-based script collects the metrics from CPU
and memory usage stats reported by cgroups. CPU is defined as the sum of User
and System, while memory usage is the memory usage. Experiments are carried
out on a 4-core (Intel(R) Xeon(R) CPU E31240 at 3.30GHz) desktop computer
with 16 GB of memory.

7.3.4 Parameter Selection

Figure [7.4] depicts the relationship among all the parameters and respective value
ranges considered for the current experimental setup. We assume that anomalies
have a certain duration in time, defined as anomaly size as. For the current
experiments, anomaly durations are set between 10 and 60 samples. Given that
the training window size W must be at least twice the maximum anomaly, 120
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samples (2-60) is set to be the minimum value for W. The algorithm by definition
has a W 4 L delay. We set the maximum detection delay allowed to 5 minutes
(300 samples, in seconds). To satisfy all constraints, W must take values within
the range [120,240]. The remaining (300 — W) correspond to the values set for L
lag. Given the L value, we select the short lag S between 0 and L value.
DPGMMSs require two main parameters: maximum number of components
and dispersion parameters. We have found empirically that setting maz; = 5 and
a = 0.01 work well in our scenarios. The DPGMM learning algorithm converges
after 25 iterations (n¢,) for the training sizes considered in the experiments.

7.4 Analysis of Results

This section has the objective of answering the following questions: (1) is our
algorithm feasible in computational terms, (2) which is the best parameter con-
figuration for each scenario, and (3) what is the performance of the detection
algorithm under different workloads, (4) how does our algorithm perform in
comparison with other baseline methods.

7.4.1 Computational requirements of our proposed algo-
rithm

Our algorithm consists on 3 main stages. The most costly stages in our proposed
anomaly detection algorithm are DPGMM training and distance metric calcula-
tion. We devote a separate section to each of them. We explore the theoretical
computational complexity and look at the empirical execution times. Finally,
we explain our experience about CPU and memory requirements of the whole
algorithm.

DPGMM training time

The DPGMM training algorithm selected for this manuscript is called Variational
Inference for Dirichlet Process Mixtures [I48]. Its theoretical computational
complexity is as follows:

The complexity of this implementation is linear in the number of mixture
components K and data points (samples) X. With regards to the dimensionality
(number of features, n), it depends on the type of covariance used. In this
particular implementation, that uses full covariance matrix, the complexity is
equal to O(K - X -n? + K -n?) (the cubic term arises from the need to invert the
covariance/precision matrices and compute its determinant).

Most anomaly detection methods consider metrics in isolation, simplifying the
computational cost. In contrast, we prefer to consider all possible correlations
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Figure 7.5: Model training times for different number of components, features
and samples

among metrics, as there might be anomalies reflected as a combination of changes
in several metrics simultaneously (e.g. CPU and memory). Thus, we choose the
full covariance matrix. Alternatively, a diagonal or spherical covariance matrix
would simplify calculations: the former assumes that each component has its own
diagonal covariance matrix, while the latter assumes that each component only
has a single variance. With any of these two configurations, the training algorithm
cost becomes linear: O(K - N - n), given that X >>n and X >> K.

In order to better illustrate the behavior of the training algorithm, we have
performed some empirical testing in terms of the number of features, components
and samples. Figure shows the average execution time based on each variable.
Each plot shows the training times of varying one variable (number of features,
components and samples) and keeping the other two variables constant. Each
execution time is the average of 5 iterations. It can be seen in the Figure that the
training time grows linearly with the number of samples, features and components.
The training times required for any number of samples (up to 1000 data points)
and any number of features (up to 100) are almost negligible: training times are
below one second. The number of components plays a bigger role, bringing the
training time up to 10 seconds with 100 components. Still, this model training
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Figure 7.6: Distance calculation times for different number of components

time is feasible. In our experiments, we use up to 5 components and the algorithm
successfully captures the anomalies in the applications.

Distance metric calculation time

Let us define two GMM models P and (). P is composed of a set N com-
ponents, P = {P;, P,,..., Py}; similarly, Q is composed of M components,
Q={Q1,Q2,...,Qn}. Our proposed distance metrics ( which are mean-value
distance DCC, Kullblack Liebler divergence K L, Bhattachariyya distance BH
and C2 distance) calculate the sum of distances between each pair of compo-
nents in models P and @. Thus, the base computational complexity for distance
calculation O(N - M). Additionally, for C2 distance metric, it is O(maz (N, M)?).

Here we analyze the empirical execution times of our own implementation of
each distance metric, for different N + M total number of components, and n
number of features, Figures [7.6] and respectively. Note that distance metric
calculation is independent of the number of samples, as it only uses the mean and
covariance matrix of each component.

We can observe how all distances calculation increases linearly with number of
components and number of features. As expected, DCC distance metric has really
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Figure 7.7: Distance calculation times for different number of features

low computational requirements (in the order of milliseconds), as it only operates
on component means. BH and KL distance metrics perform quite similarly, with
up to 3 seconds for 100 features, and around 30 seconds for 100 components.
Finally, C2 distance metric is the most costly in computational terms, requiring
1.5 minutes for up to 100 components, and 9 seconds for 100 features. All distance
calculation seems computationally feasible: in our experiments, we will be using 2
features and up to 5 components. However, some initial conclusions can be made
for distance preference: KL and BH distance metrics offer a good trade-off while
operating on means and covariance matrices (thus, taking into account metric
correlations); DCC' distance metric could be a good choice for certain scenarios
where very low execution times are mandatory.

CPU and memory requirements

Overall, our algorithm at each step requires one model training and two distance
metric computations computations (short and long term). Results show that
model training can be done in 10 seconds, and both distance metric calculations
in around 5 seconds (choosing any of the metrics). The cost of identifying the
anomaly pattern is negligible.
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Figure 7.8: Plot for parameter S, L and W (x-axis), versus fi score (y-axis). Each
row corresponds to one of the workloads: website, batch application, in-memory
and data caching. Linear line and second-order regression are included, red and
green lines respectively

The CPU impact of our algorithm highly depends on its execution frequency,
but it would last a few seconds at most. We have been able to execute our
algorithm with memory requirements around 150MB. Model storage does not
play a big role, as we only need to store the means and covariance matrix for
each component. That is, given each covariance matrix is a function of O(n?),
the memory requirements to store a DPGMM is equal to O(K - n - n), where n is
the number of features and K is the number of components in the model.

The computational requirements of the algorithm can be easily adaptable by
reducing the granularity of the samples. For example, a 5-second sampling could
be enough, and it reduces the execution time by a factor of 5. Similarly, the
memory requirements can be adjusted by adjusting the long-term lag, and thus,
reducing the number of models stored.
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7.4.2 Parameter Tuning

The anomaly detection algorithm depends on 3 main parameters: training window
WS, short-term lag S, and long-term lag L. Figure [7.§] shows the f; score
obtained for different W, S and L configurations for all workloads. Based on the
results, we can recommend smaller S values, within the range [1-60], and L values
in the range [60,80]. These configuration leads to higher f; values in all four
workloads. In contrast, it is harder to extract conclusions about recommended
training window sizes W.

Anomaly detection delay is given by the selected window size W and long-lag
L (it is equal to W + L). Conveniently, the algorithm obtains higher f; scores for
smaller L values [60,80], thus reducing the delay. With the same motivation, we
would suggest using smaller training window sizes, always having in mind that W
must be at least twice the size of the maximum anomaly duration.

Additionally, we evaluate different distance metrics: mean-based distance
DCC, Kullback-Leibler-based K L, Bhattachariyya-based BH and C2 distance.
Figure [7.9] shows a boxplot of f; score obtained for each distance measure under
each workload. We cannot conclude about a best distance for all scenarios, because
they perform quite similarly.

Instead, we can use the computational cost as selection criteria for distance
metrics. Based on our current implementation, and taking DCC' as the reference
execution time x, KL takes 35x, BH takes 71x, and C2 takes 207x. Obviously,
DCC is the fastest distance, as it is calculated based solely on mean component
values of the DPGMMs, ignoring the covariance matrix. Thus, it does not account
for the relationships among input variables, and we do not encourage its use in
real scenarios. In terms of computational cost and also good f; scores, we would
suggest selecting the Kullback-Leibler-based distance.

7.4.3 Algorithm Evaluation

We have generated around 1000 configurations per each workload (four in total),
randomly selecting values for all the parameters (distance measure, window size
W, short-lag S and long lag L). Four distance measures have been considered:
Kullback-Leibler K L, Bhattachariyya BH, C2 distance and mean-based distance
DCC'. Default configuration can be found in Table

First, we evaluate the algorithm in terms of the True and False Positives. Let
us look at the actual quality metrics: recall, precision and f;-score. Figure
shows the boxplot for each of these metrics under the four different workloads.
Higher precision values are achieved for data caching and static website workloads.
In contrast, precision is much lower for Sudoku and In-memory workloads. Sudoku
suffers from a significant number of false positives. In-memory workload is quite
bursty in nature, so anomalies are harder to identify.
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Figure 7.9: Boxplot of f; scores by workload and distance metric
Table 7.2: Summary of best f; score obtained for each Distance and workload. It

gathers the parameter configuration used and the performance of the anomaly
detection algorithm

Applicati 4 of al ) ‘ Parameters H Metrics ‘
pphcation of alarms | Distance [W [ S [L | TP | FP | Precision [ Recall [ fi |
DCC 170 | 17 | 74 46 1 0.98 0.82 0.89

Website 56 KL 150 | 47 | 67 45 1 0.98 0.80 0.88
BH 150 | 47 | 67 45 1 0.98 0.80 0.88

C2 120 | 74 | 89 46 3 0.94 0.82 0.88

DCC 185 | 75 | 106 || 18 6 0.75 0.78 0.77

Batch 23 KL 240 | 40 | 60 20 6 0.77 0.87 0.82
BH 225 | 48 | 67 20 5 0.80 0.87 0.83

C2 210 | 49 | 80 19 5 0.79 0.83 0.81

DCC 150 | 2 147 || 9 0 1.00 0.75 0.86

Tn-memory 12 KL 200 | 22 | 97 10 1 0.91 0.83 0.87
BH 200 | 6 99 10 2 0.83 0.83 0.83

C2 190 | 8 104 || 10 0 1.00 0.83 0.91

DCC 170 | 44 | 60 27 0 1.00 0.96 0.98

Data-caching 28 KL 230 | 36 | 64 27 0 1.00 0.96 0.98
BH 240 | 41 | 60 27 0 1.00 0.96 0.98

C2 130 | 37 | 61 26 0 1.00 0.93 0.96

Table presents the best result in terms of f; score, for each workload and
distance. The best distance depends on the scenario. With the right configuration,
our algorithm gets from 0.89 up to 0.98 in f; score. This translates into 82%-96%
of anomaly detection percentage (that is, recall R). False alarm percentage ranges
from 0 to 25% (equal to 1-precision P), depending on the scenario.
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7.4.4 Comparison against other methods

A common baseline method for outlier detection consists of modeling the metric
distribution and considering as outliers the 20 or 30 values Zhang et al. [65]. For
these experiments, we will consider both variants, 20 and 30. However, given
that the distribution probability is unknown, a simple Gaussian distribution is
assumed, and trained based on the last window, or all the past history:

e Sliding window: The training window has been fixed to the 150 previous
values.

e All History: It is trained with all past samples till the current time.

Table presents the results of baseline methods for every application dataset.
For the sake of comparison, we have included the results of our proposed algorithm,
executed with the KL distance metric.

In general, we can observe that Sliding window approach fails most of the
time to detect anomalies, as only using recent past is not a good representation
of the normal behavior of an applications.

The rest of the evaluation focuses on All History method. Best results are
achieved for data-caching workload with really high precision and recall: almost all
anomalies are detected, and very few false positive alarms are raised. These results
are similar to the ones achieved by our proposed algorithm. Both website and
in-memory workloads exhibit good precision results, but there is an unbearable
number of True positive alarms. This reflects on low precision values of 0.70/0.68
and 0.24 for website and in-memory, respectively. That is, a value of 0.24 means
that from all alarms raised by All History baseline method, less than 1/4 are valid
alarms. In contrast, our algorithm raises a really low number of false alarms (only
1 in both workloads), and achieves a precision of 0.98 for website workload, and
0.91 for in-memory workload.

Finally, the batch workload reveals the potential of our approach: All-history
method fails to capture the normally periodic behavior of the application, and is
not able to detect any of the anomalies (only 2 for 20 case). The periodic changes
in CPU consumption, though normal, are correctly interpreted as anomalies. Our
algorithm successfully detects 87% of the anomalies in batch workload.

7.4.5 Discussion of results

We have evaluated the performance of the anomaly detection algorithm in terms
of some objective metrics: precision, recall and f; score. Let us analyze the
reasoning behind that results. The performance of the algorithm seems to be
affected by the general characteristics of the workload (resource usage) and also
some properties of the anomaly itself.
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Table 7.3: Results for baseline anomaly detection methods

Application # of alarms || Method TP ‘ 7P ‘ Prl\elc(iz(l)ilb ‘ Rocall ‘ I
Our algorithm, KL || 45 1 0.98 0.80 0.88
Sliding Window 20 || 54 | 638 | 0.08 0.96 0.14
Website 56 Sliding Window 3¢ || 51 | 114 | 0.31 0.91 0.46
All History 20 39 17 0.70 0.70 0.70
All History 3o 17 |18 0.68 0.30 0.42
Our algorithm, KL || 20 | 6 0.77 0.87 0.82
Sliding Window 20 || 2 1544 | 0.00 0.09 0.00
Batch 23 Sliding Window 30 || 0 0 0.00 0.00 0.00
All History 20 2 1552 | 0.00 0.09 0.00
All History 3o 0 0 0.00 0.00 0.00
Our algorithm, KL || 10 1 0.91 0.83 0.87
Sliding Window 20 || 12 | 147 | 0.08 1.00 0.14
In-memory 12 Sliding Window 3¢ || 11 | 69 0.14 0.92 0.24
All History 20 12 |39 0.24 1.00 0.38
All History 30 11 |13 0.46 0.92 0.61
Our algorithm, KL || 27 | 0 1.00 0.96 0.98
Sliding Window 20 || 27 | 330 | 0.08 0.96 0.14
Data-caching 28 Sliding Window 3¢ || 27 | 70 0.28 0.96 0.43
All History 20 26 |1 0.96 0.93 0.95
All History 3o 24 10 1.00 0.86 0.92

Anomaly properties An anomaly can be defined in terms of its duration and
cap. The duration has already been denoted as as or anomaly size, while the cap
can be understood as how severe the interference is. A slight interference would
combine small cap and short duration, and it is typically harder to detect. For
example, we can notice a few anomalies that are not detected for the static website
workload (see Figure[7.11a]). However, slight interference can be even harmless
in terms of application performance, and thus, it seems more relevant to detect
severe anomalies (these with higher duration and cap). Our algorithm works well
under these conditions; in particular, the number of successful detections is higher
for static website and memcached server workloads, as in both cases the cap is
significantly higher.

Normal behavior We can identify three main factors in the workload character-
istics that might affect anomaly identification: periodicity, stages, and burstiness.
Each workload is representative of these ones: batch application for repetitive
normal behavior; in-memory application for its different phases of execution;
and the first phase of static website workload for its higher burstiness. Data
caching workload presents ideal characteristics for anomaly detection: pretty
smooth resource consumption, with visible anomalies, that are clearly reflected
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(b) Snippet of periodic batch appli-

cation

(¢) In-memory application (d) Memcached server

(a) Static website

Figure 7.11: Sample alarm results. Line colors: CPU load (blue), memory load
(green); Real alarms (red), anomaly alarm (shaded in green)

on both CPU and memory consumption. In contrast, in-memory applications
naturally present stages with variable memory/CPU consumption that can be
easily interpreted as false anomalies. Same happens with the periodic behavior of
the batch application. In both cases, recall (successfully detected anomalies) is
lower, while the true positive rate is higher. Burstiness is another major factor in
anomaly detection. Spikes in resource consumption might be misleading and cause
false positive alarms. High burstiness hinders the identification of real anomalies
(specially slight interference) and also increases the rate of false positives. The
burstiness of the workload is addressed in our algorithm by applying a smoothing
filter (e.g. moving average). This reduces the number of false positives, but affects
negatively the detection of slight interferences, as the cap is smoothed.

In general, our algorithm seems to successfully detect a major number of
interference anomalies for applications with different resource usage patterns.
We have compared it against some baseline methods and demonstrated that our
approach is able to cope with the unknown normal behavior of the application.
For example, in the case of the Batch application, we are able to detect the
periodic component in the resource usage profile as consider it as a non-anomaly.
The general algorithm efficiency is dependent on the parameter tuning, but our
analysis shows that the precision and recall stays in a reasonable range for all
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the tested configurations. After some empirical analysis of the computational
requirements, we can conclude that our algorithm is lightweight and thus, it can
be used online for anomaly detection. Finally, let us note that the unsupervised
approach of the algorithm is a huge key to its potential. The number of false
alarms could be reduced by incorporating some problem-specific information. For
example, by incorporating a rule-based detection that checks for response time or
other indicator to filter False Positives, before actually triggering an alarm.

7.4.6 Advantages and disadvantages of our proposal

In all, we have proposed an online and lightweight solution for detecting anomalies
caused by the noisy neighbor effect. As many other proposals in the literature, it is
based on statistical methods, but it has some advantages. First, it is not assuming
any previous history from the application and it is not specific to a particular
application. Besides, the use of DPGMMs allows us to fairly approximate any
resource usage profile, regardless of the probability distribution it might follow. It
is even able to capture varying normal behaviors, like a repetitive pattern (see
our Batch application). DPGMMs also accounts for metric correlations, which
other algorithms in the state-of-art fail to capture. Finally, we cope with the
application’s changing nature by doing constant retraining.

Of course, all this advantages do not come for free. Our proposal does not
need any previous information about the anomaly, as it follows an unsupervised
approach. Logically, it is more prone to miss anomalies. Another drawback might
be the computational requirements in case of using a high number of metrics. In
this regard, we thought about using aggregated metrics: CPU load, memory, disk
read/writes, etc. It is pretty easy to tune the algorithm to be really lightweight.
Finally, our algorithms requires some parameter tuning to obtain best results, but
experiments show that random configurations lead to reasonably good accuracy
values and low rate of false positives.
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Chapter 8

Spatially-Aware Distances for
Hard Clusterings

In the previous chapter, we describe an anomaly detection algorithm with uses a
soft clustering model (GMM) and proposes several distance metrics to measure
the difference between different models. Inspired on this work, we also developed
set of new distances focused on hard clusterings. The present chapter changes
its focus from the data center to a more pure technical aspect. We will describe
the set of proposed distances and the experiments carried out to confirm their
validity.

8.1 Introduction

Clustering is the task of finding homogeneous groups within a set of data points.
Let as denote clustering solution (also known as clustering or partition) as the
resulting set of clusters, in which each data point is assigned to a single cluster.
This is known as hard clustering and it will be the focus throughout the article.

Many clustering tasks require the comparison of two partitions. The most
straightforward one is cluster evaluation, i.e., comparing a clustering solution
against the ground-truth, or solutions created by different clustering algorithms.
Other applications in the literature are consensus (or ensemble) clustering [156],
which aims to combine several clustering solutions to produce a high quality one;
or data stream

A metric should be applicable to any two clusterings without restrictions.
Wagner and Wagner [I57] mention three limitations that should be avoided:
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cluster sizes, number of clusters, and dependencies between the clusterings (i.e.
using the same data set). Metrics proposed in the literature usually impose big
restrictions. Most traditional ones usually examine the number of points shared
between two different clusterings [I58] [159]. This imposes a big restriction: the
comparison is limited to clusterings built upon the same data set. ADCO [160]
measure was designed for the stream data clustering, and is applicable to compare
clusterings with only partially shared data points. However, it assumes that both
solutions contain the same number of clusters.

A distance measure should be able to capture the dis-similarity between any
two different clustering solutions. Traditional measures for cluster evaluation only
take into account the data item labeling, i.e. the cluster assignment [I59] [161] [162].
It would be an appealing property if a distance measure can take into account the
spatial layout of the data points. This includes both the shape and the position
of the clusters from each partition.

We can intuitively affirm that there is no optimal measure for every case.
Furthermore, there is no standard methodology for distance measure validation.
Horta and Campello [163] identify a set of four properties that are appealing from
a practical perspective: Maximum (identify equivalent clusterings), Discriminant
(able to detect the best solution), contrast (provide better evaluations for pro-
gressively better solutions), and Baseline (have a predetermined expected value
for randomly generated solutions). We also consider the computational cost as a
relevant property for any measure.

The contributions of this article are: (1) a set of four metrics that do not
impose any restrictions on the clusterings (except that attributes must lie in
the same attribute space) and that take into account the spatial layout of the
partitions, (2) validation of metric properties, both formally and empirically.

8.2 Background and Related Work

There is a great corpus of distance metrics in the literature, with different nature
and ultimate goal (hard clustering[I63], community detection in Graph clustering
[164], subspace clustering [165]) or topics modeling [166]. Given their diversity, it
seems difficult to propose a taxonomy that fits all of them. Several attempts can
be found in the literature. For our current article, we will adopt the taxonomy
presented in [164], that divides metrics into three key areas: set comparison,
spatially-aware clustering cmparison and subspace clustering comparison. Sub-
space clustering falls out of the scope of this manuscript, as our target are hard
clusterings that use the same set of attributes. Therefore, this section analyzes the
state-of-art of the first two groups, set comparison and spatially-aware clusterings.

Set comparison distance measures look at the actual cluster labeling for
each data point. Metrics under this category were conceived to evaluate any
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clustering against the True solution. Within this category, two subgroups can
be distinguished. The first one belongs to the membership or counting-pairs
group that is directly calculated based on the confusion matrix. Well-established
metrics include Rand Index (RI) [I59] and Jaccard’s Index [167]. Adjusted Rand
Index [I61] proposes a modification of RI to delimit value range to (0,1). The
second subgroup within the set comparison category falls under the information
theoretic metrics. They use the concept of entropy to compare clusterings,
and include two main metrics called Variation of Information [I58] and Mutual
Information [I56] [162]. These metrics also lack some properties that would enhance
their interpretability. Based on original metrics, several variations have been
proposed, such as Normalized Variation of Information [I58], which normalizes
through dividing by the upper bound logn (where n is the total number of data
points), or Normalized Mutual Information [162]. Apart from main subcategories
(membership and information-theoretic), there are attemps to generalize over the
existing corpus of metrics. Xiang et al. [I68] proposed modeling the relationship
between two clusterings as a bipartite graph, and derive distance metrics from
this model. For a comprehensive review of set comparison metrics, we refer the
interested reader to [157], which includes a complete list of metrics up to 2003,
and to [163] that provide a thorough comparison of 32 membership measures from
the literature.

While set comparison measures are quite popular, they ignore information
about the spatial distribution of points within clusters, and so they are unable to
differentiate between partitions that might be significantly dissimilar [I69]. That
is, instead of accounting only for the data point-to-cluster assigments, a spatially-
aware metric might also appeal to the cluster shapes, the locations of the points
in each cluster and the spacial relations among the clusters CDistance. The basic
approach consists of modeling each cluster as a distribution and then measuring
the distance between the distributions, e.g. by applying Mallows distance [170]
or transportation distance (CDistance [I71], LiftEMD [I72]). We believe in the
potential of spatially-aware metrics, in contrast to set comparison category, as they
are applicable to a more extensive set of clustering problems (e.g. they usually
do not require the same set of points in both clusterings) and they account for
not only labeling of the final clusterings. However, most existing distance metrics
under this category also suffer from high computational complexity: for example,
CDistance has a worst case computational complexity of O(n3log(n)) [171]; or
ADCO [160, [173] that considers all permutations among cluster matchings, has a
computational complexity of O(n!), being n the total number of clusters.

The goal of this manuscript is to define a set of distance measures with three
main requirements: (1) they should not impose any restrictions over the clusterings
[157], (2) the computational cost should be low, (3) but yet provide a useful score
of clustering distance by taking into account the spatial layout of the partitions.
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Next section describes the details of four alternative distance measures that fall
under the spatially-aware category.

8.3 Formal Definition of Distance Measures

This section contains the definition of four different distance measuredl that
evaluate the dissimilarity between any two clusterings. We will first define the
notation used throughout the rest of the manuscript.

Let D; and Dy be two data sets composed of data points such that D; =
{z1,22,...,2p,} and Dy = {y1,¥2,...,yp,|}. Partition P, groups data points
from data set D; into a set of clusters P; = {Ay, As,..., A, }. Similarly, a second
partition Py is defined for data set Dy as Py = {By, B, ..., B:}.

Some of the distance measures use the centroid and/or standard deviation
that can be computed for each cluster. A centroid is calculated as the mean for all
data points contained in that cluster, such that a; = 7, € A;, and b; =y, € B;.
Associated to each cluster, we can also calculate its standard deviation o,; and
op;- The centroid and standard deviation for a cluster A; at the v-nth dimension
are denoted as a;, and oy, ,, respectively.

Our proposed measures deal with the following restrictions: (1) the intersection
between D; and Dy might be total, partial or none; (2) the number of data points
per data set |D;| and |Da| might be different; and (3) the number of clusters per
partition 7 and t might be different. We only make the following assumption:
Both data sets must contain the same set of attributesﬂ For simplicity, attributes
are continuous variables such that D, Dy C R"™.

We will define four alternative distance measures D(Py, P2) that quantify the
dis-similarity between any two clustering solutions or partitions P; and Psy. All
of them fit in the spatially-aware category previously defined in Section [8.2

Centroid-to-centroid distance (cc) The general idea behind this distance is
to map each cluster from a partition to the closest cluster from the other partition
and finally sum all those distances. For this particular case, the closeness between
clusters is determined by the euclidean distance between their centroids.

Given {aj,as,...,a,} as the centroids for clusters {Ay, As,..., A, }, respec-
tively, and {b1,ba,...,b:} as the centroids for {Bj, Bs,..., B}, the distance

IThe Distance measure term already implies that large values (close to 1) indicate highly
dissimilar partitions, while measures close to 0 refer to similar clusterings.

2The goal of comparing two clusterings relies on the implicit assumption that both sets of
instances come from the same population, that is, all instances are objects characterized by a
certain number of characteristics. Comparing two instances of different nature, or just described
by another set of attributes would not make sense by nature. Therefore, our restriction is simply
an implicit assumption of any correct comparison.
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between a cluster A; from P; and a cluster B; from P, is defined as the distance
between their centroids:

d/(Ai,Bj) = d/(Bj,AZ‘) = d(ai,bj) Vi = 1,. Lo, T and Vj = 1,. . ,t

Each cluster in Py is associated to its closest cluster in Po, that is, arg min d'(A;, B;);
B;eP2
and similarly for each cluster in Ps, argmind’(A;, B;). The sum D’ of all these
A;€P1
distances is expressed as follows:

T t

1 o : '(A. . i "(A. .

D'(P1,Ps) := Z;jfll,l.r.l.,td (A;, Bj) + Z min d'(A;, By)

Finally, the distance is normalized, dividing by the maximum of all distances in

d'(A;, B;). The centroid-to-centroid distance between partitions P; and P is

defined as:

1

(7’ —+ t) ) max d/(Al', B])

i=1,...,r
j=1,...,t

DCC(P17P2) = D/(P17P2) (81)

Data-to-centroid distance (dc) In contrast to previous distance, each data
point in the data set is mapped separately to its closest centroid from the other
partitions. Data-to-centroid distance computes the minimum euclidean distance
from the items in one data set to the centroids in the other partition, and vice
versa.

Given Dy = {z1,22,...,2,} and {b1,ba,...,b:} as the centroids for Ps, the
distance d between each data item in D1 to clustering Ps is defined as the minimum
euclidean distance to its centroids; and similarly for each data item in Dy and
clustering Py:

d(wy, Po) :=minj_y g d(zy,b;) Yk =1,..., D1
d(y;, P1) :=minj—1 _,d(yi,a;) Yl =1,...,|Dy|

Note that the distance d between data set D; and clustering Ps is only looking
at the actual data points, and completely ignoring the original clusters of clustering
Ps.

Indeed, Data-to-centroid distance does not perform a cluster-to-cluster map-
ping. Instead, this distance looks at the individual data points of a data set, and
selects the closest centroid from the other clustering to each data point. More
formally, for each data point xj in Dy, the distance uses the closest centroid in
clustering Pz, (and the same for dataset Dy and clustering P;). Two data points
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130 Chapter 8. Spatially-Aware Distances for Hard Clusterings

z; and z; in in D; might belong to the same cluster in Py, but each data point
might be associated to a different cluster in Ps. The distance is defined as follows:

|D1| |D2|

Pl,PQ : Zd l‘k,Pz +Zdyl,771

As in the case of centroid-to-centroid measure, we normalize by dividing by the
maximum of all distances in d(z;,b;) and d(yg, a;):

D(Py, P
Dae(Py, Po) 1= (Pr.7)
(ID1] + | Do) max{max i=1,...r d(xp,bj), mMax j—1,. . d(yz,ai)}
k=1,...,|D1| I=1,...,| Do |

Fitted-items distance (fi) This distance counts how many data points from
a data set fit in the cluster set from the other partition. We use the term fit to
denote that a data point falls within the range of a cluster.

A cluster can be defined as a rectangle of n dimensions (known as n-orthotope
or hyperrectangle), where the center point is given by the cluster centroid, and
the radius of each dimension is given by its standard deviation o. A data point
from data set D; belongs to a cluster in Py if the distance to its centroid is within
the radius for each dimension. In order to extend the range of each cluster to
cover 95% of the data, we will use twice the standard deviation as the value for
radius (according to two- or three-sigma rule [174]).

We define the distance between each cluster A; in P; and each cluster B; in
P, as the number of data points belonging to A; that fit in cluster B;:

d(Ai,Bj) =z e A;: \V/::1|a:v —bj| <20y, , ¢ |
d(BjﬂAl) = | S Bj : \v/v:1|yv - aiﬂ)' < 20&1,,1; |

Each cluster in P; is mapped to the cluster in Py that covers the maximum
number of data points. So, the distance between P; and Py is proportional to
the number of data points from D; that fit in partition Ps. Similarly, we can
calculate the opposite distance from D, and partition P;.

D(P1,Py) 1= 1 — Dot dA5)

- 27 max;—i,...,
D(Py,Py):=1— == ‘éz‘

The fitted-items distance is expressed as the mean distance from P; and P, and

vice versa: . .

.D('P17 Pz) + D(P27 Pl)
2

Dyi(P1,P2) == (8.3)
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Overlapping-volume distance (ov) This distance checks for the overlapping
space (or intersection) between the n-volume covered by both partitions. Each
cluster is modeled as a hyperrectangle. Then, n-volume of a cluster can be
calculated as the product for all its n dimensions [[|_, 20, where o, is the
standard deviation in v-th dimension.

The intersection of two clusters A; and B; is a hyperrectangle than can be
calculated based on cluster centroids and standard deviations a;, o4, and b, oy;.
We first define s; ;, as the length of the overlapping hyperrectangle between
clusters A; and B; in v-th dimension:

Sijn = Max {O, (min {(ai +04,0), (b + abjw)} — max {( — Oa;v), (bj = 0b, 0 }}

The distance between a pair of clusters A; and B; is equivalent to the n-volume
of the overlapping hyperrectangle:

d(Ai, B;) = d(Bj, Ai) == [ ] sij0
v=1
The distance between two clusterings P; and Ps is computed as the total overlap-

ping n-volume of each pair of clusters 4; and B;:

T

t
D(P1,P2) : ZZ (Ai, B)

i=1 j=1
Finally, we normalize by the total volume covered by partitions P; and Ps:

2 % D(Pl, 7)2)
r n t n
>izolv=020a,0 + Zj:(] [To—o 200,

DOU(P17P2) =1- (84)

8.4 Distance Measure Validation

Before we perform any measure validation, one should answer the following
question: What makes two clusterings more different? There is no single answer
for that question. Therefore, evaluating the quality of any similarity measure will
be very subjective, as there is no standard function which accurately measures how
different two clusterings are [163]. Furthermore, the interpretation of similarity
highly depends on the final goal of the comparison.

We cannot address the subjectivity of clustering comparison, but it is possible
to alleviate the issue by reinforcing certain properties in any distance measure that
quantifies the difference between clusters. First of all, a distance measure needs
to be strong and comply with certain minimal properties (attached to metric
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132 Chapter 8. Spatially-Aware Distances for Hard Clusterings

definition). Current section identifies which properties are satisfied mathematically.
Second, Horta and Campello [163] proposes some desirable properties that any
measure distance for clustering comparison might have. A series of empirical
experiments have been conducted to evaluate our proposed distance metrics, and
also other metrics existing in the literature.

8.4.1 Minimal Properties for Metric Definition

Any metric should comply with the following set of minimal properties. In a less
restrictive manner, a distance measure only needs to fulfill the first two [I57]:

e Positivity. D(P1,P2) >0

e Symmetry. D(P1, Pa) = D(P2,P1)

e Identity of indiscernibles. D(P;y,P2) =0 <= P = P>
e Triangle inequality. D(P1,P2) + D(Pa, P3) > D(P1,P3)

By definition, all four measures comply with the positivity and symmetry
properties, so we can denote them as distance measures. Additionally, it is possible
to prove the identify of indiscernibles property for every distance under some
restrictions that are defined below.

8.5 Formal Validation of Metric Properties

A metric is a function that defines a distance between each pair of elements of a
set (e.g. two partitions) and it must comply with several minimal properties that
are defined as follows:

(a) Positivity. D(P1,P2) >0

(b) Symmetry. D(Py,Ps) = D(P2,P1)

(c) Identity of indiscernibles. D(P;,P2) =0 < P; = Ps
(d) Triangle inequality. D(Pi, Pa) + D(Pa,P3) > D(P1,Ps)

In a less restrictive manner, a distance measure only needs to fulfill the first
two.

8.5.1 Positivity and Symmetry

By definition, all proposed measures comply with the positivity and symmetry
properties. This is enough to conclude that we have defined four valid distance
measures for clustering comparison.
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8.5. Formal Validation of Metric Properties 133

8.5.2 Identity of indiscernibles

It is possible to prove the identity of indiscernibles property under some restrictions.
We will first define the following set of reasonable assumptions: each partition
must have at least two clusters (thus, two data points) and there cannot be
repeated centroids in each clustering:

|P1|=T22, |7)2|=t22.
Vai,aj eP,j#i = Cli;é(lj
Vbi,bj GIPQ,.]'#Z' = b; #b]

The formal proof for the property is described separately for each distance:

Centroid-to-centroid distance We cannot prove that the clusterings are equal
Py = Ps. Instead, we will focus on a less restrictive, but still valid supposition
that the centroids are equal {a1,as,...,a,} = {b1,ba,...,bs}.

Given D..(P1,P2) definition:

DCC(Pl,PQ) =0 = D/(Pl,PQ) =0

Now, based on D'(P;,P2) definition and given that min;—y _,d'(A4;, Bj) >0

and min;—y _, d'(A;, Bj) > 0, we conclude that:
T t
- in d(Ai, Bj) + 1 i d(4;,Bj) =0 = o 5. d'(A;i, Bj) =0
i i=

We can affirm that for each pair of clusters A;, there is at least a cluster B; for
which the euclidean distance is equal to zero (and vice versa). If d'(A;, B;j) = 0,
then d(a;,b;) = 0, which means that centroids are equal a; = b,.

Given our previous assumptions that there are no repeated centroids, we can
conclude that:

{a17a27 s aar} = {blubZa s 7bt}
Data-to-centroid distance Based on Dy (P, P2) definition:
Dge(P1,P2) =0 = D(P1,P2) =0

Given_that d(zy,P2) > 0 and d(y;,P1) > 0, we can conclude that every
distance d must be equal to zero:

|Da| |Ds| -
1 1 d(z,P2) =0 Vk=1,...,|D|
d(zg,P2) + Y d(y,P1)=0 = -

kzz:l (o P2) ; (o7 Ay, P1) =0 Yl =1,...,|Ds|
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If the euclidean distance d is zero, it means that the data point is equal to the
centroid:

d(z,Pa) =0 = Vk,3j : d(zp,bj) =0 = 2, =1b;
dy;,P1) =0 = VI, Fi: d(y;,a;) =0 = y =

In conclusion, each data point xj from data set D; must be equal to a centroid
b; from partition Ps; and each y; must be equal to a centroid a;.

{xlvl‘Qa"'ax|D1\} = {a17a2,"' aaT}
{yl,yg,. .. ’y\Dz\} = {bl,bg, .. .,bt}

Fitted-Items distance Similarly as in the previous cases, we start from the
Dy;(P1,P2) definition:

D(P1,P;) =0

D [ ) =0 -
#i(P1,Pa) 7 D(PyP1) =0

D(Pl,Pg) is equal to zero when all the data points in D; are covered by
partition P2. In other words, that all data points for each cluster A; must fit in
at least one cluster B;. The reasoning is similar for the opposite case D(Pa,P1):

Z,xqaxtd(Ai,Bj):mﬂ — Vi 1,...,t 3j:d(A;,B;) = |A
=177

Regarding the identity of indiscernibles, we can conclude that for every A;, all
the data points fall within 20y, and for every Bj, all the data points fall within
204;:

mn

[{w €A Voiilz, —bjo| <203, { | = Al
mn

|1y € B;: vv:l‘yv —ip| <204, 1| =Bl

Overlapping-volume distance D,,(P;,P2) = 0 means that there is a com-
plete overlap between partitions P; and Ps. Intuitively, we can conclude that the
intersection between partitions D(Pl, P2) must be equal to the area covered by
each partition:

T

n t n
D(Phpz) = Z H 20'(11.’1, = Z H 20’1,].’1,

i=0 v=0 §=0 v=0

In summary, this is what we can conclude for each of the distances:
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For centroid-to-centroid distance, we can conclude that if D..(P1,P2) = 0,
then the centroids from both clusterings are equal:

{a17a27"'aar} = {blaan"'7bt}

In the case of data-to-centroid distance, Dg.(P1,P2) = 0 implies that all data
points from data set D; are the centroids for partition P; and vice versa.

{$17$2,...,$|D1|} = {(11,(12,...,(1,,«}
{ylay27°"7y|'D2|} = {b17b27"~abt}

For fitted-items distance, we can only affirm that for every cluster A;, there is at
least one cluster B; that fits all data points contained in A;:

u

[{w€ Ais Voii|zy = byl <200, | =4l
mn

<y € B;: vv:llyv — | < 204, | = |Bjl

Finally, when overlapping-volume distance is equal to zero D, (P1,Ps) = 0, it
means that both partitions cover the same n-volume, i.e. the intersection between
partitions must be equal to the area covered by each partition:

r n t n
D(Pl,Pz) = Z H 204,00 = Z H 20,0

i=0 v=0 §=0v=0

8.5.3 Desirable Properties for Distance Measures

The applicability of any distance measure for clustering comparison can be
extended if it complies with the following set of desirable properties: baseline,
maximum, contrast, discriminant and low computational cost. All first four were
proposed by Horta and Campello [163]. Intuitively, a distance measure should
be able to detect identical partitions (baseline property) and completely different
clusterings (maximum). Ideally, distance values should be worse (higher) for
partitions that are progressively further from a reference one (contrast property).
In some scenarios, we would like to find the optimal partition (discriminant
property).

We have defined a set of three experiments that illustrate the behavior of
measures under the previously defined properties. The first experiment (named
Orthogonal clusters) aims to test the contrast, baseline and maximum properties.
The Discriminant property can be evaluated by comparing the optimal solution
against randomized clusters. Finally, the execution time of the distance measures
can be checked by varying the data set size and number of clusters.
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Figure 8.1: Sample data sets used in experiments: (a) Orthogonal clusters, (b)
Random clusters and Compputational cost, (¢) Comparison against other measures

Orthogonal clusters This experiment compares clusterings that are progres-
sively further away. The first data set is composed of two clusters whose centroids
are located on the horizontal axes (0, —p) and (p,0). The centroids of second data
set are on vertical axes, so centroids are (0,—p) and (0, p). The first data set is
static, but the data points in the second data set will be rotated at increasing
angles with respect to the center point (see Figure . For angle values 0 and
180° degrees, the centroids are completely orthogonal, so the expected distance
between clusterings should show the maximum value (1 or close to 1). At 90 and
270° angles, the centroids of both data sets will match, which means reaching the
baseline value (0 in our case). We will also vary the value p, that indicates the
distance between centroids.

Randomized clusters The reference partition is compared against progres-
sively more randomized clusterings. We will introduce randomness in the reference
partition (see Figure by shuffling part of the labels in the dataset (from 0
to 99%). In the resulting randomized partition, some data points will be reassign
to a random cluster that is not the closest one. Results are the average distance
between the reference clustering, and 100 re-shuffled data sets.

Computational cost The computational cost of proposed metrics depends on
the number of clusters and/or the data set sizes. We will plot the execution
time for varying the number of data points (the number of clusters is constant),
and varying the number of clusters. Synthetic data sets are generated based on
Gaussian distributions (see Figure . Each measured time is the mean of 10
runs. Note that the execution time includes the computation of both centroids
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Figure 8.2: Results for Orthogonal Cluster experiment

and standard deviation for each cluster. All distances have been implemented
in Python v2.7 and experiments have been executed on a commodity desktop
computer.

Discussion of results

Results for the Orthogonal Clusters experiment are shown in Figure [8.2] All
proposed distances comply with the contrast property: they show progressively
higher values for more distant clusterings. Baseline and maximum properties
can also be seen in the Orthogonal clusters experiment. All distances (except
data-to-centroid) reach value 0 for data sets with matching centroids and value 1
for data sets with orthogonal centroids. We could easily fix the baseline value for
data-to-centroid distance, e.g. normalizing by the sum of minimum distances to
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Figure 8.3: Results for Randomized clusters and Computational cost experiments

each cluster.

Another important conclusion can be extracted by looking at when measure
distances reach value 1. Fitted-items and overlapping-volume distances focus on
comparing the data sets, and value 1 means that there is no overlap among data
sets. In contrast, centroid-to-centroid and data-to-centroid distances are designed
to measure how far apart are the clusterings from each other. Thus, we could
identify two subtypes of measures, a first set that focuses on the shape of the
clusterings, i.e. that measures the distance between data sets (no overlap means
that data sets have nothing in common); and a second set of measures that look
at the position of the clusters.

Figure shows that all distances are monotonic when comparing the
reference clustering against a new solution with increased percentage of randomized
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Figure 8.4: Results for comparison against other measures

items. We can conclude that all distances comply with the discriminant property.

Finally, we evaluate the execution time of proposed distances. The theoret-
ical computational cost for our proposed metrics is O(nk) for data-to-centroid
and fitted-items distances, and O(maxz(k?,n/k)) for centroid-to-centroid and
overlapping-volume distances (given k clusters, and n data points). Figures [3.3b]
and show the execution time against varying the number of data points and
number of clusters. Empirical results match and even improve the theoretical
results. The execution time of centroid-to-centroid and data-to-centroid distances
is negligible, whereas fitted-items measure increases linearly with the number of
data points, and with the number of clusters.

8.5.4 Comparison against other measures

We have chosen a representative sample from other metrics in the literature. Some
of the most popular metrics in the clustering community are the Adjusted Rand
Index (ARI) based on pair-counting, and the Adjusted Mutual Information (AMI)
based on information-theoretical measures [162]. We have also included a more
recent proposal by [I75], called Standard Mutual Info (SMI). As a representative
of spatially-aware metrics, we have selected CDistance [I71] ]

The experiment is designed to cover all range of values for every distance.
Note that some of the selected distances impose the restriction of using the same
data set. We have generated a synthetic set of points (see Figure , that are
located in a circumference. The reference clustering is fixed, and data points are

3We have used provided Matlab implementation for these metrics. The code for ARI, AMI
and SMI can be found in https://github.com/ialuronico/StandardizedMutualInformation)
and the code for CDistance in https://biocomp.wisc.edu/data,
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Table 8.1: General description of datasets used in the experiments. Note that
Dataset refers to the short name selected to identify the dataset while full name
is the complete name that appears under UCI repository.

[ Dataset [ Full name | #Instances [ #Attributes | #Classes |
Magic MAGIC Gamma Telescope 19020 10 2
Breast cancer | Breast Cancer Wisconsin (Original) | 683 10 2
Eye state EEG Eye State 14980 14 2
HTRU HTRU2 17898 8 2
Red wine Wine Quality (red variant) 1599 11 6
White wine Wine Quality (white variant) 4898 11 7

divided in two halves (clusters). At each step, the angle is modified, so a few data
points are reassigned to the other cluster. This experiment resembles the idea
behind Orthogonal clusters experiment.

Results are shown in Figure All metrics from the literature (SMI, ARI, AMI
and CDistance), together with our proposed centroid-to-centroid and overlapping-
volume distances are able to capture the differences between two clusterings. The
distance values are almost identical. However, SMI, ARI and AMI measures
always assume the same data set. CDistance does not impose restrictions on the
data sets or number of clusters, but it is based on the calculation of the optimal
transportation distance with worst case of O(n3log(n)) [I71].

As a general conclusion, centroid-to-centroid and overlapping-volume measures
show competitive results compared to others existing in the literature, without
imposing any restrictions in the clusterings and also at a very low computational
cost (especially, centroid-to-centroid distance).

8.5.5 Experiments with real datasets

So far, experiments have been based on synthetic data. This section is devoted
to validate our proposed distance measures on some real datasets, and contrast
the results against some distances from the literature. For this purpose, we have
selected a total of six datasets from UCI Repositoryﬂ with varied number of
instances, attributes and classes. Table [8.1] gathers details about each dataset.
Our proposed distance measures are, in many ways, less restrictive than others
encountered in the literature. However, for the sake of comparison, we are forced
to accommodate experiment design to the most restrictive distance measures. For
that reason, experiments will be based on clustering trained on the same dataset.
This section evaluates how our proposed distances are able to achieve similar

4UC Irvine Machine Learning Repository, http://archive.ics.uci.edu/ml/
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results to other well-established distance measures, but yet, they are applicable
to a larger number of problems (e.g. clusterings trained on different data sets)
and with a lower computational cost.

Two types of experiments have been designed for that purpose: evaluating K-
means clustering through training (iterations) and comparing clusterings obtained
from different algorithms. We will use our four proposed distances, and for
comparison sake, we will use AMI, ARI and SMI. (CDistance has not been
included, as its processing time becomes untreatable.)

K-Means iterations K-means algorithm is applied on each of the data sets.
This experiment stores the final clustering on each iteration (up to 50). Each of
them is compared against the base clustering, that is, the clustering resulting of
the first iteration that has been initialized with random cluster centers. Results
are presented in Figure |8.5l The general conclusion is that our distances, equally
to ARI and AMI distance measures, are able to capture the clustering variability.
Note that the K-Means algorithm many times converges before the maximum
number of iterations, so the distance values remain pretty constant. As an
exception, SMI measure is not bounded within the range (0,1), which makes
results harder to be evaluated.

Evaluating clusterings from different algorithms In this second experiment, we
compare the dataset clustered using its original labels, vs the result of different
clustering algorithms: Mini-batch KMeans (minibatch), K-Means (kmeans), Gaus-
sian Mixture Model (gmm) and Birch model (birch). Table gathers results
from all algorithms, trained over all data sets. Let us start by looking at our
proposed distances. We can quickly identify that D;y and D,, distances show
values close 1, meaning that selected dataset clusters have no overlapping among
them. For this experiment, the most suitable distances are D.. and Dg., that
show values ranging from 0 to 1. Minibatch, kmeans and also Birch algorithms
show pretty homogeneous score values, while GMM algorithm usually shows a
slightly higher or lower score (e.g. see White wine and HTRU datasets). The
same behavior is present with AMI and ARI distance metrics (SMI once again
leads to hardly interpretable scores). This result is really important, as it shows
that our proposed distances can be applicable for the same task as state-of-art
distance measures. However, ARI, AMI and SMI distances are calculated based
on cluster labeling and thus are restricted to clusterings constructed with the
same dataset. Our proposed distances do not impose this restriction. Although
not included here, SMI and CDistance distances suffer from longer execution
times. Additionally, SMI does not seem to comply with the discriminant property.
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Table 8.2: Distance values from comparing original labeled datasets and clusterings
resulting from different algorithms.

[ Dataset  [| Clustering Alg [ Dec | Dac | Dif [ Doy | AMI [ ARI [ SMI ]
minibatch | 0.6479 [ 0.3765 [ 1.0000 | 0.9743 [ 0.9387 [ 0.9777 [ -338.34

Magic kmeans 0.6570 | 0.3785 | 1.0000 | 0.9761 | 0.9406 | 0.9789 | -322.95

- gmm 0.7640 | 0.4111 | 1.0000 | 0.9680 | 0.9379 | 0.9722 | -483.16

birch 0.6336 | 0.3740 | 1.0000 | 0.9714 | 0.9487 | 0.9828 | -252.08

minibatch | 0.1322 | 0.0573 | 0.9162 | 0.9290 | 0.9966 | 0.9684 | -18.754

Red wine kmeans 0.1441 | 0.0396 | 0.8968 | 0.9250 | 1.0020 | 0.9623 | -22.377

gmm 0.1544 | 0.0456 | 0.9174 | 0.9207 | 0.9686 | 0.9507 | -7.320

birch 0.1482 | 0.0409 | 0.9087 | 0.9141 | 1.0098 | 0.9622 | -22.083

minibatch | 0.5192 | 0.0993 | 0.9949 | 1.0000 | 1.0000 | 0.9998 | 1.5898

Eye State kmeans 0.5001 | 0.0007 | 0.9946 | 1.0000 | 1.0001 | 0.9974 | 0.0222
: gmm 0.5001 | 0.0005 | 0.9939 | 1.0000 | 1.0000 | 0.9982 | 0.8647

birch 0.5001 | 0.0007 | 0.9946 | 1.0000 | 1.0001 | 0.9974 | 0.0222

minibatch | 0.1053 | 0.0508 | 0.9660 | 0.9772 | 0.9902 | 0.9705 | 1.0000

White wine kmeans 0.1064 | 0.0512 | 0.9679 | 0.9762 | 0.9905 | 0.9715 | 1.0000

gmm 0.0876 | 0.0684 | 0.9717 | 0.9606 | 0.9590 | 0.9303 | 1.0000

birch 0.0996 | 0.0523 | 0.9627 | 0.9736 | 0.9885 | 0.9755 | 1.0000

minibatch | 0.6300 | 0.2844 | 0.9967 | 0.9970 | 1.0771 | 0.9611 | -390.54

HTRU kmeans 0.5891 | 0.2637 | 0.9977 | 0.9959 | 1.0779 | 0.9733 | -239.23
gmm 0.3931 | 0.3193 | 0.9945 | 0.9742 | 0.6576 | 0.7386 | -2689.1

birch 0.5833 | 0.2598 | 0.9978 | 0.9957 | 1.0764 | 0.9755 | -212.84

minibatch | 0.6687 | 0.2640 | 0.9978 | 0.9979 | 0.9781 | 0.9964 | -1.0860

Breast Cancer kmeans 0.7019 | 0.2652 | 0.9985 | 0.9987 | 0.9781 | 0.9964 | -1.0860
gmm 0.5022 | 0.0419 | 0.9978 | 0.9982 | 1.0027 | 0.9974 | 0.6934

birch 0.5022 | 0.0419 | 0.9978 | 0.9982 | 1.0027 | 0.9974 | 0.6934

8.6 Conclusions and Summary

Clustering comparison is a useful task with many applications in the clustering
domain. A diversity of distance measures have been proposed in the literature
for different goals (e.g. cluster evaluation or data stream clustering). Existing
measures can be classified into two main categories: membership and spatially-
aware metrics. We have proposed four different distance measures that fall under
the latter category, and that deal with typical limitations imposed by traditional
measures: (1) different number of clusters, and (2) different (possibly disjoint) data
sets. Centroid-to-centroid and data-to-centroid distances focus on the position
of the clusterings, whereas fitted-items and overlapping-volume distances focus
on the shape of the solutions. Measures have been validated both formally and
empirically, under several properties. As a general conclusion, we have found
that two distances (centroid-to-centroid and overlapping-volume distances) show
competitive results in contrast to other measures in the literature, and very low
computational requirements. Moreover, experiments on real datasets validate
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that our proposed metrics can be applied to real-world tasks, equally to other
state-of-art metrics (AMI, ARI, SMI). However, our metrics can solve a larger
subset of problems as they do not impose so many restrictions.
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Figure 8.5: Results for K-Means Iterations experiment. Each plot corresponds to
a different real data set.
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Chapter 9

Summary and Conclusions

This chapter summaries the main contributions and conclusions provided in this
dissertation. Moreover, this chapter addresses a set of general directions for further
research. More specific conclusions and future work lines have been exposed in
each corresponding chapter.

9.1 Conclusions

Virtualization brings many benefits in the management of a data center, including
a more fine-grained manageability of applications and tasks. However, the use of
containers or VMs imposes several challenges in the general resource sharing.

In Chapter 3, we have introduced a set of useful models to characterize the
whole data center, including the network infrastructure, the application layout
and workload types.

Chapter 4 demonstrates that an IaaS provider can improve the VM placement
policy in use by applying an optimization strategy, achieving benefits not only
for the provider but also for the client and the end-user. Furthermore, this
optimization can be done at a negligible cost: it is applied when allocating a new
application, taking only a few seconds. Benefits for the provider are measured in
terms of used servers and switches, and immediately translate into reduced power
demands (resulting in a “greener” data center). Benefits for the applications are
achieved by improving their ability to process user requests. As a direct effect
of improving communication latencies, the average execution time per request is
reduced (up to 11-19%). Thus, the cloud client (that is, the application owner)
will be better able to comply with QoS expected by end users. Simultaneously,
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using optimization we are able to improve the number of active servers in the
data center and, therefore, the overall energy consumed: for highly loaded data
centers, savings range between 7.26-13.81%. Globally, the best tested placement
strategy is FF with SPEA-2 optimization, although in some instances (optimized)
RR yields better results.

Chapter 5 focuses on the auto-scaling problem: The aim of the auto-scaler is
to dynamically adapt the resources assigned to the elastic applications, depending
on the input workload. This auto-scaler may be either an ad-hoc implementation
for a particular application, or a generic service offered by the IaaS provider. In
any case, the system should be able to find a trade-off between meeting the SLA
of the application and minimizing the cost of renting cloud resources. We propose
a taxonomy to classify state-of-art techniques into 5 categories: rules, control
theory, time series analysis, queuing theory and reinforcement learning.

Rules with static thresholds are the most wide-spread auto-scaling technique
among current cloud providers (e.g. Amazon AWS). In Chapter 6, we propose
a variant named rules with dynamic thresholds that proves to be very effective
when compared to some other representative auto-scalers from the literature.

In Chapter 7, we have presented an online algorithm for detecting the noisy-
neighbor effect, that is, anomalies in resource usage caused by VMs or containers
competing for the same shared resources. The strategy consists of comparing
DPGMM models trained at different times. By scoring the similarity between
models with metrics that compare probability distributions, we are able to correctly
detect the presence of anomalies in the resource consumption. Even when focusing
on a particular type of anomaly (noisy neighbor effect), the impact on resource
usage greatly depends on the application. Our methodology is tested on four
different applications: a static webpage, batch application, and Spark (in-memory),
Memcached server, all deployed as Docker containers.

Clustering comparison is a useful task with many applications in the clustering
domain. Our anomaly detection algorithm uses some novel distance metrics to
compare GMMs. Derived by this work, Chapter 8 explores the comparison of
hard clusterings and proposes a set of new distance metrics. Several experiments
are carried out to proof their usability.

9.2 Future Research Directions

We identify several lines of research work:

9.2.1 Application placement

The utilization of this optimization-based placement requires an effort from the
clients: they must specify, or at least provide some hints about, the application
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architecture and its communication needs. This is an old and well-known problem:
application dimensioning. Our proposal also requires including, in the decision
processes for data center resource management, knowledge about the structure of
its interconnection network.

The proposed solution could be easily extensible to other objective function:
e.g. controlling the thermal effect in the data center. This work is focused on
the initial VM placement of applications. However, the state of a data center
is very dynamic: new applications arrive, other applications are removed, and
deployed applications can increase/reduce the resources allocated to it. After all,
one of the key characteristics of cloud computing is elasticity. Most probably,
after some time, the initial VM placement may become sub-optimal (for example,
using an excessive number of active servers), and reallocation of some VMs could
be necessary (for example, to consolidate more VMs in fewer servers to obtain a
smaller set of active servers). This process is called re-consolidation. We plan to
address re-consolidation as a multi-objective optimization problem, trading off
its benefits with its costs. Each VM migration should be planned carefully as
it causes extra CPU costs and network overhead that may negatively affect the
allocated applications.

Elasticity allows the applications to dynamically scale the acquired resources
(the number of VMs in horizontal scaling) depending on the input workload. Thus,
the number of VMs will vary with time and the infrastructure provider should be
able to optimize not only the initial placement, but also the addition of new VMs.
We plan to adapt our proposal to deal with scalable applications.

Providers usually over-subscribe resources: users rarely exploit 100% of the
assigned resources (including cores, memory, network bandwidth, etc.) Therefore,
it is common practice to assign to a server “extra” slots. However, providers
have to monitor resource usage carefully, to ensure that the aggregated current
demands do not exceed server capacity: this would be very negative in terms
of the QoS perceived by clients. The QoS could be easily fitted as an extra
objective in a multi-objective optimization formulation of the VM placement
and/or re-consolidation.

9.2.2 Auto-scaling

Cloud computing environments allow users to dynamically scale their applications.
The key problem is how to lease the right amount of Cloud computing environ-
ments allow users to dynamically scale their applications, on a pay-as-you-go
basis. Application re-dimensioning can be implemented effortlessly, adapting the
resources assigned to the application to the incoming user demand. However,
the identification of the right amount or resources to lease in order to meet the
required Service Level Objectives, while keeping the overall cost low, is not an
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easy task. Many techniques have been proposed for automating this application
scaling. We propose a classification of the techniques into five main categories:
static threshold-based rules, control theory, reinforcement learning, queuing theory
and time series analysis.

Using Q-learning algorithms to automate the scaling of each application and
using a Neural network to deal with continuous state-spaces in actions and states.

9.2.3 Anomaly detection

For the current article, we have focused on the detection of performance anomalies
in resource usage. More specifically, VM interference problem. This anomaly
detection algorithm might be applicable to other problems and domains: e.g.
detecting anomalies in a several tier application, by including the resource usage
of each layer in the same instance.

The anomaly detection algorithm itself could be extended in several ways.
Other approaches could be applied for pattern detection in the pre-alarm time
series, to filter out false positives. We could leverage Temporally-Dependent
Dirichlet Process Mixtures in order to capture time-related patterns. Time series
prediction techniques could be applied to forecast anomalies in resource usage.
In contrast to our current unsupervised approach, it would be possible to keep a
dynamic store of known anomalies (as DPGMMs).

Finally, detecting the anomaly is not enough. We plan to develop a Q-learning
based controller to re-distribute the resources among different VMs and resolve
the anomaly.

9.2.4 Comparison metrics for clusterings

We plan to explore variants of the proposed measures: e.g. data-to-centroid
distance is inspired by the objective function of K-Means algorithm, and similarly,
many distances could be defined based on the objective function used by other
clustering algorithms; fitted-items and overlapping-volume distances could be
extended by varying the radius coefficient to increase the coverage of data items.
We can also identify potentially useful properties in our distances: e.g. centroid-
to-centroid distance is equal to 1 only when all clusters from a clustering are
equidistant to the clusters in the other solution.

There are some partial attempts to provide basic formalization [I57] and
determining desirable properties for distance measures [163]. However, there is a
lack of a standard generalized framework for metric definition and validation that
could be a relevant line of research work.

Finally, we plan to explore the applicability of our proposed measures to
different tasks, such as data stream clustering, ensemble clustering or re-clustering
(i.e grouping sets of similar partitions, or model identification). This will help to
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determine the suitability of each measure to a particular problem and to identify
key characteristics to automate the measure selection.
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