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Abstract

The advent of the Internet of Things and the massive growth of
everyday devices connected to the internet are reshaping mod-
ern societies and contemporary human lifestyles. However, some
intelligent environments such as the workplace are especially chal-
lenging scenarios, as the rhythm to adopt them varies due to dif-
ferent factors. In those spaces, privacy and trust concerns regard-
ing data protection are critical issues that affect the perception
of emerging technologies. Moreover, when deploying intelligent
systems, people are usually treated as mere passive receivers of
technologies and services. These are designed without considering
their engagement and proactive interaction, which increases the

reluctance of individuals to be part of this transformation.

In that sense, promoting a smarter collaboration between intel-
ligent systems and people is essential to contribute to a more
favorable perception of emerging technologies in work environ-
ments. This involves understanding the influence of privacy con-
cerns and user involvement from a human-centric and -driven
standpoint. With this objective, this dissertation brings together
machine intelligence and human intelligence and explores the syn-
ergies between the Internet of Things, energy-efficient Artificial
Intelligence techniques, and Hybrid Intelligence to provide a suit-
able framework for creating safer spaces. That is, spaces where
technological adoption does not imply compromising the privacy
of the collected information and where users are given full control

over their data and the system.



For that, in this dissertation, a privacy-by-design approach through
Edge Computing is proposed. The presented approach aims to op-
timize Machine Learning tasks by making them lightweight enough
to be performed at the local Edge instead of the Cloud and pre-
serve the privacy of the collected information. Moreover, the role
of the end-users in those spaces is addressed from a Human-in-the-
Loop perspective. That is, this dissertation suggests giving them
complete control over their data and prompting them to person-
alize and improve the learning system according to their changing
needs and participation willingness. As a result, this enables in-
telligent spaces that are aware of users’ preferences and demands
for privacy and control. The quantitative and qualitative exper-
imental results show the potential of the proposed approach to
contribute to the creation of privacy-preserving and participatory
smart workplaces where positive interactions between the techno-

logy and its users can be promoted.



Resumen

La llegada del Internet de las Cosas y el crecimiento masivo de los
dispositivos cotidianos conectados a internet estdn remodelando
las sociedades modernas y transformando el estilo de vida con-
temporanea de los seres humanos. Sin embargo, algunos entornos
inteligentes como el lugar de trabajo son escenarios especialmente
desafiantes, ya que su ritmo de adopcién varia por diferentes facto-
res. En estos espacios, las preocupaciones sobre la privacidad y la
confianza en la proteccién de los datos son cuestiones criticas que
afectan a la percepcién de las tecnologias emergentes. Ademas,
al desplegar sistemas inteligentes, las personas suelen ser tratadas
como meros receptores pasivos de tecnologias y servicios. Estos
se disenian sin tener en cuenta su potencial compromiso y sus ex-
pectativas de interaccion proactiva, lo que aumenta la reticencia

de las personas a formar parte de esta transformacion.

En este sentido, promover una colaboracion mas estrecha entre
los sistemas inteligentes y las personas es esencial para contribuir
a una percepcion mas favorable de las tecnologias emergentes en
los entornos de trabajo. Esto implica comprender la importancia
de los requisitos de privacidad e implicaciéon del usuario desde un
punto de vista centrado y dirigido por el ser humano. Con este
objetivo, esta disertacién atina la inteligencia de las maquinas y
la inteligencia humana y explora las sinergias entre el Internet de
las Cosas, las técnicas de Inteligencia Artificial de bajo consumo y
la Inteligencia Hibrida para proporcionar un marco adecuado en

la creacion de espacios mas seguros. Es decir, espacios en los que



la adopcion tecnoldgica no implique comprometer la privacidad
de la informacién recogida y en los que los usuarios tengan pleno

control sobre sus datos y el sistema.

Para ello, en esta tesis se propone un enfoque de privacidad-por-
diseno a través del concepto de Computacién Frontera. El enfoque
presentado tiene como objetivo optimizar las tareas de aprend-
izaje automéatico haciéndolas lo suficientemente ligeras como para
ser realizadas en el borde local de la red, en lugar de en la nube,
con el fin de preservar la privacidad de la informacion recogida.
Ademas, se aborda el papel del usuario en estos espacios desde
una perspectiva Humano-en-el-Bucle. Es decir, esta disertacion
sugiere darles un control total sobre sus datos e incitarles a per-
sonalizar y mejorar el sistema de aprendizaje segin sus necesid-
ades cambiantes y su voluntad de participacién. Como resultado,
esto permite disenar espacios inteligentes donde se abordan las
preferencias y demandas de privacidad y control de los usuarios.
Los resultados experimentales, tanto cuantitativos como cualitat-
ivos, muestran el potencial del enfoque propuesto para contribuir
a la creacion de lugares de trabajo inteligentes que preserven la
privacidad y sean participativos, en los que se puedan promover

interacciones positivas entre la tecnologia y sus usuarios.
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"If we knew what it is we were doing, it would not
be called research. Would it?”.

Albert Einstein

CHAPTER

Introduction

HE exponential growth of the Internet of Things (IoT) is redefin-

ing the concept of intelligent environments (Zhu et al., 2006).

That is, novel ubiquitous technologies are emerging, creating an

interconnected world. However, despite this continuous progress

in smart services and technology, human lifestyles are not evolving at the same

pace as technology does. Such a fact often leads to users’ reluctance and rejec-

tion towards emerging technologies (Hong et al., 2020). Among the different

factors for the aforementioned reluctance, the aversion to being continuously

tracked, concerns associated with who may access the collected data, or the

loss of civil liberties are the most prominent ones (Paul et al., 2020; Zheng
et al., 2018).

In those spaces where smart technologies have been already adopted (i.e.
the so-called intelligent environments), such as some new workplaces, trust
and privacy concerns are critical issues that affect the technology acceptance
and the future adoption from users (Zweig and Webster, 2002). Hence, it is
essential to find a trade-off between respecting user’s involvement /privacy and
the deployment of IoT devices in a given environment irrespective of their final

objective. Moreover, traditional Artificial Intelligence (AI) approaches have
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left users apart, creating a barrier between them and their surrounding tech-
nology instead of promoting collaborative spaces where technology is adapted
to them and not the other way around (Casado-Mansilla et al., 2019b). In this
sense, future smart spaces must both guarantee the privacy of the captured
information and empower the role of end-users by giving them increased con-
trol over the intelligent system and their data, creating more human-centric
interactive spaces (Sicari et al., 2015).

Privacy can be promoted in IoT environments by moving the processing
and computational power closer to the data source (i.e., to a local stage),
boosting what is called privacy-by-design (Pape and Rannenberg, 2019). The
previous definition is related to the concept of Edge Computing, which can
also provide users with local control as a suitable means to reduce the reluct-
ance towards emerging technologies’ adoption. However, Edge architectures
have to cope with their own flaws. As an example, while Cloud Computing
platforms can easily scale up if temporary demand for resources requires it,
Edge Computing platforms are typically resource-constrained and cannot re-
sort to using more computational power. Moreover, when human-centric Edge
solutions need to be adaptively adjusted to better fit users expectations (e.g.,
to include user-dependent data to personalize Machine Learning (ML) mod-
els), the computational requirements of Al tasks increases, and so does the
technological challenge of its deployment. Consequently, the computational
need of Al tasks is a critical factor to consider when deploying collaborat-
ive solutions in local devices. For this reason, this dissertation will propose
new strategies that are devised (i) to favour the inclusion of complex com-
putational tasks in such constrained settings and (ii) to better involve users,
creating spaces that engage them to actively collaborate with the system to
adapt it tho their requirements and preferences.

The remainder of this chapter is structured as follows: Section 1.1 explains
the context and the motivation behind this research; Section 1.2 formulates
the hypothesis, the goals to achieve, and the scope of the work; Section 1.3
describes the methodology to achieve these goals; Section 1.4 enumerates the
contributions of this dissertation; and Section 1.5 presents a scheme of the

dissertation.
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1.1 Context and Motivation

Technological advancements are starting to accelerate the evolution of future
smart environments. Now, this concept goes much further than implementing
technology to achieve a digital transformation and aims to create interactive
spaces where people and technology collaborate. These spaces, called smart
environments, sense the physical world, give meaning to the obtained inform-
ation, and trigger suitable reaction to transform human lifestyles. The IoT
paradigm is the main enabler of this new vision of the surrounding space that
can enhance health (Dang et al., 2019), wellbeing (Papa et al., 2020), or pro-
mote sustainable practices (Salam, 2020). Under this context, the overriding
presence of technology can play a relevant role in addressing new existing
societal challenges and bring added value to the technology in a way never
imagined before (Majchrzak et al., 2016).

However, one of the current main challenges of integrating technology
solutions in those domains is lowering the barriers between individuals and
their interactions with everyday devices and smart objects (Abdelghani et al.,
2019). In the context of the IoT, these devices and objects can be called
"things”. Each of them is connected, resulting in significant privacy threats,
as the sensed data collected by those "things” may contain private information
concerning their users (Sicari et al., 2015). Generally speaking, as has been
introduced at the beginning of this chapter, people in modern societies are
averse to be continuously surveilled (i.e., monitored) by a digital entity that
they do not trust in, without knowing which data they are sharing (Agaku
et al., 2013). Understanding up to what extent humans are confident with
the data or service offered by a "thing” is a pivotal factor to consider for the
success of any emerging technology (Voas et al., 2018).

Beyond the common privacy and security concerns that every smart space
has to cope with, one specific scenario poses additional threats: the work en-
vironment. In those spaces,the concept of privacy acquires new dimensions
involving a social component, as this data can be associated with the image
given to third parties or with the perception of productivity and work perform-

ance (Bhave et al., 2020). In these spaces, the adherence to the technology
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and the potential outcomes of its deployment largely depend on employees’
acceptance of the technology. In addition, the lack of understanding about the
behaviour of smart technologies and services, together with the sense of disen-
gagement with systems that end-users usually do not understand, increase the
technological gap and make employees reduce their confidence and perceived
value toward those services and technologies (Jacobs et al., 2019). Despite
these additional barriers, the IoT can be considered an emerging paradigm to
mediate the relationship between employees and technology, providing insights
into the transformations that the workplace could undergo to become socially
engaging places that respond to workers’ needs (Casado-Mansilla et al., 2018).
For this reason, it is essential not to leave these environments behind in the

modernization and digitization of smart spaces.

1.1.1 From the Internet of Things to the Internet of People

Under those circumstances, successfully integrating emerging technologies in
such challenging workplace scenarios is only possible if there is a better and
smarter collaboration among augmented devices and people (Irizar-Arrieta
et al., 2020). Some scholars demand more human-centric approaches for sens-
ing the physical world that enable safe spaces where human and machine
intelligence ally (Miranda et al., 2015). This corresponds to the paradigm of
the Internet of People (IoP) that seeks to improve how people are integrated
with the IoT in order to create more trustworthy spaces (Conti et al., 2017;
Chen et al., 2017).

However, most of the state-of-the-art IoT ecosystems rely on remote Cloud
data centers to analyze the sensed data and give meaning to the obtained in-
formation. This means that, despite being obtained locally, the information
needs to travel long distances and reach remote data centers where the pro-
cessing capabilities are placed (Hou et al., 2016). While this might be the typ-
ical architecture to implement, it increases the difficulty of adopting IoT due
to privacy threats it entails, such as losing control over personal data (Pearson

and Benameur, 2010).
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To overcome this first pitfall, the overall body of knowledge should be revis-
ited in order to reduce this gap and improve the interweaving between human
beings and technology. When the confidence in the technology is highly de-
pendent on the privacy of the information it captures, it becomes more logical
to place at a local stage as much analytical power as possible since data is
generated at the sensors close to the user (Zhou et al., 2019). This way, data
still needs to be captured and processed to create contextual services, but
the physical proximity of users and their data can reduce the critical barriers
regarding the acceptance of intelligent environments. From a human perspect-
ive, this ensures that the collected sensitive information remains on personal
devices and not on third-party servers, which favors privacy, confidence in
technology, and acceptance. Therefore, the adoption of emerging technolo-
gies increases if personal data privacy is favored and users’ control over the
information is promoted, keeping it close to the place where it is produced
(Nappi and de Campos Ribeiro, 2020).

In this direction, Edge Computing proposes a paradigm shift from the leg-
acy systems, that have traditionally relied on remote Cloud data centers to
carry out the most fundamental parts of data analysis, to the concept of Edge
Intelligence (Deng et al., 2020). However, this transition from the Cloud to the
Edge is not straightforward. The main reason is that complex computation,
including highly demanding applications such as ML or Al techniques, is usu-
ally served in powerful CPUs and GPUs in big distant computers. Therefore,
bringing them to the Edge poses new challenges in increasing the computation
resources of Edge devices and reshaping the algorithms and applications to
the existing and available resources (Samie et al., 2019).

For this reason, performing ML tasks directly on local embedded platforms
at the Edge, or attached to sensors, is emerging as a growing area of research
within the IoT domain, which is aligned with the vision of the IoP, as it brings
computation closer to the user. This falls within the scope of Embedded ML,
which seeks to bring ML tasks to resource-constrained devices and thereby
break the traditional barrier with Cloud machine intelligence. Thus, the goal
of Embedded ML is to create an intelligent and stand-alone concept of Edge

that surrounds users , preserving the externalization of their data.
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Nonetheless, despite the possibilities offered by modern hardware plat-
forms to host such applications, the limitations of the computational capabil-
ities of Edge and end devices hinder the execution of ML techniques on them
(Dhar et al., 2019; Adegbija et al., 2017). As the technologies close to the
user (i.e., Fog, Edge, and users’ devices) are not powerful enough to perform
their own operations by themselves, the technological challenges of integrating
such demanding tasks at the Edge involve optimizing classification tasks to be
embedded on resource-constrained devices rather than having them in larger
platforms in the Cloud (Sakr et al., 2020).

This challenge becomes even more complicated when this local concept
is extended to both the training and inference phases of the ML process in
interactive learning solutions. Usually, the training stage of ML algorithms
is relegated to the Cloud or distributed devices. For instance, model training
from scratch (or even re-training) is outsourced to powerful external devices,
while inference is performed in tiny equipment at the Edge (Wang et al., 2018;
Zhou et al., 2019). Although we acknowledge that this solves the computa-
tional problems, in the vision of this new human-centric IoP, externalizing
personal and sensitive data may compromise the privacy of users. In contrast,
integrating the model training stage at the Edge can answer the need for pri-
vacy of new smart spaces while increasing users’ perceived level of trust in the
system (Zheng et al., 2019).

1.1.2 From the Internet of People to the Human-in-the-

Loop concept

Edge Computing and Embedded ML represent a step forward in the effort
to create intelligent smart solutions with their computational burden at a
local stage. Nonetheless, making the Edge truly intelligent goes beyond this
concept. For Garcia Lopez et al. (2015), apart from facing privacy concerns,
increasing technology perception also involves including humans in the system,
making them part of the decision process and giving them increased control
over the management of the information they generate. This idea is in line

with the enhanced convergence between the user’s physical world and the
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cyber world of the Internet that the IoP paradigm promotes. Consequently,
the role of the user needs to be carefully considered to reduce their reluctance
to be part of this new scenario (Casado-Mansilla et al., 2019a). Thus, such
spaces demand an increased users’ control over the system and their data,
preventing the threat of intelligent environments taking control over them
(Kaasinen et al., 2013).

For this reason, human-centric approaches should also engage users to act-
ively collaborate with new emerging smarts solutions, and overall with those
based on Al (Amershi et al., 2014). This concept falls within the scope of
Hybrid Intelligence, whereby humans are included in the loop of AT (Deller-
mann et al., 2019). This idea is extended to the Human-in-the-Loop (HiTL)
concept, a new paradigm in which users are engaged to improve and person-
alize automatic Al-based solutions by iteratively interacting with the learning
systems (Schirner et al., 2013). In essence, HiTL provides two key aspects:
a) users feel more involved in the process of understanding the AI behind the
decisions taken depending on their willingness, and b) users may educate the
system rather than relying exclusively on what the machines decide for them.
As a result, machine intelligence is aware of the users’ needs and demands, i.e.,
the technology adapts to the users and not the other way around, increasing
acceptance and adoption.

An example of this collaboration can be found in the personalization of
Human Activity Recognition (HAR) models with user-dependent data. This
collaboration is intended to improve the classification of human movements
and actions using sensor data. Traditionally, systems based on Al and ML
techniques start from a base model trained with generic data. However, this
model may not be good enough to generalize based on new data captured in
real contexts. Furthermore, it may not fit appropriately to new users which
data was ever unseen before (Lin and Marculescu, 2020). Consequently, this
base model may not be developed considering the particularities of the end-
user. For instance, a model trained with data from right-handed people could
give poor performance if used by a left-handed person, which can worsen the
user experience for the end-user, who sees that the system is not able to detect

their actions correctly.
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To this aim, Interactive ML (IML) solutions propose a more active role
of end-users, that are involved in helping the learning system to improve its
detection capabilities. This collaboration is driven by providing new data, in
the form of correct labels, for some of the predictions the system will make
(Fails and Olsen Jr, 2003). This idea resembles the Active Learning concept,
a sub-field of IML that incorporates user feedback in model training phases
to give meaning to the most informative samples of the initial data. In Active
Learning approaches, the system is allowed to dynamically pose queries during
the training process, usually in the form of unknown data instances, to be
labeled by what is called an oracle, which often is a human annotator (Settles,
2012). As such, active Learning is one of the most prominent examples of the
success of the HiTL paradigm.

In this work, this collaboration is extended to create a continuous and
lasting interaction that elongates beyond the training period. With this col-
laboration, users are included in the control loop and iteratively help the
system to create personalized models that are adapted to fit their particular-
ities on-the-fly. Hence, this action can improve both the model’s performance
and user’s confidence in the intelligent system (Robert et al., 2016). In fact,
confidence management has been ignored in the research agenda, and an im-
provement of the user experience is required to achieve the actual settlement
of IoT systems in our society (Yan et al., 2014).

Nevertheless, in the same way that users should not be left aside, it is also
pivotal to consider their role in these spaces and not to take their involvement
level for granted. Therefore, IML solutions should be flexible enough to adapt
their functionality in terms of human goals, contexts, and preferences to make
ML more useful and usable for every particular individual (Gillies et al., 2016).
Similarly, intelligent models should also consider an evolving scenario in which
user interactivity may vary along with context or time. For example, users
may decide to decrease or increase the number of interactions with the system
depending on their experience of use, how they perceive the outcome of their
efforts according to the system performance, or if they found those interactions

too distracting.
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While these characteristics are always valuable in every interactive system,
they become essential in the workplace context. According to Orhan et al.
(2021), in those spaces, an inadequate interaction with the technology might
affect employees’ performance and create a distrustful atmosphere. For this
reason, different end-users may have different expectations and motivations to
adapt and personalize the system when it comes to HAR models training and
validation processes. Hence, end-users should be given the ability to provide
feedback to the system to personalize it to their preferences, avoiding the

"one-size-fits-all” problem.

1.1.3 Closing the loop: Hybrid Intelligence at the Edge

Therefore, to solve the aforementioned challenges for the integration of emer-
ging technologies in the work environment, this dissertation proposes to bring
together machine intelligence and human intelligence in an Edge Computing
approach. Key emerging technologies, namely, [oT and Al, are applied from
a human-centric perspective for HAR applications. Due to the introduced
additional barriers of smart workplaces, the context and motivation of this
work focus on such spaces to understand how the addressed barriers can be
overcome through a more human-centric deployment of the technology. In
particular, this work puts the emphasis on the specific use case of promoting
healthier behaviors through the technology in those spaces, as healthcare and
wellness promotion is one of the most common use cases for IoT and smart
technologies (Stoyanova et al., 2020). In congruence with this, the workplace is
also gaining increasing significance on overall health promotion (WHO, 2010).

The proposed Edge Computing approach envisages scenarios where pos-
itive interactions through privacy-by-design might be promoted. That is, to
contribute to the perception of technology in those areas, while involving end-
users in the process. Under this context, the loP paradigm should significantly
contribute to boosting human involvement through new privacy-aware ser-
vices and, hence, minimize their reluctance to be part of smart environments
(Kim et al., 2017). For that, this dissertation first presents an optimization

strategy that contributes to developing more efficient and private solutions,
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Key Concepts

IML - Interactive ML

Involving users in the Machine
Learning process

IoP - Internet of People
Taking users into account as active
elements of the future loT

This
dissertation

Internet
of
Things

Machine
Learning

EML - Embedded ML EDGE - Edge computing

Integrating Machine Learning Optimizing Cloud-based systems
techniques in resource- by performing data processing at
constrained devices the Edge of the network

Figure 1.1: Venn diagram associating all the key concepts included in this
dissertation as well as the intersection between them.

preventing data from being outsourced. The proposed strategy integrates
both the inference and training stages of time series-based HAR applications
into resource-constrained devices hosted at the Edge of the network.

The primary objective of this approach is to keep personal data closer
to users and, at the same time, to give them control over their information.
Then, once this privacy is promoted, an interactive proposal is presented to
allow them to collaborate with the system and locally adapt and personalize
ML models according to their needs using their own data. Consequently, the
implications of hybrid and interactive intelligent systems and the requirements
and expectations of users involved in collaborative smart workplaces are also
evaluated. For that, a hydration monitoring system prototype to classify office
employees’ hydration patterns is introduced, serving as an example of how IoT
technology can be integrated into those spaces.

Figure 1.1 illustrates the already mentioned factors and concepts around

which this dissertation revolves, namely the user, ML, and [oT, as well as the
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intersections between them. Those intersection requires understanding users’
expectations concerning their role within hybrid and interactive intelligent
spaces while overcoming the technological challenges that demand the need
for rapid model updates in resource-constrained Edge infrastructures. For this
reason, the objective of creating both efficient and interactive systems hosted
at the local Edge involves interdisciplinary elements derived from studying
users’ concepts of privacy, confidence, adoption, and technology appropri-
ation factors. Under this context, intelligent solutions need to be optimized
and reduced in size and complexity without significantly compromising their
functionality and, at the same time, adapting their behaviour to users’ pref-
erences and expectations. In essence, those factors are considered altogether
to offer full-data sovereignty to end-users with privacy-by-design approach in
an interactive smart workplace scenario.

This dissertation aims to make significant contributions to the research
field of intelligent environments and contribute to a more human-centered
view of IoT, particularly for the workplace context. The synergy between
the concept of IoT, energy-efficient Al techniques, and Hybrid Intelligence
provides a suitable framework for creating more confident smart spaces where
technology adoption does not involve compromising the privacy of the col-
lected information, and where a more active role of the user in such spaces
is promoted. For that, the main principle that articulates this dissertation
is that people should not be treated as mere users of networked technologies
and services, but their behaviour should become one of the key factors for
designing technologies, turning them into real “smart users” that participate

in the digital sphere that the IoT creates.

1.2 Hypothesis, Objectives and Scope

Based on the reviewed barriers, pitfalls and limitation of the current State of
the Art in IoT approaches and their implications in intelligent work environ-

ments, the hypothesis of the present dissertation is:

11
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Hypothesis. By integrating local processing and Hybrid Intelligence at
the Edge, it is possible to create a system that (i) promotes the privacy
of personal data and (ii) helps users to retain the control of the system
and their associated personal data to improve their perception of emerging

technologies in work environments.

Hence, this dissertation sets the following goal in order to validate the

aforementioned hypothesis:

Goal. To design and implement strategies for a system to be hosted at
the local Edge, within resource-constrained devices, that entails Hybrid
Intelligence through a Human-in-the-Loop perspective to (i) promote the
privacy of personal data and (ii) help users to retain the control of the
system and their private data to improve the perception of emerging tech-

nologies in work environments.

This general goal can be achieved by addressing the following more specific

and measurable objectives:

1. To study the current start of the art on IoT approaches applied to smart
workplaces as well as Embedded ML and Hybrid Intelligence solutions.

2. To identify the main barriers and challenges of the integration of techno-
logy in such spaces and the role that privacy concerns and users’ control

over the information they generate may have to support this integration.

3. To design and implement suitable strategies to incorporate and optimize
the training and inference stages of classification techniques for HAR
applications in local Edge devices, preserving the external accessibility

of data through a privacy-by-design concept.

4. To identify an appropriate evaluation methodology for the optimiza-
tion strategies and quantitatively validate the results obtained with and

without the use of the proposed strategies.

12
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5. To extend the scope of Hybrid Intelligence, adapting the proposed privacy-
by-design approach to include human intelligence in an interactive scen-
ario where users have control over both the intelligent system (i.e., per-

sonalizing it) and their data.

6. To discover qualitative insights regarding the interaction between human
and machine intelligence in work environments, the potential willingness
of users to be committed to helping the system, and how to engage them

to do so.

The resulting optimized and interactive system should also fulfill the fol-

lowing requirements:

1. Environment independence: Despite the particular focus on work envir-
onments, the proposed privacy-by-design strategy is also applicable for
other contexts revolving around the user, in where privacy concerns are
an issue for the deployment of IoT solutions, but is more relevant to

workplaces.

2. Optimization capabilities: The studied mechanisms to integrate and
optimize the computation at a local stage should be able to enhance the
performance of classification techniques hosted on embedded devices for
different contexts and domains, as long as they involve times-series data

and continuous signals such as the ones studied for HAR applications.

3. Applicability: The different use cases analyzed through this disserta-
tion are selected to provide an evaluation framework. The proposed
approaches are independent of the selection of activities that are used

as measurable examples.

Beyond that, the work presented in this dissertation does not deal with

the following conditions:

1. In the context of this dissertation, the concept of privacy is approached
from a human-centric perspective. For this reason, privacy is related to

the psychological concepts of trust and confidence that can be generated
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by avoiding externalizing users’ data. That is, keeping it in local devices
where this information is preserved. However, the concept of privacy and
security in the IoT encompasses a broader range of technical aspects to

keep IoT systems safe that are not covered in this dissertation.

2. We assume the technological limitations of the Edge of the network by
selecting resource-constrained devices that may work as personal devices

for data collection and processing.

3. Due to the technical limitation and implications of this dissertation,
we focus our study on those ML techniques that offer the best balance
between their performance and results. Therefore, Deep Learning (DL)
architectures are out of the scope of this dissertation as they are unfeas-
ible to be trained efficiently in the most limited resource-constrained

devices.

4. Following the previous point, improving the state-of-the-art results of
the evaluated datasets is out of the scope of this dissertation. Instead,
the significance of this work relies on the optimization capabilities of the
proposed approaches and the comparison of the results obtained when

applying them.

1.3 Research Methodology

In order to achieve the statement and derived goals presented in the previous

Section 1.2, the following strategy has been defined:

1. Exploratory phase: explore the literature related to the research field
to build a solid theoretical background on which to support the rest
of the research process. While this task of revising the literature is
presented as an initial step of the research work, it is understood as an
incremental and continuous process that needs to be done throughout

the entire research process.
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2. Definition of the scope and validation scenario: after the first
stage of the revision of the State of the Art and based on the existing
knowledge, the scope, context and motivation of this work are defined.
Then, the scenario in which the project will be developed will be defined
in accordance with the objectives set and knowing the limitations and
advantages of the research proposal. Defining a robust initial framework
is pivotal to guide future research towards the analysis that forms its

basis.

3. Specification, design and development of the solution: at this
stage, the acquired previous knowledge will be used to determine the
solution that better fits the identified requirements. According to those
requirements, the solution that is considered to obtain the best results
is designed and developed, including the obtained inputs of previous

stages and the potential iterations of this research process.

4. Evaluation of the solution: after the design and development phase,
the implemented solution is evaluated. This evaluation requires assess-
ing if the system does fulfill the specified requirements and verifying its

validity and applicability in real environments and contexts.

5. Final conclusions, dissemination and writing the PhD disser-
tation: the final task of the research process will focus on the analysis
of the obtained results, the derived conclusions and the contributions
of this process. Those conclusions and contributions are expected to be
innovative and of great significance and to contribute to both academic
and social fields when disseminated. Finally, the research work will be
completed and refined with the development of the present dissertation

and with its subsequent submission and defence.
Image 1.2 illustrates this research methodology, specifying the different

phases and task that it encompasses and the iterative process followed to

refine the initial conceptualization of the implemented solutions.
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Figure 1.2: Schematic representation of the research methodology followed in this dissertation.
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1.4 Main Contributions

The following scientific contributions can be found in this dissertation:

e An analysis of the implications of privacy concerns and data control
when deploying IoT systems in smart workplaces. First, the related
State of the Art is reviewed in Chapter 2, with a special focus on
health-promoting solutions. Then, aiming to complement the conclu-
sions drawn from the literature, the results obtained from a conducted
study, consisting of an online survey completed by 524 respondents, are
included in Chapter 3.

o The design and implementation of a novel strategy to integrate and op-
timize inference and training stages of HAR applications at the local
Edge to promote data privacy. This approach optimizes the cost—
accuracy trade-off of ML techniques to create stand-alone Edge solu-
tions. The analyzed factors, system structure and the empirical evalu-

ation of the proposed approach are shown in Chapter 4.

o A method for improving the performance of complex classification tasks
using model ensemble techniques in resource-constrained devices. This
method proposes a discriminative model cascade that adapts the re-
sources to be used according to the task’s difficulty to simplify the com-
plexity of supervised learning algorithms and bring more complicated
classification systems to the Edge of the network. The description of
the strategy, its application and its empirical evaluation are shown in
Chapter 5.

o A novel interactive approach that integrates hybrid intelligence at the
Edge and allows users to determine their participation level. The previ-
ous cascade proposal is adapted to combine performance optimization
strategies with IML techniques to modulate the role of users and the
customization ability of the system. The description of this implement-
ation, as well as a quantitative evaluation of the implemented use case,

are presented in Chapter 6.
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o An exploration of the potential implication of hybrid intelligence ap-
proaches in the workplace and the users’ requirements to be involved in
collaborative scenarios. This is assessed through an evaluation consist-
ing of semi-structured interviews with 12 participants. The procedure,
main findings, and insights obtained from the qualitative evaluation of

the implemented use case are also included in Chapter 6.

o A dataset containing 1000 instances of labeled data for classifying of-
fice employees’ hydration patterns. The Office Hydration Monitoring
(OHM) dataset includes 25 variations of different interactions that could
be made with liquid containers grouped into three classes. This dataset
is described in Chapter 4 and can be found at (Gémez-Carmona and
Casado-Mansilla, 2021).

1.5 Thesis Outline

The thesis is structured in seven chapters:

The current section, Chapter 1, introduces this dissertation, including the
context and motivation, the hypothesis, objectives and contributions, as well
as the research methodology followed to achieve them.

Chapter 2 presents an analysis of the State of the Art in those concepts
that compose the theoretical foundation of this dissertation. Those factors are
categorized into: (i) IoT technologies for work environments (with a particu-
lar focus on health and wellness promotion), (ii) Edge Intelligence, including
the EML techniques and ensemble learning techniques for optimization, and
(iii) Hybrid Intelligence and HiTL approaches for interactive human-machine
collaboration.

Chapter 3 describes the conducted evaluation to understand the privacy
and control requirements of office environments when deploying IoT solutions.
The main obtained findings, together with the analysis of the State of the
Art included in Chapter 2, provide the motivation for the proposal of this

dissertation.
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Chapter 4 presents the holistic optimization approach that aims to enhance
all the stages of the classification pipeline and integrate both inference and
training at the Edge. An extensive evaluation is carried out using a fluid intake
recognition use case and a public dataset containing such activity, providing
the necessary background to understand the potential of this strategy. Then,
to validate the generalization of the system, various experiments with two
additional datasets are performed to evaluate the presented strategies.

Chapter 5 describes the ensemble learning-based model cascade approach
to enhance the integration of complex classification models in constrained
settings. The suitability of this approach is widely validated with five datasets
and several experiments.

Chapter 6 presents an adaptation of the model cascade approach for inter-
active scenarios in which user involvement and participation requirements are
addressed. This chapter firstly starts by providing a quantitative evaluation
of the effect of the interactive strategy proposed. For that, the same fluid in-
take recognition use-case is employed, using this time a novel dataset created
for the purpose of this work, with the idea of having an activity dataset that
resembles real-world scenarios and incorporates high variance between users
and classes. Secondly, a qualitative conducted evaluation is presented. This
study provides insights regarding participants opinions towards the proposed
collaborative hybrid scenario.

Chapter 7 summarizes the main findings and conclusions of this disserta-

tion and outlines the future research lines related to it.
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The science of today is the technology of tomorrow.

Edward Teller

CHAPTER

Related work

HE wide scope of this dissertation makes it necessary to introduce
concepts from several research fields to provide the needed back-
ground for the sake of understanding the rest of the work. For
this reason, this chapter will present a compilation of the exist-

ing literature that, in one way or another, address similar aspects that this
dissertation revolves around. Under the lenses of each of their disciplines, all
the reviewed pieces of research have, either as a means or as an end, the goal
of posing a more user-centric view of IoT. This goal also includes how integ-
rating the processing of the data around the user can improve the perception
of intelligent environments.

Following the Venn diagram shown in Figure 1.1, this section will be ar-
ticulated around three main concepts; (i) the integration of IoT solutions
and tracking technologies in intelligent workplaces, with a particular focus on
those works related to wellness promotion in office environments, (i) Edge
Computing and Edge Intelligence as a tool for promoting privacy-by-design in
AT applications, and (iii) the role of the user in those ntelligent environments
through HiTL approaches.

Therefore, Section 2.1 of this chapter will cover the integration of IoT

technologies in office environments and its main barriers and concerns. Then,
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Section 2.2 will review current efforts in Embedded ML and Section 2.3 will
introduce the IML and Hybrid Intelligence concept. Finally, we make a sum-

mary of the chapter in 2.4.

2.1 The IoT concept and the idea of smart work-

places

Several fields and domains ranging from healthcare (Baker et al., 2017) to In-
dustry 4.0 (Ghobakhloo, 2020), including transportation (Hars, 2015), educa-
tion (Collins and Halverson, 2018), or business (Berman, 2012), are exploiting
the never-ending advances of the IoT to create smart spaces. People and tech-
nology are called to collaborate in those spaces to enhance user experience,
habits, and behaviors. Among them, the workplace is a particular environ-
ment to put the focus on in this digital transformation. In fact, the effect of
the routines conducted in those spaces on individuals’ physical or physiological
health and wellness is a renowned problem in which technology can be part of
the solution (Waddell and Burton, 2006). Thereby, work environments offer
an opportunity to identify unhealthy behaviors associated with this space and
correct these practices (Sparks et al., 2001). For this reason, these spaces are
gaining increasing significance on overall health promotion (WHO, 2010).

As a consequence, the academia is more concerned than ever about the
importance of bringing well-being into the workplace, making the promotion
of wellness an objective tackled from an interdisciplinary point of view (New-
ton, 2012). The role of the IoT in workers’ well-being, as is understood in
this section, represents how technology can contribute to enhancing peoples’
health perception (which is a predictor of health promotion). Under this
context, a workplace augmented with IoT can detect and classify unhealthy
habits like bad postures or inadequate hydration and notify those harmful
practices to end-users to eventually enhance health (Nguyen et al., 2017) and
wellness (Cahill et al., 2019). Therefore, those spaces can contribute to cover
the lack of awareness of individuals about the impact of the habits on their
life (Young et al., 2015).
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Several attempts have been made to design enhanced smart workplaces by
adopting the IoT paradigm. From occupational risk assessment and ensuring
safety in the workplace (Maman et al., 2017), different solutions are proposed
to reach large audiences. Promoting more active behaviours in those spaces, as
sedentary behaviors stands out as one of the leading health-related problems
of moderns society that tend to be less active. In office environments, its
influence becomes more significant as the long periods of inactivity and sitting
times are increased (Buckley et al., 2015). Thus, the attempts to design and
implement interventions in such spaces have evolved a more holistic approach
that includes workers’ lifestyle changes within such spaces (Organization et al.,
2017).

However, the literature also illustrates the difficulty of integrating those
technologies in the work environment, which often derives from users’ reluct-
ance and aversion to the proposed interventions, limiting their actual scope
and outcomes. In those spaces, the acceptance of the IoT technology is
conditioned by the perceived value and risks of the proposed interventions
(Nappi and de Campos Ribeiro, 2020). In general, work environments are
especially challenging scenarios in which additional barriers regarding the pri-
vacy (Schall Jr et al., 2018) and the ethical concerns of data collection (Bowen
et al., 2017) must be considered.

In this section, we review those technologies designed to correct unhealthy
behaviors associated with work environments (e.g. inactivity or musculo-
skeletal disorders due to inappropriate sitting postures at the office) while
raising the wellness concept and promoting changes that persist over time. In
particular, this collection of evidence focuses on office environments, where
its inherent sedentary nature is directly related to a decrease in the workers’
health (De Croon et al., 2005). Then, we explore the human factor behind
these interventions and how people and the devices that populate smart work-
places can cooperate towards bringing health awareness to the workplace by
increasing their perception of technology, which is one of the main pillars of

this dissertation.
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2.1.1 Health promotion in office environments

The review of the consulted literature shows that assessing occupational sedent-
ary behavior in the workplace stands out as one of the most addressed health-
related concerns (Owen et al., 2010). Its deleterious impacts on health include
cardio-respiratory, metabolic or cardio-metabolic risks (Tremblay et al., 2010).
When considering the office environment, its influence becomes bigger, driven
by the health outcomes of long periods of inactivity and sitting times (Buckley
et al., 2015). Obesity corresponds to another identified problem that also cor-
relates to decremented productivity (Shrestha et al., 2016). At the same time,
ergonomic-related problems may result from long working hours without phys-
ical inactivity. Besides, harmful postures can contribute to musculoskeletal
disorders (Waddell and Burton, 2001). Other associated risks are carpal tun-
nel syndrome due to continuous typing at work (Franklin and Gray, 2017)
or the development of computer vision syndrome because of the exponential
screen time exposure (Randolph, 2017).

Beyond understanding the potential risks of occupational health in those
spaces, a key factor when designing and implementing programs to promote
new habits in the workplace is to study specific methods to identify the main
problems that expose the worker to those risks. Then, to carry out use-
ful strategies to solve them (Ilvesmaki, 2007). In this regard, as has been
addressed, Transforming the quality of the workplace experience implies mon-
itoring which habits need to be changed and providing information about the
consequences of these habits. IoT-based solutions allow us to physically or di-
gitally interact with our surroundings to obtain data that can be transformed
into information and, in the end, knowledge about the daily routines of the
workers. Based on this knowledge, context-aware guidance can be provided
to influence the users and change their behaviours. Thus, IoT solutions can
be considered appropriate drivers to promote wellness in the workplace. In
particular, its purpose is to understand how technology can enhance peoples’
health perception and self-awareness, studying how technology-based solutions
such as wearable devices can be considered appropriate means for preventing

indirect risks associated with these spaces.
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To this end, several efforts have been made to pursue the objective of de-
veloping [oT applications for the workplace. Some scholars have approached
wellness interventions through digital technologies. For this reason, a wide
range of solutions been proposed for reducing sedentary behaviours (Huang
et al., 2019), as well as to increase energy expenditure and promote more
active working periods (Pedersen et al., 2014; Howarth et al., 2018). In this
direction, Taylor et al. (2018b) reviewed the existing literature addressing in-
terventions designed to reduce sitting time and analyzed the importance of
the organizational culture. Positive trends when applying those interventions
were found. These results are in line with the ones presented by Stephenson
et al. (2017), which concluded that interventions using a computer, mobile,
and wearable technologies could be useful in reducing sedentary behaviours.
Similarly, the PEROSH initiative (Holtermann et al., 2017) studied how wear-
able devices could be part of wellness promotion interventions. It elaborated
a decision support framework for selecting useful sensors and proper data col-
lection strategies for avoiding sedentary behaviours, neglecting data privacy
issues. Other works modelled physical fatigue in the workplace using wearable
sensors (Maman et al., 2017), dealt with worker’s cognitive load in interruption
management for occupational risk assessment (Schaule et al., 2018), proposed
a non-intrusive monitoring system to avoid lower back injuries (Zhao et al.,
2017), or designed an ecosystem of wearable elements for occupational risk
assessment (Bernal et al., 2017).

HealthOffice presented an automated mood recognition system to bene-
fit employees’ health and productivity through wearable technology (Zenonos
et al., 2016). It consists of a framework and a mobile app that register vital
signals such as the pulse and heart rate or the skin temperature through a pro-
totype wearable sensor and correlates them with the mood and stress levels of
the user. In fact, symptoms of stress also constitute an essential challenge for
enhancing worker psychological health (Murphy, 1996), and some initiatives
have presented systems for measuring the physical symptoms reflecting the
stress level with wearable devices, such as the Stess@Work system (Bakker
et al., 2012) or the work presented by Han et al. (2017). In parallel, com-
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mercial solutions such as Comfy' are committed to providing a virtual link
between the digital workplace and the physical environment by means of a
Cloud-based platform able to collect users data. These data might be used
as well to monitor user activity (Cheng et al., 2013) or even suggest the most
appropriate time intervals to take a break considering the user’s focus state
(Kaur et al., 2020). Furthermore, sensors data has also been used for improv-
ing the user’s sitting position and promote better ergonomics using a smart
chair (Roossien et al., 2017; Hu et al., 2020).

In the same way, Jimenez and Bregenzer (2018) presented some guidelines
for workplace health promotion using electronic and mobile health tools to
provide easier administration for campaign proposers while considering data
privacy from a technical and psychological point of view. However, no specific
[oT architectures are proposed to conduct these processes. Additionally, some
efforts have been made in the direction of unifying the methods for measuring
the effects of these interventions in different domains, such as the association
between health interventions and productivity (Maheronnaghsh et al., 2018)
while novel technologies such as 5G in IoT domains have been devised to boost
comfort (Ahmed et al., 2016) and safety (Podgorski et al., 2017) in working
environments.

In (Lennefer et al., 2020), authors conducted an experiment to evaluate
how an increased activity level could prevent burnout and improve health
perception. By means of activity trackers and a behavioural approach, the
conducted evaluation showed a significant increase in health perception as
well as a decrease in the body mass index. However, the intervention was
not effective in reducing burnout. These results are in line with the ones
obtained by Glance et al. (2016), in which, thanks to the proposed interven-
tion, participants increased their activity level and maintained at least 10,000
steps a day during the study. Besides, it resulted in measurable changes in
lipid profile, blood glucose, renal function, blood pressure or weight, which
were measured using a health and wellbeing assessment. In Gorm and Shk-

lovski (2016), a nation-wide workplace step-counting campaign was presented.

https://www.comfyapp.com/
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Despite the popularity of the campaign and the initial excitement of the par-
ticipants, their data bear no evidence of healthier practices continuing beyond
the three weeks of the campaign. Thus, they concluded that the promoted
campaign was successful as a form of health promotion rather than a behavior
change effort.

This last work is an example of the difficulties of making strong validations
of the direct influence of technology on workers’ health for the long term.
The work presented by Malik et al. (2014) evaluated the impact of health
interventions on activity levels. Contrary to some of the previously reviewed
works, they concluded that, although some evidence of efficacy was found, an
equal volume of successful and non-successful studies was found, and overall
results were inconclusive. Nevertheless, considering the positive outcomes,
they found a strong argument for pursuing research efforts to design physical
activity interventions for promoting wellness in workplaces. Similarly, Yu
et al. (2017) evaluated its impact in terms of health outcomes (i.e. body mass
index -BMI-, total cholesterol and blood pressure). In this study, the authors
detected a slight decrease in BMI associated with individuals changing their
exercise behaviors, but no significant changes in cholesterol and blood pressure
levels. Other work reviewed systematically those interventions designed to
reduce sitting time among office workers and the role of organizational culture
(Taylor et al., 2018b). Recurrently, not conclusive data could be extracted.
This shows a tendency in the body of the literature that tends to be careful
overstating conclusions from inconclusive data or short-term studies.

In this regard, the lack of adherence of the target audience has been iden-
tified as a key element for the low-to-moderate success of those interventions.
This also influences their potential long-term outcomes (Howarth et al., 2018).
Furthermore, according to Jacobs et al. (2019), the adherence and outcomes
of technology deployment largely depend on employee acceptance of the tech-
nology. Therefore, understanding the factors and barriers behind its adoption
is essential to designing engaging technologies to be integrated into the smart
workplace. In the following subsection, we will study in detail those barriers

found in the literature.
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2.1.2 Barriers and challenges for the adoption of IoT tech-

nologies in the workplace

The previous section illustrates how the advent of the IoT and the massive
growth of devices connected to the internet has the potential to reshape the
workplace concept. Integrating monitoring technologies in these spaces in-
volves ensuring employees’ perception and acceptance of technology. How-
ever, this integration often derives into users’ reluctance and aversion to tech-
nology, which hinders its adoption. In fact, the analysis of the effectiveness
of workplace health promotion programs shows that interventions fail when
heterogeneous and large audiences are targeted (Rongen et al., 2013). In this
line, insufficient benefit or low perceived value have also been pointed as a
reason for the failure of such interventions (Person et al., 2010). According to
Street and Lacey (2018), the absence of positive enough results deviates from
the definition and design of these interventions. This definition tends to fall
into a "one-fits-all” problem in which the different perceptions of these initi-
atives and the perspectives of employees are not fully considered. In addition,
understanding the potential commitment of every user to be part of these in-
terventions is also crucial factors when workday duties involve the total daily
routine (Helfrich et al., 2018).

Beyond that, another reason for this lack of adherence is the reluctance of
employees to be monitored in smart workplaces. In fact, the workplace needs
to overcome additional barriers regarding privacy concerns of the collected
data (Carpenter et al., 2018). For this reason, various authors have stud-
ied the main determining factors that could predict the employee acceptance
of technology in the workplace, with a particular focus on privacy and trust
concerns. The review presented by Nappi and de Campos Ribeiro (2020) eval-
uated the perceived risks and benefits associated with the integration of IoT
technology in the workplace and identified primordial aspects that companies
must consider to improve employees’ attitudes toward it. They concluded
that the awareness of the benefits and risks are key for its adoption. Those

risks and benefits are included in Table 2.1.
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Benefits

Risks

Real-time data with speedy information re-
trieval

Access to a new range of employees’ data

Can help to improve employees’ health

Allows the identification of unexpected as-
sociations (for example, face-to-face inter-
action and employee productivity)

Employee discomfort in sharing his/her
data, threats to employee private

Employee limited control of the informa-
tion shared with the company and cowork-
ers

Employee biometric surveillance
The economic value of the data can motiv-

ate the reindividualization of the employee
(ToT) data

Table 2.1: Benefits and the risks associated with the use of IoT technology in
office environments. From the work of Nappi and de Campos Ribeiro (2020).

As a consequence, concerns about user privacy are growing at the same
time the options for collecting, processing, distributing and using personal in-
formation are increasing. In their work, Teebken and Hess (2021) adapted the
general dimensions of information privacy to the workplace context. The fist
concept is Errors, which represents user’s concern that their stored personal
information contains deliberate or accidental errors. The rest of the dimen-
sions have to do with the employee’s concern about the amount of collected
data (Collection), who has access to it (Unauthorized Access) or how it is used
(Awareness and Secondary Use). The remaining factor, Control, is related to
the ability of the user to have control over their data or even opt-out. The
dimensions that represent every aspect of privacy are included in Figure 2.1.

The literature on integrating technology in smart workplaces has analyzed
the importance of these dimensions in its success, either directly or indirectly.
Masson et al. (2016) conducted a study to understand users perceptions about
the integration of activity trackers devices in the workplaces. According to
their findings, all the participants have any privacy concern about sharing
their data. In fact, most of the users had hesitations giving researchers access
to their data, even though it was only an experiment and not a real scenario
In (Chung et al., 2017),

authors conducted a study to understand the employees’ perception of existing

where their employers would collect these data.
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Secondary Improper
Use Access
\] Workplace Privacy |~

Concerns

Focal construct

o Adapted dimensions
Private Device

Extended dimensions Usage

Awareness

Figure 2.1: Dimensions of privacy concerns. From the work of Teebken and
Hess (2021).

wellness programs. Although, contrary to the previous work, they did not find
major problems with privacy, they recognize the importance it can have. They
also stress the importance of transparency about the policies used to manage
the data collected. Furthermore, they also addressed an additional concern:
while many companies are transparent about data collection, there is an issue
with the fact that third-party platforms are used for this.

This probes that, in general, users are hesitant to share their own data.
This data is seen as a threat when it can give a negative image of the user
and give contextualized information that can invade their privacy or refer to
their health issues. Furthermore, fitness and health records can be combined
to present a general medical profile of the employee that could be disclosed to
the employer, which causes rejection by end-users (Bhave et al., 2020). This
shows that people do not really trust their companies measuring what they are
doing (i.e. schedules or work performance) which creates a sense of surveillance
in office environments that contrasts with the ethical concerns of personal
data collection (Ajunwa et al., 2017; Bowen et al., 2017). Moreover, beyond
privacy concerns, there are doubts about the accessibility of data by users,
since many times, the data generated by IoT infrastructures do not belong to
them. As Moore and Robinson (2016) argue, without a transparent use of the
data, the benefit of quantification falls on employers rather than employees,
as they are the ones in control of both the data and the devices. Therefore,
if the system does not give the user control of their own data, people are

usually confused about how their data are used by these systems (Ackerman,
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2000). Hence, greater transparency about the use of employees’ data is the
key to their acceptance of IoT technology in office settings (Khakurel et al.,
2018). Mechanisms and privacy laws such as the European General Data
Protection Regulation (EU GDPR) help to ensure that procedures. However,
the implementation of technology in those spaces may not be transparent and
straightforward enough with employees about the purpose of collecting, using,

and storing data.

The analyzed studies show that employee awareness of the benefits and
risks associated with IoT technology is only partial. The use of personal data
within an organizational context raises this kind of concern. It highlights
the importance of addressing the issues of acceptance and ethics related to
privacy, given their influence on the refusal to share data and the lack of
understanding of the data collection process. While privacy concerns have
been clearly identified as one of the main factors that affect employees’ beliefs
towards technology, no study raises questions about users opinions regarding
data ownership. According to Nappi and de Campos Ribeiro (2020), ensuring
that all employees can control the information they share is a crucial element
for adopting [oT technologies in the workplace. For this reason, through
this dissertation, we stress the relevance of the concept of data control and
ownership as a mechanism to create more confident and trustworthy spaces
where the acceptance of the technology is promoted. Thus, we cope with
the lack of studies addressing how data control and ownership may affect the
perception of the technology. For that, in the first part of this dissertation
(Chapter 3), we will address not only the concept of privacy related to the
possible use of the captured data but also how their perception would change
if the control of this information belonged solely to the owner of this data,

that is, the user.
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2.2 Edge Intelligence: bringing processing cap-

abilities closer to the user

The idea of combining Edge Computing and Al is an emerging research area,
which is particularly interesting in those cases where keeping data close to the
source (e.g., the user) is of vital importance to ensure their confidence in the
system. For this reason, it can be considered a suitable mechanism to create
a sense of privacy and trust towards IoT technologies in the workplace. This
concept aims to make intelligent applications less dependent on the centralized
Cloud infrastructures and bring them closer to the users (Xu et al., 2020).
Embedded ML techniques, also coined as TinyML, make it possible for low-end
devices to perform ML inference techniques directly on the Edge or attached
to sensors (Soro, 2021). In fact, ML frameworks are being adapted to this new
Edge scenario. For instance, Tensorflow (Abadi et al., 2016) has incorporated
a variant called Tensorflow Lite that improves on-device inference and provides
tools to include pre-trained Al models in resource-constrained devices (David
et al., 2020). Other available resources correspond to development platforms
such as Edge Impulse ', that provide several features and tools to facilitate
its integration of ML on Edge device.

However, scaling those applications to accommodate greater processing re-
quirements and create more proficient solutions efficiently is now emerging as
an open challenge in the [oT domain. In this regard, a suitable integration
of those computational complex techniques in such limiting scenarios implies
identifying how the available resources could be used more effectively. This
goes through finding the optimal balance between the cost and the accuracy
(Dhar et al., 2019). In (Jensen et al., 2016), authors referred to this char-
acterization as the accuracy—cost conflict, in which embedded classification
systems must not only consider the classification rate but also be able to bal-
ance the cost of each classifier. In this line, what is needed is the development
of techniques that optimize the execution of the ML tasks. In the following,

we will address some of the major advances for bringing computation to a

lhttps://www.edgeimpulse.com/
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local stage while improving the performance of classification tasks. Then, we
will include some works that have approached ensemble learning techniques

from an optimization perspective.

2.2.1 Optimizing Embedded Machine Learning

Early research studies for bringing computation to the Edge of the network
have mainly focused on verifying the feasibility of Edge devices to run ML
applications, identifying execution bottlenecks and providing some initial in-
sights about how models could be scaled down (Lane et al., 2015). Challenged
by the constraints on memory or computation, Banbury et al. (2020) high-
lighted the importance of creating an appropriate frame of reference for bench-
marking and analyzing the capabilities of devices that are integrated into the
Edge. In this line, other investigations have approached embedded intelli-
gence evaluating the suitability of devices such as the Raspberry Pi platform
to implement ML inference tasks on the Edge (Yazici et al., 2018). Simil-
arly, Desraches et al. (2018) considered the simplification of the classification
problems to shed light on the feasibility of embedding simple yet accurate
probabilistic models on constrained devices.

When it comes to reducing the gap between the computation complexity
and the available resource capacity, the existing literature follows two main
approaches: (i) implementing more efficient and lightweight representations
of the learning methods and (ii) optimizing different parts of the classifica-
tion pipeline to lower the amount of processed data. This latter reduces the
complexity of the classification systems and the final models.

The first approach corresponds to adapting classifiers to the capabilities
of the target hardware or creating lightweight implementations of the ML al-
gorithms (Neto et al., 2018). For that, Banbury et al. (2020) analyzed the
importance of systematically comparing, evaluating and improving the per-
formance of the embedded hardware for ML workloads. Whilst presented
efforts are focus on inference at the Edge, it remarks the importance of com-
parison of the available hardware and software tools for continuous progress

and stability of the research fields. The different learning methods differ from
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each other in terms of computation requirements, memory size, or accuracy
properties. For this reason, Alam et al. (2016) analyzed the applicability of
some of the most common ML models for the IoT. They concluded that some
traditional ML algorithms, such as Naive Bayes (NB), Support Vector Ma-
chines (SVM), Linear Regression, and Decision Trees (DT), usually generate
a relatively low footprint over resources. For this reason, several approaches
have been proposed for those classifiers; for instance, optimizing SVM (Haigh
et al., 2015), k-Nearest Neighbor (KNN) (Gupta et al., 2017) and implement-
ing new DT-based algorithms for efficient prediction on IoT devices (Kumar
et al., 2017). In the same line, the EmbML Tool (da Silva et al., 2019),
implements a pipeline for converting classifiers from the most popular soft-
ware packages to C++ to embedded them into low-cost systems. Libraries as
Sklearn-porter (Morawiec, 2016), MicroML ! or Emlearn (Nordby, 2019) also
provide tools for generating C code and bring ML algorithms to embedded
platforms.

All the previous approaches have something in common: they propose
the use of lightweight, non-neural network based techniques. Other proposals
follow a different approach focusing on DL techniques, and propose to simplify
the complexity of classification systems through limiting the size of the input
and the number of layers of those models (Liu et al., 2020). Various works
have also dealt with the optimization of DL models and the ability to deploy
of ANN on tiny devices (Lane et al., 2015; Andrade et al., 2018). In this
regard, Scheidegger et al. (2019) analyzed how ANN can run efficiently on ToT
devices and proposed an automatic way to design DL models that satisfy user-
defined constraints. Moreover, Wang et al. (2019) optimized the performance
of Multilayer Perceptron (MLP) methods on low power embedded devices.

The second approach comprises diverse optimization strategies that, in
general terms, seek to save further resources on the different stages of the
transformation of data into knowledge (Shafique et al., 2018; Fafoutis et al.,
2018). To do that, those strategies address the resource overhead by reducing
the data input size or the final model complexity, aiming to achieve a similar

classification accuracy. In this respect, feature selection can reduce the cost

lhttps://github.com/eloquentarduino/micromlgen
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associated with the extraction of features set (Cilla et al., 2009). However,
since a smaller number of features could lead to lower classification accuracy, it
is essential to profile this trade-off. This has already been addressed for HAR
systems in embedded and wearable devices (Elsts et al., 2018; Zalewski et al.,
2020). Similarly, Elsts et al. (2020) proposed an energy-efficient framework
for designing activity recognition applications for wearable platforms. Since
extracting and sending the features is less energy expensive than sending the
raw data, their approach was based on finding groups of features with good
energy-accuracy trade-offs to send them to external platforms in charge of the
classification step.

The sampling frequency is another aspect that deserves attention to im-
prove the final performance of Edge intelligent systems (Khan et al., 2016).
Together with saving resources at the Edge, decreasing the sampling frequency
can also be potentially interesting to reduce end-device energy consumption
as well as communication bandwidth. A work from Kraemer et al. (2019)
evaluated the effects of the sampling intervals on both energy consumption
and accuracy in order to save energy and costs on the network infrastruc-
ture. Similarly, in (Yan et al., 2012) an adaptive approach for mobile devices
was proposed and in (Qi et al., 2013) there was presented a novel algorithm
to determine the optimal sampling rates according to the requirements of a
multi-activity classification and a single activity event detection. Zalewski
et al. (2020) presented a framework for increasing the device energy lifetime
by reducing the duty-cycle of the radio and the gyroscope of wearable devices.
Their argumentation revolves around accepting a small reduction of short-
term accuracy to save energy to sustain higher performance in the long run.
In the same way, the number of sensors in a multi-sensor setting can be op-
timized to improve the trade-off between them (and/or signal components)
and the classification accuracy. In this line, Kang et al. (2009) proposed a
dynamic selection of a small subset of sensors. Finally, Gordon et al. (2012)
evaluated the importance of every sensor and compared the trade-off between
the number of sensors and the detection accuracy.

DL approaches can also benefit for an optimization process. This effort is

geared towards improving the memory impact and computational workload
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of over-parameterized DL models (Shafique et al., 2018). This optimization
is achieved by means of changing the data representation strategy to reduce
the number of bits that are used to represent a number (Sun et al., 2020;
Ghamari et al., 2021), or removing the least essential parameters of the final
model (Lane et al., 2017). In addition, model compression (Kim et al., 2015)
and pruning techniques (Molchanov et al., 2016) have proved to be suitable
tools to simplify ANN topologies with a small impact on the accuracy of the
classification.

When it comes to addressing privacy concerns as well as giving the user
total control of the captured data, integrating the training stage in the Edge
can answer the need for privacy of new smart spaces while increasing users’
perceived level of trust in the system (Yu et al., 2018). Despite the promising
advances reviewed through this section, the research on this topic still focuses
on the inference at the Edge, relying on centralized servers or distributed
approaches for training the models (Eshratifar et al., 2019). In fact, model
training is often the most time-consuming part of the model development
process. Thus, training stages at the Edge are limited by the performance of
embedded devices. This limitation makes this specific part of the classification
pipeline a key area of focus on for bringing all the phases of the ML process
to the local stage. Initial attempts to evaluate the suitability of embedded
platforms to intragrate training tasks have been conducted (Liu et al., 2019;
Chandakkar et al., 2017). Besides, other approaches have presented a novel
solution for on-device training by leveraging incremental online learning (Bhat
et al., 2018; Ren et al., 2021). However, on-device training and optimizing
its performance continues to be understudied in the body of the literature.
Hence, with this dissertation, we aim to contribute to this open challenge by
improving not only ML inference at the Edge but also the training efficiency.
In contrast to most of the reviewed works, we present a holistic strategy,
i.e., the implemented system is globally analyzed, taking into account the

contribution of each part of the ML solution towards the final pipeline.
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2.2.2 Ensemble learning techniques for optimization

Ensemble learning techniques have been historically well covered in ML re-
search. Approaches like Bagging (Breiman, 1996), Boosting (Schapire, 1990)
or Stacking (Wolpert, 1992) are well-known methods that have traditionally
been used to improve the general performance of classification systems by
combining several base models in a final predictive meta-model (Zhang and
Ma, 2012). Cascading is another particular example of ensemble learning.
Firstly introduced by Viola and Jones (2001), it consists of the concatenation
of several classifiers to minimize the generalization error rate. HAR applica-
tions (Xu et al., 2019) or the classification of rare events in face detection (Wu
et al., 2003) are examples of domains in which cascade ensemble learning can
be applied.

Even though these strategies improve the predictive performance of a single
model, they also tend to increase the computational complexity of training the
ensemble and predicting new instances (Sagi and Rokach, 2018). An interest-
ing alternative is to use the combination of models of cascading approaches in a
cost-sensitive manner. In this regard, the complexity of the ensemble methods
is faced by implementing several increasingly complex classifiers that divide
the computation into different stages and classify the input data with the stage
that fits the most to its difficulty (Rokicki and Drozda, 2017). This novel idea
was presented by Kaynak and Alpaydin (2000), who proposed a multistage
cascading scheme that relies on the concatenation of several small classifiers.
The objective of this methodology was to reduce computational cost yet not
losing considerably in terms of accuracy. The authors assessed their proposal
in a two-stage approach. The former classifier was based on single-layer and
MLP models that are considered lighter methods for prediction. The latter
classifier was based on KNN. To improve the classification results, successive
models were trained with a self-modified training set, prioritising non covered
patterns or data that the previous models overlooked. Additionally, confid-
ence thresholds to define if the classification was acceptable were defined based

on previous probabilities rates.

37



2. Related work

In (Silva et al., 2017), authors proposed a classification approach also based
on a two-stage combination of monolithic and ensemble classifiers. The ra-
tionale behind their proposal was to deal with the majority of unclassified in-
stances using the monolithic classifier leaving the most challenging instances
for the ensemble classifier systems. The latter classifier was based on pool gen-
eration methods. However, in that case the complexity of every stage of the
system is determined by the inherent complexity of the generation methods.
In particular, they applied KNN and SVM methods for the initial model and
different ensemble techniques (i.e., Bagging, Boosting, and Random Subspace
Selection) for the final model. Nevertheless, since the authors compared their
approach against other multiple classifiers systems, it remains an open ques-
tion whether such a method outperforms in optimization a single monolithic
classifier. In addition, other approaches have proposed additional simplifica-
tion techniques by understanding the cascading techniques as a tree topology
case (Xu et al., 2014; Chen et al., 2012). In this case, different topologies
can be combined to construct a tree of classifiers that determine how many
features are needed to predict new unseen data.

The reviewed methods for optimizing the classification of data are often
done at the cost of losing accuracy. This highlights the need for additional
adjustments to compensate for this loss. As introduced above, the work from
Kaynak and Alpaydin (2000) coped with accuracy loss by specifically tun-
ing each of the successive models and thresholds to better match with pre-
viously uncovered patterns. Other authors usually consider the influence of
additional/side factors, such as the rejection margin, and fit the models ac-
cordingly (Fumera et al., 2000). In this case, to keep the loss in accuracy to a
minimum, it is important to analyze the reasons for accepting or rejecting the
instances classified by each of the models that comprise the cascade. In (Oli-
veira et al., 2005) authors studied the optimum class-related reject threshold
to provide a better error-rejection in cascading classifiers. The proposed meth-
odology proved to improve the performance of a system based on a set of MLP
models for handwritten digits recognition systems. In (Zhang et al., 2007) the
recognition reliability was increased by using a double-check mechanism to
weight and verify the Artificial Neural Network (ANN) confidence values and
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to correct the errors. Nevertheless, the computational cost was not considered
in their work.

Regarding ANN, Wang et al. (2020a) analyzed how cascade models could
outperform in computational efficiency other ensemble-based architectures.
Similarly, adapting the size and the number of layers of those models has
been a subject of deep research. One approach consists in defining a combin-
ation of big/little models (Park et al., 2015; Tian et al., 2019), while another
approach proposed creating a cascade based on the depth of the layers in
ANN techniques (Leroux et al., 2017). Similarly, Taylor et al. (2018a) faced
the intrinsic complexity of the DL models by presenting an adaptive scheme
to determine which model to use for a given input. Considering the desired ac-
curacy and inference time, their approach employed a KNN predictive model
to select those pre-trained models that best suited a given input and the op-
timization constraint. In parallel, other approaches leave open the possibility
to adapt their work in an optimized way (Lefakis and Fleuret, 2010).

Going in another direction with respect to the body of knowledge reviewed,
this dissertation targets IoT architectures and Edge Computing approaches.
Therefore, it aims to shed light on the actual optimization opportunities that
a discriminative cascade of models has in constrained settings. Hence, to
provide an empirical demonstration of the potential computational cost sav-
ing in resource-constrained Edge devices. For that, this dissertation introduces
a model cascade approach for optimizing the performance of complex classific-
ation application, Here, the complexity of the cascade approach is determined
by the number of characteristics of the input data. The accuracy loss is faced
by setting up confidence thresholds that are more restrictive for those poten-
tially weaker classifiers. This way, we evaluate the influence of the simplicity
of the models in terms of feature computation since the computation time re-
quired for feature extraction can increase drastically in those applications that
heavily rely on the characteristics obtained from the signal (Gémez-Carmona
et al., 2019). In the following of this dissertation, we will present our approach

in detail and examine its suitability for a HAR context.
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2.3 Human-in-the-Loop Machine Learning and

Hybrid Intelligence

The ML approaches described in the previous section have one thing in com-
mon: all of them are constituted by pre-trained models using generic data.
Therefore, none of them takes advantage of human knowledge to improve
their capabilities, nor are they adapted to the particularities of end-user. In
contrast, IML makes it possible for end-users to interact with the learning
process to tune the system according to their preferences, or even to feed it
with more data (Bernardo et al., 2017). This corresponds to a HiTL approach
in which enhanced interactions between end-users and the learning process are
created. In essence, HiTL embraces the idea of Hybrid Intelligence, defined
as an intelligent model that requires human interaction (Zheng et al., 2017).

Users’ involvement with ML can take many roles in classification tasks,
including data curation, learning algorithm tuning, and labeling. The latter
is one of the most common approaches, where the final user provides the
learning system with sources of truth to personalize it. Additionally, users
can participate through their feedback on the definition and fitting of the
model. Thus, machine intelligence can be adaptively adjusted in terms of
human goals. In supervised approaches, this means that users can create
personalized HAR systems by providing new annotation data (Miu et al.,
2015) or serving as an oracle in Active Learning approaches (Tegen et al.,
2020a). In semi-supervised ones, the model can also be fed with raw time-
series data (Cardoso and Moreira, 2016). Special attention must also be given
to those approaches that integrate the human in the learning process as they
benefit the most from the domain knowledge. This is the case of healthcare in
which the integrated expertise in IML can be suitable to solve problems that
deal with complex data and/or rare events (Holzinger, 2016).

Although IML is a promising candidate for further improving the know-
ledge discovery process, a major problem that academia needs to address in
future research is what questions should be posed to humans and how should
they be asked (Robert et al., 2016). That is, humans are involved in providing

data, but previous ML research mostly neglects the question of how humans
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can provide this data and how they cope with an inaccurate model. For end-
users, algorithms are similar to a black box, and there is a lack of research
analyzing the challenges and opportunities of a human-algorithm interaction.
Thus, optimal integration of human and computer input is of great import-
ance to obtain the best possible result. For this reason, in (Porter et al.,
2013) authors break down the IML process for human centered ML. The cent-
ral idea of this definitions is to assess the needed aspects that enable experts

to customize their application:

o Task decomposition: The level of coordination between humans and
machines. In other words, the number of tasks in which the work is

divided and that are distributed among the computer and the user.

o Training vocabulary: Interactions between humans and machines during

training and the different inputs that users can provide the machine.

o Training dialogue: The interactive dialogues during training related to
the number and frequency of interaction between the end-user and the

learner.

This brings into attention the need for increased collaboration form a
AI/ML and Human Computing Interaction (HCI) design research fields and
Hybrid Intelligence approaches. In order to do so, (Inkpen et al., 2019) ex-
amined how better integrate artificial and human intelligence in the decision
making, addressing the different human roles and relationships in human Al
systems. Users engagement has been also addressed from the HCI perspective
evaluating such engagement practices to conversational Al agents (Muralid-
haran et al., 2019) or defining a Human-centred thinking approach to apply
IML methods that aims to support the iterative design, development, and
dissemination process of learning systems (Mathewson, 2019).

Even son, bringing closer the gap between automated systems and users
also has to do with understanding the level of trust users have in the decision
making process of automated ML approach (Yu et al., 2018). In fact, the

lack of user trust may deter the user from following these suggestions and
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be detrimental to the uptake of the system in intelligent systems (Eiband
et al.,, 2021). In this regard, (Amershi et al., 2014) studied how IML can
result in better user experiences and more effective learning systems. They
concluded that further evaluation of novel interaction methods is needed to
determine whether the user influence over the model does or not result in
better systems. In fact, (McCallum and Fiebrink, 2019) evaluated how users
could be supported to contribute to the model. They examined the use case of
a system in which a user-driven feature representation for new ML problems
needed to be assessed. The conducted evaluation demonstrates that users’
have a low perception of their actions. Hence, better mechanisms are needed
to examine the impact of their actions interactively. The reliability of the user
providing new data to the interactive model was also studied by (Tegen et al.,
2020b).

The reviewed works demonstrate the advantages of including the human
in the learning process of Al algorithms. However, from a user-centric point
of view, the interest of IML lies in how this process can help the human.
To this end, it is essential to understand how people actually interact (and
want to interact) with the ML system. For this reason, this dissertation will
consider the role of the user in interactive smart workplaces. Following the
IML process decomposition presented by Porter et al. (2013), this part of
the dissertation will focus on the training dialogue between users and IML
solutions. More particularly, proposing customizable and flexible interaction

techniques to meet the requirements and expectations of end-users.

2.4 Summary and Conclusions

Throughout this chapter, the State of the Art of emerging [oT ecosystems
and Hybrid Intelligence at the Edge has been analyzed. For that, a com-
pilation of works that deal with the concepts around which this dissertation
revolves has been presented. To begin with, the main concerns and barriers
detected in the literature that affect the integration of technology in intelli-
gent spaces have been addressed. In particular, the focus has been set on the

work environment, where the concerns about data privacy have proven to be
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an impediment to technology acceptance and possible future adoption. Then,
in response to these privacy and adherence requirements, mechanisms that
seek to turn smart spaces into user-centric environments were subsequently
analyzed. Firstly, those Edge Computing and Embedded ML approaches that
aim to incorporate into local Edge devices the computational power needed to
convert data into information. Secondly, it has been analyzed how the Hybrid
Intelligence concept can create an interactive environment that reinforces this
user-centric approach.

We have identified and extracted the requirements across physical domains
and application contexts that we seek to address through this dissertation. In
this regard, the State of the Art agree on highlighting privacy concerns as the
main obstacle in the perception of the technology in intelligent workplaces.
However, aspects such as data appropriation, who has the control over the
captured data or to whom it belongs, have gone more unnoticed by scholars.
Consequently, this dissertation proposes a complete local approach in which
data is not outsourced at any time. In this scenario, integrating the training
stage at the Edge can answer the need for privacy of new smart spaces, while
increasing users’ perceived level of trust in the intelligent systems. We ad-
dress that by avoiding any data externalization in interactive environments.
Furthermore, we provide users with the control over their information, as it is
only stored in a local device under their ownership. Beyond data privacy and
control, understanding the willingness of the user to interact with Al systems
is also crucial for improving trust and technological perception. Therefore,
based on the requirements for an enhances adaptation of the intelligent sys-
tem, this work will propose an interactive strategy adaptable and flexible to
the involvement level of the user.

Table 2.2 summarizes the main findings and insights obtained throughout
this chapter. We also propose future research gaps and lines for the devel-
opment of those research areas that are pivotal to better integrate emerging
technologies in work environments. By addressing all these gaps it is expected
to contribute to the State of the Art of intelligent environments by creating
more confident spaces, where users are willing to embrace [oT ecosystems,

with privacy-by-design and interactive approaches in mind.

43



Finding

Current Status

Gaps and future lines

Low perceived value and privacy concerns af-
fect the adoption of emerging technologies in
the office environment

The adoption of emerging technologies in the
workplace increases if personal data privacy
and control is ensured by keeping it close to
the place where it is produced

Bringing complex computation, including
ML algorithms, to embedded devices in-
creases the responsiveness and privacy of ML
applications

Successful integration of emerging technolo-
gies in such challenging scenarios is only pos-
sible if there is a better and smarter collabor-
ation among augmented devices and people

IoT solutions should promote greater trans-
parency and understanding about the use of
data to increase users perception of emerging
technologies in office settings

Edge Computing approach envisages scen-
arios where local interactions through
privacy-by-design might be created to con-
tribute to the perception of technology in
those spaces

Embedded ML classification techniques
make it possible for resource-constrained
devices to perform ML inference directly on
the Edge or attached to sensors

Hybrid Intelligence and HiTL engage users to
improve and personalize automatic Al-based
technologies by interacting with the learning
system

The lack of understanding about users’ lim-
ited control over the information that is
shared and the doubts about the ownership
of the captured data remain as an open gap

Edge Computing needs to overcome the
technological challenges that arise when de-
ploying complex IoT solutions in resource-
constrained devices

Edge approaches still rely on centralized
servers for some parts of the classification
pipeline. The optimization of complex ML
systems and on-device training are under-
studied in the literature

HiTL solutions should be flexible enough to
rethink their functionality in terms of human
goals, contexts, and participation preferences

Related work

2.

Table 2.2: Summary of the insights obtained from this chapter regarding the current status, found gaps, and guidelines
for the future lines of research that articulates this dissertation.
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Big brother is watching you.

Orson Welles - 1984

CHAPTER

Data control and privacy
in smart workplaces

HE review presented in the previous chapter and the obtained in-
sights in relation to those works that deal with the integration
of technology in the workplace, demonstrate that privacy con-
cerns play a critical role in these spaces. Privacy is linked to the

use that someone (i.e., a third party) does of the data captured through the
deployed devices, the information that can be extracted from it, and, above
all, to whom this information is visible or shared. Thus, addressing privacy
concerns implies preventing data from being disclosed to anyone and under-
standing how this issue can affect employees’ beliefs and acceptance of the
technology. However, to the best of our knowledge, there is no prior evidence
in the reviewed body of knowledge about users’ perceptions of data ownership
or the importance of who is in control of the information that is shared in
workplaces.

Therefore, existing literature for the workplace context can benefit from
an extended view of the privacy that elicits how employees’ perception would
change if the control of this information belonged solely to them as owners

of the data. For this reason, this chapter aims to understand better the
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role of data control and ownership, data privacy, and its correlation with the
perception of the value offered by IoT technologies in work environments.
For that, a study based on an online questionnaire was conducted to collect
information about the concepts of privacy and control among employees across
European countries. A total of 524 participants completed this questionnaire.
In the following, the procedure and the main findings extracted from this
study will be stated.

The remaining of this chapter is structured as follows: Section 3.1 intro-
duces the scope and objectives of this study. Section 3.2 describes its proced-
ure and the questionnaire. Section 3.3 presents the obtained results. Finally,
Section 3.4 concludes this chapter with a summary of the main obtained find-

ings.

3.1 Objectives related to the dissertation’s hy-
pothesis

As outlined in the introduction of this chapter, it is essential to focus on threats
to informational privacy and examine other related aspects when deploying
technology in smart environments. Therefore, in this chapter, we aim at ana-
lyzing the implications of data control and data ownership in the workplace
and how it affects the general perception of the technology by employees. For
that, we created a questionnaire that presents a speculative scenario where a
company designs an intervention to promote physical activity at work to pro-
mote healthier habits. To run this campaign, the fictional company provides
devices (e.g. a smartwatch or smart sensors) that monitor how much time
employees spend without getting up, how much they walk, how much they
hydrate or how many coffees they drink per day. In addition, the fictional
company also decides to replace work chairs with smart chairs that provide
employees insights into their ergonomics. During the study and the design
of the questionnaire and/or the speculative scenario, we deliberately avoid
creating concerns about privacy issues in an explicit way to void potential

bias when addressing those aspects of the system (Braunstein et al., 2011).
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Hence, we did not use words such as "supervision”, "surveillance” or expli-
citly explaining the misuse that could be made of this data or that it could
be associated with people’s working performance.

The following section explains how, through this scenario, we aimed to un-
derstand the implications of the deployment of IoT technologies in the work-
place and what barriers to their integration are perceived by participants,
always focusing on the concept of privacy.

In addition to obtaining initial insights into what users expect from the
integration of technology in workplaces, this study has a further twofold ob-
jective. On the one hand, to find out what is the perceived value that users
place on the information that would be obtained with IoT devices. For in-
stance, how private they consider the information retrieved from them and
how they feel about the possible use of this information by external peers,
companies or third parties. On the other hand, we aimed to understand how
their perception would change if the control of this information belonged only
to them. To this end, two research questions have been proposed based on the
needs identified in the literature regarding data control and ownership when

deploying technology in those spaces.

Research Question 1: Which is the relationship between the perceived
value of the data that employees generate at the workplace and which are

the main concerns about its potential use?

The main concerns about data being captured in the workplace relate to
how much employees feel that [oT devices invade their privacy, how contextu-
alised the information that can be obtained is, and how possible misinterpret-
ation of data can affect one’s image (or others’ perception about him/her).
Furthermore, knowing the risks that employees declare when it comes to shar-
ing their data with third parties and how this might affect their attitude to-
wards the technology and the enterprise is also important to mitigate those
privacy concerns. Transparency about the policies used to manage the data
collected and doubts about how the system uses their data can lead to a con-
flict of interest between the employee and the employer (Chung et al., 2017).
For this reason, there is a need to understand the perceived benefits of using

such data (e.g. improving their workplace habits) and the concerns that arise

47



3. Data control and privacy in smart workplaces

about data sharing, the collection of personal information, and the ability of
this data to be used by third parties without the user’s knowledge or consent
(Nissenbaum and Patterson, 2016).

To address the influence of these factors, throughout the questionnaire that
we prepared on top of the speculative scenario, users were asked to rate the
features they consider more valuable in the proposed system, including options
relating to its usefulness. Their attitudes towards the captured information
and the entities they would be willing to share this information with were
also asked to understand better how this was related to the perceived (poten-
tial) advantages and benefits of using a system like the one described in the

workplace.

Research Question 2: How does an increased control over employ-
ees’ data and a higher transparency about its use affect the employees’

perception of technology at the workplace?

When deploying technology, there is a gap when it comes to addressing
the ownership of the captured data, as has been reviewed in the previous
chapter. Moreover, most [oT solutions do not give the user control over their
data beyond allowing them to browse and explore over their data collected. In
the context of the workplace, it is not clear whether the captured information
should be owned by the user, the employer or even the platforms being used
for such data capturing (Lupton, 2014). Under those circumstances, users
may decrease their privacy concerns regarding the use of smart technologies if
this control over both the data and the devices was granted to them. In fact,
according to Khakurel et al. (2018), the lack of user control on the accessibility
of this information and the fact that this data is being obtained by platforms
that do not belong to them can hinder their trust in the technology.

By means of this research question, the designed questionnaire is inten-
ded to shed light on the participants’ perceptions about the ownership and
responsibility of the data they produced in the workplace context. In other
words, if the data belong to the prevention manager (who are the ones who
supply the devices), or if the data belong to the users (who are the ones who
use the devices and produce data with them). Based on these initial find-

ings, we delved into how these notions of control increases or decreases the

48



3.2 Method and sample

perception of the technology and whether participants believe that the con-
trol requirements would be met if the information is not outsourced. That
is, it belongs only to them, and they are the only controllers. The following
section will introduce the questionnaire designed to obtain evidence to the

aforementioned research questions.

3.2 Method and sample

We designed an online study to understand the effect of previously addressed
factors in the deployment of technology in the workplace. In the following,

the details about this experiment are provided.

3.2.1 Experimental design and sample

This study consists of an online survey designed to answer the research ques-
tions and the complementary objectives described in the previous section. As
long as ethical considerations are taken into account (Buchanan and Hvizdak,
2009), online survey tools are a relevant method for data gathering that offers
a flexible way to collect both quantitative and qualitative information (Evans
and Mathur, 2005).

The designed questionnaire contains 4 main sets of questions that include
Likert—scale an multiple-choice questions, as well as a final open question
to obtain qualitative answers regarding participants general opinion of the
use-case presented to them. To begin the questionnaire, participants were
provided with a brief study description. Then, they were asked to respond
to an initial set of questions aiming to obtain initial insights regarding the
integration of smart technologies in the workplace, the perceived compatibility
with those smart technologies and how privacy and security risks may affect
them. The items for measuring those factors were drawn from previously
validated studies (Nikou, 2019; Wang et al., 2020b). This set of questions
was repeated at the end of the survey after describing a fictional use case
scenario that illustrates a technology-based system for promoting health in

the workplace. Thus, the idea was to compare the initial responses against
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the ones given when finalizing the survey. With that, to analyze whether
describing a fictional use case to the participants and making them reflect
upon privacy-related aspects could induce changes in their initial answers
(Braunstein et al., 2011).

After this initial part of the survey, respondents were asked to fill to
demographic and socio-economic questions such as gender, nationality, or
education. Then, more specific questions for the scope of this study were
provided. These were related to the number of hours spent being sit down
daily, owned smart devices, their technological background, and their know-
ledge about Data Protection Regulation (GDPR) and/or other related data
privacy policies in their countries. After these two initial parts of the survey,
a speculative scenario was presented. This part of the study follows a user-
centred approach through speculative design, a research method for exploring
imaginary configurations of the world as a way to interrogate questions about
them (Galloway and Caudwell, 2018). In this case, the rationale behind this
approach is to understand the users’ perceptions and concerns regarding a
fictional scenario in where participants are placed. The imaginary situation
described introduces the idea of a health promotion campaign orchestrated
by the managers of the participant’s company, designed to improve his/her
habits during the working routine. The following fictional description was

provided to the participants:

"Imagine that you work in a company that decides to launch a voluntary
campaign to promote physical activity at work and healthier habits during
working hours. To do so, the managers of the campaign (belonging to
your organization) provide you with an intelligent system. This system
is comprised of several smart devices (e.g. a smartwatch or water intake
tracker) that collect data about your daily routine and monitor those
habits and behaviours that could impair your health and wellbeing. By
means of those devices, the proposed intervention seeks to shed light on
how much time you spend without getting up from your chair, how much
you walk or move during working hours, how good or bad your hydration

habits are or how many coffees you drink per day. They also change the
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traditional office chairs for smart chairs to improve your ergonomics and,

hence, alert you when an adjustment of your body posture is advisable.”

After reading the speculative scenario, the respondents had to provide a
series of answers related to the privacy requirements of such a system, the
different options they foresaw for data storage, their preferred level of control
over the data, and other general aspects related to such a perception of emer-
ging technology in the workplace. Then, as introduced, the initial sub-set of
questions about integrating smart technologies in the workplace was repeated
at the end of the study to observe potential changes potentially due to the
self-reflection that the scenario sparks. All the statements and items in every
question were randomized to change the order in which they are presented
for every participant to remove order bias (Malhotra, 2008). The final survey
designed for this study can be found in Appendix A.

We recruited a total of 524 participants, both disseminating the survey
among colleagues of the university, by snowball effect, in Twitter, and using

! a crowd-sourcing platform that recruits participants for

Prolific Academic
academic studies (Palan and Schitter, 2018). This platform is widely validated
by the research community and has a worldwide participant pool with more
than 150,000 reliable potential respondents (Peer et al., 2017). Participation
was voluntary and all respondents were anonymous. Each participant was re-
munerated for completing the survey in accordance with the platform’s policy.
The recruitment was restricted to participants from the European Union and
the United Kingdom, although some participants indicated different national-
ities. Furthermore, we applied a screening process in which participants had
to be actively working in office-based workplaces (e.g. in tertiary buildings or
service sector).

The obtained responses were analyzed and reviewed to gather the most
relevant issues and aspects. In the following, we provide an analysis of the ex-
tracted information. We begin our analysis with the demographic information
of the respondents included in this section. Then, in Section 3.3 a detailed
analysis of the obtained responses is included to finish this chapter with the

extracted conclusions.

'https://www.prolific.co/
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3.2.1.1 Respondent profiles

Table 3.1 provides an overview of the demographic profiles of the respond-
ents who participated in the present study. As the results below show, more
males participated in the questionnaire (58.2%) than females (41.4%). Be-
sides, most of the participants were 22-40 years old, followed by the 41-52
years-old group. Thus, we see that most of the respondents to this survey
were relatively young or middle-aged. In terms of educational achievement,
the majority of the participants have a high educational level, being Univer-
sity degree (bachelor or equivalent) the most frequent answer, followed by
Post-graduate (master or equivalent). People from 35 countries participated
in the questionnaire, mainly from Europe. Portugal (24.0%), United King-
dom (22.3%), Poland (14.1 %), Ttaly (12.6 %) and Spain (7.8 %) are the top-5
countries with the highest number of participants. The last question included
in this table is related to the number of hours, on average, that respondents
estimate they spend at their work desk in a day. The most common answer
was 5-8 hours (51.5%). This may be an indicator of the type of work they
develop, and, considering the nature of the responses, most of the participants
seems to have a sedentary working routine.

This part of the survey also includes three additional questions regarding
the technological background of the respondent. In the first one, respondents
were asked to select which smart devices they own or use regularly. Between
the selection of answers, it was deliberately avoided to include options such as
smartphone, laptops, tablets or similar gadgets. Instead, only those devices
that can be associated with assisting the user in their daily routine or pro-
moting new practices were addressed. Some examples for each device were
given, and participants were free to select as many answers as they con-
sidered. The 53.10% of the respondents selected wearable devices or apps
for health tracking (fitness trackers, nutrition diaries, etc.), followed by the
42.20 % who marked voice assistants (Alexa/Google home or similar devices).
The 33.80 % selected smart home devices (smart meters, smart security cam-
eras or any other connected equipment),% of them, and any other system that

guides them in their everyday decision making (e.g., driver-assisted car) by
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Frequency Percentage

Gender
Male 305 58.2 %
Female 217 414 %
Other 2 0.4 %
Age group
<21 2 0.4 %
22-40 426 81.3 %
41-52 75 14.3 %
53-71 21 4.0 %
Educational achivement
None 1 0.3 %
High-school /secondary 46 8.8 %
Post-secondary (non-university) 62 11.8 %
University degree (bachelor or equ.) 213 40.6 %
Post-graduate (master or equ.) 173 33.0 %
Doctoral degree (PhD or equ.) 29 5.5 %
Nationality
Portugal 126 24.0 %
United Kingdom 117 22.3 %
Poland 74 141 %
Italy 66 12.6 %
Spain 41 7.8 %
France 17 3.2 %
Ireland 12 2.3 %
Rest of the world 71 13.7 %
Sitting time/Day
None 24 4.4 %
1-2 horus 49 9.4 %
2-5 hours 93 177 %
5-8 hours 270 51.5 %
More than 8 hours 88 16.8 %

Table 3.1: Descriptive statistics of the demographic information of the re-
spondents. N = 524.

the 15.10 %. The percentage of participants that did not select any of the
previous options was 24.20 %.

Lastly, for this demographic section, a five-point Likert scale was used
to measure respondents’ self-reported knowledge about technology and their
knowledge about the EU GDPR and/or other data privacy policies of their
countries. Table 3.2 summarizes the obtained results, where 1 point corres-
ponds to None knowledge and 5 points to Expert. The 67.9% of the parti-

cipants rated their technological background with 4 or 5 points. However, des-
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Ratings (1-5 likert scale)
1 2 3 4 )

Technological knowledge
Frequency 1 28 139 235 121
Percentage 0.2 % 53% 265% 448 % 231 %
Knowledge on data privacy policies
Frequency 38 120 204 137 25
Percentage 7.3 % 22.90% 389 % 26.1% 4.80%

Table 3.2: Self-perceived technological background and knowledge about
GDPR or other data privacy policies. N = 524.

pite the wider adoption of technology that this response illustrates, together
with the number of devices respondents’ own or use, the score obtained for
the GDPR question is lower than the reported technological background. In
the case of data privacy policies, most of the participants expressed a medium
knowledge (38.9 %) and only the 30.9 % of them rated their knowledge with 4
or more points. That is, this percentage is significantly lower than those that
refereed themselves as a high-knowledgeable or expert in technology. This
illustrates how even the self-reported most technologically literate people are
unaware of the regulations concerning privacy and individual rights regarding

their personal information.

3.3 Descriptive analysis: questionnaire results

This section presents the results obtained after evaluating the 524 collected
responses of the previous survey. Before doing so, we firstly analyze whether
the responses for the repeated set of questions present remarkable variances
in their responses before and after describirng the speculative scenario (Pre-
Post scenario description). Then, we focus on the evaluation of the questions

concerning the speculative scenario.

3.3.1 Pre-Post scenario questions

To begin analysing the participants’ responses, we tested the possible influence

of the speculative scenario on the initial thoughts about privacy, security risks
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3.3 Descriptive analysis: questionnaire results

Constructs Item Statement

Privacy Risks PRI1 If T use a smart work device, I would lose control over the privacy
of my personal data.
PR2 My personal information will be less confidential if I use a smart

work device.

Security Risks SR1 The security systems built into smart work devices are not strong
enough to protect my information.
SR2 Internet hackers might take control of my information if I use a

smart work device.

Compatibility COMP1 1 feel that the smart work equipment fits my lifestyle.
COMP2 T feel that the smart work equipment is compatible with my day-
to-day needs.
COMP3 T think that the smart work equipment will fit well into my work
environment.
COMP4 T think that the smart work products and applications are useful
for the tasks I do at work.

Table 3.3: Items and constructs for the pre and post scenario evaluation.
Those constructs were extracted from previously validated studies (Nikou, 2019;
Wang et al., 2020D).

and compatibility. For that, this section evaluates the obtained results of the
questions included in the pre and post parts of the survey. Each of these
parts includes eight items that respondents are asked to rate between 1 and 5
with a Likert scale according to their agreement level with each of the item.
Then, as in the original questionnaires from which these questions have been
extracted, those observed variables (items) are grouped into three unobserved
latent variables (constructs): Privacy Risks (PR), Security Risks (SR) and
Compatibility (COMP). These items and constructs are included in Table
3.3.

The average results for every item in the pre and post scenario are shown
in Figure 3.1 and Table 3.4. According to the results, the large majority of
the participants perceive using smart devices positively. Concerning their per-
ceived risks regarding privacy and security, participants were more concerned
about losing control over stored personal data than security breaches. When
compared, it can be observed that perceived benefits of smart devices for the

workplace (compatibility) are above perceived risks (security and privacy) ac-
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Figure 3.1: Mean values for each of the factors included in PR, SR and
COMP for the pre and post scenario questions (left plot) and their difference
(right plot).

Pre scenario Post scenario N Difference
Mean  Std Mean  Std
PR1 3.109 1.184 3.095 1.114 524 -0.0134
PR2 3.302 1.149 3.353 1.137 524 0.0515
SR1 2.968 1.044 3.069 1.060 524 0.0916
SR2 3.036 1.103 3.078 1.157 524 0.0420

COMP1 3.410 1.172 3.403 1.144 524 -0.0076
COMP2 3.420 1.162 3.448 1.132 524 0.0286
COMP3 3.406 1.182 3.380 1.146 524 -0.0267
COMP4 3.399 1.216 3.336  1.187 524 -0.0630

Table 3.4: Comparison between the mean and standard deviation of the pre
and post speculative scenarios responses regarding the Privacy Risks, Security
Risks and Compatibility constructs.

cording to the responses. Nonetheless, it is also remarkable the magnitude of
the privacy constructor, particularly the item PR2, indicating the extent to
which participants are aware of the implications and the value of the inform-
ation captured by these systems.

Furthermore, the average results reveal no notable differences regarding
the pre and post results. This lack of significant differences means that the
participants did not change their opinion significantly before and after being

situated in the speculative scenario.
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3.3 Descriptive analysis: questionnaire results

To verify it, the associations between pre-post changes with regard to the
mean results of the items were explored using Pearson correlation coefficient
(r), obtaining a high correlation value (r =0.97, p <0.0001). This shows that
the pairing was effective, so we conducted a paired t-test to check whether the
difference between the pre-and post-test results of the average of all constructs
is statistically significant. By conventional criteria, the obtained results (#(7) =
0.7347, p = 0.4864) show that this difference is considered to be not statistically
significant. This comparison indicates that the described scenario did not
influence users. The rest of the survey addressed the issue of information
control and privacy without raising awareness about it and, therefore, without

influencing the user’s answers.

3.3.2 Speculative scenario

After presenting the speculative scenario in which participants are placed in
a fictional situation, respondents were inquired about their initial thoughts
towards participating in the described intervention. The findings reveal that
36.3% (N=190) of the respondents answering this question preferred to dis-
cuss first with their colleagues and peer and then decide how to proceed.
Furthermore, a similar number (N=174, 33.2%) would join the campaign
immediately, while 17.6 % (N=92) would only join after a while (i.e., after
observing others using the technology). Finally, only 13 % of the respondents
would decide to not participate in such fictional intervention, that is, 68 out
of the 524 participants.

For the second question of this part of the survey, participants were asked
to select from a list the top three aspects that they consider the most valu-
able for them in the described system (i.e. the provided smart devices for
health tracking). The wide range of proposed options and the percentage of
participants that selected each of the options are summarized in Table 3.5.

A closer look at the responses shows that, when considered alongside with
other options, users place importance primarily on the perceived value of the
system, i.e., that the system is helpful to them (54.00 %). In line with Nappi
and de Campos Ribeiro (2020) and Nissenbaum and Patterson (2016), this
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I Value appreciate... Freq. %

That the system is actually beneficial to me or my health. 283  54.00 %

That the system is secure and privacy-aware (i.e your personal inform- 236 45.00 %
ation will not be compromised).

That I can understand how the system works, what kind of information 232 44.30 %
it collects, which is the use of the collected data and who has access
to them.

That my personal data is only used for the purpose for which it is 227 43.30 %
collected.

That the collected data does not cause any harm to me, neither per- 224 4270 %
sonally nor professionally.

That I can decide which of the data collected by the system is public 188 359 %
or private, or to whom it is shared.

That the system is efficient enough without requiring much attention 182 34.70 %
or time from me.

Table 3.5: Obtained responses to the question "What do you wvalue most
when it comes to using such a system? (i.e. the provided smart devices)”.
Respondents were asked to select three options out of the seven given.

indicates that it is necessary to understand the perceived benefits of using
such a system and even the reason for using the captured data (e.g. improving
workplace habits). A significant relevance is also given to privacy, in the sense
that the information collected will not be compromised in any way or used for
any other purpose (45.00 %). Transparency and understanding the purpose
of the collected information are also considered essential aspects (44.30%).
Transparency is linked to the policies used to manage the collected data and
how this data is used, which can lead to a conflict of interest between the
employee and the employer (Chung et al., 2017).

This conflict of interest is closely linked to the meaning given to this data
and the possible malicious use of the extracted information. These factors
become a paramount concern in the context of the workplace, where every

captured data can be related to the productivity or performance within the

58
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workplace (Neff and Nafus, 2016). For these reasons, participants also selected
as a valuable aspect that the personal data is only used for its original purpose
(43.30 %) and that this information cannot cause any harm neither personally
nor professionally to them (42.70 %). In this case, choosing whether the data is
public or private, or with whom it is shared, was the second least chosen option
(35.90 %). This response could be conditioned by those participants who do
not consider as an option the possibility of making their data public. Finally,
those aspects related to the functionality of the system and its efficiency from
the outset were ranked as the least important among these options (34.70 %).

From the reported data, it can be concluded that the top selected state-
ments are closely related to the balance between the risks that users perceive
when sharing their data with third parties and the perceived benefits and the
added value of the system that captures this data. Thus, obtained responses
correlate to the concerns about data sharing, the collection of personal in-
formation, and the possibility of this data to be used by third parties without
the user’s knowledge.

For this reason, the third question of the survey addressed specifically who
should have the final responsibility for the data. In essence, who should be
the owner of this data and to whom it should be visible. Several statements
were provided, and the participants’ opinion from 1 (completely disagree) to
5 (completely agree) was asked. The averages of their responses are included
in Table 3.6.

When comparing those results, it is highly remarkable that participants
lean towards being the only ones who should be granted privileges to own and
control their data, deciding which data can be shared and to whom. For this
reason, 240 respondents completely agreed with the statement All data should
remain under my ownership, and I will be the only person that can grant ac-
cess to third parties of certain data I produce. On the contrary, they mostly
disagree with the idea of their data remaining under the ownership of their
company. A total number of 155 respondents completely disagreed with this
idea, which obtained an average result of 2.485 (SD 1.262), compared to the
3.996 (SD 1.150) of the previous statement. When the ownership of the data
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Statement MEAN SD

All data should remain under my ownership, and I will be the only 3.996 1.150
person that can grant access to third parties of certain data I produce.

All data that I produce should remain under my ownership but visible 3.403 1.251
to interested entities, as long as this data can not be linked to me and
only for the sake of my health.

All data that I produce should remain under the ownership of my 3.149 1.240
company /organization, as long as these data can not be linked to me.

All data that I produce should remain under my ownership but visible 3.147 1.226
to the healthcare company of the organization where I work.

All data that I produce should remain under my ownership but visible 3.094 1.239
to my company/organization.

All data that I produce should remain under the ownership of my 2.485 1.262
company /organization since they are the health campaign promoters.

Table 3.6: Average results to the question In your opinion... Who should be
responsible for the storage and security of the data that you produce in the
workplace, and that is collected by the intelligent system?”. Each item was
rated from 1 (completely disagree) to 5 (completely agree).

belongs to them, participants were less reluctant to make it visible to health-
care companies (3.147, SD=1.226) and their organization (3.094, SD=1.239).
Another point of interest is the disparity when the concept of data anonymiz-
ation is included. In such a case, the number of participants who would agree
with their companies’ data being owned by their companies increases (3.149
SD=1.240), only if this data can not be linked with them. When this privacy
is ensured, more participants agree with the idea of sharing this data with in-
terested entities for the sake of their health (3.403 SD=1.251). This is in line
with the literature and the general doubts that the sensed data may contain
private information concerning personal or productivity-related aspects (Nis-
senbaum and Patterson, 2016). A more detailed visualization of the results of
this part of the survey is included in Figure 3.2.

The conclusions for this question are twofold. On the one hand, parti-

cipants perceive positively that the captured information can be visible by
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Who should be responsible for the storage and security of the data?
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Figure 3.2: Boxplot representation of the responses to the question In your
opinion... Who should be responsible for the storage and security of the data that
you produce in the workplace, and that is collected by the intelligent system?”.
Each item was rated from 1 (completely disagree) to 5 (completely agree).

other entities or the health companies only if this information still belongs to
them or is not linked with them. This way, having a final purpose for the
data increases the perceived value of using such a system. However, on the
other hand, respondents value more positively that they can have control over
this data instead of being managed by their companies. Thus, according to
participants’ responses, the concept of privacy and visibility of data by third
parties is conditional on their capabilities to have control over this data.

The last question of this survey regarding the speculative scenario put the
focus on investigating those aspects that respondents consider more valuable
for using the described IoT system. We asked respondents to rate various
statements from 1 to 5, according to their level of agreement or disagreement
with each of them. The obtained average results are included in Table 3.7
and, visually, in Figure 3.3.

The findings reveal that the most valuable aspect is the system’s customiz-

ation capabilities, which obtained the highest mean score, 4.063 (SD=0.893).
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Statement MEAN SD

The intelligent system must have the ability to be customized accord- 4.063 0.893
ing to my specific needs.

The intelligent system can be located locally or remotely, as long as 3.836  0.995
the protection of the collected data is regulated or I have control over
them.

The intelligent system must be able to interact with me in a tailored 3.706 0.935
manner, e.g. only when I have availability.

The intelligent system must be located close to me, in a local device 3.448 1.126
I own, so that the collected data are not stored on external devices
(e.g. cloud servers my company own) that I can not control.

The intelligent system must be always on, collecting my data at all 2.531 1.271
times.

The intelligent system must be remotely located so that the collected 2.378 1.124
data are stored on external devices (e.g. cloud servers my company
own) that I can not control.

Table 3.7: Average results for rating the included items from 1 (completely
disagree) to 5 (completely agree).

Another highly scored aspect related to the system’s usability was the possibil-
ity to tailor the way the system interacts with the user, obtaining a mean score
of 3.707 (SD=0.935). Assessing whether the system should always collecting
data was perceived very negatively (2.531 SD=1.271).

The convenience of the data storage location was measured using three
questionnaire items. Obtained results show that participants resoundingly
disagree with the idea of externalizing their data to be allocated in remote
servers that they can not control. A total number of 143 participants com-
pletely disagreed with this idea, with obtained the lowest average score of this
question (2.378, SD=1.124). On the contrary, as expected based on previous
answers, hosting the intelligent system and the data in a local device was very
positively valued (3.448 SD=1.126). This is also reflected in the high number
of participants who would be in favor of the system being located remotely

or locally, if and only if they keep control of the data and the system. The
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Evaluation of the general aspects of the system
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Figure 3.3: Boxplot representation for the obtained responses when rating
each item from 1 (completely disagree) to 5 (completely agree).

convenience of this approach obtained even a higher score (3.836 SD=0.995).
These results are in line with the insights obtained from the previous question
and highlights how the concept of being the only ones in charge of managing
their data emerges as one of the most valued point. In general terms, it can
be concluded that there is agreement among the vast majority of participants
in this respect.

To conclude with the questionnaire, participants were asked to voluntarily
provide their feedback regarding the proposed system or the questionnaire
itself. A relatively small number of participants (N=80) decided to participate
in this optional question. In the following, we include a small selection of
opinions that are relevant for the purpose of this study:

Some of the participants emphasized their fears about privacy and the use
of their data:

"If such a device would exist I would find it terrifying and invasive of

privacy/personal boundaries and I would feel judged and watched”

"Having data like how long am I sitting down or how many coffees I
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drank is not data that should be easily accessible to my company. That
kind of control is honestly scary and I don’t want to live in a world like

that.”

"I believe any kind of information it tracks is prone to leaking. Hackers
can break into any cloud storage. So these days nothing is safe. But

still, these advancements are very useful.”

Other participant associated his/her personal experiences in the past with
the proposed system:

"I love the idea to integrate a smart work device in mi day to day but

I'm always afraid it will be hacked and my information shared as it has

happened in the past with personal information such as my telephone

number”

Also, some of them expressed their concerns about their companies having

access to this data:

"My problem with the concept didn’t come up in the questions. I would
be concerned that instead of being used to promote my health it would
be used to track how many hours I spent logged in and working e.g. the

opposite of the purported intention.”

"I don’t fear hackers or “outsiders” getting their hands on my personal
data. I fear the company/owners/makers of the program I use will sell
my information in one way or another. Even if they say they don’t sell
my information and even if it is against the law I am confident they will
still circumuvent this somehow every time - no matter what company, and

with no exceptions.”

Lastly, one participant raised the dilemma between the functionality of such
a system and the potential risks it may entail:
”[ think we can all agree on the comfort and practicality of having these

devices. They fit into our lives like a glove, but it doesn’t mean they can’t

be harmful.”
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3.3.3 Measuring the effect of privacy and security risks

So far, we have identified with statistical results the opinions of the parti-
cipants with regard to the integration of technology at work. Based on this,
we have addressed which aspects they consider more positive or negative when
it comes to evaluating data privacy, data ownership or system’s performance.
In the following, an exploratory analysis of these results is detailed to provide
a first approximation to the effect of privacy and security, concerning the
aspects previously explained, on the compatibility with smart technology for
the workplace.

To do so, we propose a conceptual model that shows the study’s rela-
tionships between those concepts by means of different indicators and latent
variables, which, in the following, will also be called constructs. The differ-
ent constructs and their influence on the perception of the IoT system are
assessed through Partial Least Squares Structural Equation Modeling (PLS-
SEM). PLS-SEM is a modelling method that allows the estimation of complex
cause-effect models to estimate and test causal relationships between latent
variables (Hair Jr et al., 2016).

However, the completeness and number of nuances of the reflective items
included in the speculative part of this survey hinder the possibility of easily
categorizing these items into constructs to be evaluated through the PLS-
SEM method. For this reason, we want to highlight the exploratory nature
of this part of the section before delving into the results of this procedure.
Furthermore, it is essential to note that this study is only intended to analyze
further the correlation between the different constructs of the addressed con-
cerns and obtain insights that could indicate a potential effect between them.
Therefore, the results presented in this section should not be overestimated
and are not intended in any case to constitute a universal integrated model

or a measurement instrument.
3.3.3.1 The proposed structural equation model

We have defined 4 new constructs that are added to the PR, SR and COMP

ones included in Table 3.3. Those new constructs are: Control (Increased
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Constructs Item Statement

Control CTR1 The intelligent system must be located close to me, in a local device
I own, so that the collected data are not stored on external devices
(e.g. cloud servers my company own) that I can not control.
CTR2 All data should remain under my ownership, and I will be the only
person that can grant access to third parties of certain data I produce

Transference TR1  All data that I produce should remain under the ownership of my
company/organization, as long as these data can not be linked to me
TR2  All data that I produce should remain under the ownership of my
company/organization since they are the health campaign promoters.
TR3  The intelligent system must be remotely located so that the collected
data are stored on external devices (e.g. cloud servers my company

own) that I can not control.

Visibility VI1 All data that I produce should remain under my ownership but visible
to my company/organization
VI2 All data that I produce should remain under my ownership but visible
to the healthcare company of the organization where I work.

Conditional ~CN1 All data that I produce should remain under my ownership but visible
to interested entities, as long as this data can not be linked to me and
only for the sake of my health.

CN2  The intelligent system can be located locally or remotely, as long as
the protection of the collected data is regulated or I have control over
them

Table 3.8: New items and constructs, extracted from the designed question-
naire, for the analysis of the structural model.

control requirements are positively considered), Transference (Reduced con-
trol requirements and the transference of the responsibility of the data are
positively considered), Visibility (granting access to the data and making it
visible to third parties is positively considered), and Conditional (Control
and Visibility are positively considered only if they are conditional on another
factor). The items of the questionnaire grouped under each of these constructs
are listed in Table 3.8. To better associate those new constructs with the ini-
tial ones (PR, SR and COMP), we will consider for this part of the evaluation
only the responses to the post-scenario data, as those responses were obtained
once participants were familiar with the described speculative scenario.
Figure 3.4 shows the proposed structural model. This model hypothesizes

that the perceived privacy and security risks condition the self-reported com-
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PRIVAL

He
TR1

TR2

TR3
TRASNFERENCE

Vi1

Vi2

SECURITY RISK VISIBILITY

Figure 3.4: The proposed structural model for the exploratory analysis of the
effect of PR and SR on the perceived COMP and the preferences regarding
Control, Transference, Visibility and Conditional aspects.

patibility with smart technologies for the workplaces and the participants’
preferences regarding Control, Transference, Visibility and Conditional as-
pects. Each of the potential effects is hypothesized through the relationships
between the constructs. In other words, this analysis aims to determine the
potential influence of PR and SR on participants preferences over the charac-
teristics of the smart systems that have been grouped as Control, Conditional,
Visibility and Transference constructs, as well as the influence of PR and SR
on self-reported compatibility with the described smart system. We also con-
sider the hypothesized relationship between PR and SR both directly and
indirectly to evaluate their effect. In the following, the measurement and the

structural model evaluated using SmartPLS software (Ringle et al., 2015) are
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1 2 3 4 ) 6 7

Compatibility  0.910

Conditional 0.172  0.750

Control -0.120  0.045 0.800

Privacy Risks -0.300 -0.023 0.320 0.909

Security Risks -0.189 -0.084 0.287 0.685 0.898
Transference 0.255 0.149 -0.287 -0.167 -0.106 0.746
Visibility 0.198 0.247 -0.107 -0.121 -0.075 0.380 0.855

N Ot W

Table 3.9: Discriminant validity - correlation between constructs and AVE
square root on diagonal.

illustrated and discussed.

We first evaluate the measurement model. To begin with, the discriminant
validity of the constructs was obtained to determine whether those constructs
that should not be related are actually unrelated. Then, this discriminant
validity, whose results are included in Table 3.9, was confirmed using the
(Fornell and Larcker, 1981) criterion. This means checking that the square
root of the Average Variance Extracted (AVE) included on the diagonal ex-
ceeds all correlations between that construct and the rest of them.

Then, we examine the internal consistency of the models. A Confirmatory
Factor Analysis (CFA) was performed for all constructs depicted in Figure
3.4. The obtained results are included in Table 3.10.

The first measured factor of the CFA is the factor loading, which represents
the strength of the relationship between constructs and items. According to
Hair et al. (2009), factor loading values higher than 0.5 are acceptable and
practically significant for exploratory studies, while 0.7 or higher are desirable.
We meet the first requirement in all the factor loadings except one, CN1.
Given the completeness of the items included in the Conditional constructor, it
could be expected that such a complex item may not have enough relevance in
explaining this construct. The traditional procedure in such cases is to remove
this item. However, as the AVE and Composite Reliability (CRs) values
of Conditional construction meet the requirements for exploratory research

(Fornell and Larcker, 1981), we decided to maintain it in our model. We

68



3.3 Descriptive analysis: questionnaire results

Mean SD Factor L. Cronbach’s a CR AVE

Conditional CN1 3.403  1.249 0.367 0.384 0.676 0.558
CN2 3.836 0.994 0.991

Compatibility COMP1 3.403  1.143 0.919 0.931 0.951 0.829
COMP2 3.448 1.13 0.923
COMP3 3.38 1.145 0.914
COMP4 3.336 1.186 0.884

Control CTR1 3.448 1.125 0.679 0.463 0.777 0.639
CTR2 3.996 1.149 0.905

Privacy Risks PRI1 3.095 1.113 0.913 0.790 0.905 0.826
PR2 3.353  1.136 0.905

Security Risks SR1 3.059  1.059 0.910 0.761 0.893 0.806
SR2 3.078 1.156 0.885

Tranference TR1 3.149  1.239 0.585 0.617 0.781 0.551
TR2 2485 1.261 0.919
TR3 2378  1.123 0.684

Visibility VI1 3.094 1.237 0.767 0.647 0.841 0.727
VI2 3.147  1.224 0.930

Table 3.10: CFA results to examine the internal consistency of the model.

acknowledge the potential limitations for the consistency of this model that
this may entail for the validation of this study.

Cronbach’s alpha (a) values, which measure how related are the items
as a group, were all above the acceptable threshold of 0.60 for exploratory
research (Hair et al., 2017), except the Conditional and Control constructs. It
should be noted that Cronbach’s alpha needs to be interpreted in context and
with respect to the number of items that constitute the construct. A small
number of items (N = 2 in some of the constructs in our case) may affect this
value. This possibility was described by van Griethuijsen et al. (2015). In that
case, authors justified continuing with their analysis by arguing that, as the
Spearman-Brown prediction formula shows, slightly increasing the number of
items would lead to acceptable values for Cronbach’s alpha. We adopt the

same strategy, underlying again the possible limitations of this circumstance.
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H  Path relationship B t-value p-Values Validation
H; Privacy Risk ->Compatibility -0,299 6.834 <0.001 Supported

H, Privacy Risk ->Conditional 0.066 0.851 0.395 Not significant
H; Privacy Risk ->Control 0.231 4.291 <0.001 Supported
H,; Privacy Risk ->Transference -0.181 2.974 0.003 Not supported
Hs  Privacy Risk ->Visibility -0.134 2.001 0.0456 Not supported

Hg Security Risk ->Compatibility -0.205 6.451 <0.001 Supported
H; Security Risk ->Privacy risk 0.685 22.198 <0.001 Supported

Hg  Security Risk ->Conditional -0.085 1.318 0.18770 Not significant
Hy Security Risk ->Control 0.287 6.844 <0.001 Supported
Hyy Security Risk ->Transference -0.106 2.185 0.029 Not supported
H;i  Security Risk ->Visibility -0.075 1.436 0.151 Not significant

Table 3.11: Total effects § between the different constructors of the structural
model. Not significant if p > 0.05 or t-value < 1.96. Not supported if 8 < [0.2].

The internal consistency reliability of the construct is measured through
CR. CR values higher than 0.60 are acceptable in exploratory research, and
all the constructs meet this minimum requirement Hair et al. (2009). Finally,
according to Fornell and Larcker (1981), AVE values above 0.50 shows that
both construct and individual variables have high validity. Again, our study
meets the minimum value for this indicator in all the constructs.

Having evaluated the model through CFA with the aforementioned limit-
ations, a path analysis for hypothesis testing is performed to study the size of
a relationship between two constructs. That is, how strong the effect of one
construct is on another construct. This relationship can be negative or posit-
ive. The estimated effect size is greater than 0 if hypothesized as positive and
less than 0 if hypothesized as negative, with higher numbers (between —1.0 to
1.0) showing a more robust association (Mclntosh and Gonzalez-Lima, 1994).
Path coefficient should be larger than |0.2| and have a t-value over 1.96 in
order to demonstrate its significance in the predicted direction (Wong, 2013).

Table 3.11 includes all the hypothesized relationships, the obtained total
effects given by the standardized path coefficient, and the indirect effect. It
also includes whether this hypothesis is supported or not. The structural
model results reveal that PR has a negative and statistically significant in-
fluence on Compatibility (=-0.299, t=6.834, p<0.001). Similarly, SR shows
a negative indirect effect with Compatibility (f=-0.205, t=6.451, p<0.001).
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Thus, perception of privacy and security risks were found to contribute neg-
atively to the potential compatibility of the smart system, which validates H;
and Hg. This indicates that the compatibility with the smart system might
decrease when individuals find the perceived privacy and security risk high.

A strong direct positive effect was also found between SR and PR, ($=0.685,
t=22.198, p<0.001), meaning that the perception of SR directly affects the
perceptions of PR, supporting H; and having, thus, an influence on Com-
patibility. The last construct whose path relationships with PR and SR
is strong enough to be supported is Control. For this reason, respondents
perceived requirements for Control are directly influenced by the Privacy
Risks ($=0.231, t=4.291, p<0.001) and the Security Risks (=0.287, t=6.844,
p<0.001). Therefore, the control intentions might become more positive for
those participants with increased privacy and security concerns, validating Hs
and Hy.

Finally, The influence of PR and SR on Conditional, Visibility or Trans-
ference was not strong enough to be supported. Therefore, H,, Hy, Hs, Hg,
Hiyp and Hy; are all rejected by the model. Even though being rejected, their
results are in line with those already mentioned. Privacy and Security Risks
report a weak but negative influence on the Transference and Visibility con-
structs, meaning that individuals are more reluctant to grant access to their
data to third parties when they have a higher perception of the privacy and
security risks.

In summary, the exploratory analysis described above allows us to es-
tablish specific influences between the different concepts discussed. Firstly,
the perception of compatibility with the proposed intelligent system is condi-
tioned mainly by the privacy and security risks perceived by the participants.
Therefore, these concerns are a burden for seeing this system as a suitable
tool for personal use in these spaces. Secondly, there are indications of the
influence of the perception of privacy and the importance given to the ability
to control data. Consequently, users who perceive these risks more strongly
tend to choose those options that allow them to be in charge of this data as
a precautionary measure. This is in line with the conclusions obtained from

the descriptive analysis performed over the questionnaire results.
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3.3.4 Limitations

Before outlining the main conclusions extracted from the gathered informa-
tion, the limitations of this study need to be addressed. To begin with, the
conclusions derived in this study are based on the statistical data obtained
from a fictional scenario. That is, participants’ responses are given consid-
ering the described speculative scenario and their opinion is not based on a
real system that all of them had the chance to test in their work premises.
Consequently, their opinion may be conditional on the technology they use
on a daily basis or on their previous experiences with other similar devices or
systems.

Moreover, despite the broad range of profiles that this survey covers (in-
cluded in Section 3.2), this evaluation does not ensure equal coverage of pro-
files. Thus, the second limitation concerns the generalization of the findings
(i.e., external validity). To begin with, those findings are based on users and
mostly reported a medium-to-high level of technological background. Thus,
the findings may not be applicable to those who are less technologically ad-
vanced and may lean towards heavy IoT technology users. Secondly, demo-
graphics data mainly covers European Union countries as well as the United
Kingdom. Moreover, most of the responses are grouped into 5 countries (Por-
tugal, United Kingdom, Poland, Italy and Spain). The perception of the
concept of sensitive information or the associated privacy-related behaviors
may depend on the cross-cultural differences of the population. Those cul-
tural differences and data regulatory policies of such countries are not con-
sidered in this study. Hence, the conclusions derived in this study are based
on statistical data that can not be universally generalized.

Finally, carefulness needs to be taken in order to avoid overstating the
conclusions of the second part of this section (i.e., internal validity). The
addressed statistical limitations of the structural model hinder the task of
providing an impactful analysis of the obtained results of that part of the
study. Those hypothesized relationships are based on constructors created by

grouping the items included in the questionnaire by the researchers. Some
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of these items are sufficiently complex that categorizing them into these con-
structs may not be robust enough to validate the defined model, even though
two investigators validated the grouping, ensuring the inter-rater reliability
(Gwet, 2014). Thus, although the evaluated model meets most of the reliabil-
ity and validity criteria (with some pertinently reported exceptions), they are
based on exploratory rule of thumb metrics that are suitable for early stages
of research but may not be consistent enough. Further significance in these
criteria and a deeper analysis of the model’s robustness would be necessary
to validate it. For this reason, this analysis can not be considered confirmat-
ory nor to provide empirical evidence of those findings. Instead, it should be
taken as a complementary approach to understanding better the conclusions

obtained from the initial descriptive analysis of the questionnaire data.

3.4 Conclusions and implications for this dis-
sertation

Throughout this chapter, a study to understand in detail the implications of
the integration of IoT technologies in the workplace has been introduced. To
this end, an online survey was conducted, collecting 524 responses from people
of different locations in Europe. In this survey, respondents were confronted
with a speculative scenario in which their fictional company was the promoter
of a campaign to foster healthier habits at work. To that end, IoT devices
would be in charge of recognizing employees habits and give them advice on
how to improve them. Based on this described fictional situation, participants
were asked to provide their opinion regarding their requirements for adopting
such a system. The obtained responses have been quantitatively analyzed and
the limitations of this study clearly addressed. Even considering these limit-
ations, both the descriptive analysis of the results and the findings obtained
from the complementary structural model show potential to obtain the final
remarks that conclude this chapter.

To begin with, it can be observed how privacy and security risks have

a negative effect on the perception of IoT systems. However, according to
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the results shown in Table 3.4, the self-reported compatibility of the parti-
cipants with the technology has proven to be higher than the perception of
these risks, indicating an initial positive predisposition of the participants to
adopt it in work environments. Within the perception of these risks, users are
most concerned about the potential use of the captured data. Therefore, as
Table 3.5 illustrates, in addition to the fact that the system is beneficial for
them, having the evidence that their data will not be compromised or used
for other purposes appear among the most valued characteristics in relation
to the system described.

In response to the Research Question 1, the obtained results reflect that
respondents’ perception of data collection in those spaces is related to the
possible cost-benefit ratio of generating such data. This cost is associated
with the misinterpretation that can be made of this data. Once participants
are confident that they are the only ones who decide how to proceed with their
data, they feel more akin to making their data available to others. The same
applies when the data can not be associated with them by any means. In those
cases, sharing their data with the healthcare company of the organization they
work for or with interested entities is perceived more positively as there is
added value with the process of collecting this data (see Table 3.6).

Concerning Research Question 2, the main problem arises with the reluct-
ance of participants to let their own companies be in charge of storing and
controlling the data captured, as this may entail a limited control of the in-
formation shared with third parties. Consequently, when inquired about the
storage of data, having complete control and ownership over the collected data
and deciding to whom it can be shared emerges as the most agreed factor.
Besides, as included in Table 3.7, they completely disagree with the idea of
storing their information in remote devices that they cannot control. On the
contrary, they feel more confident with the idea of locating the storage of this
data in devices closer to them to ensure that this control is granted. However,
they could also opt for remote storage if they are entirely sure that they are
the only administrators of their information.

Those identified requirements for control are in line with the findings ob-

tained from the evaluation of the different factors proposed in the analyzed
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structural model. The privacy concerns of the participants directly influence
respondents’ perceived requirements for control. At the same time, those pri-
vacy risks have an active influence on the self-reported compatibility with
smart systems in the workplace. Thus, this provides insights that indicate
that the perception of IoT technologies in the workplace increases if users’
control over the information is ensured. Finally, the importance of involving
the user in the personalization of the system was also reflected in this question,
as the most agreed statement was related to having the ability to customize
the system according to their needs.

In summary, the combination of the insights obtained from Chapter 2
and the results of the present study provide us with a solid theoretical back-
ground and motivation to fully embrace an Edge Computing approach in this
work. Through a local approach, we aim to let users always have control
over their information. Thus, the privacy of the data is promoted by pre-
serving its externalization. Furthermore, in our vision of a human-centric IoT
approach, this control is also extended to the possibility of interacting with
intelligent systems to personalize it to their expectations and requirements.
In the following, this dissertation will introduce several approaches and pro-
posals that aim to contribute to embrace this privacy-enabling and interactive

smart workplace that participants demand.
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Everything should be made as simple as possible, but

no simpler.

Albert Einstein

CHAPTER

Cost-accuracy trade off
for optimizing local data
processing

N response to users’ demand for privacy, trust and control over their
data, executing ML tasks at the Edge of the system has the potential
to preserve the privacy of capture data and create positive interac-
tions between users and the IoT through a privacy-by-design approach.

This implies moving complex computational tasks to a local stage. Specific-
ally, computational tasks related to both inference and training stages of the
classification process, in which Edge devices must balance the computational
cost of the ML techniques to meet the available resources.

The main difficulty that will be observed throughout this chapter arises
when high-demanding applications compromise the computational capability
of the Edge devices. Some scholars have pointed out that pre-trained models
are easily deployable in constrained nodes and, hence, inference can run on
them. However, processing new data and training new models are computa-
tionally intensive tasks that are still insufficiently investigated in Edge devices.

Thus, if a model needs to be retrained to integrate new data, the usual answer

7



4. Cost-accuracy trade off for optimizing local data processing

to overcome this drawback is to move the training stages to Cloud servers.
However, this involves externalizing the captured data, which is against the
benefits of Edge Computing in terms of privacy. Hence, the next stage of
an intelligent Edge is to find new ways to integrate the whole classification
pipeline at the Edge to perform on-site training and decrease data exposure.

For this reason, this chapter aims to analyze all the factors affecting the
classification process. Then, to empirically evaluate their impact in terms of
performance and cost, addressing together the training and inference stages
of the ML pipeline. From there, further evaluation of the trade-off between
classification accuracy and computational cost can optimize the performance
of the system. To this end, a multi-objective Pareto optimization analysis will
be presented to find the subset of solutions with the best cost-accuracy trade-
off.  We focus our analysis on HAR systems, representing a standard type
of classification problems in human-centered IoT applications. In essence,
this chapter contributes with empirical data to demonstrate the opportunities
that the optimization of the classification pipeline can provide to (i) match the
available resources of Edge devices for a balanced cost-accuracy trade-off and;
(ii) be able to integrate both inference and training at the Edge instead of the
Cloud, avoiding extra threats on compromising private data. These objectives
are intended to create spaces where human and machine intelligence could
collaborate while data control and privacy are promoted.

The chapter comprises various sections, starting from Section 4.1, which
describes the different variables and factors that take part in the classifica-
tion pipeline. Section 4.2 explains the procedure and the experimental setup
followed to measure the performance of the activity recognition system. Sec-
tion 4.3 describes the influence of the factors described in this chapter and
their impact on the deployment of similar applications in resource-constrained
devices. The proposed strategy is also applied to evaluate the potential op-
timizations that can be obtained in an automatic way (i.e., setting a threshold
for the maximum classification loss). Finally, the conclusions of the chapter
are presented in Section 4.4. Most of the results described in this chapter have

been published as a journal article (Gémez-Carmona et al., 2020).
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4.1 A holistic approach to optimize the classi-
fication pipeline

Detecting human activities through the classification of sensor data involves an
ensemble of computationally intensive tasks. For this reason, in the following,
we want to better understand the computational cost of each of those tasks and
how these are connected to the resulting accuracy of the classification results.
Thus, in this section, we identify and break down from a methodological point
of view the different factors that take part in all the stages of the ML process,
considering together both training and inference phases of the ML pipeline.

To that end, we have identified five factors that affect the computational
cost of HAR applications in [oT contexts: (i) the platform on which the clas-
sification is performed and the set-up, (ii) the sampling frequency in which
raw data is captured, (iii) the number of components of the signal (for acceler-
ometer data), or the number of sensors that can be involved, (iv) the number
of features extracted from the data, and, finally, (v) the ML algorithm used.
These factors are depicted in the center of Figure 4.1.

When calculating the cost, we should differentiate between two main stages
in the ML process. On the one hand, creating a new model (training stage,
also known as model fitting), and, on the other hand, deploying this trained

model to make predictions (inference stage). Both stages, as can be observed
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Figure 4.1: Schematic representation of the different factors affecting the
cost-accuracy trade-off.
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in Figure 4.1, involve data pre-processing (preparation), which corresponds
to analyzing the raw data and transform them into useful inputs for ML
algorithms. Such preparation usually relies on features calculated from the

processed data that represent the main characteristics of the initial data.

As explained in the introduction of this chapter, we foresee executing the
training stage at the Edge and not only inference. In this way, training also
contributes to the sum of the total computational cost we will calculate for
the whole pipeline. Depending on the ML technique, the training cost for a
model can be several orders of magnitude higher than its inference associated
cost. However, it is true that training new models is usually done much less
frequent than inference. For example, a HAR system could infer movements
from data several times per minute, while retraining only happens every few
days. We capture this by the training ratio ry; 0 < ry <1, so that the total

computational cost ¢y is calculated with Equation 4.1:

Ctotal = Tt * Ctraining + (1 = T't) * Cinference (4.1)

We will later study the influence of this ratio on the feasibility of different
solutions.

Apart from affecting the computational cost, all factors of Figure 4.1, ex-
cept the platform, also influence the accuracy of the classification. Thus, all
these factors condition the reliability of ML algorithms when it comes to de-
tecting human activities from the sensor data. This interdependence implies
a critical trade-off in the design and operation of the proposed Edge system.
After the choice of the platform, which is done during deployment and determ-
ines the available hardware, the other parameters can be adjusted during run-
time. Thus, these factors provide the possibility to adjust computational cost
and accuracy, which will be studied in the remainder of this chapter. Based
on this analysis, we present a holistic optimization strategy through data re-

duction that can mitigate the limitations of resource-constrained devices.
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4.2 Procedure and Methodology

To evaluate the performance of several ML algorithms, we propose a HAR clas-
sification problem where sequences of accelerometer data are used to relate
the inertial signals to previously labeled actions. Even though this optimiza-
tion process can be extrapolated to any classification problem, we will initially
focus our study on one of the target activities related to wellness monitoring
in office environments: hydration habits. Therefore, to test the suitability of
this approach with a validated dataset, we first focus on the methodology to
design a drinking activity detection system using a publicly available dataset
that includes this targeted activity, namely the ADL Recognition with Wrist-
worn Accelerometer Dataset (Bruno et al., 2014). Then, we will address how
this strategy can be applied to create an optimization pipeline that reduces
the initial data to the minimum search space that meets a pre-set requirements

that get a good cost-accuracy trade-off.

This second stage will introduce a novel dataset for monitoring office hy-
dration patterns, explicitly created to fit into the context of this dissertation.
This novel dataset serves as a use-case in which the surrounding working en-
vironment is enhanced to incorporate IoT technologies, e.g., placing a sensor
in the usual bottle or mug used by each worker. More specifically, this data-
set was elaborated with the idea of having an activity dataset that resembles
real-world scenarios and incorporates high variance between users and classes,
ensuring the robustness of this approach to fit into the particularities of fi-
nal end-users. Moreover, we will also evaluate the proposed method with a
public dataset for recognizing larger activity patterns. To sum up, in this
part of the work, we consider three datasets related to sensors that repres-
ent a typical use-case scenario for HAR applications and our specific context.
This enhances the evaluation procedure and the generalization capabilities
of the system, minimizing potential biases in the validation of the proposed

approach.
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4.2.1 Selected datasets

In the following, we describe the datasets aforementioned that will be used
for evaluation purposes through this chapter. Starting with the two data-
sets obtained from the literature, we will afterwards introduce the previously

mentioned novel dataset that we have created for this dissertation.

4.2.1.1 Public datasets

o ADL Recognition with Wrist-worn Accelerometer Dataset (Bruno et al.,

2014)

To evaluate in detail the impact of those factors described in 4.2, we have
selected, from the existing HAR datasets, one that includes the drinking
activity, namely, the ADL Recognition with Wrist-worn Accelerometer
Data Set. It is publicly available in the UCI ML Repository (Dua and
Graff, 2017). This dataset contains 14 labeled activities of daily liv-
ing in 839 recorded trials, or instances: brush teeth, climb stairs, comb
hair, descend stairs, drink glass, eat meat, eat soup, get out of bed, lie
down in bed, pour water, sit-down in a chair, stand-up from a chair,
use telephone and walking. These activities were recorded by 16 volun-
teer participants (11 men and 5 women aged between 19 and 81 years)
wearing a right-wrist worn tri-axial accelerometer with an output rate
of 32 Hz. The accelerometer measurements are provided as a series of
data points indexed in time order so that activities are classified based
on the signal behavior over a period of time. As such, this is a time

series classification problem.

With the idea of better fitting to the scope of this work, this dataset
was binarized to represent two classes: drink gesture (100 instances) and
the rest of the activities (739 instances). Even though this might create
an unbalanced distribution of classes, the available data still provide a
suitable framework to perform the comparative analysis of the classific-
ation solution. Thus, to maintain the classification pipeline as stand-
ard as possible for evaluation purposes, no specific balancing method

was applied to the data. Note that performing any balancing method
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(under-sampling or over-sampling strategies) would have an impact on
the computational cost, which should also be considered when balan-
cing the cost-accuracy trade-off. Therefore, we did not introduce such

a phase in our proposal.

o The Daily and Sports Activities Data Set (Altun et al., 2010)

Despite being out of the scope of this dissertation, we have also selected
one more general and widely validated dataset that includes a large vari-
ety of different activities. This dataset was explicitly chosen to support
our findings of the optimization of resource-constrained devices since it
is one of the datasets recommended for measuring the performance of
Edge devices for classification purposes (Banbury et al., 2020). This
dataset contains 19 different activities. (sitting, standing, lying on the
back and on the right side, ascending and descending stairs, standing in
an elevator still, moving around in an elevator, walking in a parking lot,
walking on a treadmill with a speed of 4 km/h, running on a treadmill
with a speed of 8 km/h, exercising on a stepper, exercising on a cross-
trainer, cycling on an exercise bike in horizontal and vertical positions,
rowing, jumping, and playing basketball). A total of 8 subjects (4 fe-
male, 4 male) participated in the data collection, performing each of the
activities for 5 minutes. Then, the 5-min signals were divided into 5-sec
segments. Data was obtained through gyroscopes and magnetometers
located in different positions. In this work, only the torso and right arm

sensors have been considered.

4.2.1.2 The Office Hydration Monitoring dataset

In this subsection, this novel dataset, specifically created for this work, will be
presented in detail. The OHM dataset focuses on classifying office employees’
hydration patterns (e.g., drinking water, tea or coffee) based on a wearable
sensor placed on different liquid containers (e.g., mug, bottles or glasses).
Figure 4.2 shows an example of the setup for collecting the data for one of
the used bottles. The Office Hydration Monitoring (OHM) dataset is publicly
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PS —

Figure 4.2: The IoT sensor used to collect motion signals placed on one
example of the employed liquid containers.

available at (Gomez-Carmona and Casado-Mansilla, 2021), where more details
about it can be found.

This dataset contains 1000 recorded sequences of time series data per-
formed by 10 different subjects. These instances include 25 variations of dif-
ferent interactions that could be made with liquid containers, included in the
taxonomy presented in Table 4.1. Each of the 25 variations was repeated 4
times for each volunteer (6 male, 4 female, all right-handed), and 3-axial ac-
celerometer and gyroscope signals were recorded to categorize the movement
of the liquid container.

The dataset provides labeled recorded executions of these variations grouped
into three main classes: (1) drinking from a bottle, (2) drinking from a cup
and, (3) other kinds of interactions, e.g., inspect or shake the glass/cup or the

bottle). Alternatively, a binary representation of the classes can be considered

84



4.2 Procedure and Methodology

Dataset Taxonomy

Container Label Posture Description Number
s Grab glass, drink, leave glass 1
Sitting Grab glass, sip, leave glass 2
Drink Grab glass, drink, leave glass 3
Standing Grab glass, drink, walk 4
Grab glass, sip, leave glass 5
Walking Drink 6
Glass/ Grab and leave the glass 7
Mug Raise and lower 8
Sittin Move the glass (from one point to another) 9
& Qrab the glass and stand up 10
Inspect the glass 11
Other Shake the glass 12
Standin Grab the glass and walk 13
& Sit and leave the glass 14
. Walk 15
Walking Walk and leave the glass 16
Sittin Grab bottle, drink, leave bottle 17
& Grab bottle, open, drink, leave 18
Drink Grab bottle, drink, leave bottle 19
1 Standing Grab bottle, open, drink, leave bottle 20
Bottle Garb bottle, open, drink, walk 21
Walking Open bottle and drink 22
Grab the bottle and close it 23
Other  Sitting  Pour the bottle of water into sth 24
Inspect the botlle 25

Table 4.1: The taxonomy of the different activities performed by each subject
during data collection. Fach variation of the 25 variations was repeated 4 times.

with "Drink” and ”"Other”. This dataset was created with the idea of having

a semi-controlled activity dataset that resembles real-world scenarios. There-

fore, the interaction to be recorded was intentionally described very vaguely

to the volunteer and no detailed instructions were given to guide their move-

ments. Moreover, all of them had their own containers (no instructions were

given detailing which container should be used apart from the bottle and

mug/glass categories).
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Principal Component Analisys (PCA)
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Figure 4.3: 3-dimensional representation of the Principal Component Ana-
lysis for the OHM dataset and the three-class scenario.

Besides, the placement of the sensor around the glass, mug or bottle was
not fixed, and only the component of the signal perpendicular to the plane
pointed the same direction in every case (i.e., volunteers could rotate the water
container with the sensor attached, and the initial orientation was not fixed).
Thus, this induces a high variance in the recorded data, as the reference system
for the accelerometer and gyroscope signals can vary.

To illustrate this variance and the internal structure of the data, a Principal
Component Analysis is included in Figure 4.3 for the three-class scenario.
This representation of the data indicates a clear overlapping of classes in the

3-dimensional feature space.
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In summary, the main strengths of this novel dataset are:

o (To the best of our knowledge) There is no public dataset of a "Smart

Bottle” or similar where the sensor is placed in the container.

» Variable position of the accelerometer: The position of the accelerometer
on the components perpendicular to the plane is variable. That is, it

has not been controlled to be always in the same direction.

o Large variance within classes: Taxonomy that contemplates a high num-

ber of possible interactions with the device in different situations.

o Use of different containers: Traditional mugs, Bamboo cups, Stainless

steel bottle, Plastic bottles or Thermos-type bottles, among others.

« Variable weight of the liquid: Together with the shape and weight of
the container, the amount of water can influence the movement. For
example, using a plastic water bottle with a small quantity of water
generates vibrations when left on the table. The sensor registers those

vibrations.

e Semi-structured movements: Mechanical or staged movements are avoided.
Instructions were given about each subclass, but no specific way to per-
form each movement was indicated. Instead, each participant was given
the freedom to execute them as the movement seemed most natural to
them.

4.2.2 The design of the classification system

In the following, we provide a detailed description of all the steps for designing
the whole classification pipeline using the previously introduced ADL Dataset.
These steps can be extrapolated to any other applications with similar nature
and include an exploratory analysis of the initial data, which is pivotal for the

optimization of the whole classification pipeline.
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4.2.2.1 Data preprocessing

The design of the HAR systems starts with the preparation phase. As a first
step, we applied a 3-point median filter to smooth the signal to avoid big spikes
and anomaly values induced by noise. This filter is a simple yet effective
method to reduce high-frequency noise that usually is combined with low-
pass filters (Arias-Castro et al., 2009). In this case, after checking that there
were no significant improvements in classification results, no frequency-domain
filter was implemented to reduce the computational complexity. Thereafter,
every filtered sequence of data goes through a segmentation process. The
entire window of the data sequence is divided into five segments (or sub-
windows) of equal length without overlapping.

Algorithms usually rely on features calculated from raw data for classific-
ation. This study primarily focuses on time-domain statistical features that
exhibit better cost-benefit properties than frequency-domain features (Dargie,
2009). The selected set of features includes mean, min, max, standard devi-
ation, median, kurtosis, skewness, variance and mean absolute deviation. This
selection represents the most commonly used features for activity recognition
problems according to the literature (Janidarmian et al., 2017). These nine
statistical features are calculated for every component of the signal (X, Y, and
Z), for each of the five segments in which the signal is divided and also for the
entire sequence. This sums a total of 162 initial features that are vectorized
to characterize every sequence of the dataset. Then those features are scaled

into a [0-1] interval using max-min normalization.

4.2.2.2 Feature selection

Feature selection is a discriminating process to find important features that
have more weight in the model. It consists of reducing the dimension of the
feature matrix, removing the irrelevant features, and obtaining the subset that
contributes the most to the prediction. Thus, this stage of feature selection is
essential when simplification is needed to optimize the classification process
and reduce training and inference time. The feature selection strategy can

be chosen based on considerations such as simplicity, stability or classification
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Position Feature Score
1 Min X 3 86.121
2 Min X 80.993
3 Mean X 3 66.046
4 Median X 3 62.846
5 Min X 2 44.452
6 Mean X 2 36.978
7 Mean X 36.236
8 Median X 2 34.839
9 Median X 32.655

—
o

Mean X 4 29.103

Table 4.2: The most representative features and their correlation score values
indicating the strongest dependency.

accuracy, and it may entail substantial differences on the final classification
results (Chandrashekar and Sahin, 2014). In this work, we apply a Chi2
filtering method that evaluates the correlation between variables (features
and target classes) and ranks them according to their contribution to the
prediction (Liu and Setiono, 1995). This method is a computationally light
strategy that provides a good balance between its potential results and its
simplicity (Suto et al., 2017).

The 10 most representative features are listed in Table 4.2. Every feature is
named by its statistical property, its accelerometer component, and the time-
series sequence segment to which the feature corresponds. As observed, in this
feature selection method, the top-10 features were captured from acceleration
data in X, which proved to be the most representative one for the drinking
activity. The higher scores of the top-ranked features indicate how relevant
this short subset of characteristics is in the classification results. This makes
it feasible to reduce the number of features without an entailed substantial
loss of accuracy on the detection.

We obtained this reduced subset of characteristics by applying the feature
selection process to the whole dataset. However, to evaluate the accuracy
of algorithms, the most representative features for each model are repeatedly

calculated within the validation process using only the training data.
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4.2.3 Experimental setup

According to Dhar et al. (2019), understanding how ML algorithms can con-
tribute to Edge Intelligence is a crucial challenge for on-device training. Tra-
ditional methods are especially interesting for building Edge learning capab-
ilities, mainly when the computation power is low and the memory is limited.
Hence, there is a need to explore the traditional ML approaches for implement-
ing on-device training. For this reason, this study mainly focused on various
supervised ML methods that are implemented for the classification problem:
Logistic Regression (LG), Random Forest (RF), KNN, NB - Gaussian, Linear
SVM, MLP, and DT. Default parameters were used in most of the algorithms.
Only in some cases any of the parameters were changed. For example, in KNN
classifier, the number of Neighbors was set to three for simplicity. Those para-
meters will be maintained for the rest of the experiments performed in this
dissertation. That is, no parameter tuning will be performed to improve clas-
sification results. Thus, obtained results are presented to compare the effect
of the proposed strategy, not to get the best of any of the evaluated datasets.

In terms of hardware, a stand-alone Edge approach is proposed, where
Edge devices are in charge of retraining the initial model and inferring new
knowledge. This specific application aims to be part of an intelligent work-
place that collects data from different sensors of the workers and analyses the
gathered information to improve their habits in these spaces, taking into ac-
count the privacy of the collected information in all the stages of its curation.

For this reason, we evaluate four different platforms and compare them
against a laptop computer that works as a reference device. The specific-
ations of this laptop include an Intel Core i7-9750H processor with a base
frequency of 2.60 GHz, equipped with 16 GB of RAM. For the IoT devices,
one Nvidia Jetson Nano and three Raspberry Pi Foundation low-cost single
board minicomputers were chosen: the Raspberry Pi 4 model B, the Raspberry
Pi 3 model B+, and the Raspberry Pi Zero W. The Nvidia device includes a
quad-core Cortex A-57 64-bit-based System on Chip (SoC) at 1.44 GHz and
2 Gb of RAM memory. In the case of the Raspberry foundation devices, the
RPi4 also includes a quad-core ARM 64-bit processor, the A72 at 1.43 GHz

90



4.2 Procedure and Methodology

in this case, with 4 Gb of Ram. These two first devices have higher computa-
tional capabilities than the Rpi 3 and the Rpi Zero. The former incorporates a
quad-core A53 (ARMvS) 64-bit-based System on Chip (SoC) at 1.4GHz and 1
Gb of RAM. The latter (which is more limited in terms of hardware) includes
a single-core ARM11 (ARMv6) 32-bits-based SoC at 1 GHz and 512 Mb of
RAM. Even though Raspberry devices belong to the same family, judging
by their characteristics and performance (in terms of processing power and
memory), there are significant differences between them. In fact, taken into
account that all the devices are compatible with the same software tools and,
thus, they are evaluated under the same conditions, this work provides an

unbiased comparison between several distinct enough devices.

In the following, we will base our analysis on the two more constrained
devices (the Raspberry Pi 3 and Zero) in order to understand the potential
performance optimization in those platforms with more limitations and that,
in theory, have more difficulties to deal with demanding applications. Then,
for the second part of this analysis, we will also apply the described strategy
with the less limited devices (Rpi4 and Jetson Nano). For the sake of fairness,
all experiments are executed solely on the CPU, with no other application
running at the same time. It is also worth mentioning that those experiments
do not take advantage of any additional processing units of the evaluated

devices (e.g., the Maxwell GPU included in the Jetson Nano).

The classification solution software relies on the Python library Scikit-
learn (Pedregosa et al., 2011), which includes efficient versions of the most
common algorithms. The experimental process includes the training and the
inference phase, as well as the validation of the models for each of the selected
ML algorithms. The materials used for the evaluation experiments are pub-
licly available, where additional details about the classifiers parameters or the

performed pre-processing stages can be found .

'https://github.com/0OihaneGomez/Exploring_Computational_Cost_ML_IoT
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4.3 Understanding the potential of the strategy

In this section, we present an empirical demonstration of the effect of each of
the factors previously described. In addition to their impact in terms of clas-
sification results and timing results, we present a selection of cost-accuracy
optimal solutions obtained through the process of data analysis and reduc-
tion combined with a multi-objective optimization strategy. Thus, the results
presented in this section can be divided into three different categories: the
evaluation of the classification accuracy, the computational cost of ML tech-
niques (measured as the necessary time to perform the classification process),
and the trade-off between them. In both cases, the impact of the described
factors (sampling frequency, number of signal components, number of features
and the algorithm) are measured for each of the selected hardware platforms.
An autonomous reduction of the initial data size based on this analysis is in-
cluded to finish with this section. First, the initial demonstration is performed
over the ADL dataset and using the Raspberry Pi 3 and Zero. Then, we ex-
tend the scope of this detailed analysis by applying the reduction strategy
to two additional datasets (OHM Dataset and Sports Dataset) and including

two more devices (Raspberry Pi 4 and Nvidia Jetson Nano).

4.3.1 Classification accuracy

This subsection evaluates the accuracy of the ML models according to the
validation procedure explained in Figure 4.4. We perform this evaluation
through a 5-fold-cross-validation procedure. Such validation was repeated
100 times to obtain more robust results.

Four metrics are used to measure the predictive performance of algorithms:
Precision (Equation 4.2), which measures the true positives among all posit-
ive results; Recall (Equation 4.3), which computes correctly labeled positives
based on all the correct positive and negative events; F1-Score (Equation 4.4),
the harmonic mean of precision and recall metrics; and Accuracy (Acc) (Equa-

tion 4.5), the ratio of correct prediction over the total number of predictions.
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Figure 4.4: Schematic representation of the model training phase and its
evaluation through a 5 cross-validation process.

Macro average results are provided for the first three metrics.

. TruePositive
Precision = — ; (4.2)
TruePositive+ FalseNegative
TruePositive
Recall = (4.3)

TruePositive+ FalsePositive

Precision * Recall
F1-Score=2x — (4.4)
Precision+ Recall

TruePositive+ TrueNegative

Acc =
TruePositive+ FalseNegative+ TrueNegative+ FalsePositive

(4.5)

The first step in the optimization process is to quantify the influence of
reducing the data input on the classification capabilities. Thus, we consider
the three factors upon which the accuracy depends, and we evaluate them
for each of the ML algorithms. First, the influence of the sampling frequency
is analyzed by downsampling the original data to lower frequencies. For the

number of components, we compare the performance of the models that use all
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All Features 10 Features 3 Features
32 Hz 95.60 94.83 92.55
(Initial) (SD=1.86) (SD=3.72)  (SD=4.06)
16 Tz 95.60 94.07 88.66
(SD=1.28) (SD=2.24) (SD=2.90)
3 Hy 94.91 93.52 88.31
(SD=1.84) (SD=2.32) (SD=2.54)
4y 94.87 93.52 86.45
(SD=1.73) (SD=1.90) (SD=3.48)

Table 4.3: Average F1 results for several sampling frequencies.

the accelerometer signal components (XYZ) with models that only receive the
most representative one (X). This component was selected according to the
ranking of features (see Table 4.2) that revealed X as the most representative
component. Finally, we analyze the effects of the number of features on the
classification output, comparing the results for all the original features set
(162), a subset of the top 10, and the 3 top-ranked features.

Concerning the sampling frequency, Table 4.3 resumes the average F1 res-
ults for the sum of all the learning methods. These tables compared initial
results with those obtained by reducing the original 32 Hz sampling rate to 16
Hz, 8 Hz and 4 Hz. It can be noted how lower frequencies decrease the clas-
sification performance but still maintain acceptable detection rates. In this
particular application, this means that it is feasible to lower the frequency up
to 4Hz. However, these results could be biased for the stationary nature of the
target class (drinking) and may not be extrapolated to standard classification
problems.

Thus, we have decided to cut off this reduction and keep 16 Hz as the
reference downsampled ratio since this frequency belongs to the 15 Hz-20
Hz range, which is considered appropriate for HAR systems (Twomey et al.,
2018). Therefore, in Tables 4.4 and 4.5 we summarize the performance of all
the analyzed supervised ML approaches for the original sampling data (32 Hz)
and the downsampled data (16 Hz). In both cases, the results for XYZ and X
(the most representative component) are included. As can be observed, the

classification rates yield average values over 90 % in almost all cases.
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Cost-accuracy trade off for optimi

/.

All Components (XYZ)

All 162 Features 10 Features 3 Features
Recall Precision  F1 Accuracy Recall Precision  F1  Accuracy Recall Precision F1  Accuracy
LG 94.95 96.47 95.57 98.18 88.28 93.47 90.43 96.25 79.90 89.00 83.32 93.84
RF 95.84 97.89 96.76 98.68 95.71 96.24 95.89 98.29 88.75 90.77 89.53 95.72
KNN 97.77 95.99 96.80 98.62 97.35 96.48 96.85 98.66 90.02 89.91 89.78 95.69
NB 92.98 76.72 81.42 89.50 94.46 79.81 84.63 91.76 94.94 82.63 87.13 93.45
SVM 96.16 95.02 95.48 98.07 92.23 94.87 93.34 97.29 91.42 90.55 90.80 96.08
MLP 95.65 95.97 95.71 98.20 94.23 94.68 94.32 97.62 92.69 89.79 91.03 96.08
DT 93.49 93.40 93.29 97.17 93.39 94.03 93.56 97.31 87.48 87.95 87.48 94.76
Most Representative Components (X)
All 54 Features 10 Features 3 Features
Recall Precision  F1 Accuracy Recall Precision  F1 Accuracy Recall Precision  F1 Accuracy
LG 93.66 95.46 94.42 97.71 88.28 93.47 90.43 96.25 79.90 89.00 83.32 93.84
RF 95.82 97.45 96.54 98.58 95.71 96.24 95.89 98.29 88.75 90.77 89.53 95.72
KNN 97.58 96.45 96.94 98.69 97.35 96.48 96.85 98.66 90.02 89.91 89.78 95.69
NB 95.11 84.37 88.46 94.27 94.46 79.81 84.63 91.76 94.94 82.63 87.13 93.45
SVM 93.68 93.26 93.33 97.18 92.23 94.87 93.34 97.29 91.42 90.55 90.80 96.08
MLP 94.29 94.68 94.35 97.64 94.23 94.68 94.32 97.62 92.69 89.79 91.03 96.08
DT 93.41 94.07 93.58 97.33 93.39 94.03 93.56 97.31 87.48 87.95 87.48 94.76

Table 4.5: Performance (F1 macro results) of the supervised ML algorithms for half the sampling frequency (16 Hz).
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Figure 4.5: Model performance evolution, measured by the F1-Score, accord-
ing to the selected number of features.

Figure 4.5 illustrates the influence of the number of features on the ac-
curacy for the regular sampling. In particular, this figure highlights how the
detection rates increase quickly at the beginning of the graph and reach values
over 92 % with the first 20 features. This rapid increase indicates that a good
balance between the number of characteristics and the classification accuracy
can be obtained with few features irrespective of the classification method.
Furthermore, as can be observed, adding more features to the models can
improve the performance in some cases while decreasing it in others since the
feature selection process is independent of the algorithm.

A thorough analysis shows that KNN performs slightly better than the
other algorithms when the classification depends on all the 162 features. How-
ever, NB scores are worse for a larger number of features than for a small
number of them. This can indicate that the features are not independent

enough by themselves, something opposite to the inherent modelling assump-

97



4. Cost-accuracy trade off for optimizing local data processing

All Features 10 Features 3 Features Decrease

XY7Z 95.60 94.83 92.55 3.199 %
X 95.47 94.83 92.55 3.058 %
% Decrease 0.135 % 0% 0%

Table 4.6: Average F1 results comparison for the original sampling (32 Hz).
XYZ and the most representative component (X) are included.

All Features 10 Features 3 Features Decrease
XYZ 95.60 94.07 88.66 7.259%
X 94.86 94.07 88.66 6.535 %
% Decrease 0.774 % 0% 0%

Table 4.7: Average F1 results comparison for half the original frequency (16
Hz). XYZ and the most representative component (X) are included.

tion of NB, which assumes that the presence of a specific feature is entirely
unrelated to the presence of any other (Domingos and Pazzani, 1997). For
this reason, we still include it for the analysis of the cost-accuracy trade-off,
but we consider it an outlier for average calculations of Tables 4.6 and 4.7.

In these Table 4.6 and Table 4.7, we show the final impact of every of the
evaluated factors compared to the baseline performance (original sampling fre-
quency, XYZ signal components, and 162 features). Those tables also include
the total percentage decrease when comparing the difference between all the
signal components and the most representative component. The percentage
decrease measures the percentage change between two values, according to
Equation 4.6:

InitialValue—FinalValue

%D = — %100 (4.6)
InitialValue

In this case, %D measures the relative decrease of each of the proposed
approach’s results (FinalValue) when compared against the reference model
(InitialValue).

These results indicate minor differences when decreasing sampling fre-
quency to 16 Hz. Moreover, the classification results are not drastically pen-

alized when the number of features is reduced to 10 and even 3. However,
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decreasing the number of features has a more significant impact on lower
sampling frequencies. Using only the top 3 features for the original sampling
frequency penalized the results in a 3.19 %. For half of the sampling rate, the
decrease was 7.259 %. Furthermore, considering only the most representative
component of the signal (X) does not affect the overall results significantly:
0.135% for the regular sampling and 0.774 % for the downsampled data. The
results are the same when considering only the top 10 and top 3 features in

classification. This means that only X-related features are on this top

4.3.2 Computational cost

This subsection evaluates how the design parameters affect the model in its
two stages: training and inference. Figure 4.6 represent the experimental
sequence in both cases. We measure the computational cost of each process

as the necessary time to accomplish all the tasks it encompasses.

Read data

v
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!
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!
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Figure 4.6: Representation of the training and inference phases.
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4.3.2.1 Training process

Training a ML model corresponds to one of the most computationally intens-
ive processes within an activity recognition application. The main reason is
that it involves processing large amounts of data. The training process can be
divided into two parts, the common pre-processing steps applied to the whole
dataset and the algorithm-dependent model fitting task. Table 4.8 presents
the elapsed time for the initial pre-processing stage when all the dataset in-
formation is read and the features are calculated. These results were obtained
after repeating the process at least 15 times (3 runs of 5 loops) and calculat-
ing the average running times. They are also displayed in Figure 4.7, which
compares the evolution of the processing time according to the number of
features.

At first sight, it can be noted how the computational time shows a quad-
ratic growth when the data input (the number of features) increases. This is
particularly relevant for the scalability of the classification system and may
heavily penalize the performance of less powerful devices. For this reason, a
more in-depth analysis of the percentage reduction shows that more significant
performance improvements are obtained in those platforms. As expected, the

laptop computer outperformed the other devices in absolute terms. In relative

800 Data processing times for training (XYZ) 350 Data processing times for training (X)

—— Laptop — Laptop
700||— RPi — RPi
RZero 300 RZero
600 250
€ 500 g
8 g 200
O &)
$400 2
(] () 150
£ 300 g
[l [l
100
200
100 ///-——/ 50
0O 20 40 60 80 100 120 140 160 0O 10 20 30 40 50
Number of features Number of features

Figure 4.7: Evolution of the elapsed time for processing all the instances of
the dataset for training.
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XYZ X

Laptop Rpi Rzero Laptop Rpi Rzero
All Feat. 16s 2min 5s 12min 32s 5.3s 52s 5min 5s
10 Feat. 7.1s 43.6s 4min 6s 3.1s 25s 2min 18s
3 Feat. 7s 41.4s 3min 56s 3.0s 22.5s 2min 9s

% Decrease 56.32 % 66.94 %  68.61 % 44.05 % 56.78 %  57.73 %

Table 4.8: Computational cost of processing all the dataset for the training
process using the original sampling frequency (32 Hz).

XYZ X
Laptop Rpi Rzero Laptop  Rpi Rzero
All Feat. 15.98s 2min5s 12min 19s 5.38s 49.34s 5minl0s
10 Feat. 7.72s 42.92s 4minbs 3.13s 24.44s 2min 18s
3 Feat. 7.43s 40.79s 3min 44s 3.01s 22.1s 2min 8s

Table 4.9: Computational cost of processing all the dataset for the training
process and half the original sampling frequency (16 Hz).

terms, the laptop decreased its running times by 56.32 % for XYZ, while the
same data reduction achieved a decrease of 68.61 % on the execution times
for the Raspberry Zero platform. Moreover, from the baseline parameters (all
features and all the signal components) to the final simplified stage (3 features
and only the most representative component) the time reduction was 81.24 %
for the laptop (from 16 seconds to 3 seconds), 82.05% for the Raspberry Pi
(from 2 min and 5 seconds to 22.5 seconds) and 92.32% for the Raspberry
Zero (from 12 min and 32 seconds to 2 min and 9 seconds).

The effect of the remaining factor, the sampling frequency, is evaluated in
Table 4.9, which includes a comparison of the pre-processing times for 16 Hz.
In this case, contrary to what intuitively could be expected, a lower sampling
frequency did not substantially affect the time measurements. A more de-
tailed analysis shows that only minor differences are found for the largest
number of features compared to Table 4.8. In some cases, the performance
was even slightly worse because of the non-deterministic nature of the timing

measurements. This lack of improvement can be a consequence of the baseline
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resource overhead associated with data management. Another possible reason
is the length of the data window, which is not large enough to have noticeable
improvements when it is reduced.

Therefore, in our evaluated case of study, this may indicate that the num-
ber of computations (e.g., how many characteristics of the signal are obtained)
has a greater impact on the pre-processing stage than the effect of the data
length. However, this particular conclusion cannot be generalized to similar
applications. Thus, it would be necessary to look at the effect of the sampling
frequency in applications with larger data sets, longer data streams, more com-
plex filtering stages or frequency-domain features. In the following, we will
continue the analysis using only the original sampling frequency (32 Hz) since
the model created with the downsampled data is more sensitive to decreasing
the number of features.

The second step of the training stage is to feed the model with the pre-
processed data for the fitting task. This task depends on the different clas-
sifiers and their parameters, together with the amount of data used to build
it. Figure 4.8 represents the average computational cost of each algorithm for
the model fitting task after executing it 1000 times (100 runs of 10 loops).
Furthermore, it shows the time impact caused by creating the model with an
increasing number of features. RF and MLP techniques are excluded from
these plots since their duration, significantly greater than those represented,
compromise the visibility of the figure. Instead, their results are presented in
Table 4.10 and Table 4.11.

For MLP, increasing the number of features can affect positively on the
timing results. In this case, from 3 to 54 features, the efficiency of the fitting
task was increased. As the MLP is iteratively trained, depending on how fast
it converges, the time to fit the data can vary. Consequently, a larger data
input size may then improve the fitting process of the model.

The main conclusion that can be extracted from those results is that fitting
task times are significantly lower than the time needed to process all the initial
data and create the input for the model. Contrary to the pre-processing
stage, the algorithm and its internal parameters play an important role in

creating the model. In general terms, the fitting task shows a behavior close to
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Figure 4.8: Comparative between the number of features and the elapsed time
for fitting the model. MLP and RF are out of this representation since they
have a significantly greater duration than those included.

linear when increasing the input size. This involves a baseline computational
complexity of O(nm), being m is the number of instances and n the number of
features. For this reason, with a small number of features, all the algorithms
last similarly, but when increasing the number of features, the computational

cost is augmented.
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Laptop Raspberry Pi Raspberry Zero
Features 162 10 3 162 10 3 162 10 3
RF 181.9ms 96.4ms 80.5ms 1.6s 1.1s 970ms 7.8s 6.2s 6.1s
MLP 782.3ms 456.9ms 622.2ms 3.2s 2.3s 2.4s 20.2s 14.9s 17.6s

Table 4.10: Elapsed time fitting the model for MLP and RF considering XYZ.

Laptop Raspberry Pi Raspberry Zero
Features 54 10 3 54 10 3 54 10 3
RF 136.0ms 96.3ms 80.6ms 13s 1.0s 991.3ms 6.8s 6.5 6.3s
MLP 19.2ms 452.1ms 624.3ms 2.2s 2.5s 2.4s 13.2s 14.3s 15.7s

Table 4.11: Elapsed time fitting the model for MLP and RF considering X.

On top of that, the increments in time (the slope) of each learning al-
gorithm depend on the complexity of the learning method itself or the differ-
ent parameters and estimators that can be adjusted on the fitting phase. For
this reason, the complexity of the ML techniques can be reduced by modifying
those fitting parameters to simplify the model but decreasing its accuracy in
return. Still, considerable improvements in the performance can be obtained
when adjusting the internal values that affect the data model. This is precisely
the case for RF and MLP, which are the most resource-demanding algorithms

in this comparison.

4.3.2.2 Prediction process

The prediction process is tested to evaluate how long it takes to read and
process a data sequence and compare it with the already trained model. The
experiment consists of measuring the elapsed time in the process of classifying
a sample of 14 instances of the dataset. Therefore, this test resembles an
online classification system where a new sequence of data needs to be predicted
without an entailed excessive processing time. Again, the results are divided
into two parts, the common process of reading and processing the new data
and the inference task.

Table 4.12 shows the computational cost of reading and processing the

14 instances of new data for a variable number of features, computed after
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XY7Z Most representative component
Laptop Rpi Rzero Laptop Rpi Rzero
All Features 317ms  2.62s 15.9s 125ms 1.07s 6.57s
10 Features 140ms 838ms 5.48s 71.2ms 557ms 3.61s
3 Features 134ms 781ms 5.06s 62.5ms 500ms 3.24s

% Decrease  58.04% 70.20% 68.25% 49.19% 53.14% 50.65%

Table 4.12: Time needed to process 14 instances of new data for the prediction
process.
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Figure 4.9: Evolution of the computational cost of processing 14 instances of
the dataset for inference.

executing the experiment 30 times (10 runs of 3 loops). Again, it illustrates
how processing times benefit from the feature reduction step and the selection
of the most representative components of the signal. This is especially relevant
in the case of the Raspberry Pi and Zero. The total time reduction is 80.28 %
for the Laptop PC, 80.93 % for the Raspberry Pi and 97.96 % for the Raspberry
Zero. In particular, the Raspberry Zero reduced its total processing times
from around 16 seconds to 3 seconds. This improvement is very noticeable
and makes a difference when designing online classification systems for low-
powered devices. Figure 4.9 reflects the computational cost tendency that
shows a quadratic growth again.

These slopes are also affected by the platform on which this training pro-
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Laptop Raspberry Pi Raspberry Zero
Feat. 162 10 3 54 10 3 54 10 3

RF 5.6ms 5.5ms 5.5ms 46.1ms 399ms 39.4ms 261.5ms 260.9ms 260.7ms
KNN 2.7ms 0.7ms 0.6ms 239ms 3.7ms 2.6ms 1004ms 159ms 13.4ms

Table 4.13: Prediction times for RF and KNN considering XYZ.

Laptop Raspberry Pi Raspberry Zero
Feat. 54 10 3 54 10 3 54 10 3

RF 5.6ms 5.6ms 5.5ms 39.6ms 39.0ms 38.7ms 279.8ms 279.0ms 278.8ms
KNN 12ms 0.7ms 0.6ms 7.8ms 4.1ms 26ms 413ms 17.2ms 14.5ms

Table 4.14: Prediction times for RF and KNN considering X.

cess is carried out. In general, under 20 features, all the algorithms’ times are
within the first segment of the Y-axis for the three platforms, being 200 ms
the worst case for the Raspberry Pi Zero W.

Compared to pre-processing and training, the inference task is several
orders of magnitude faster on all platforms (see Figure 4.10). The prediction
task needs less than 0.3 ms for the laptop device, 1.4 ms for the Raspberry
Pi, and less than 8 ms for the Raspberry Pi Zero (mean values of 1000 runs).
RF and KNN are out of this representation. Instead, Table 4.13 and Table
4.14 include the results of both algorithms.

In this case, reducing the number of features does not significantly affect
the time required for inference. Few differences can be found among all al-
gorithms in terms of performance, except the mentioned RF and KNN that
took a slightly longer time than the rest of them to compare the new data with
the model. Furthermore, Naive and SVM times show a steady increase, while
the rest of the algorithms show a sustained response. This is a consequence
of the constant computational complexity of the prediction task in some of
the evaluated algorithms, which are less sensitive to the data input size. Nev-
ertheless, the number of features is still a relevant factor for the prediction

phase according to the computational cost of pre-processing new data.
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Figure 4.10: Comparison between the number of features and the elapsed
time for predicting a sequence of new data. KNN and RF are out of this repres-
entation since they have a significantly greater duration than those included.

4.3.2.3 Cost-accuracy trade-off: a Pareto approach

The correlation between the model size and the accuracy studied in this sec-
tion leads us to draw an initial conclusion: it is feasible to maintain detection
rates over a 90 % when the data input is reduced. In our case, the studied

simplification strategy reduced the data input size to a small subset of one rep-
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resentative component and its top-10 features, which outperforms the baseline
substantially. Moreover, the time improvements explored in the previous sub-
section produce an enhanced performance in most of the classification tasks
when the data input size is reduced, regardless of the devices’ resources. This
allows bringing more complex applications to a local stage that could not
be executed in the Edge otherwise. Based on the obtained results, it is ex-
pected that, in some applications, optimizing the early stages of the pipeline
can improve the performance of the system more than the specific learning
method.

From that point, further evaluation can optimize the trade-off between
classification accuracy and computational cost. To that end, we conduct a
Pareto multi-objective optimization analysis to find the small-sized subset of
solutions with the best performance (Qian et al., 2015). Pareto analysis is a
statistical tool for decision-making that selects a limited number of Pareto-
optimal solution that illustrates the best trade-off between two objectives,
cost and accuracy in our case. Since we seek to evaluate the efficiency of the
model for both training and inference stages, we include the role of each of
these stages through the train/inference ratio (explained in section 4.1) in the
Pareto analysis.

Figure 4.11 represents the relationship between the total cost (the sum of
the prediction and training times without considering data processing) and
the accuracy of the system (F1 values). Every point corresponds to a certain
number of features for each of the evaluated algorithms running on the laptop
device. This figure also illustrates the effect of this weight correction on the
total cost when different train/inference ratios are applied. This ratio is a
design choice that should be made according to the context of the classific-
ation problem. As explained in Section 4.2, it gives more importance to the
predominant task and sets the frequency in which a model may be retrained
compared to the estimated number of times new data would be classified. We
have selected a weight correction of r=1 (baseline ratio, no weight correction is
applied), r=100, r=1000 and r=10000 to show the differences for comparative
purposes. This ratio means that the training stage may occur once every 100

or 1000 times or, in other words, giving 100, 1000 or even 10000 times more
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Figure 4.11: Cost-accuracy trade-off for the balanced computational cost
between prediction and fitting times (upper left) and applying the train infer-
ence ratio (rest of the plots). The Pareto frontier represents the most optimal
solutions.

importance to the prediction stage over the training phase. As we explained
in initial sections, the weighted computational cost ¢y is calculated with

Equation 4.7:

Ctotal = T't * Ctraining + (1 = Tt) * Cinference (4.7)

This figure also includes the Pareto frontier, representing the most optimal
solutions and marking the points with better accuracy (highest y-axis values)
and lower computational costs (smaller values on the x-axis).

The train/inference ratio is particularly relevant for those algorithms with
an unbalance performance between training and inference tasks, such as KNN
and MLP. The former has a great performance on training (See Figure 4.8)

while the inference times are worse than the average (Tables 4.13 and 4.14).
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Figure 4.12: Cost-accuracy trade-off and Pareto optimal points for the re-
duced data input achieved during the optimization process on the RP3 device.

MLP, on the contrary, performs well for inference (Figure 4.10), but its com-
plexity demands higher times to create the model (Table 4.10 and Table 4.11).
As the train/inference ratio grows, we can observe how KNN is penalized, in-
creasing its total weighted computational cost, and MLP moves to the left,
closer to the Pareto frontier. Higher train/inference ratio values would in-
crease this difference in those applications where training times are consider-
able compared to the inference time (e.g., when dealing with larger datasets).

Figure 4.12 shows the Pareto analysis performed only for the final reduced
solution (top-10 features and X component) when applying a 1:1000 ratio and
for the Raspberry Pi 3 device. In this case, the computational cost also in-
cluded the pre-processing times for training and inference. Again, the dashed
line highlights the Pareto optimal points, where the small set of options that
have the most efficient balance between the classification rates and the com-
putational cost are included.

Finally, Table 4.15 includes the values associated with each of these points,
where total times are the sum of data processing for training and inference
together with the fitting or prediction tasks times. The final step in the
optimization process is to select the one that better meets the initial design

requirements from this selection, either prioritizing accuracy or performance.
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Alg N Features F1  Total inference time (s) Total training time (s)

LG 1 81.73 0.503349 21.680870
NB 1 92.58 0.503824 21.676447
SVM 1 92.20 0.503571 21.686039
DT 1 91.88 0.503432 21.675802
KNN 2 95.40 0.514883 21.811192
KNN 3 95.93 0.522636 22.030610
DT 4 92.69 0.513096 22.578788
KNN 6 96.11 0.528342 22.926632
KNN 7 96.70 0.533877 23.088214
KNN 8 96.90 0.544137 23.593250
KNN 9 97.18 0.554919 23.781464
KNN 10 97.19 0.561269 23.153416

Table 4.15: Final optimal Pareto solutions with the best cost-accuracy trade-
off for the Raspberry Pi 3.

4.3.3 Applying the optimization strategy

Throughout this section, we have evaluated how a comprehensive reduction
of the initial data input can lead to a more optimized cost-accuracy trade-
off. The steps for this reduction involve making a detailed analysis of each
of the factors described in Section 4.1 and checking their influence on the
classification results. Beyond the exploratory analysis studied, now we apply
this strategy to see the potential optimizations that can be obtained in the rest
of the datasets and devices included in Section 4.2. That is, OHM Dataset,
Sports Dataset, and Raspberry Pi 4 and Nvidia Jetson Nano for the hardware
devices. In this part of the work, the OHM dataset is considered a binary
dataset in which only "Drink” and "Other” classes are targeted.

In this case, we base this part of the study on obtaining the reduced search
space that leads to selecting the most optimal solutions through the Pareto
strategy. For that, we will apply an automatic analysis of the effect that
each of the factors has on the classification results. In order to perform this
analysis, it is necessary to set a pre-set requirement, which corresponds to the
maximum accuracy loss that can be considered acceptable for the classification
task. Then, considering this constraint, the optimization pipeline checks for

each factor the minimum selection of elements (sampling frequency, number
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OHM DATASET SPORTS DATSET

o 9 signals 18 signals
Initial Data 486 Features 162 Features

3 Signals 3 Signals
Reduced Data 10 Features 20 Features

Table 4.16: The number of signals and features for the initial and reduced
data input of each of the datasets evaluated inf this part of the chapter.

of components/signals, and number of features) that meets the established
requirement.

We evaluate the optimization potential of this preliminary reduction in
the most limiting scenario, the data processing task in the training phase. For
these experiments, we set the requirement of maintaining the classification
results above 90 points in at least one of the potential optimal solutions.
However, this requirement could be extended to other situations (e.g., that all
the ML algorithms are above this threshold). Having applied this automatic
optimization pipeline, Table 4.16 includes the final number of signals and
features that characterize the reduced subset of options obtained with this
automatic strategy.

Table 4.17 includes the F1-macro classification results for both the initial
and the reduced data input. The OHM dataset decreased its classification
capabilities by a 4.08 % on average, compared to the 5.80 % decrease percent-
age of the Sports dataset. These results illustrate that, for the latter, the
penalty for including a smaller input data size is more significant, with more
than 5 points of difference between the average initial and reduced results. On
the contrary, the OHM Dataset’s room for improvement is broader, in such a
way that only 3.74 points are lost when improving its performance. In both
cases, these differences are more significant than those found in the analysis of
binary classification scenario with the ADL dataset, in which it was possible
to reduce the initial data to a smaller number of features and signals (1 signal
and 3 features) with a 3.18 % decrease percentage.

Based on this reduction, the computational time of processing this reduced

data input is measured. For comparative purposes, we use the time results
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OHM DATASET SPORTS DATASET
Initial Reduced Initial Reduced
LG 93.88 (SD 0.40) 84.52 (SD 0.34 97.64 (SD 0.03) 87.99 (SD 0.20
RF 94.14 (SD 0.21) 91.14 (SD 0.25 99.13 (SD 0.06) 96.79 (SD 0.15
KNN 90.15 (SD 0.32) 90.50 (SD 0.56 97.78 (SD 0.05) 96.53 (SD 0.15

) ) ) )
( ) ( ) ( ) ( )
( ) ( ) ( ) ( )
NB 83.09 (SD 0.27) 80.23 (SD 0.26)  93.61 (SD 0.13) 79.45 (SD 0.47)
SVM  93.86 (SD 0.55) 89.16 (SD 0.47)  98.37 (SD 0.08) 94.73 (SD 0.09)
MLP 9481 (SD 0.49) 90.97 (SD 0.28)  98.02 (SD 0.14) 93.93 (SD 0.27)
DT 90.35 (SD 0.73) 87.62 (SD 0.60)  96.92 (SD 0.16) 92.52 (SD 0.22)
MEAN 91.47 (SD 4.14) 87.73 (SD 4.05)  97.35 (SD 1.78) 91.71 (SD 6.16)

% D 4.08 % 5.80 %

Table 4.17: Performance (F1-macro results) of the supervised ML algorithms
for the initial and reduced data input.

concerning the most limiting task (i.e., training data processing times) as a
reference to measure the potential time improvements. Even though code
optimization is out of the scope of this study, when possible (i.e., when the
number of cores allows it), a multi-processing approach has been followed
for parallelizing the data processing tasks and compensate for the increased
complexity of these datasets.

Table 4.18 includes the obtained results. As can be observed, newly added
platforms, Raspberry Pi 4 and Jetson Nano, still benefit from the optimization
strategy proposed. All platforms except for the RZero (that has a single-core
processor) took advantage of all the available cores of their respective CPUs
for these experiments. In fact, this platform was unable to process the initial
data for the Sports dataset as the device run out of memory during this task.
Thanks to the optimization process, it was possible to perform it in 44 minutes.
On average, these platforms obtained a decrease percentage of 91.94 % of the
OHM Dataset and 82.48 % for the Sports Dataset. These results are in line
with those obtained in the previous analysis.

When comparing those performance improvements of Table 4.18 against
the F1 difference included in Table 4.17, it becomes evident how the OHM
Dataset provides a greater optimization room. This dataset also shows a

smaller detriment in its results than Sports Dataset when the input data size
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OHM Dataset % D Sports Dataset % D
Reduced 0.95s 16.7s

Laptop Initial 14.5s 9344 1min 32s 81.84
Jetson Nano i?‘;i‘fed 1mi§'fgi 91.31 6;":;”532 83.49
Rpid U s 8007 omino0y 8211
Rpi 3 i ominges 8077 ominds 502
Mean 91,94% 82.48%

* Raspberry Pi Zero device reported an out-of-memory error in this experiment

Table 4.18: Data processing times for the data processing task of training
phase of the classification pipeline.

is reduced. The OHM dataset also benefits from the higher number of initial
features available, making it easier to reduce its number if some of these
features are not very significant for the classification model. However, it can
also be observed how the trade-off between cost and accuracy becomes less
and less beneficial when dealing with the optimization of complex classification
systems. For the multi-class Sports dataset, reducing the computational time
to the same extent as in other evaluated datasets involves an accuracy loss
close to 6 %. This drop in the classification results is almost twice as high
as the one for the binary ADL Dataset. In this sense, complex datasets, as
multi-class ones, impair the optimization capabilities of this approach and the
cost-accuracy trade-off.

Even considering the specific particularities of the different classification
applications, the obtained results highlights the importance of finding the
right balance between the computational cost and the final accuracy of the
classification model. To that end, this analysis seeks to assist in providing
a strategy for optimizing similar problems and bringing advanced processing

capabilities to the Edge of the network.
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4.3.4 Limitations

Before concluding based on the experimental results, we want to address the
possible limitations of this study. The main goal of this work is to analyze
the different factors involved in the ML pipeline and optimize their influence
on the cost-accuracy trade-off. Thus, the significance of this work relies on
the comparison of the relative results obtained when each of these factors is
evaluated. Additional elements affecting the absolute results such as the ML
framework, the programming language, the libraries’ version or the hyper-
parameter optimization are out of the scope of this comparative analysis. For
example, the way the different tasks are implemented may have an impact on
the execution of the system. For this reason, optimizing general characterist-
ics of the code, such as the way the information is processed (e.g., vectorizing
computations over data structures (Walt et al., 2011)) can improve the gen-
eral performance of the system. Moreover, a specific multiprocessing scenario
may also influence the final results and performance of the system. We take
this into account in the evaluated solution, but we do not benchmark code
optimization mechanisms.

Besides, there are other aspects in the pipeline, such as the data filter-
ing method or the feature selection algorithms; the comparison of different
strategies for those aspects is out of the scope of this work. Therefore, we
explain the decision criterion to choose them. However, we do not delve into
the analysis of the consequences that these decisions may have in the classific-
ation results. We note that it would be interesting for future work to evaluate
the potential improvements that alternative strategies could entail.

Finally, we evaluated the computational cost in terms of the elapsed time
for each of the different stages of the classification problem. Despite running
these tasks in isolation, they can be sensitive to internal processes or routines
of the device and hence be non-deterministic. To overcome this issue, we took
a large number of measurement samples and provided average results based

on a large number of iterations.
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4.4 Summary and Conclusions

This chapter has presented a methodology to meet a satisfactory cost-accuracy
trade-off on the execution of the whole pipeline of ML techniques. This is mo-
tivated by the challenge of improving the feasibility of resource-constrained
devices to perform inference and training tasks at the Edge, addressing data
privacy concerns and contributing to a more human-centric IoT. In our vis-
ion of a more human-centric IoT, the privacy of the obtained information is
preserved by ensuring that none of the classification tasks needs to be out-
sourced, neither inference nor training. Furthermore, since the data is kept in
a local environment close to the user, users can retain the control over their
data. Therefore, with a localized approach, both privacy and control of the
captured information are enhanced, fulfilling the requirements for increased
technological perception in intelligent workplaces identified in Chapter 3.
The presented case of study deserves attention to illustrate the potential
impact of the optimization strategy that addresses this piece of research. In
its evaluation, the experimental results suggest that, in some applications,
the specific processing times for each algorithm can be practically negligible
concerning the time required to capture the data and process it. This em-
phasizes the relevance of understanding the characteristics of the data and
its impact on the performance and cost, particularly for the training phases.
We stress that highlighting that the selection of the ML algorithm is not the
only important factor to consider in the classification process at the Edge.
Analyzing the initial data and optimizing the process from the early stages of
the classification pipeline is vital to meet the cost-accuracy requirements.
The results presented in this chapter show that there is a highly non-linear
trade-off to make between the computational cost, in terms of processing time,
and the achieved classification accuracy. This highlights the optimization op-
portunities that understanding those factors provides when this cost-accuracy
trade-off can be considered. As observed in Section 4.3 it was possible to
substantially reduce the baseline processing time of the ML techniques while
still obtaining acceptable detection rates. For the initial case of study, the

proposed strategy has been able to reduce by more than 80 % the baseline
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processing time of the ML techniques in all the evaluated platforms. Fur-
thermore, acceptable detection rates are maintained, assuming a decline of
classification accuracy of only 3 %. However, complementary experiments il-
lustrate that as the complexity of the classification problem increases the room
for improvement becomes smaller. Thus, this trade-off becomes less beneficial.
For those scenarios, in the following, we will complement this approach with
a new method that seeks to compensate for the potentials errors of having a
unique reduced model. With this part of the work and the following chapter,
we continue studying optimizations techniques that simplify the complexity
of ML techniques, intending to provide the necessary tools for bringing ad-
vanced processing capabilities to the Edge of the network instead of the Cloud,

avoiding extra threats on compromising private data.
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Simplicity is the ultimate sophistication.

Leonardo do Vinci

CHAPTER

Ensemble learning
techniques for
simplifying computation

LANCING the computational cost and the accuracy of ML tech-
niques being executed upon IoT is highly dependent on the com-
plexity of the classification problem to optimize. As observed in
the previous chapter, in some contexts, having a single reduced

model may not be sufficient to maintain acceptable detection rates efficiently
in Edge-based intelligent systems. For this reason, in this chapter, we present
an optimization alternative to overcome the potential limitations of the pre-
vious approach when dealing with more complex classification problems (e.g.,
multi-class classification problems) in constraint settings.

Therefore, this chapter will explore an ensemble learning strategy to ease
the optimization and distribution of the burden on data processing tasks. In
particular, a discriminative model cascade is implemented. In this approach,
complex ML systems are divided into successive layers of simpler models that
filter input elements at each stage of the cascade based on the confidence of the

prediction at that level. Three variations of the training setup for the cascade
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strategy are presented and analyzed. The balance of this strategy each of the
cascade variations in terms of accuracy and potential computational savings
is explored. Besides, the suitability of some of the most common classic ML
algorithms to be part of a model cascade, and the final performance of the
system are empirically evaluated. This chapter complements the optimization
strategy presented in Chapter 4. Thus, it aims to facilitate the integration
of a broader range of HAR application in a privacy-preserving local stage,
regardless of their difficulty. Furthermore, due to the interest in comparing the
proposed methods in HAR contexts, the proposal of this chapter will continue
being evaluated for action classification in several multi-class datasets.

The chapter is divided into several sections, starting from Section 5.1,
which presents the model cascade approach and includes three proposals to
leverage the outcome of this strategy. Section 5.2 shows the experimental
methodology, similar to that of Chapter 4, followed for the evaluation of this
proposal across the rest of the chapter. The obtained results are shown in
Section 5.3. Finally, the conclusions of the chapter are presented in Section
5.4.

5.1 The model cascade optimization approach

As has been introduced during the previous chapters, in this dissertation, we
are studying how privacy concerns and data control requirements can be satis-
fied through an Edge Computing approach. In the previous chapter, we have
presented new mechanisms to improve the feasibility of resource-constrained
devices to perform inference and training tasks at the Edge and keep data
locally and closer to the user. To that end, we embraced a holistic approach
based on understanding the different factors that take part in the whole clas-
sification process (from data acquisition to the final fitting and prediction
stages) to improve the performance of the whole classification system by re-
ducing the complexity of the final model. However, new challenges arise when
using a single reduced model is insufficient to meet a good trade-off between

the system’s accuracy and performance.
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For this reason, in this chapter, we propose a complementary approach
to perform more complex classification task more efficiently. In particu-
lar, we describe a multistage classification approach for constrained contexts.
This multistage scheme implements an adaptive ensemble learning technique
through a discriminative model cascade. This way, the model cascade adapts
the resources to be used according to the task’s difficulty. Contrary to the
previous proposal, complex ML systems are divided into successive layers of
simpler models (equivalent to the ones used in the previous chapter). Thus,
instead of having a single model that classifies all the instances of new data, an
ensemble of models with increasing complexity is proposed in this approach.
This cascade modulates which stage classifies the input data based on the
confidence of the prediction at that level.

In particular, in this approach, the complexity of the models depends on
the number of features that are considered at each level. Given a particu-
lar input (e.g., a new data stream captured by an IoT sensor), the proposed
multistage ensemble strategy adjusts the complexity of the systems and the
optimal selection of features according to the new instance’s difficulty. Op-
timization comes from having simple classifiers at the cascade’s initial levels
to increase the system’s efficiency when classifying the most straightforward
instances. Then, more complex classifiers in the final levels of the cascade
are considered for a refinement of the system’s accuracy in hard to classify
instances.

Through this section, we will first describe in detail the model cascade
proposal for inference. Then we will introduce three variations of the train-
ing process, which seek to find the most suitable strategy to distribute the

discovery patterns across the included models.

5.1.1 The proposed model cascade for inference

The introduced cascade method integrates a discriminative model ensemble
technique with a probabilistic approach. Based on the confidence level of the
prediction, it modulates the predictive system according to the new data. This

method is comprised of a series of successive N discriminative models. Based

121



5. Ensemble learning techniques for simplifying computation
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Figure 5.1: Schematic representation of the workflow for classifying new
samples with the proposed model cascade.

on the confidence of the prediction at each level i, a particular data input may
requiere a more fine-grained prediction with the following model at level i+1,
which is more complex in terms of features, given some confidence thresholds
t (hyper-parameter to be tuned). If the prediction of a sample at level i is
considered reliable, the sample is removed from the pipeline and classified
using the ith model’s prediction. If none of the different N —1 models is able
to provide a reliable prediction within these thresholds t;, the final Nth model
in charge of classifying the remaining instances. Notice that the latter model
is created using all the available features to have the maximum amount of
information possible for the task. A schematic representation of this system
is presented in Figure 5.1.

With this strategy, simpler models act as filters that make it less likely
for the data to reach the complex ones, allowing for a reduced computational
burden and time to process the samples through the N—i models. Therefore,
the complexity of the final application is reduced by choosing from an ini-
tial cascade of pre-trained models the configuration that fits the most to the
complexity of the prediction. The confidence values are determined by the
prediction probabilities, which summarize the likelihood (or uncertainty) of

samples belonging to each of the available classes (in our case, human activit-
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ies). In this context, prediction probabilities represent the confidence a model
has in the predictions, i.e., in samples belonging to the different classes. If
the confidence of a sample being of class ¢ is high, the model is confident the
sample should be classified as class c¢. In this specific proposal, this value is
calculated through a multi-class log loss metric (also referred as categorical
cross-entropy). This metric calculates the negative log-likelihood for the prob-
ability predictions made by the classification model. Log loss values (those
obtained from the aforementioned metric) are always positive, being bounded
between 0 and infinity. Thus, a log loss of 0 represents the minimum diver-
gence between the prediction probability and its corresponding actual/true
value. In other words, the probability indicates no uncertainty and the model
can be considered to be entirely confident in the prediction.

In this approach, we consider this second interpretation of this concept.
For this reason, instead of using log loss for evaluating the predicted probab-
ilities and assessing the performance of a classification problem, we use this
metric as an estimator of the reliability of a prediction in which the actual
class is unknown. Hence, we calculate the multi-class log loss to obtain the
loss coefficient by comparing the expected probability vector, constituted by
the predicted probabilities of all the classes, against the predicted label. The
obtained value would be given by Equation 5.1, which calculates the loss for

each class label per observation and then sums the result:

M
L(p, J/pred) =- Z Yo,c108(Po,c) (5.1)

c=1

where M is the number of classes, y,req is a discrete binary value (0 or 1)
of the predicted class ¢ of the observation o, and p is the predicted probability
of that observation belonging to class c.

This L(p, ¥prea) value is compared against the numeric threshold set at each
level; If the confidence L(p,y); at stage i is above a specific threshold value
t;, the prediction is marked as valid. In this case, the lower the threshold, the
more stringent the confidence requirements of the model, i.e., it is easier that
a sample has to go through more stages until it is successfully classified with

a confidence higher than ;. From the optimization point, we avoid specific
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samples to be processed by more complex models than what is required for
classifying that difficulty. Besides, the data processing stages of the signals
and the feature extraction phases are improved. That is, just the features
needed for each of the levels are computed, and the remaining features are
only computed at the following levels of the cascade if required. Recall that
the presented cascade approach may have all the new samples labeled with
the initial and simpler classifiers without requiring the computation of all the

features and just a sub-set of them.

5.1.2 Different training methods

To better understand the flexibility of the proposal, we have defined three
different implementations of the system’s training strategy. The difference
among those implementations is determined by the input data used to train
each of the layers. Resembling model ensemble techniques, we can differen-
tiate those implementations in which all the models are trained with all the
available data (parallel implementation) from the ones in which the successive
layers of models are trained only with previously unclassified data (sequen-
tial implementation). We also present a mixture of both methods that seeks
to combine the potential advantages of both approaches (hybrid implementa-

tion).

5.1.2.1 Parallel implementation

In the parallel training all the models are trained using all the available data
to, presumably, be able to generalize better on unseen samples. Therefore, all
the levels are independent in terms of input. A schematic representation of
the training set-up is shown in Figure 5.2. This training approach is similar
to the one followed by the stacking model ensembling technique (Wolpert,
1992), in which several heterogeneous models learn in parallel with the whole
training dataset. However, contrary to the stacking method, in the cascade
of models, there is no final stage of creating a meta-predictor or meta-model

that combines the output of the different trained models.
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DATASET —— M1 Classif
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M2~y Classified
Low
M{2n-13 Pending

—> 1 ———————————————————
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Figure 5.2: Schematic representation of the workflow for the parallel training
scheme of the proposed model cascade.

5.1.2.2 Sequential implementation

The second implementation uses the whole dataset to train the initial model.
However, the successive models are trained using only a fraction of this initial
dataset. At stage i, this fraction consists of those instances that do not have
a reliability /confidence higher than ¢; in the previous phase i —1. That is,
only those instances that fail to pass all of these N —1 confidence tests are
used in the construction of the following exception-learner model, as shown in
Figure 5.3. This way, the data input of the successive models is conditioned
by the previous predictions. This allows having N —1 models forced to learn
suitable patterns for hard to classify samples, covering the flaws of the initial
model. Thus, it is designed to better discover non-covered patterns of the
data. This strategy follows a similar approach to the Boosting model assem-
bling technique (Schapire, 1990), where the successive homogeneous models
are created based on the errors of the past ones and random sampling tech-
niques. In contrast to this, in the presented cascade approach, new data does
not need to go through all the trained models to be classified, which improves

the performance of the final systems.
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-
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Figure 5.3: Schematic representation of the workflow for sequential training.

5.1.2.3 Hybrid implementation

It presents a mixed approach in which the idea of parallel training is followed

in all the stages except in the last stage of the cascade, as Figure

5.4 illustrates.

The objective of this implementation is to balance the generalization of the

initial cascade stages (trained with all the available input data)

with a greater

particularization in the final model (trained only with only a fraction of this

input data). This way, the last model is intended to specialize only in those

patterns that have been left uncovered by the rest of the N—1

is forced to be trained with few but hard to classify examples.

DATASET .
> — M1 Classif
High
M1 Classified
Low
M1 Pending
—> —> M2,N-1} Classif

High
M {2na; Classified
M{zn-1; Pending Low |

models and it

Shocein - IR —
MN Classified

Figure 5.4: Schematic representation of the workflow for hybrid training.
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5.2 Procedure and Methodology

In this section, we continue using a HAR problem to analyze the suitability
of the introduced approach for continuous time-series data (e.g., data from
accelerometers). For this reason, we evaluate the performance of the different
variations presented in Section 5.1 through several public HAR datasets in a

multi-class classification context.

5.2.1 Selected datasets

In this part of the work, we incorporate two new public datasets into the
datasets used in the previous chapter. To the collection of three already in-
troduced datasets (ADL Dataset, Sports Dataset and the novel OHM dataset),
we have included two additional ones to complement the experiments of the
inference stage. Those datasets are the Human Activity Recognition Using
Smartphones Dataset (Anguita et al., 2013) (HAR Dataset) and Office Activ-
ity Recognition using accelerometers and gyroscopes located on the forearms
Dataset (Avellaneda Gonzalez, 2019) (OFFICE Dataset). The former is one of
the most common datasets for HAR applications using time-series data, while
the second one is specifically focused on the context of this work. With those
additions, this chapter evaluates five datasets related to sensor data and time-
series data, which represent a typical use-case scenario for HAR applications
and our specific context.

In the following we will introduce in detail the characteristics of these two

additional detasets:

o Human Activity Recognition Using Smartphones Dataset (Anguita et al.,
2013)

This dataset contains 6 activities (Walking, Walking upstairs, walking
downstairs, sitting, standing and laying) obtained from the accelero-
meter and gyroscope sensor of a mobile device located on the waist.
These activities were recorded by 16 volunteer participants (11 men and
5 women, ages between 19 and 81 years). The signal of the embedded

tri-axial accelerometer and gyroscope were recorded at a rate of 50Hz.
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Those signals were filtered and sampled in fixed-width sliding windows
of 2.56 sec and 50% overlap, constituting 128 readings per window. For
this work, the pre-calculated features provided by the datasets’ authors
are used. It contains 561 features with time and frequency domain vari-

ables obtained for the 10299 sequences of data.

o Office activity recognition using accelerometers and gyroscopes located
on the forearms Dataset (Avellaneda Gonzalez, 2019)

It contains information about 5 different activities that can be per-
formed in office settings (Use the computer, drink a beverage, have
a phone conversation, take notes-handwriting and look at the smart-
phone). It contains 230 trials of 3 minutes of continuous data captured
from sensors placed on both right and left forearms. 7 users, whose
ages were not described, participated in this dataset. Tri-axial acceler-
ometer and gyroscope signals were recorded. To perform the evaluation
of this dataset, a pre-processing stage was carried out in which data
was divided into segments of 255 points window with a 50% overlap.
272 time-domain features were obtained for a total of 7551 sequences of
data.

As a reference for further comparison, a summary of the number of in-
stances, classes, and the initial set of features for the total of 5 datasets
analyzed in this chapter is shown in Table 5.1. This final selection of five
dataset aims to cover different contexts in human activities classification in

intelligent environments with data captured by motion sensors. Due to the

Dataset N@ Instances N© Classes N¢ Initial Feat.

OHM Dataset 1000 3 486
ADL Dataset 10299 6 561
HAR dataset 839 13 162
Office Dataset 7551 5 272
Sports Dataset 9120 19 162

Table 5.1: Main characteristics of the selected datasets.
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specific context of this dissertation, it also includes a particular focus on of-
fice environments and the use-case of monitoring hydration habits, evaluated
in Chapter 4. However, this approach can be extended to other solutions or

datasets as long as they contain time-series continuous data.

5.2.2 Experimental setup and design

In this part of the dissertation, we will continue with the same selection of
classifiers as the previous chapter. This selection offers a good efficiency for
resource-constrained environments when classifying sequences of continuous
data from IoT sensors (Dhar et al., 2019). Only DT was removed for the ex-
perimental setup as this classifier’s intrinsic nature opposed the probabilistic
approach presented. Thus, this selection includes LG, RF, KNN, Gaussian
NB, Linear SVM, and MLP. Furthermore, it is essential to remark that not
all the included algorithms are probabilistic. In some cases, such as KNN or
SVM, the confidence of the prediction is measured according to other para-
meters. For example, these parameters correspond to the number of nearest
neighbors from a new instance in KNN, or to the distance from the hyperplane
in SVM. Moreover, RF is for itself an ensemble learning method, consisting
of an ensemble of DT algorithms. This variety of methods enriches the scope
of the proposal by not limiting it to specific probability-based algorithms and
provides a broader scenario for evaluation purposes.

Once more, Edge devices are the target hardware platforms for inferring
new knowledge through the different proposed strategies. For that, we main-
tain the same selection of resource-constrained devices previously considered.
Thus, we evaluate the performance of 4 different platforms (the Raspberry
Pi model 4 B, Raspberry Pi 3 model B+, and the Raspberry Pi Zero W).
With the idea of recapitulating their main characteristics, Table 5.2 includes
a summary of the main technical specifications of the selected platforms.

All the included devices are compatible with the same software tools. Be-
sides, they are evaluated under the same conditions to provide an equitable
comparison between each device. Again, for the sake of fairness, all experi-

ments are executed solely on the CPU, with no other application running at
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Device Processor Architecture CPU Freq Cores RAM

Laptop i7-9750H Intel x86 2.60 GHz 6 16 Gb
Nvidia Jetson Nano Cortex-A57  ARMv8 64 1.43 GHz 4 2 Gb
Raspberry Pi 4 B Cortex-A72  ARMv8 64 1.50 GHz 4 4 Gb
Raspberry Pi 3 B+ Cortex-A57  ARMv8 64 1.40 GHz 4 1 Gb
Raspberry Pi Zero ARM11  ARMv6 32 1 GHz 1 512 Mb

Table 5.2: Selected Edge devices and their main technical specifications.

the same time. The classification solutions are powered by the ML framework
Scikit Learn (Pedregosa et al., 2011). The materials used for the evaluation

experiments are publicly available .

5.2.3 Model cascade configuration

As the objective of this work is to evaluate the capabilities of the proposed
approach in an algorithm and parameter independent and agnostic manner,
we made a deliberate choice to maintain the same cascade configuration for all
the experiments in the comparison. Furthermore, no hyperparameter tuning
has been done to improve the ML algorithms’ performance and adapt them to
a specific scenario. Hence, the algorithm parameters remain the same for all
the evaluated datasets. Thus, choosing the optimal combination of parameters
and hyperparameters for a learning algorithm that maximises its classification
capabilities is out of the scope of this evaluation procedure. This avoids the
impact of other factors that could distort the overall vision of the strategy
being evaluated.

In the proposed discriminative model cascade, the complexity of the dif-
ferent models is given by the number of features selected for creating the
model, as it is a crucial factor for its computational cost (Gémez-Carmona
et al., 2019). For this reason, for every stage i a feature selection process is
performed. This process reduces the feature matrix’s dimension by removing
irrelevant features, obtaining the subset of them that contributes the most

to the prediction. From the exiting feature selection strategies. We apply a

'https://github.com/0OihaneGomez/Model_Cascade_Optimization
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Chi2 filtering method (Liu and Setiono, 1995), which was introduced in the
previous chapter in Section 2.2.

We opt for a cascade configuration based on 3 layers of models that are
trained with an increasing number of features. We maintain the same learning
algorithm in all the models of the cascade to better compare it against the
reference model. Again, for comparison purposes, this configuration remains
the same, independent from the dataset or the classifier. The first level i;
corresponds to a reduced model constituted only by 10 features. With it,
the most straightforward data sequences are processed in a computationally
lighter way. The second level i, increases the number of features up to 50.
In this case, the model can deal with more complex data sequences that the
previous model was not able to classify with the required confidence. Finally,
the last model i3 is in charge of classifying all the remaining instances, and it
is trained using all the available baseline features, included in Table 5.1.

The agnostic nature of this setup also applies to the thresholds t; applied
at each stage of the cascade. We have selected two different thresholds, one
more restrictive than the other. Even though the log loss value is dependent
on the number of classes and the balance of the dataset, those thresholds
remain the same in each of the evaluated datasets and algorithms. For the
sake of comparison, the first threshold #; (from model 1 to 2) is set at 0.15,
which is a highly restrictive value, as it is closer to 0. The second one #
(from model 2 to 3) is set at 0.40, being laxer than the previous one. These
parameters represent the maximum loss value for considering the output of
the corresponding model as acceptable.

The final configuration of the evaluated setup is shown in Figure 5.5. As
aforementioned, we fixed this selection of models and thresholds for all our
experiments. Thus, this setup is only one example of the many possibilities
that the proposed approach’s flexibility allows. While tuning the models is
out of the scope of this work, we hypothesize that both the selected number
of features and the applied thresholds could provide a good cost-accuracy
balance for our evaluation purposes. However, we leave the possibility of

better adjusting these factors open for further implementations of this strategy
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New data

= \ N

L(p.ypred) > T2

M3 = Baseline feat.

Classification

Figure 5.5: The selected configuration of the model cascade for the evaluation
of the different training methods.

in where parameter fitting or thresholds adjustments could be studied for the

specific task and data.

In the following, we will provide the results, both in terms of classification

performance and efficiency, for the described setup.

5.3 Analysis and Results

Several experiments were conducted to analyze the potential benefits of the
presented approach regarding classification performance and efficiency. For
this reason, the results presented in this section can be divided into three main
categories: (i) the evaluation of the classification accuracy for the presented
approach, (ii) the comparison of the three variations of the proposal described
in Section 5.1, and (iii) the computational cost, in terms of execution time, of
the selected variant of the presented strategy when performing classification

tasks in various Edge devices.
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5.3.1 Classification results

This subsection evaluates the classification capabilities of the model cascade
according to the procedure described in Section 5.2. For evaluation purposes,
we have adapted the training schemes explained in Section 5.1 for each vari-
ation of the cascade. To ensure the reliability of our experiments, a stratified
5 fold-cross-validation (CV) procedure was applied for each dataset. The CV
process is applied at each stage of the cascade independently.

In the parallel approach, the training set (composed of 4 folds of the data-
set) remains the same at every level. At each stage, only the samples of the
test set (the remaining fold) whose log loss is above #; go to the next stage.
The evaluation metrics for the cascade are computed using the samples of the
test folds. For each sample, the prediction obtained at the stage in which the
sample got a log loss below ¢; is considered to obtain the final classification
score. That is, if the k' sample gets a log loss above £, at the first level and
a log loss below f, at the second level, only the prediction of model 2 would
be considered.

For the sequential approach, the CV process of the first level is performed
over the whole training set. For the next stage, at each iteration, only the
samples of the test fold that got a log loss above #; are used. Then, a new
5-fold CV is performed with all the data that remain unclassified from each
test folds of the previous levels. This process is repeated with models 2 and
3. In the case of the hybrid approach, the parallel approach is used between
the first and second models, while the sequential approach is used between
the second and the third one. To increase the robustness of the evaluation,
the results are provided as the average of 10 runs for each of the variations.

Finally, we calculate the macro-weighted FI-score metric for all the exper-
iments. It averages both the true positives among all positive results (preci-
sion) and the correct labeled positives based on all the correct positive and
negative events (recall).

We compare the three variations of the model cascade (sequential, paral-
lel, and hybrid) against the reference model and another well-known model

ensembling technique (i.e., Stacking technique) to evaluate their suitability.
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The reference model corresponds to a single model created using the max-
imum initial number of features available, according to Table 5.1. Thus, this
is the most complex single model that can be created using the available fea-
tures. Stacking is an ensemble modeling technique in which a stack of different
estimators is used to train a meta-predictor based on the outputs of all the
individual estimators. Despite their differences, this is the closest example of
model cascade among the rest of the model ensembling techniques. We use
the same setup for the Stacking method and the cascade, using 10, 50, and
the total available features to train each level. In Stacking, both the single
models and the final meta-predictor are trained using the same algorithm.
Table 5.3 shows the obtained results for the five methodologies (the ref-
erence model, the stacking technique, and the 3 variations of the cascade) in
terms of F1 macro results. Besides, Table 5.4 presents the relative percentage
of instances classified with the two initial models of the cascade (10 and 50
features). This table provides an absolute representation of the performance of
the different evaluated scenarios for all the datasets and algorithms combined.
A closer look at the algorithm-dependent results indicates that LG, RF,
and SVM are the classifiers that show the most stable performance in all the
evaluated datasets, presenting uniform F1 results. Ensemble techniques ob-
tained worse results in MLP and KNN compared to the reference model. They
also show high variances compared to the rest of the algorithms, particularly
for the ADL and HAR datasets. Still, they maintain reasonable classification
rates. NB obtains the worst performance. Not only the reference results for
NB are the worst but applying NB within the cascade penalizes its results.
A reason for this circumstance can be found in Table 5.4. Here, NB obtains,
by far, the highest rates of classified instances using the simplest models (first
levels of the cascade), in which almost all the instances do not reach the last
level. This has an impact on the classification results and may indicate that
the applied confidence thresholds are not well calibrated for this algorithm.
Similarly, MLP and, to a lesser degree, KNN also classify a high number of
instances at the early stages of the cascade. As it can be observed, for the last

two algorithms, there is an indirect effect between the correlation of classified
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DATASET Threshold

Features

Method

Algorithm

LG RF KNN B SVM MLP
T1 - 015 Casc. sequencial ~ 70.42 (SD 1.981)  77.07 (SD 0.691)  80.31 (SD 0.917)  99.68 (SD 0.218) 76.77 (SD 1.673)  97.84 (SD 0.480)

OHM T2 — 0 gm 10-50-486  Casc. paralel 70.21 (SD 0.670) 76.36 (SD 0.649) 79.98 (SD 1.006) 99.39 (SD 0.225)  78.30 (SD 0.841) 97.28 (SD 0.543)
- Casc. hybrid 70.21 (SD 0.670) 76.36 (SD 0.649) 79.98 (SD 1.006) 99.39 (SD 0.225)  78.30 (SD 0.841) 97.28 (SD 0.543)

1 — 030 Casc. sequencial  51.47 (SD 0.415) 61.60 (SD 1.484) 74.80 (SD 1.098) 99.32 (SD 0.266) 61.07 (SD 1.337) 88.02 (SD 1.801)

HPM To o5y 27-50-162 Casc. paralel 51.44 (SD 0.539)  65.42 (SD 0.727)  79.30 (SD 0.734)  99.52 (SD 0.380)  62.69 (SD 0.862)  91.63 (SD 0.777)
= .. hybrid 51.44 (SD 0.539)  65.42 (SD 0.727)  79.30 (SD 0.734)  99.52 (SD 0.380)  62.69 (SD 0.862)  91.63 (SD 0.777)

T1 — 015 asc. sequencial 68.12 (SD 0.128) 74.76 (SD 0.199) 82.09 (SD 0.391)  97.29 (SD 1.844) 77.63 (SD 0.474) 84.23 (SD 3.179)

HAR To _ im 10-50-561 Casc. paralel 69.46 (SD 0.104)  81.67 (SD 0.171)  85.80 (SD 0.217) 93.96 (SD 0.722)  81.37 (SD 0.160)  86.37 (SD 0.544)
e . hybrid 69.46 (SD 0.104)  81.67 (SD 0.171)  85.80 (SD 0.217) 93.96 (SD 0.722)  81.37 (SD 0.160)  86.37 (SD 0.544)

T — 015 . sequencial  65.40 (SD 0.065) 87.18 (SD 0.204) 92.64 (SD 0.307)  99.73 (SD 0.032) 74.13 (SD 0.214) 90.59 (SD 3.742)

OFFICE 1, — " 10-50-272 . paralel 65.27 (SD 0.156)  87.41 (SD 0.244) 93.66 (SD 0.21) 99.41 (SD 0.058)  76.02 (SD 0.313)  92.72 (SD 0.497)
= ic. hybrid 65.27 (SD 0.156)  87.41 (SD 0.244) 93.66 (SD 0.21) 99.41 (SD 0.058)  76.02 (SD 0.313)  92.72 (SD 0.497)

T — 015 asc. sequencial  81.17 (SD 1.071) 94.67 (SD 0.123) 96.51 (SD 0.165)  99.76 (SD 0.144) 96.38 (SD 0.127)  97.58 (SD 0.172)

SPORTS 1, _ 0 10-50-162 Casc. paralel 74.99 (SD 0.192)  94.79 (SD 0.075)  97.79 (SD 0.132) 99.41 (SD 0.135)  96.64 (SD 0.084) 97.23 (SD 0.261)
- Casc. hybrid 74.99 (SD 0.192)  94.79 (SD 0.075)  97.79 (SD 0.132) 99.41 (SD 0.135)  96.64 (SD 0.084) 97.23 (SD 0.261)

Table 5.4: Percentage (%) of instances classified with the two initial models of the cascade for the three presented

variations.
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OHM ADL HAR OFFICE SPORTS
F1 %D F1 %D F1 %D F1 %D F1 %D

REFERENCE 86.45 85.58 97.92 93.11 98.24

Stacking 83.45 202 7544 995 93.07 091 81.81 7.28 94.34 3.28
Sequential 82.77 282 7993 459 9039 3.76 86.56 190 93.74 3.90
Parallel 82.29 338 8148 275 90.68 345 86.19 232 9339 4.26
Hybrid 82.04 3.68 80.29 4.16 90.54 3.60 86.11 241 93.30 4.36

Table 5.5: Average F1 results for all the classifiers and their decrease percent-
age (% D) when compared against the reference results.

F1 % D
REFERENCE 89.73 (SD 5.85)
Stacking 85.62 (SD 7.97) 4.69 (SD 3.80)
Sequential 86.68 (SD 5.58) 3.39 (SD 1.04)
Parallel 86.80 (SD 5.18) 3.23 (SD 0.74)
Hybrid 86.45 (SD 5.50) 3.64 (SD 0.75)

Table 5.6: Average F1 results for all the classifiers and datasets, and their
decrease percentage (% D) when compared against the reference results.

instances and the F1 values, meaning that the higher this percentage is, the
lower the classification result may be.

Table 5.5 and Table 5.6 show a summarized comparison between the dif-
ferent methodologies (the reference model, the Stacking technique, and the
three variations of the cascade). The former averages the algorithms’ results,
while the latter averages the results across all the algorithms and datasets.
They also include the averaged percentage decrease of comparing the stacking
and the three cascade approaches against the reference model. As explained in
the previous chapter, the percentage decrease measures the percentual change
between two values, according to Equation 4.6.

In this regard, the single (and more complex) model that acts as the ref-
erence method outperforms the rest of the candidates (Stacking and cascade
strategies). That is, Stacking and cascade strategies obtain, on average, lower
results than the reference model. Moreover, cascade variations show similar or
even higher classification results than stacking techniques across algorithms.

In fact, when compared against the reference model, the average percentage
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OHM ADL HAR OFFICE SPORTS

Sequ.  83.68 (SD 12.1) 72.71 (SD 18.2)  80.69 (SD 9.9)  84.95 (SD 12.7)  94.34 (SD 6.7)
Parallel  83.59 (SD 11.9)  75.00 (SD 18.4) 83.10 (SD 8.1) 85.75 (SD 12.8) 93.47 (SD 9.2)
Hybrid ~ 83.59 (SD 11.9)  75.00 (SD 18.4) 83.10 (SD 8.1) 85.75 (SD 12.8) 93.47 (SD 9.2)

Table 5.7: Average percentage (%) of instances classified with the two initial
models of the cascade.

decrease when averaging the 3 cascade variations is 3.42 % (SD 0.81 %), com-
pared to the 4.69 % (SD 3.8 %) shown by Stacking techniques. Nonetheless,
based on the standard deviation, stacking techniques present higher perform-
ance variations depending on the dataset. On the contrary, cascade methods
present more consistent results.

However, it is paramount to emphasize that the importance of cascade ap-
proaches lies in the optimization possibilities they enable and their potential
efficiency, not in their capabilities to improve the classification results. There-
fore, its interest lies in the relative comparison of how much computational
improvement can be obtained without substantially impairing the system’s
performance. With the cascade approach, the potential computational gains
are given by the percentage of instances classified with the simplest models,
summarized in Table 5.7. The first noticeable fact is that parallel and hybrid
approaches classify the same number of instances with the two first stages
of the model cascade. This is attributed to both of them sharing the same
structure for those levels. Beyond that, some differences can be observed
depending on the dataset, but, on average, the 83.88 % (SD 13.17%) of the
instances can be classified within these two stages.

When combined, the average F1 (Table 5.5) and the average percentage of
classified instances with the initial levels of the cascade (Table 5.7) illustrate
the capabilities of the model cascade system and the benefits of setting a con-
fidence threshold. This is reflected in the comparison of cascading variations
with stacking techniques in Table 5.6. In the cascade method, setting a con-
fidence threshold compensates for the potential errors induced by the lighter
models. Thus, even mainly using simple models belonging to the first levels of
the cascade, it is possible to achieve similar or even better results than using

a much heavier and complex model such as the one created in the stacking
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technique. In our case, the studied cascade strategies are able to reduce by
more than 80% the number of instances to be classified with the last level of
the cascade and maintain detection rates that only decrease on approximately
3.4%. This means that assuming a decrease in accuracy lower than 4 %, we
can have a system in which more than 80 % of the instances can be classified

with much simpler models than the reference one.

5.3.2 Selecting the best cascade strategy

Selecting which of the three variations of the cascade approach is better re-
quires choosing between maximizing the classification results or the number
of instances classified with the simplest models (recall that efficiency in this
piece of work is given by the number of instances that are classified with the
initial levels of the cascade). Depending on this choice, the performance of
the system is prioritized in terms of the classification outcomes or its effi-
ciency, one being conditional on the other. Having two different optimization
objectives, the best strategy consists of analyzing which of the three vari-
ations provides a better balance between both factors (i.e., which of the three
variations optimize in a better balance between them).

By comparing Table 5.5 and Table 5.7 some initial conclusions can be ob-
tained in this regard. At least for the evaluated datasets, the hybrid approach
does not provide any advantage over the rest of the methods. Not only the
parallel and sequential approaches obtain, in general, better classification res-
ults but the models with the parallel approach classify the same percentage
of instances as models with the hybrid approach, as they maintain the same
structure for the cascade’s initial stages. From this point, further evaluation
can optimize this trade-off to find which is the model cascade variation that
better fulfils those two objectives (the best classification results and highest
number of initially classified instances).

To that end, as we did in the previous chapter in Section 4.3, we conducted
a Pareto multi-objective optimization analysis for decision making that selects
a limited number of Pareto-optimal solutions. These solutions correspond to

the Pareto front, which maximizes two objectives: accuracy and percentage
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Figure 5.6: The balance between the classification results and the number of
instances classified by the first levels of the cascade for all the datasets together
(left plot), with special focus on the best accuracy-classified percentage region
of the latter (right plots).

of classified instances in the first stage of the cascade. We apply this strategy
for all the combinations of algorithms and datasets we are considering in this
work. Additionally, we have specifically targeted the OHM Dataset as we will
focus the rest of the computational experiments on it.

Figure 5.6 represents the relationship between the accuracy (F1 result) and
the percentage of classified instances for the combination of all the dataset. A
zoom-in of the upper right corner of the middle plot is shown in the right plot
for the sake of visualization. This region represents the best balance between
the two analyzed factors. Figure 5.7 represents the same relationship with
a specific focus on the OHM Dataset. Those plots also include the Pareto
frontier as a dashed line representing the optimal solutions that maximize
the accuracy (highest y-axis values) and the classification percentage (largest
values on the x-axis).

Finally, Table 5.8 list each of these optimal solutions for both all and OHM
datasets. It includes the name of their corresponding variation of the cascade
approach, F1 value and the percentage of initially classified instances. These
Pareto optimal solutions show that the sequential and parallel approaches are
predominant. The latter, in particular, is the most frequently listed variation.

Although it is not possible to generalize based on the evaluation carried out
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Figure 5.7: The balance between the classification results and the number of
instances classified by the first levels of the cascade for the OHM dataset.

All Datasets OHM Dataset,
Type F1 % Type F1 %

Parallel 98.65 94.79 Parallel 88.58 76.36
Parallel 97.26 96.64 Sequential 88.36 77.07
Hybrid 96.68 97.79 Parallel 86.40 78.30
Sequential 96.16 98.86 Sequential 84.38 97.84

Table 5.8: Final optimal Pareto solutions that showed thee best accuracy-
percentage trade-off.

and the five selected datasets, it does allow us to obtain certain indications
of the potential strengths of this approach. For this reason, we carry out
the computational experiments using this variation, as it obtains the most
balanced results. Either way, considering how close the average classification
percentage is for the sequential and parallel approaches in Table 5.7 (83.68 %
vs 83.59 %), no substantial performance differences are expected due to this

decision.
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5.3.3 Timing results

The results presented in this subsection seek to shed light on the potential of
the cascade strategy to save time and resources in the classification task. To
evaluate its impact, we compare the performance of both the reference model
and the parallel implementation of the model cascade strategy using the OHM
dataset. We measure the computational cost as the time it takes to process
and classify new instances of data.

We have randomly divided the dataset into two parts to perform this
experiment, maintaining the 80% - 20 % proportion used in the 5 fold CV
process. Thus, 800 out of the 1000 instances that the dataset contains are
used for training and the remaining group of data, consisting of 200 instances,
are used for prediction. Therefore, we compare the elapsed time in classifying
these 200 instances of the dataset with the reference model and the cascade
strategy. To ensure the reliability of the results, the averaged elapsed time is
computed (i.e., the experiment is executed 30 times -10 runs of 3 loops-).

The results obtained in the experiments with the five evaluated devices are
included in Table 5.9. The obtained results show that, in the evaluated scen-
ario, our approach is more efficient than the reference model when classifying
new instances of HAR data. This also means that classifying part of these
instances with simpler models offsets the possible overhead of some of them
going through the different stages of the cascade until the confidence require-
ment is met. Table 5.10 summarizes the order of these time improvements,
reflected in the decrease percentage (%D) between the reference times and
the optimized ones. As can be observed, in most cases, the metrics improve
more than the 50 %. As expected, the obtained results for every algorithm
are highly reliant on the percentage of classified instances of the OHM dataset
showed in Table 5.4. Consequently, those algorithms that could deal with a
more considerable amount of data at the early stages of the model cascade
show higher performance improvements. In the case of RF, the intrinsic time
complexity of this method penalizes the efficiency of the cascade approach,
obtaining improvements below the ones that would correspond to its classific-

ation percentage. Even so, it still improves the reference model’s performance.

142



Analysis and Results

3

5.8

"potjout apeosed [o[rered oY) pue [OPOU 9OUDISYOI 9} YIIM SIOURISUI B)eP MU ()()g SUIAJISSed 10F otur pasde[q] :6°C d[qe],

SWY'GLFSLT Ul SWGRTFS.LYy Uldg SWIBTFS9T UIWT SWYGEF STy Ulwlg SWIST +SPI Ultdy Sw9L+SET ULy opeasen) 0Io
SWyeS+59G U9 SW9'6y +58G U9  SWOOT+SLG UIW9 SWGELFST U,  SWGICF SOy UL, SWHBGFSGG UIULY  doUSIBIY Z 144
SWUGTT+S6'TT SWO8C +S¥'1€ SWE'SEFSSVI SWEYC+59°6C SWI9T +SETVY SW9'98 + S6€ 9peOSE)) +ge gy
SWEECFSTT ULWUT  SWECTHSTT ULWUT  SWHYT+SOT UIW] SWST+STT UIWT  SWICTFSLT U]  SWIOEFSOT UIW] oOoUsIefoYy )
Suig8'c+59'8 Sw9z 9+ Sel SCYI+SLES SWEYECFSEEL CIETFS6'EC SWLTEFST'LT opeosen) av 1au
SWyT'G+58'GE SWEE'y +59¢ SWweglLe+59¢ SWyy'L+58'9¢ SWy' ¢+ Sy'ev SWyyT1+SL'SE QOUBIRIOY ’
SWEET+SI6'Y SWLS9+SLVL SWGECF+SCI9 SWEREFSIVI SwreS+sele SWe'0c+56'81 9peOSE) oueN uOSIoL
SWG ST +58°8¢ SWye'1+58'8€ SWyeL+SL8¢ SWSYI+59'6E SWITET +SG9Y SWeyec+S6¢€ 9OURIRJIY
SUW9'6S FS9L'T SuweyeFsere SWEEEFSICT SUWEBT +580°E Sy LS F58E'S SWBET+ST'Y opesser) doyder]
SWTEEFS6T'L SWBySFS6L L SWger+s6¢’L SWBET +596°L SWIBT +597'6 SWI9ST +569°L Q0UBINIOY

dTIN INAS dN NNM JYH 0T

josere@ IWHO

143
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OHM Dataset
LG RF KNN NB SVM MLP

Laptop 46.68 43.13 61.31 8340 59.95 75.52
Jetson Nano 51.54 41.29 63.13 84.19 62.11 87.35
Rpi 4B 52.10 43.36 63.86 85.08 62.22 75.98
RPi 3B+ 44.29 4247 5831 79.29 55.77 83.24
Rpi Zero 48.19 4549 61.05 81.77 60.05 67.07

Table 5.10: Decrease Percentage (% D) showing the time improvement when
applying the cascade method for each algorithm.

When averaging all the results included in Table 5.10, the time improve-
ments were 61.67 % (SD 15.71 %) for the laptop and 64.93 % (SD 18.01 %) for
the Jetson Nano board. For the Raspberry foundation devices, the average
Pi 4 results were 60.56 % (SD 17.23 %), the Pi 3 obtained 60 % (SD 13.21 %),
and the Pi Zero 62.31 % (SD 13.21 %). Therefore, the parallel model cascade
explored in this subsection produced an enhanced performance in all the clas-
sification tasks regardless of the devices’ resources. This was evaluated for a
continuous HAR classification system. Furthermore, the time decreased on
average 62.31% (SD 1.96 %) when averaging all the devices’ mean results.
This illustrates the potential of this cascade strategy for deploying more com-
plex HAR applications in a local stage that, otherwise, could not be efficiently
executed at the Edge.

5H.3.4 Limitations

Before concluding this chapter, we want to address the possible limitations
of this study. The obtained results are dependent on the number of levels
and the selection of the models (according to the number of features in each
stage) that constitute the cascade. Additionally, they are also dependent on
the probabilistic thresholds that rule the transition from one stage to another.
In these experiments, the same parameters are applied for every algorithm and
dataset to provide better insights into the effect of the different strategies in
the classification rates. Therefore, the importance of the performed compar-

ison lies in the relative observable results between the different strategies, not
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in their absolute values. It is important to note that the results obtained,
both in the reference model and in the strategies evaluated, are not the best
possible ones, nor do they seek to be compared against the state of the art of
their respective datasets.

Additionally, the confidence boundary of the evaluated approach has been
set using an adaptation of the log loss metric applied to the prediction label.
As this log loss depends primarily on the probability of the respective label (as
observed in Equation 5.1, it also depend on well-calibrated class conditional
probabilities to estimate model uncertainty. For this reason, it is sensitive to
class imbalances (Wallace and Dahabreh, 2012), and further analysis should
be done to calibrate the confidence of those probabilities (Enomoto and Eda,
2021). Additionally, other metrics could be explored to measure the reliability
of the predictions.

Finally, as addressed in the limitations of Chapter 4, the obtained results
are not deterministic and can be sensitive to the device’s internal processes
or routines (despite calculating these times iteratively and running solely on
the device). To increase the reliability of the measurements, we took a large

number of measurement samples and provided average results.

5.4 Summary and Conclusions

In this chapter, a method to optimize and improve the performance of classi-
fication tasks using model ensemble techniques in resource-constrained devices
has been presented. This is motivated by the challenge of bringing more com-
plex classification tasks to the Edge of the network and facilitate the integra-
tion of classification problems that, due to their complexity, might not reach
a satisfactory balance between their computational cost and their classifica-
tion results. Thus, it contributes to enhancing the capabilities of the devices
located at the Edge of the network and creating privacy-preserving spaces
where data is maintained locally and closer to the user. To that end, we have
analyzed the suitability of three variations of a discriminative model cascade
strategy that combine different classification stages adjust the system to the

complexity of the input data. In addition, we have empirically analyzed and
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compared the performance of the presented approach concerning multi-class
HAR applications within four resource-constrained Edge platforms.

Compared with the full (and more complex) reference model, the proposed
cascade strategy maintains acceptable detection rates with an average decline
of only 3.42% while classifying around 80% of the instances at the early
stages of the cascade. In the evaluated case of study, the cascade reduced
by more than 60 % the baseline processing times of the prediction task for a
set of 200 instances in all the evaluated platforms. Besides, on average, the
proposed model cascade strategy has the potential to outperform the results
of ensemble methods, i.e., the model stacking technique. The outcome of
this evaluation shows the potential of the proposed approach to substantially
improve the efficiency of classification tasks without drastically compromising
their results.

As a conclusion of this chapter, we believe that this approach can comple-
ment the optimization process presented in Chapter 4 by presenting a more
flexible system that adapts its complexity according to the new instance’s dif-
ficulty. With this strategy, we seek to cover the potential limitations of the
previous approach, in which a single optimized model is proposed to cover all
the classification needs. Thus, those instances that do not require greater com-
plexity can be classified by the first level of the cascade in the same way as a
single reduced model would classify them. More complex models are available
for the rest of the instances if needed, optimally adjusting its configuration
for the best trade-off between results and performance. This way, additional
steps, in the form of a sequence of incrementally complex models, give this part
of the dissertation an additional depth and broaden the possibilities to carry
out the classification tasks in an efficient and optimized manner. However, the
obtained benefits come at a price. This cascade strategy improves inference
tasks, but results in a less efficient training stage than the one presented in
Chapter 4, in which a unique and straightforward classifier was targeted. This
particular approach would involve re-training at least two models instead of
one single one. Even so, training a reduced model such as the ones included at
the early stages of the cascade would still be less computationally expensive

than training the reference model.
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This proposal’s flexibility and optimization capabilities enable an increased
landscape of efficient applications that make the Edge truly intelligent. In con-
sequence, to preserve the external accessibility of the data thanks to its local
integration. For this reason, it contributes to alleviating privacy concerns in
a human-centric work environment. Moreover, this strategy could eventually
enable the possibility to port models with lower computational requirements
from the Edge to the end device and allocate part of the cascade system there,

directly to the data source.
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The difference between involvement and commitment is
like ham and eggs. The chicken is involved; the pig is
committed.

Martina Navratilova

CHAPTER

Hybrid Intelligence: a
collaborative interactive
approach at the Edge

DAPTING intelligent systems in terms of users’ goals and involve-
ment levels is an essential factor to consider when designing
trustworthy and human-centric IoT solutions. In some intelli-
gent environments, where sensitive information is collected, two

main challenges arise: (i) preserving the external access to the critical data
and (ii) interactively modulating users’ participation. To address them, in
this chapter, a hybrid IML approach is presented. In this approach, users
participate in the Al’s model fitting by providing new annotated data when
inquired by the system. This process helps to personalize the model according
to their personal inputs (e.g., personal gestures) and create tailored AI models
that can evolve as the user does. While most IML systems may assume that
participants are always willing and ready to be involved in this interactive pro-
cess, this is not always the case. In this work, the fact that different end-users
may have different involvement levels is also contemplated to accommodate

the participation willingness of every individual at any time.
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For this reason, to face the aforementioned challenges, the proposal that
will be presented in this chapter combines performance optimization tech-
niques with a HiTL approach. Furthermore, to better adapt the system
to users’ preferences, this proposal allows them to determine their involve-
ment level and willingness to participate in the learning process of the model.
Thus, in this chapter, the model cascade optimization technique presented in
Chapter 5 is adapted to an interactive scenario that modulates the number of
times the user may be queried to label new instances of data. For that, this
approach matches the confidence thresholds that rule the classification cas-
cade with the user’s desired participation level. This way, depending on these
thresholds, the cascade could provide the most probable prediction for a new
sequence of data or ask the user about its corresponding label. Those annot-
ated sequences of data can be used to retrain the initial model and personalize
it to every user.

We evaluate our strategy both from a quantitative and a qualitative point
of view. For that, this chapter first provides a quantitative experimental eval-
uation to explore the performance of the cascade approach when applying the
interactive strategy. Then, the results of a conducted qualitative evaluation
are presented. This evaluation consists in semi-structured interviews with 12
participants in which an interactive prototype of a hydration monitoring sys-
tem was presented and their opinion regarding such a system gathered. Our
preliminary analysis provides insights into the potential of this approach to
customize the users’ role in interactive work environments and create more
flexible and effective learning systems.

The rest of the chapter comprises various sections, starting from Sec-
tion 6.1, which analyzes the motivations for designing flexible IML strategies.
Then, in 6.2 the proposed interactive strategy’s effect on the model cascade
scheme is evaluated. Section 6.3 describes the Smart drink monitoring sys-
tem, designed as a use-case prototype for the qualitative evaluation. Then, in
section 6.4 we summarize the main finding obtained through the conducted
evaluation. Finally, we conclude this chapter in Section 6.5, which includes

the final remarks and insights gathered throughout this part of the work.
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6.1 Revisiting the importance of Interactive ML

approaches

Transforming the captured raw data into useful information is a complex task
(Guo et al., 2013). Consequently, IoT devices usually raise questions about
the accuracy of the collected data or how well that data can be associated with
the phenomena it measures (Masson et al., 2016). In this regard, Yang et al.
(2015) analyzed the users’ perception about various tracking devices, studying
how the accuracy of the same device is perceived very differently by each user
depending on his/her expectations or characteristics. Authors pointed to the
difficulty of the models to adapt their performance to real scenarios as one of
the options for those differences. Moreover, they addressed that users’ lack
of knowledge of how their devices work, what data is collected, or how the
measured phenomena are calculated can also impair this perception. In the
same direction, they also discovered that users are likely to expect to custom-
ize the device to suit their individual needs better. In fact, users may exhibit
frustration when activity monitoring devices malfunction or are not suitable
enough to classify their patterns, leading to future disengagement (Fausset
et al., 2013; Shih et al., 2015). This fact highlights the importance of consid-
ering the specific circumstances of each individual when designing IoT-based
systems involving tracking devices. That is, allowing the user to have greater
control over the performance of the system and the device while increasing the
degree of customization possible. In consequence, the design process of the
activity classification system should take advantage of enhanced model cal-
ibration and personalization process by end-users. This personalization can
increase the accuracy of the classification system and helps to address a wider
diversity of user.

Under this context, user involvement can be crucial for improving system
performance while creating engaging experiences. HiTL approaches exam-
ine how this connection between the user and the system can be exploited
to increase the perception of technology. In those approaches, users’ collab-
oration with Al techniques can take many roles. Whilst in classic ML the

assumption is that the training phase will be performed only once, in a HiTL
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scenario, models can be continuously retrained thanks to the user feedback.
For example, users may be integrated into the learning process and provide
the system with sources of truth (i.e., new labeled sequences of data) to im-
prove its detection capabilities. However, the level of involvement needed
to obtain those sources of truth appears to be a barrier for motivating the
user to participate in model improvement over a long time, especially when
there is no offset with the perceived value produced. For instance, in the
experimental evaluation performed by Masson et al. (2016) regarding users
involvement with ATl systems, participants initially took an active role in data
capture. However, eventually, most of them ended up quitting because of the
time involved and the poor accuracy and perceived reward.

For this reason, it is essential to have a good trade-off between the efforts
that are made and the perceived value of such efforts. Additionally, users may
not be willing to get highly involved in the learning process and, thus, it is
important not to force them to interact more than necessary. Therefore, the
particularities of each individual must be taken into account to fit better the
expectations of a broader range of users. Similarly, their willingness to inter-
act with the deployed system may vary along with context and task (Ramos
et al., 2019). Thus, continuously adapting the interactive system in terms of
users current goals and involvement levels is a pivotal factor to consider when
designing trustworthy solutions.

This chapter introduces how the cascade optimization approach described
in Chapter 5 can be transformed into a machine-human collaborative strategy.
This strategy aims to modulate the participation requirements of interact-
ive processes according to each user’s level of involvement. In essence, this
strategy combines the optimization needs of a privacy-preserving local scen-
ario with a flexible user integration in the interactive learning process. In the
following, we analyze the suitability of this approach from a two-fold perspect-
ive: (i) exploring how different involvement levels can contribute to improving
the classification rates of the system and (ii) performing a qualitative evalu-
ation to collect insights about users initial thoughts and opinions toward the

collaborative system described.
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6.2 The cascade approach for Interactive ML:

quantitative analysis and results

This section presents a flexible proposal that can be considered an interme-
diate approach between a classic ML system (with no user interaction) and a
fixed interactive system (with a pre-set interaction level). This intermediate
approach is based on the cascade strategy presented in Chapter 5 and takes
advantage of the confidence level of the prediction to differentiate several in-
volvement levels. Hence, to modulate users’ participation in the classification
process. In this adaptation of the cascade strategy, the final stage of the cas-
cade (that in the previous chapter corresponded to the most complex model)
is replaced by an interactive stage. This way, if the series of successive N
discriminative models that constitute the cascade is not able to predict with
the required confidence a new sequence of data, the user could be inquired
about the activity to which the captured data corresponds. This adaptation
of the cascade technique to this new interactive scenario is presented in Figure
6.1.

New data
74

Classification

Low

Lo

Classification l

High

Interactive
learning

Figure 6.1: Schematic representation of the interactive model cascade ap-
proach, adapted to incorporate a final interactive stage in which the system
may inquire the user if none of the N levels of the cascade can provide a reli-
able prediction for a new sequence of data.
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Confidence Expected Classification

Threshold interaction  results
Higher involvement High High Better
Lower involvement Low Low Worse

Table 6.1: The expected outcomes of the proposed interactive cascade strategy
depending on the selected involvement level of the user.

The main difference between the previous implementation of the cascade
and this new proposal is that the confidence thresholds ¢ are not static para-
meters. Here, those thresholds are internally linked with the participation
preferences of the user. This way, these thresholds determine how reliable a
prediction needs to be to determine whether to accept it or, eventually, in-
teract with the user to obtain the true label for the predicted data sequence.
In other words, this interactive cascade balances the interaction frequency of
the user (i.e., how many times the system may inquire him or her) and the
classification accuracy.

Lower involvement levels are linked to less restrictive confidence thresholds,
whereas higher involvement levels are related to more restrictive confidence
thresholds. Therefore, if the confidence requirement is high, it is more likely
that a complex data sequence can not be classified by any of the cascade mod-
els with the required reliability, being necessary to query the user about its
true label. Thus, it is expected to have a greater number of interactions when
higher confidence requirements are set. On the contrary, with low confidence
requirements, less reliable predictions are admitted as valid. As a result, more
data sequences are classified with the cascade models, reaching the final inter-
active stage less often. Therefore, this adaptive configuration optimizes the
classification performance for every new sequence of data depending on its
complexity. At the same time, it adapts the interactive strategy depending
on the user’s participation willingness. Table 6.1 illustrates the expected out-
comes of this interactive strategy and how the system is expected to behave
depending on the selected involvement level of the user.

Once the user is involved in the process by providing new labels for the

hardest to classify instances, this new information can be used to improve the
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Interactive
learning

Figure 6.2: Schematic representation of the interactive retraining loop. User
labeled data is incorporated into the learning process to personalize the model
using those instances of data.

classification system by retraining the model with this new data. It is expected
that this retraining phase has an impact on future classifications results. In
this case, the more involved the user is, the more data will provide to the
new model. This way, retraining the system according to new annotated data
ultimately results in a more personalized system capable of being adapted
to the particularities of each user. A simplified schematic of this described
process is shown in Figure 6.2. This idea is similar to the Active Learning
strategy. An oracle (in this case, the user) is asked to label some specific

instances of the dataset to include them in the final model.

In the following, we continue the experiments started in Chapter 5 and
analyze how this interactive strategy may affect the classification performance
of the system using the novel OHM Dataset. To better evaluate how an
interactive strategy would influence the personalization of a certain model, it
is essential to know first how a non-interactive reference model behaves when
classifying data from a new user whose examples have not been part of the
training process. In our context, this reference model corresponds to the one
trained using all the available baseline features. For this reason, we begin our
experimentation by performing a leave-one-subject-out evaluation with this
reference model. Then, we evaluate the interactive model cascade strategy

when classifying data from an unseen user.
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6.2.1 Leave-one-subject-out evaluation of the reference

model

In this subsection, we obtain the classification results of the reference model
for all the classifiers in a user-dependent form. In order to do so, a leave-
one-subject-out cross-validation evaluation procedure will be followed. This
evaluation procedure is an iterative method that uses the available observa-
tions of all subjects except one, which is excluded for validation purposes, to
train the model. The remaining subject is used to test the prediction capabil-
ities of the trained model. This procedure allows knowing the individualized
performance of the model in relation to each of the users. In this case, since
the OHM Dataset consists of 10 independent subjects (or users) and 1000
instances of data, the classification model is trained with the data of 9 sub-
jects (900 instances) and tested with the remaining one (100 instances). This
process is repeated 10 times (one subject at a time) to obtain the average
classification rates of the system.

The obtained results for this leave-one-subject-out method for all the clas-
sifiers (LG, RF, KNN, NB - Gaussian, Linear SVM, MLP, and DT) are shown
in Table 6.2 and Table 6.3. The former includes the classification results ac-
cording to the macro F1-Score evaluation metric, while the latter corresponds
to the obtained Accuracy results. Both tables show the results for each of the
10 users included in the OHM dataset. It also includes the average results
for all the classifiers and users. It is worth noting how the obtained results
vary according to each user. For example, user 9 presents the highest-ranking
result in both F1 (85.73 SD = 5.54) and accuracy (87.71 SD = 4.60). In
contrast, user 4 obtains the worst results of the comparison, with an F1 of
69.52 (SD = 3.50) and an accuracy of 78.29 (SD = 3.14). From the best-case
scenario in the classification (user 9) to the worst-case scenario (user 4), there
is a loss of 16.21 points for F1 and 9.43 points for accuracy. The variance
observed in the obtained results is indicative of the dispersion of the dataset
and the freedom of execution in the actions that every user performed when
recording the three target activities (Drink from a mug, Drink from a bottle

and Other). Moreover, each of them brought their own liquid container for
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Algorithm
LG RF  KNN NB SVM  MLP DT

User 1 85.90 89.79 75,51 86.30 81.99 88.56  79.37 83.92 (5.18)
User 2 78.28 8278 73.08 71.39 8241 80.24 65.13 76.19 (6.56)
User 3 77.26  86.08 70.02 80.20 76.00 78.04 66.65 76.32 (6.42)
User 4 73.33 7542 68.53 65.64 6743 67.93 6839 69.52 (3.50)
User 5 87.74 81.94 71.65 7692 89.16 83.58 7578 80.97 (6.47)
User 6 85.02 82.03 73.14 7823 84.32 8720 79.78 81.39 (4.77)
User 7 79.59 8255  78.03 7552 8250 80.86  68.98 78.29 (4.81)
User 8 87.78 9244 6844 7041 87.85 90.26 81.01 82.60 (9.67)
User 9 88.69 90.87 79.41 79.05 90.83 90.02 81.24 85.73 (5.54)
User 10 84.77 8295 71.22 73.65 8264 8314 56.05 77.06 (11.07)

MEAN 82.84 84.69 72.90 75.73 82.51 83.48 72.24 79.20
(SD)  (5.31) (5.14) (3.76) (5.81) (6.79) (6.86) (8.48) (4.72)

User

MEAN (SD)

Table 6.2: Macro F1 results for the leave-on-subject-out evaluation of the
OHM dataset.

Algorithm
LG RF  KNN NB SVM  MLP DT

User 1 87.00 90.00 78.00 87.00 84.00 90.00 80.00 85.14 (4.70)
User 2 83.00 86.00 77.00 77.00 86.00 84.00 74.00 81.00 (4.89)
User 3 80.00  88.00 74.00 83.00 80.00 81.00 73.00 79.86 (5.14)
User 4 81.00 84.00 76.00 75.00 77.00 78.00 77.00 78.29 (3.14)
User 5 89.00 85.00 77.00 80.00 90.00 86.00 79.00 83.71 (5.08)
User 6 87.00 84.00 76.00 80.00 87.00 90.00 83.00 83.86 (4.74)
User 7 82.00 85.00 81.00 78.00 85.00 83.00 74.00 81.14 (3.97)
User 8 90.00  93.00 74.00 73.00 89.00 92.00 83.00 84.86 (8.39)
User 9 90.00 92.00 83.00 81.00 92.00 91.00 85.00 87.71 (4.60)
User 10 88.00 85.00 77.00 76.00 86.00 91.00 65.00 81.14 (9.00)

MEAN 85.70 87.20 77.30 79.00 85.60 86.60 77.30 82.67
(SD)  (3.83) (3.36) (2.83) (4.11) (4.50) (4.90) (6.02) (2.82)

User MEAN (SD)

Table 6.3: Accuracy results for the leave-on-subject-out evaluation of the
OHM dataset.

the recording session of the dataset, which also affects the variance of data
and, thus, the presented results.

One remarkable aspect of the obtained results concerns the observable dif-
ferences between F1 and Accuracy values. On the one hand, accuracy meas-

ures the number of errors concerning the total number of classified instances.
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F1-score, on the other hand, is the harmonic mean of Precision and Recall.
Thus, while the former is a combined measure of all the correctly identified
cases, the latter measures the trade-off between the type I error (false posit-
ive) and type II error (false negative). In addition, the reported F1 value is
more sensitive to class imbalance, as it considers how the data is distributed
and provides macro averaged results. In this specific evaluation, the essential
aspect for the remainder of the experimentation is understanding how the
ability to classify new data improves when applying an interactive strategy.
Therefore, its relevance lies in providing an understandable representation of
how many errors can be avoided with an interactive strategy and the system’s
ability to classify any instance correctly. For this reason, from this point on,
the provided results will be referring to the accuracy metric. Although the
accuracy results (included in Table 6.3) are slightly higher than those of F1
(included in Table 6.2), since they will be compared on an equal basis with
those obtained when applying the different strategies, this relative comparison

is equitable with respect to the metric used.

6.2.2 The cascade strategy for an interactive scenario

Having understood how user-dependent evaluation affects model performance,
this subsection will evaluate the impact of replacing a single complex reference
model (trained using all the available baseline features) with a cascade of
simple models. To do so, we will initially evaluate a cascade analogous to
the one presented in Chapter 5, using the parallel cascade approach presented
there. The final configuration of this cascade is shown in Figure 6.3. Two levels
are included in this setup. The first level i; corresponds to a reduced model
of 10 features. The second level iy increases the number of features up to 50.
Lastly, the final model is replaced by an interactive stage in which the user
may be inquired about the true label of the data if none of the two previous
models can provide a prediction that meets the confidence requirements.
The confidence requirements of each i level depend on the T; thresholds.

Those thresholds are compared against the multi-class loss value of the pre-
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New data

Classification
L (p,ypred) <Ti

L (p.ypred) > Ti

M2 =50 feat.

Classification

L (p,ypred) < T2

L (p.ypred) > T2

Interactive
|ea rn i ng Classification

Figure 6.3: The evaluated model cascade’s configuration including the final
interactive stage. T; and T, are defined according to the participation willing-
ness of the user.

diction L(p, yprea) defined in Chapter 5 with Equation 6.1:

M
L(p, Yprea) = — Z Yo,clog(po,c) (6.1)
c=1

As this value tends to infinity for progressively worse scores, lower loss
values involve higher confidence levels on the model’s prediction. In contrast,
higher loss values are associated with less reliable predictions. In this imple-
mentation of the cascade, those confidence requirements T; and T, are not
fixed thresholds. Instead, they depend on the potential involvement level
of the user. For this reason, three levels of stringency have been defined:
low, intermediate, and permissive. Those levels are linked to the L(p, yprea)
threshold values and intrinsically related to the reported participation will-
ingness of each user. So that, the lower the threshold, the more likely it is
that the interactive stage will be reached. Therefore the user will be queried
by the system about a specific data sequence.

Those three levels are calculated by setting a confidence factor that mul-
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Involvement Confidence level Threshold value

High Restrictive T:/1.25 — T,/1.5
Medium Intermediate T — T
Low Permissive Ty %125 — Tr % 1.5

Table 6.4: The correlation between the users’ involvement requirements in the
interactive strategy, the associated confidence levels, and the threshold values
for each of the cascade levels.

tiplies or divides the baseline thresholds. For the sake of comparison, the first
threshold T (from model 1 to 2) is set at 0.15. The second one T, (from
model 2 to 3) is set at 0.40. The confidence factor for each level has been
set at 1.25 and 1.50, respectively. This maintains a scale according to which
higher cascade levels have more restrictive thresholds than successive ones.
That is, the first T} threshold will become more demanding in terms of con-
fidence on the prediction than T,. It should be remarked that both Ty, T,
and the confidence factors 1.25 and 1.50 could be tuned to improve the classi-
fication performance of the strategy. However, we have set these values only
for comparative purposes, and no other fitting process is performed. Table
6.4 summarizes the correlation between the concepts of involvement, the con-
fidence level associated with the prediction, and the corresponding threshold
value once these confidence factors are applied.

The obtained accuracy results for the leave-one-subject-out cross-validation
process of the parallel cascade are included in Table 6.5. For comparative
purposes, this table includes the reference results (from Table 6.3). It also
incorporates the results obtained concerning those instances classified by the
first two levels of the cascade (Acc M1 + M2) as well as the number of in-
stances (out of the 100 sequences of data that form the test set) that would
reach the interactive stage (Pend Inst.). Those pending instances would not
have been automatically classified by the early stages of the cascade (M1 and
M2) and would be inquired to the user.

As can be observed, setting a confidence threshold compensates for the
potential errors induced by the lighter models. In fact, it increases the ac-

curacy of all the classifiers for those instances that are classified by one of
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Invol. Threshold Acc Reference Acc M1+M2 Pend. Inst.
High T1/1.25 - T2/1.5 94.156 39.80
LG Medium TI1 -T2 85.70 90.703 29.20
Low T1*1.25 - T2*1.5 85.531 15.30
High T1/1.25-T2/1.5 94.969 34.30
RF Medium T1 -T2 87.20 92.701 26.10
Low T1*1.25 - T2*1.5 88.839 15.00
High T1/1.25-T2/1.5 87.016 21.40
KNN Medium T1-T2 77.30 87.015 21.40
Low T1*1.25 - T2*1.5 83.077 2.50
High T1/1.25-T2/1.5 72.966 3.70
NB Medium TI1 -T2 79.00 72.916 2.80
Low T1*1.25 - T2*1.5 71.913 2.30
High T1/1.25-T2/1.5 93.879 34.90
SVM Medium T1- T2 85.60 89.818 23.90
Low T1*1.25 - T2*1.5 85.440 9.40
High T1/1.25 - T2/1.5 81.223 3.90
MLP Medium T1-T2 86.60 80.415 2.80
Low T1*1.25 - T2*1.5 80.447 0.80

Table 6.5: Accuracy results for the leave-on-subject-out evaluation according
to several threshold levels. Low corresponds to a lower confidence requirement
on the prediction to accept it as valid, while High relies on higher confidence
rates.

the two initial models (M1 or M2) except NB and MLP. Similar to what was
observed in Chapter 5, both classifiers obtain the worst performance, and the
cascade approach does not improve the reference results. This may indicate
that the applied confidence thresholds are not well calibrated for those al-
gorithms. Still, the rest of the classifiers benefit from the cascading strategy,
improving substantially the results of the classified instances.

These results also illustrate how the different thresholds impact the classi-
fication results. The effect of the level of stringency in the confidence require-
ment is very apparent when comparing the obtaining results for each classifier.
It can be noted how, as the degree of involvement rises and the confidence
requirement increases, the classification results also improve. Consequently,

fewer data sequences are classified with the required reliability by Model 1
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and Model 2, and more of them reach the interactive stage. This means that
users would be inquired more often to provide a label for those instances.
In the following subsection, we will evaluate the effect on the classification

performance of retraining the model with those instances labeled by the user.

6.2.3 Retraining the model with user annotated data

As stated previously, integrating the user in the control loop can personalize
the classification system once new labeled instances are used to retrain the
initial model. For this reason, in this subsection, we perform an experiment
in which an interactive simulated scenario is analyzed. For this evaluation, a
specific splitting process of the original dataset is needed. A representation of
the process followed to perform this evaluation is included in Figure 6.4.

In this process, the initial 100 instances of each subject of the dataset,
which were previously used as a single test set (Initial Test), have been divided
into two blocks of 60 (Test) and 40 (Validation) instances each. Thanks to
this division, it is possible to split the evaluation process into two stages to

see how the classification results evolve when new data is included in the

model. In the first stage, the model is trained with the 900 instances included
v

Initial Test
100 Inst
Test

60 Inst

Not classified
N Inst

v
Validation
40 Inst

y
Final Train
900 + N Inst

f

PERSONALIZED
EVALUATION

Figure 6.4: Dataset division to simulate an interactive scenario and evaluate
the effect of retraining a generic model with user-dependent data.
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in Initial Train data. Next, the 60 instances of Test data for each target
user are used to determine the number of instances of these 60 that would
remain without being classified by the two initial levels Model 1 and Model
2 of the cascade described above. These remaining N Instances are assigned
their corresponding correct label as if a user was labeling them. Then, those
labeled instances are incorporated into the initial Initial Train.

Thus, for the second stage of the evaluation process, the initial model is
retrained including the user-specific data. The final training set Final Train
that will be used at this second stage corresponds to the sum of the initial 900
instances of the Initial Train and the remaining N instances of the previous
stage. To evaluate the influence of incorporating those N instances into the
model, we compare the classification performance of the initial model and the
new personalized one. We use the Validation data (the remaining 40 instances
of the original Initial Test set) for that. We compare the obtained results when
these Validation instances are classified by the initial model (Generic evalu-
ation), and when they are classified with the retrained model that includes
the new included N instances (Personalized evaluation).

The obtained results of the described evaluation are included in Table
6.6. This table appends both the average reference results (from the leave-
on-subject-out evaluation included in Table 6.3) and the average number of
pending instances (N Inst) that remained unclassified from the Test set. Those
N Inst are the ones that are included in the Final Train set to retrain the model
with user-dependent data. Moreover, this table illustrates the influence in
the accuracy results of including those pending instances in the final model.
For that, the obtained accuracy for the generic model (the results for the
initial model trained with the Initial Train data) and personalized model (the
results for the retrained final model with the Final Train which includes user-
dependent data) are shown for comparative purposes.

In both cases, two columns of results are included, encompassing two differ-
ent scenarios. On the one hand, the interactive scenario is evaluated. Coined
as M1+M?2 in the table, those results correspond to those instances classified
in the first two levels of the cascade (Model 1 and Model 2). In this case, the

interactive strategy remains at the final stage of the cascade. On the other
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Alg Invol. Threshold Reference N Inst Generic Personalized
M1+M2 All M3 Mi1+M2 All M3
High T1/1.25 - T2/1.5 23.01 95.74 85.56 96.50 88.28
LG Medium T1 -T2 85.70 17.00 92.31 85.15 92.97 87.54
Low T1*1.25 - T2*1.5 8.04 87.54 83.34 88.70 85.28
High T1/1.25 - T2/1.5 22.14 95.42 86.92 96.69 89.22
RF Medium T1 -T2 87.20 16.76 93.74 86.84 94.78 88.60
Low T1%1.25 - T2*1.5 8.71 89.19 85.66 90.58 87.19
High T1/1.25 - T2/1.5 19.45 88.59 81.88 89.28 83.59
KNN Medium T1 -T2 77.30 15.33 88.59 81.88 89.28 83.59
Low T1%1.25 - T2*1.5 7.30 83.96 82.68 84.04 82.83
High T1/1.25 - T2/1.5 16.02 76.87 76.05 77.07 76.35
NB  Medium TI1-T2 79.00 12.88 76.41 76.17 76.61 76.27
Low T1*%1.25 - T2*1.5 5.85 76.33 76.05 76.45 76.18
High T1/1.25-T2/1.5 15.27 94.06 86.27 94.25 88.60
SVM Medium T1 -T2 85.60 11.99 90.98 85.74 92.55 87.96
Low T1*1.25 - T2*1.5 5.64 86.29 84.02 88.13 85.47
High T1/1.25 - T2/1.5 14.81 86.85 84.18 89.01 86.63
MLP Medium T1- T2 86.60 11.35 85.73 83.92 87.66 85.35
Low T1*1.25 - T2*1.5 5.315 84.61 83.40 84.71 83.53

Table 6.6: Average accuracy results and the number of instances used to
retrain the model for an interactive scenario. Generic results correspond to the
validation set classified with the original model. Personalized results correspond
to the evaluation of the model trained with the modified train set that includes
user annotated data.

hand, a non-interactive scenario is evaluated. In this case, the last interactive
stage at the end of the cascade is replaced by Model 3, which corresponds to
the reference model (the one trained with all the available features). Those
results are coined as All M3 in the table. This approach resembles to the cas-
cade presented in the previous Chapter 5 and evaluates the effect of stopping
the collaboration with the learning system.

When comparing the effect of the involvement levels, once again, it can
be noted that a higher involvement level implies better results for the clas-
sification of new instances by the early stages of the cascade (Acc M1+M?2).
Nevertheless, a slight effect can be observed when incorporating a third model
(All M3). Besides, adding user-specific data and retraining the model pos-
itively influences the classification results. This can be observed when com-

paring the generic versus the personalized results. For this reason, this table
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Acc M1+M2 Acc All M3

Alg  Tnvol. (% Incrase) (% Increase)
High 0.79 3.17
LG Medium 0.72 2.81
Low 1.33 2.32
High 1.33 2.65
RF Medium 1.11 2.02
Low 1.55 1.78
High 0.78 2.09
KNN Medium 0.78 2.09
Low 0.10 0.18
High 0.26 0.38
NB Medium 0.25 0.13
Low 0.16 0.17
High 0.21 2.70
SVM Medium 1.72 2.59
Low 2.13 1.72
High 2.49 2.91
MLP Medium 2.25 1.70
Low 0.12 0.16

Table 6.7: Percentage increase between the accuracy results of the initial
generic model and the personalized one for the interactive (Acc M1+M2) and
non-interactive scenario (Acc All M3).

Acc M1+M2 Acc All M3
(% Increase) (% Increase)

High 18.45 (SD 3.60) 0.98 (SD 0.85) 2.32 (SD 1.01)
Medium 14.22 (SD 2.46) 1.14 (SD 0.73)  1.89 (SD 0.95)
Low 6.81 (SD 1.41)  0.90 (SD 0.89) 1.05 (SD 0.99)

Invol. N¢° Instan

Table 6.8: Number of instance incorporated to the personalized models and
the percentage increase between the accuracy results of the initial generic model
and the personalized one for the interactive (Acc M1+M2) and non-interactive
scenario (Acc All M3), averaged for all the algorithms.

also illustrates how a personalized model consistently outperforms the generic
model.

Table 6.7 and Table 6.8 summarize the percentage increase between the
accuracy results of the initial generic model and the personalized one. The

percentage increase measures the percentage change between two values, ac-
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cording to Equation 6.2:

FinalValue— InitialValue
%Increase = — %100 (6.2)
InitialValue

In this case, %Increase measures the relative increase of retraining the
model (FinalValue) when compared against the generic model (InitialValue).

In particular, Table 6.8 summarizes the results of 6.7, averaging all the
evaluated algorithms. It also includes the average number of instances that
were used to train the personalized model. Results show how the interactive
strategy improves the classification capabilities of the cascade, particularly
in an eventual scenario in which user intervention is removed (Acc All M3).
Moreover, on average, higher involved users contribute the most to improve
the final results of the cascade under that circumstance. In that scenario, the
classification rates improve by up to 2.32 % in the case of the most participate
scenario and by 1.05 % when only an average of 6 new sequences of data are
included to retrain the model.

Therefore, in general terms, a higher level of collaboration with the inter-
active system leads to better classification results. This improvement is more
relevant when the user is ultimately replaced by a third model (Acc M3).
Considering a scenario in which the interactive stage of the system is elimin-
ated allows us to anticipate how a personalized model with user-specific data
would behave if an individual decided to reduce or stop their collaboration
with the learning process. However, the accuracy improvement is moderate in
the case of continuing with an interactive cascade strategy (Acc M1 + M2).
In this case, the difference between a more engaged user and a less engaged
user is more subtle, although, on average, an improvement of around 1% is
obtained. In the case of maintaining an interactive approach, in which the
user continues to participate in the classification process, it is to be expected
that subsequent training cycles will continue with this improvement of the
classification results in a progressive manner. That is, the more annotated
data is included, the better results are obtained for every retraining cycle.

In summary, the results obtained from this evaluation show that an in-

teractive strategy has the potential to improve the model performance. This
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improvement becomes significant when the participation of a user is higher.
Furthermore, it highlights how most involved users could eventually reduce
or even stop their participation in the learning process, obtaining a noticeable
improvement of the system’s performance in return for their initial efforts.
Although the provided results may not represent a remarkable improvement
in some cases, it should be noted that the number of instances that are added
to the personalized model is very modest compared to the original 900 in-
stances that make up the Initial Train set of the dataset. Thus, those results

are conditioned by the reduced size of the Test and Validation set available.

6.3 The Smart drink monitoring system

The previous section analyzed the impact that user participation can have
on the outcomes of a classification system. Now, in this section, we want to
progress in setting up bi-directional channels through which this participation
is enabled. In order to do so, user-machine interfaces and interaction mech-
anisms mediating between IoT and end-users should be devised to dispose of
with an ability to provide feedback to enhance future uses of the system.
Following the use case of detecting hydration patterns in office spaces, in
this section, we present a prototype of an interactive IoT smart system that
will be used to validate user opinion regarding human-machine collaborative
spaces. This prototype, coined as Smart drink monitoring system, consists of
two parts: (i) a sensor device that monitors users’ actions and provides quick
feedback, and (ii) two applications through which the user can customize
the system, modulate its degree of involvement in the learning process, and

provide new data examples to customize the model.

6.3.1 The Smart drink IoT device

This IoT device can be placed in any bottle, cup, or drink container. Its
primary function is to record all the actions that users make with the con-

tainer in which it is placed. Therefore, it is a practical example of how an
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Figure 6.5: A sample of the messages that are prompted through the device’s
display to interact with the user.

everyday object can be augmented with technology to provide new function-
alities, in this case detecting people’s hydration patterns. For this prototype,
the commercial IoT development device M5-StickC was used.

The inertial sensors of this [oT device register movement in terms of accel-
eration and orientation. When any movement is detected, the captured data
is sent wirelessly to an Edge device (e.g., a Raspberry Pi device), where it can
be used to discern between the drinking gesture or any other movement.

The main particularity of this device is its interactivity. Following the
IML strategy described during this chapter, with this device, it is possible to
notify or inquire the user about a performed movement through the included
screen and buttons. An example of the range of messages that are shown
trough the screen and these interactions is included in Figure 6.5. This way,
if the captured data was classified by the system, a message will inform the

user about the detected activity. On the contrary, if the activity could not be
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predicted with the required confidence, the user will be prompted about the
gesture he/she has just performed. The user will be able to respond to this

query via the available buttons, and his/her response will be recorded.

6.3.2 User management system and Model personaliza-
tion engine

The User management system and the Model personalization engine are con-
ceived as two interfaces through which users can personalize the system and
include their own examples of data in the model. Through them, it is expected
to promote an enhanced user integration and voluntary participation, which
ultimately encourages user adherence through personalization.

The User management system is the primary application to customize the
desired system preferences. Its interface is shown in Figure 6.6. In order to
better fit a wider diversity of users, through this interface, it is possible to
define the desired level of participation in the proposed interactive scenario.
Three levels of involvement are defined: High, Low or Intermediate. This
selection determines the number of times the IoT device may ask the user
about a specific activity performed. It also includes the None option, which
involves eliminating the interactive component of the system functionality.
The system is converted into a non-interactive or classical approach with no
user involvement in the learning process by selecting this option.

In addition, specific to this use case and the OHM Dataset, it is possible
to define whether the user wants the system to discern between the type of
container used, Bottle or Cup/Mug. This allows to make the classification
options more flexible and adapt the system to the user’s expectations. Users
can always use the same type of container (for example, a bottle from which
they always drink water) or vary between the bottle aforementioned bottle
and a cup or a mug (where they can drink tea or coffee). This is another
example of the flexibility provided by the system. Finally, all the selected
options are saved in association with the user name, and their personalized

preferences are updated accordingly.
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User Management System - Set preferences

Insert your name:
Userl

Save Name

Select your desired participation level:

None Low Intermediate High

{]

Select the classification mode:

Drink / Other

|

Activity Log

Name changed to: Userl

High participation level:
The system will frequently inquire you about a
detected activity

Update Preferences

Quit

Figure 6.6: The user management application, designed to set the preferences
of the system and modulate the desired participation level.

The Model personalization engine is an application designed to help users
in the process of personalizing the model. Its interface allows them to easily
and visually provide examples of their own movement patterns to retrain the
model. Figure 6.7 includes the interface of this application.

To this end, the developed application displays the signals that are being
captured by the sensor. This way, users can perform a movement and select
the part of the captured signal that corresponds to the drinking gesture to

be saved and used later to retrain the base model with user-specific data.
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This idea is aligned with the concept of transparency and explainability of
the ML process, as it can provide a clear vision of the kind of data the device
captures. In this way, there is direct and visual feedback between the container
movements and the signal that the user can see on the screen, which promotes
a better understanding of the system’s inner workings and how it can identify
activities through the signal patterns that are captured.

Following the Edge Computing approach, both applications are designed to
run on Linux-based Edge devices, which function as a gateway or concentrator
of the information received from the sensor device. The source code for both

tools is available in Github .

6.4 Qualitative evaluation of the interactive sys-

tem

The proposed interactive system enables the possibility of collaborating with
the system to customize the activities recognition model and, therefore, to
improve it. To do so, an interaction between the user and the system is
needed. For this reason, the previously presented system was conceived as
a tool to evaluate the proposed interactive approach with the presented use
case, which is related to the smart workplace context that serves as the basis
for this entire dissertation. For that. this evaluation poses a session in which
the user is introduced to the Smart drink monitoring system. From this point

on, we define this evaluation and present the obtained results.

6.4.1 Evaluation objectives

This study aims to get insights into the degree to which users would be pre-
disposed to be involved in the learning process and the customization of the
system. Furthermore, it also aims to address the most suitable mechanisms for
motivating those interactions. To this end, two research questions have been
proposed. Those are based on the needs identified in the literature regarding

the customization and adaptation of IML systems.

'https://github.com/0OihaneGomez/Smart_Drink_Monitoring
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6.4 Qualitative evaluation of the interactive system

Research Question 1: Which is the willingness of the user to be

inwvolved in the process of obtaining more accurate predictions?

According to Yang et al. (2015), users are likely to expect to be able to
customize the device to suit their individual needs better. A fine-tuning of the
models by the end-users (e.g., through a process of re-training and debugging
of models/classifiers) may increase its performance. Moreover, including user-
specific data also improves the detection capabilities of the model for each
user. Thus, it helps to address a wider diversity of profiles and expectations
(Kulesza et al., 2015). However, this task may be burdensome for some users
if this collaboration is not adequately presented. For this reason, this research
question seeks to analyze whether users would be willing to be engaged in
improving and customizing a system, to what extent, and the motivations for

doing so.

Research Question 2: Which is considered a good trade-off effort

between the improvements and the time commitment?

According to Meyer et al. (2014), there is a relationship between the qual-
ity of the data, in terms of accuracy and reliability, and the user’s effort to
acquire it and collaborate with the learning system. This effort makes it neces-
sary to consider the trade-off between the user’s involvement and the possible
improvement results. If this effort is higher than the perceived value of the
system and no tangible benefits are obtained, it may not be considered as re-
warded (Masson et al., 2016). In addition, the commitment to maintain this
collaborative dynamic over time can become arduous for some users. In con-
sequence, greater flexibility is needed to better adapt the interactive system
to the context and the involvement of every individual (Chung et al., 2017).
Thus, with this question, we aim to understand better what incentives users
need to maintain their commitment over time and what they would expect to
obtain in return for doing so. In addition, we address how the flexibility of
modulating their participation at any given moment is considered favorable

to contribute to their involvement in the learning process.
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6.4.2 Method and procedure

As has been previously introduced, this study focuses on the participants’ per-
ceptions regarding their role in the described interactive learning process. The
study protocol includes several tasks to familiarize participants with the inter-
active system and a semi-structured interview on the experience (Longhurst,
2003). A total of 12 participants were recruited through convenience sampling
to participate in this study (7 men, 5 women). While all the participants are
middle-aged and their works involve medium to high contact with the tech-
nology, not all of them were familiar with AI techniques nor the concept of
IML.

Sessions were designed to take 20 minutes and were conducted presently
with audio recording. First, participants were introduced to the concept of
IML and the designed interactive system using the interaction tools included
in Section 6.3. Then, the interviewer described each personalization option
and asked participants to practice sample interactions. Those interactions in-
cluded a data sampling task to familiarize users with the system’s interactive
capabilities and an exploration of the available preferences to illustrate the
available customization options. For evaluation purposes, all data gathering
tools were fully functional, but for those interactions that involved identifying
a specific gesture, a Wizard-of-Oz testing was followed to improve the out-
come of the evaluation session (Dahlbdck et al., 1993). On those occasions,
participants were placed in a series of scenarios where they could interact with
the designed system in a controlled way, that is, being directed by the session
moderator.

We evaluated two interaction mechanisms for the data sampling task: a
reactive approach and a proactive approach. Participants had the chance to
test both approaches, starting with the reactive one. In the reactive approach,
participants were invited to interact with the IoT device using the simplest
interaction mechanisms (i.e., pushing a button) to confirm the correct label for
a performed movement. Moreover, the User management system was presen-
ted. By means of this application, participants could set their desired level of

participation from four levels (None, Low, Intermediate, High) that determine
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6.4 Qualitative evaluation of the interactive system

the degree of involvement that the user would have in the process of annot-
ating new data. For that, two different procedures were followed to avoid the
learning bias when interacting with the system. Thus, 6 participants were
introduced to the IoT device before setting their desired preferences, while
the rest were asked to set their preferences after using the device. The first
group had the option to change their initial decision after interacting with the
device.

Then, the proactive approach was presented. At that point, participants
were invited to record new data examples using the Model personalization
engine. In this approach, we evaluate the participants’ willingness to use a
system that allows them to proactively give examples that can be helpful to
customize the detection of activities (e.g., repeating a gesture or marking a
starting position). Their thoughts regarding these data-gathering mechanisms
and their preferred interaction mode (reactive or proactive) were collected.

During the whole experimentation, participants were invited to respond
and discuss the questions that were asked about their perceptions and prefer-
ences regarding the system. To finish with, they had the chance to make any

additional comments.

6.4.3 Main findings and insighsts

The objective of analyzing the provided feedback is to find out the initial pre-
disposition of participants to be involved in the customization of the system
and their preferred interaction mechanisms to do so. Moreover, we aim to
obtain some insights into the users’ opinions regarding the flexibility given to
decide how they want to participate in the learning process and whether this
possibility may change their initial perceptions toward the proposed interact-
ive scenario.

In order to evaluate it, we have organized the empirical findings of the de-
scribed experimental evaluation around three themes: (i) initial perceptions of
the interactive system, (ii) the involvement modulation and device’s feedback,
and, finally, (iii) the proactive interactive strategy. The first two themes refer

to the Smart drink IoT device and the Users management system. That is,
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6. Hybrid Intelligence: a collaborative interactive approach at the FEdge

the interaction with the device itself for the reactive learning process and the
possibility of changing the frequency of this interaction. For the last theme,
the proactive approach was introduced through the Model personalization en-
gine and was compared to the previous interaction mechanism. To finish with,
the main findings of the evaluation are summarized and analyzed. These will
be related to the introduced research questions in the final conclusion of this

chapter.

Initial perceptions of the interactive system:

After describing the purpose of the interactive system, participants were
questioned about their general perception of it. All participants agreed on
having a positive or very positive attitude towards the possibility of interact-
ing with the system. Participants highlighted its adaptability and the idea
of personalizing the recognition of the activities. Some participants described
their initial thoughts as positive because they were interested in the system
being able to recognize their own movements. In this regard, they expressed
no doubts about the possibility of the system learning from them. One par-
ticipant addressed that he/she was confident in the system’s ability to learn
from any user and be adapted to them. In fact, this increased the reported
usefulness of the interactive prototype.

Those who had the option to interact with the device before being in-
troduced to the management interface focused their initial opinions on those
aspects related to the device’s purpose or usability. For example, one par-
ticipant expressed finding the device beneficial because of its health-related
purpose. Two participants emphasized their interest in using it on a daily
basis or even in the possibility of taking it to meetings, considering that the
feedback mechanisms were not intrusive. In some cases, as they were not
yet familiar with the option to modulate their potential participation in the
interactive proposal, the system’s learning process raised doubts about an ex-
cessive frequency and number of interactions needed to provide data to the
system. For example, one of the participants found the idea of annotating
new data very interesting, as long as it does not force users to do it every time

a movement is detected or when they are busy.
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6.4 Qualitative evaluation of the interactive system

In contrast, those participants who were initially introduced to the man-
agement interface focused their preliminary opinions on the idea of being able
to modulate the level of participation. In fact, this was one of the most pos-
itively perceived characteristics of the system. In the following, we explore in

detail this characteristic of the system.

Involvement modulation and device’s feedback:

When asked about the possibility of setting their system’s preferences,
participants reinforced their positive perception of being able to adapt the
system to their personal needs. In line with the first impressions gathered in
the previous point, they were particularly into the idea of customizing and
modulating their involvement level. Two participants described this option
as the most valuable characteristic of the system. At the same time, another
one expressed his/her interest in the possibility of modulating it at any time,
while another participant suggested that he/she would like to have always the
option to change it.

Moreover, to explore whether participants wanted to be involved in the
system’s learning process, they were asked to select their desired participa-
tion level in the management interface, choosing one option from the four
available (None, Low, Intermediate, High). The most common response was
"Intermediate”, selected by 7 participants. "High” was selected by 3 par-
ticipants, while "None” and "Low” were set by 1 participant each. When
analyzing those responses on the basis of the two types of intervention carried
out, no clear pattern is observed in these responses between those who were
first introduced to the device or the management interfaces. Those who were
invited to select this level before interacting with the device had the chance
to change it afterward. None of them changed their selection.

Those who chose a high participation level indicated that they were likely
to lower it over time depending on the system’s response. Therefore, highly
motivated participants would be willing to collaborate as much as possible
with the system at the beginning. Then, progressively, they would decrease
their involvement once the system has sufficient data to learn from them.

In some cases, the choice for the intermediate level was motivated by the
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prudence of waiting to find out what each of the options entailed in the daily
interaction with the device. On the other side, the participant who decided
to choose a low frequency said that he/she did not want to be asked more
than twice a day. However, despite this initial reluctance to collaborate with
the learning system, he/she was very much in favor of having the chance to
make this choice. Finally, the person who opted for having none participation
claimed that, although he/she does not find intrusive the way of interacting
with the devices and receiving notifications from the system, he/she does not
like notifications of any kind. Hence, he/she tries to reduce them.

Two other participants shared this last opinion regarding the system’s
feedback. In this regard, one of these participants highlighted not being ob-
liged to respond to the prompted interactions. The rest of the participants
considered that the way the system interacts with them via on-screen notific-
ations, as well as using device buttons to respond to those interactions, was
an appropriate mechanism that they would not find intrusive. Furthermore,
two participants argued that the system’s queries were not disruptive from
their tasks since they are integrated as an additional step linked to the fluid

intake action.

The proactive interactive strategy:

When introduced to the possibility of recording new data samples to re-
train the model using the Model personalization engine, most of the parti-
cipants declared being willing to use it. Only two users showed no interest
in using it. The first one claimed to have too many things to do daily to
spend time on one more. The second said he/she did not want to make any
extra effort. In both cases, they declared that the first option (the reactive
interaction through the IoT device) was more convenient for them. Among
those willing to use this application, two of them considered that the reactive
approach was better for their routine but agreeing on using this application
if necessary. The rest of the participants opted to provide initial data to the
system proactively instead of waiting for the system to ask them to do so.

The reasons behind this decision are diverse. In this regard, one participant

indicated that it was understandable that each person may have a different
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opinion, highlighting the provided ability to choose among them. Several par-
ticipants uniformly reported that they preferred giving more examples at the
beginning and then fewer throughout their use. In fact, those who were will-
ing to do this did not rule out continuing the interaction using the reactive
method. In this regard, some participants stated that they would like to use
it initially to provide some examples of data and create a personal database
to personalize the model. Then, they would continue involved in the collab-
orative process to increase this collection of examples progressively. Another
argument in favour of the Model personalization engine was the convenience
of this proactive approach. As one participant stated, recording examples of
data is a task that only takes a moment, and that can be done several times
when someone has time to do it. One participant also justified selecting the
proactive approach correlating it with his/her interest in learning more about
how the system works.

Additionally, during this part of the interview, some ideas emerged on how
to improve this proactive data annotation process. To this end, one participant
suggested simplifying the process as a way to avoid other people discarding this
option. Another participant commented that, although he prefers this form,
he understands that it may be less user-friendly for some people. Therefore,
he/she suggested gamifying the process or giving additional motivation to the

user to extend this collaboration over time.

6.4.4 Summary of findings

Participants reported a medium-to-high initial willingness to participate in
the learning process. In general terms, the idea of generating their own data
to improve the outcome of the activity detection system was positively re-
ceived. Thus, participants showed a remarkable interest in collaborating with
the learning process. This interest is reflected in the summary of the selected
participation level included in Figure 6.8. Participants were also keen on the
purpose of the system, as they saw an added value in the health-related prob-
lem that the presented use-case addresses. Consequently, we found overall

positive experiences elicited after being introduced to the smart device for the
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Involvemet selection Preferred interactive mechanism

N¢ Participants
N
1

N° Participants

0 T T 0=
None Low Intermediate High Reactive Proactive

Selected level Selected approach

Figure 6.8: Participants’ responses when inquired about their initial involve-
ment level in the learning process and their preferred interactive strategy.

first time. This positive experience, together with the health-related purpose
of the prototype, also motivated their interest in the collaborative scenario
that the learning capabilities of the system enable. Hence, high satisfaction
levels about the possibility of modulating the desired participation level were
also reported. This flexibility stands out as one of the most highlighted char-
acteristics of the introduced system.

Participants were comfortable with the idea of being part of the learning
process. Furthermore, the presented alternatives for personalizing the model
were perceived as adequate to improve the performance of the system. Which
one was preferred, on the other hand, showed a split opinion. For this reason,
when it comes to the most suitable approach to promote this collaboration,
there is no uniformity in their choices, as can be observed in Figure 6.8.
That is, between the choice of the proactive approach (voluntarily recording a
set of data using the Model personalization engine) or the reactive approach
(waiting for the system to ask you about the data through the Smart drink
[oT device). In general terms, most participants found more suitable for their
routine the proactive approach. Furthermore, those users willing to give an

initial data input to the system were also willing to continue collaborating
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with the system through the reactive method. In this case, they saw the
proactive strategy as an excellent way to accelerate the learning process, with
the idea of reducing their further participation once they see an improvement

in its detection capabilities.

The fact that there is a wide variety of opinions among participants high-
lights the importance of allowing users to adapt the system to their preferences
and daily routine. This enhances the perceived usefulness of the technological
solution and eventually could prevent future disengagement, as users can ad-
apt the system’s functionality to their own context and the evolution of their

emotions towards the system.

6.4.5 Limitations

Before concluding this chapter, the limitations of the conducted evaluation
need to be addressed. The analyzed qualitative opinions correspond to par-
ticipants’ initial thoughts when the system was presented to them. For this
reason, the obtained conclusions can not be extrapolated to determine the
adoption of the proposed system over time. Hence, they only can serve as
a predictor of the predisposition that may exist to do so. Additionally, the
sample of this experimentation is not wide enough to cover a broad population
of users. All participants were aged between 20 and 50 years, and some of
them had a high background in technology and Al techniques. Even though no
specific differences in the provided responses could be found in those keener
on technology, the presented findings should not be extrapolated to every
individual and, particularly, to other profiles that may have a lower technolo-
gical background. Further research needs to be done to understand how those
profiles would like to be involved in the collaborative scenario proposed by
this interactive system. However, this approach provided promising insights,

thanks to its flexibility, to facilitate this involvement.
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6.5 Summary and Conclusions

This chapter has evaluated both quantitatively and qualitatively the suitabil-
ity of an interactive approach to enhance the recognition of human activities
in collaborative work environments. For that, the model cascade proposal in-
troduced in Chapter 5 has been adapted to incorporate the willingness of the
user to be involved in this collaborative scenario. This is done by adjusting the
confidence thresholds that rule the classification process according to desired
participation level of the user. This way, the preferences of the user, who is
in charge of providing new data to the model, are included as a parameter in
the interactive classification process. This parameter modulates the number
of times the system may prompt users to provide the true label for a specific
detected movement.

For the presented use-case, the quantitative data obtained throughout the
experimental evaluation included in Section 6.2 validates the capabilities of
this strategy to (i) modulate the frequency in which the system may inquire
users to label new data and (ii) improve the classification capabilities of the
system by means of user-annotated examples of data. Furthermore, even
though those improvements are modest, these results provide insights into the
positive effect of a continuous interaction between the user and the system.

Then, the suitability of the proposed IML approach and the potential con-
venience of a flexible implementation of such an idea in work environments
was evaluated. For that, we have presented in Section 6.3 a prototype of an
interactive system. This system comprises an IoT smart device and two ap-
plications through which users can set their preferences, modulate their degree
of involvement and proactively create new samples of data to personalize the
model. By means of this prototype, 12 participants took part in an evaluation
study consisting in a 20 minutes semi-structured session where the smart in-
teractive system was introduced and their opinions collected. Finally, on the
basis of the research questions formulated in Section 6.4, the outcomes from
the conducted evaluation have been reviewed.

In response to the defined Research Question 1, we have explored the par-

ticipants’ expected role within the collaborative scenario described. In this
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regard, participants were willing to participate in the learning process of the
system and reported a positive attitude towards the idea of improving the
classification results with their own data. On top of this, the characteristic of
the system that was found most valuable was the flexibility to adapt this col-
laboration to their preferences and routine. These customization capabilities,
brought together with the possibility of defining how much every individual
wants to be involved in the process, aim to adapt a system’s functionality to
increase its relevance to an individual. According to Mugge et al. (Mugge
et al., 2009), by personalizing a product or service, users direct time, energy,
and attention to it. In this sense, users can create custom solutions they
feel more attached to and conserve a sense of continuous novelty. This latter
feature is paramount to enhance the perceived usefulness of using the system
throughout the time and prevent future disengagement.

To analyze the potential commitment of the participants to dedicate time
and effort in the learning process, we evaluated two independent approaches
for providing new data to the system. One of them was integrated into the
interaction mechanism of the Smart drink IoT device. The other one explicitly
involved recording new samples of data using the available software tools. This
part of the evaluation is related to Research Question 2. Although participants
showed some division of preferences, in general terms, most of them were likely
to spend their time voluntarily providing new samples of data to the system.
With it, they expected to improve its detection capabilities thanks to this
data and reduce the number of interactions afterward. Nevertheless, even
after this initial effort, they continued to agree with the idea of responding
to the system’s interactions, as long as the frequency of those interactions
was progressively reduced. This participation is motivated by the perceived
usefulness of the system itself and the learning process, and it is related to the
concept of technology appropriation and the sense of technology ownership
(Kirk et al., 2015). This concept stresses the importance of empowering and
involving the user in maintaining and improving a digital system to boost
self-efficacy and satisfaction. In this regard, making individuals participate

in the learning process can contribute to developing feelings of psychological
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ownership concerning digital technology itself, where individual appropriation
is experienced as a subjective form of customization.

In summary, in this chapter, we have provided three contributions: (i) the
evaluation of the interactive model cascade and its suitability to modulate
users interactions, (ii) a set of tools to support users in their collaboration
with IML approaches, and (iii) a qualitative evaluation to gather participant
insights about the designed intelligent system and their role within this collab-
orative scenario. This study revealed that participants are primarily satisfied
with the idea of adapting the system to their needs. Thus, the expectations
of end-users and their role in participatory approaches are pivotal factors to
consider when planning interactive strategies that require additional user in-
volvement. On this subject, we propose conceiving flexible solutions according
to those expectations to fit better the needs of every individual that populate

smart environments and, in particular, smart workplaces.
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Al don’t know where I am going, but I am on my way.

Voltaire

CHAPTER

Conclusions and Future
Work

HIS chapter seeks to provide an overview of the described work
and the contributions this dissertation has generated. There-
fore, the hypothesis and objectives introduced in Chapter 1 are
analyzed to evaluate to what extent they have been achieved.

Some of the results of this research have been disseminated to validate their
contribution with the research community. That is, the accomplishment of
those objectives are objectively support by the publications reviewed in this
chapter. To conclude with this dissertation, future lines of work and ideas are
proposed to continue the presented research line, and some final remarks in
the form of discussion are presented.

The rest of the chapter is structured as follows: Section 7.1 summarises
the work done in this dissertation and the conclusion obtained throughout it,
Section 7.2 lists the contributions from this work, Section 7.3 validates the
hypothesis and the objectives that were set in Chapter 1, and Section 7.4
includes the scientific manuscripts published during the development of this
dissertation. To finish with, Section 7.5 introduces the future work, while

Section 7.6 draws some final remarks.
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7. Conclusions and Future Work

7.1 Summary of work and conclusions

Current IoT architectures and frameworks usually neglect the degree of con-
fidence and involvement that humans require to adopt these technologies in
their everyday lives. For this reason, the reviewed IoP concept represents an
evolution of the traditional idea of the IoT, placing the role of the user in
these smart spaces as the central element of the intelligent system. However,
[oT deployments still defy legal norms and surveillance policies due to the
close monitoring and collection of personal information and the possibility
of this data to be used by third parties without explicit consent. This is of
vital importance in an environment such as the workplace, where even seem-
ingly innocuous and apparently meaningless data, such as the number of steps
an employee takes during the working hours, can serve to infer personal in-
formation or be linked with the employee’s productivity or work performance.
Therefore, creating confident and safe scenarios for integrating technologies in
the workplace is necessary to improve the employees’ perception of emerging
technologies when used for beneficial purposes such as promoting healthier
habits.

7.1.1 Addressing the workplace problematic: barriers and

facilitators

From the revision of the State of the Art carried out in Chapter 2, we have
discovered the importance of understanding the implication of privacy re-
quirements and user involvement. The most relevant challenges that should
be taken into account before deploying an IoT solution have also been re-
viewed. We found that the existing body of knowledge has widely addressed
privacy concerns as one of the main obstacles to the acceptance of emerging
technologies in smart spaces. This way, the potential of wearable devices in
the workplace to improve employees’ physical well-being and reduce work-
related injuries has been validated. However, the study of the literature also
reveals that the technological and social challenges hinder its total adoption.

In this regard, IoT technology could be considered more effective in promoting
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healthier habits when they play a supportive role in which employees do not
share their collected data with their companies or external organisms.

However, aspects such as who controls the data being captured or to whom
it belongs seem to have gone more unnoticed in the literature. Moreover, tra-
ditionally IoT implementations usually do not address those issues. Instead,
they usually centralize data processing capabilities in external servers, increas-
ing the gap between the user and the technology. We stress this circumstance
in Chapter 3,in which relevant insights in this regard have been identified
from a conducted quantitative survey among 524 people. From the obtained
results, the actual scope of the barriers regarding data gathering that arise in
work environments have been discovered, as well as the potential implications
of these factors. Our findings indicate how privacy concerns negatively affect
participants’ attitude toward integrating smart technologies in the workplace.
For this reason, respondents’ perception regarding technology and data col-
lection in those spaces are related to the possible cost-benefit of using such
systems and generating such data. When participants are placed closer to
their data, knowing that they are the only ones granted with privileges to
own and control the generated information, they feel more confident with
both the technology and the final purpose of data collection.

Those findings are in line with the outcomes extracted from the existing
literature. However, our contribution extends the concept of privacy to the
ability of the user to be the owner of the information they generate and to de-
termine how, when, and to whom this personal information can be disclosed.
Furthermore, the conducted research stresses the importance of addressing
the users’ role within the system and the control and customization options
users expect to have. These are significant factors to consider to fit their
needs and expectations in those intelligent environments. Thus, this study
has contributed to the body of knowledge by better understanding the in-
dividual perception towards the data control and ownership concept in the
work environment. Furthermore, our findings settle the conceptual basis for
the rest of the work that we have presented in this dissertation.

For this reason, this thesis document highlights the importance of consid-

ering first data privacy and control concerns, together with user’s involvement,
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when deploying [oT devices in a human-centric work environment. To this
aim, we have divided our research in two parts: (i) the integration of local
processing in resource-constrained devices at the Edge to increase the privacy
and control of the personal data; and (ii) the adoption of HiTL approaches to
involve the user in the learning process of the system through Hybrid Intelli-
gence and IML. In essence, we have proposed an Edge Computing approach
in which interactive systems are hosted closer to the user, in devices they can

own, to foster better user perception and trustworthiness in IoT environments.

7.1.2 Privacy-by-design through Edge Computing and

embedded intelligence

Following this setting, the dissertation first proposes applying this hybrid-
intelligence approach in a use case scenario where ML algorithms try to make
decisions related to the individual’s data and adapt to their preferences and
needs, creating flexible systems where the user feels more involved. All of this,
while maintaining the requirements of proximity that applies to the concept of
embedded intelligence. Hence, Edge devices were not only endowed with the
ability to analyze new data and perform inference tasks but also to retrain
and personalize models according to new data provided by the user. Data
gathering, recognizing human activities, model training, and user involvement
were the main ingredients in such a process that aims to fit deployed intelligent
solutions to the context and users’ requirements.

For all the aforementioned reasons, this dissertation has proposed new
ways to integrate the whole classification pipeline at the Edge of the network
to perform on-site local training and decrease data exposure. In this regard,
Chapter 4 has contributed with an optimization strategy for improving the
efficiency of HAR applications in resource-constrained devices. Optimizing
its performance is a matter of finding the optimal point in which the bal-
ance between the resource requirements and the predicting capabilities of the
system can pay off. The proposed method has proven to be suitable to sub-
stantially improve the performance of classification tasks and highlights the

importance of understanding the initial data and studying the most relevant

188



7.1 Summary of work and conclusions

characteristics of the signal. In fact, the results of the conducted evaluation
show that there is a highly non-linear trade-off to make between the com-
putational cost, in terms of processing time, and the achieved classification
accuracy. This implies that small reductions in detection rates can lead to
significant improvements in classification times and resources. However, the
presented approach decreases its efficiency when complicated classification
problems are targeted (e.g., multi-class classification). That is, a single op-
timized model may not be not enough in all use cases and scenarios to obtain
a satisfactory cost-accuracy trade-off in complex multi-class scenarios.

For this reason, Chapter 5 covers the potential limitations of the preced-
ing approach and facilitates the integration of classification problems that,
due to their complexity, might not reach a satisfactory balance between their
computational cost and their classification results with the previous strategy.
To that end, this chapter has validated the suitability of an ensemble learning
strategy, based on a discriminative cascade of models, to ease the optim-
ization of data processing in Edge-based intelligent systems. This cascade
combines different classification stages ruled by probability thresholds to bet-
ter fit the system to the complexity of the input data and save the available
resources. The performed evaluation demonstrates that the computational
cost of classification tasks can be reduced without a significant accuracy loss
in the evaluated multi-class scenarios. Furthermore, the results of more com-
plex ensemble techniques (i.e., model stacking techniques) can be matched or
even improved with less computational expensive approaches.

To sum up, the previously reviewed chapters validate how, through op-
timization techniques, it is possible to increase the capacity of local devices to
carry out the fundamental parts of data analysis in a more efficient way and
replace remote Cloud data centers. This approach ensures that the collected
sensitive information remains on local devices and not on third-party serv-
ers. Thus, it favors privacy and users’ control over the information, keeping
it close to the place where it is produced even when the personalization of

models using ML techniques involves retraining them.
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7.1.3 Hybrid Intelligence: the role of the user in inter-

active approaches

When data classification capabilities are brought closer to the user, the next
step is to create spaces where human and machine intelligence collaborate.
That is, making possible the personalization of models. Placing the human
in the loop means that appropriate participative mechanisms are devised to
help users managing their interactions with intelligent systems. Consequently,
Hybrid Intelligence addresses the importance of the role of the users in creating
a participatory scenario where both the classification capabilities of the system
and the user’s involvement are improved. For that, the challenge is to provide
intelligent solutions with enough flexibility to meet the different needs and
expectations of individuals in participatory environments.

In this sense, Chapter 6 proposes new schemes personalizing ML models
while improving the classification results. In this context, the user is involved
in the learning process by providing new annotated data when inquired by the
system. In order to do so, we have categorized the role of the user according
to their involvement level in the interactive system. Then, we have adapted
the cascade model of Chapter 5 to include this willingness to participate in
this learning process as a variable to modulate the system behavior. Thus, the
combination of IML and the optimization proposal of the cascade model seek
to increase the role of the users while still preserving the external accessibility
of the data. The initial quantitative results of the proposed strategy show that,
for the evaluated use-case, using user-dependent data to retrain the cascade
can create models that outperform the baseline pre-trained ones. Although
the size of the sampling data limited the obtained results, this evaluation
shows the potential improvement that successive retraining phases can entail
for the model. Moreover, it also illustrates how the more involved the user is,
the bigger this improvement becomes.

For this reason, it is necessary to understand to what extent users are
willing to be committed to helping the system in this learning process and
how to engage them to do so. Aiming to better understand those factors, a

qualitative study has been conducted to determine the users’ requirements to

190



7.2 Contributions

be involved in such collaborative scenarios in the workplace. This evaluation
used a prototype of an interactive IoT smart system to collect participants’
opinions regarding human-machine collaborative approaches for work envir-
onments. The implemented prototype consists of an intelligent system for
tracking hydration habits in office environments that incorporates the option

to create data examples to improve its detection capabilities.

The insights obtained from the analysis of the qualitative insights show
the potential benefit of an interactive approach. Participants found favourable
the option of customizing the system and improving the detection rates using
their own data. Moreover, the possibility of defining their involvement level
was the most valuated aspect of the provided prototype. This shows that
just as intelligent solutions should not bypass the user and left them apart,
neither should the degree to which users want to be part of those solutions be
assumed. Both the quantitative and qualitative results obtained from Chapter
6 validate the importance of considering the particularities of every individual
and their role in intelligent solutions to create flexible systems that can be

adapted to fit their expectations and perceptions.

In essence, and considering the research process described above, we can
conclude that this dissertation contributes to improving the perception of IoT
technologies in the workplace by addressing the main concerns identified both

from the body of the literature and the study performed in Chapter 3.

7.2 Contributions

As illustrated in previous chapters of this dissertation, the knowledge and find-
ings obtained from this thesis are diverse. As a consequence of those findings,
the scientific and technical contributions generated from this dissertation are
presented in this section. Those contributions are linked to their respective

objectives, described in Section 1.2.
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7.2.1 Scientific contributions

e An analysis of the implications of privacy concerns and data
control when deploying IoT systems in smart workplaces. Through
the study presented in Chapter 3, it has been assessed the perceived
risks in sharing personal data and the value of giving users full control
and ownership over their information in such spaces. This study ana-
lyzed 524 responses to an online questionnaire specifically designed for
this purpose. The obtained conclusions indicate that placing greater
emphasis on the importance of data control and ownership concepts
is essential when addressing the barriers and concerns for the integra-
tion of IoT technologies in the workplace. This analysis contributes to
Objective 2 of this dissertation and provides a broader view than the
studies reviewed in Objective 1, in which we examined the State of the
Art. Besides, the insights exposed define the design requirements that

support the following contributions.

e The design and implementation of a novel strategy to integ-
rate and optimize inference and training stages of HAR applic-
ations at the local Edge to promote data privacy. The approach
presented in Chapter 4 analyzes all the factors affecting the classifica-
tion process and proposes a novel approach to create stand-alone Edge
solutions by addressing the cost-accuracy trade-off of ML techniques.
This approach relates to Objective 3 of this dissertation and contributes
to the open challenge of improving ML inference at the Edge and the
training efficiency. The latter has been scarcely addressed in the re-
vised existing literature to the best of our knowledge. Various datasets
and Edge devices are considered for the empirical evaluation of this pro-
posal. The set of conducted experiments addresses Objective 4 of this
dissertation. Based on this evaluation framework described, it validates
the suitability of proposed approaches to improve the processing cap-
abilities of both stages in resource-constrained devices when compared
against reference classifiers. In fact, this highlights that understanding

the initial data and optimizing the process from the early stages of the
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classification pipeline is crucial for improving the efficiency of embedded

intelligent systems.

A method for improving the performance of complex classi-
fication tasks using model ensemble techniques in resource-
constrained devices. This contribution also relates to Objective 3
and seeks to enhance the previous approach when dealing with the in-
ference stage of more complex classification problems. The proposed
method, presented in Chapter 5, describes a discriminative model cas-
cade strategy that separates complex models into multiple simpler clas-
sifiers. This cascade has been designed to better fit the system to the
complexity of the input data and exploit the computational capabilit-
ies of Edge devices more efficiently. Following Objective 4, the per-
formed evaluation proves the potential of this strategy to improve the
performance of the execution of HAR applications in constrained local
equipment. Together with the previous contribution, both approaches
aim to validate the part of the hypothesis that stresses how enhancing
local processing can preserve the privacy of the capture data. That is,
maintain it closer to the user by avoiding any externalization of the
data processing stages. Therefore, hosting all the data on a local device
to which only the employee has access fosters that the data belongs to
them (data ownership) and that no other can manage their information

(data control and appropriation).

A novel interactive approach that integrates hybrid intelligence
at the Edge and allows users to determine their participation
level. This contribution is presented in Chapter 6 and combines the
privacy-preserving strategy described in Chapter 5 (that corresponds to
the previous contribution) with an IML approach in which the user is
involved in the learning process by providing new annotated data when
inquired by the system. Furthermore, as a novelty from traditional IML
approaches, the participation willingness of the user is included as a
variable for the cascade system modulating the frequency the system

may interact with them. This is actually in line with Objective 5. The
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evaluation results support the potential of this participatory approach
to create personalized models that improve the system’s classification

capabilities.

e An exploration of the potential implication of hybrid intelli-
gence approaches in the workplace and the users’ requirements
to be involved in collaborative scenarios. After defining the in-
teractive approach that fulfils Objective 5, a qualitative study has been
conducted to understand the main challenges of IML solutions in the
workplace. A total of 12 participants took part in semi-structured ses-
sions where they were invited to interact with a proof of concept of
an intelligent system. Their opinions with regard to this IoT solution
were collected and analyzed. A parallel technical contribution arises
from this evaluation since an interactive prototype for evaluating the
use case of detecting hydration patterns in office spaces was implemen-
ted. Such a system consists of two parts: (i) a sensor device in charge
of capturing motion data and providing quick feedback to the user, and
(ii) the interfaces through which the user can customize its operation,
modulate its degree of involvement and provide new data to the sys-
tem. This evaluation concludes with Chapter 6. The obtained findings
are related to the role of the user in those spaces and their willingness
to be involved in such a collaborative scenario, improving the system
with their own data. From the obtained insights, we set to contribute
to the existing literature by better understanding the requirements for
envisioning more human-centric and confident spaces where human and
machine intelligence collaborate. This is stressed in Objective 6. In this
regard, more positive interaction can be created in the workplace if IML
solutions are designed with enough flexibility to adapt their interaction
requirements to the context and the level of user involvement. Based on
those findings, the presented approach in which the user can personalize
and improve the system while modulating their participation highlights
the relevance of providing user control over all aspects of the intelligent

system.

194



7.8 Hypothesis and objective validation

o A dataset containing 1000 instances of labeled data for classi-
fying office employees’ hydration patterns. The Office Hydration
Monitoring (OHM) Datasets includes a taxonomy of 25 variations of
different interactions that could be made with liquid containers. These
interactions are grouped into three classes (drink from a glass, from a
bottle or other kind of interactions), recorded from 10 different subjects
using a wearable sensor placed on the liquid container. This dataset
was created with the idea of contributing to the community with a

semi-controlled activity dataset that resembles real-world scenarios.

7.2.2 Technical contributions

The supporting materials for this dissertation have been released in Github:
For Chapter 4, the supplementary materials for its related publication "Ex-
ploring the Computational Cost of Machine Learning at the Edge for Human-
Centric Internet of Things” are publicly available '. For Chapter 5, the ma-
terials for the evaluation of the proposed model cascade are also available °.
Finally, for Chapter 6, the source code of the IML software tools presented in
that chapter has been published °.

7.3 Hypothesis and objective validation

At the beginning of the dissertation, in section 1.2, the following hypothesis

was formulated:

Hypothesis. By integrating local processing and Hybrid Intelligence at
the Edge, it is possible to create a system that (i) promotes the privacy
of personal data and (ii) helps users to retain the control of the system
and their associated personal data to improve their perception of emerging

technologies in work environments.

lhttps://github.com/0OihaneGomez/Exploring_Computational_Cost_ML_IoT
’https://github.com/OihaneGomez/Model_Cascade_Optimization
3https://github.com/OihaneGomez/Smart_Drink_Monitoring
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Then, in order to validate it, the following goal was proposed:

Goal. To design and implement strategies for a system to be hosted at
the local Edge, within resource-constrained devices, that entails Hybrid
Intelligence through a Human-in-the-Loop perspective to (i) promote the
privacy of personal data and (ii) help users to retain the control of the
system and their private data to improve the perception of emerging tech-

nologies in work environments.

To achieve this goal, more specific objectives were defined. Although these
objectives have been introduced in the review of the contributions of this
dissertation, the following is a more specific description of how each sub-

objective has been addressed in this dissertation:

1. To study the current start of the art on IoT approaches applied to smart
workplaces as well as Embedded ML and Hybrid Intelligence solutions.
Chapter 2 explores the most relevant works related to the three main
concepts that articulate this dissertation. Moreover, to conclude this
study, Section 2.4 presents a table including the identified research gaps
and future lines to better integrate emerging technologies in work en-
vironments. In this section, Table 7.1 correlates those gaps with the

objectives addressed during this dissertation.

2. To identify the main barriers and challenges of the integration of techno-
logy in such spaces and the role that privacy concerns and users’ control
over the information they generate may have to support this integra-
tion. This objective is met in Chapter 3, in which the conducted survey
extends the scope of the privacy concerns in the work environment to
include the concept of data ownership and control. This analysis com-
plements the conclusions extracted in the previous objective. The results
of the conducted study are described in Section 3.3. A summary of the

extracted conclusions is included in Section 3.4.
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3. To design and implement suitable strategies to incorporate and optimize
the training and inference stages of classification techniques for HAR
applications in local Edge devices, preserving the external accessibility
of data through a privacy-by-design concept This objective has been
tackled throughout Chapter 4 and Chapter 5. In Section 4.1, a novel
optimization strategy for improving the performance of training and
inference stages is proposed. Moreover, in Section 5.1, a discriminate
cascade of models is presented, complementing the efficient integration

of classification tasks in resource-constrained devices.

4. To identify an appropriate evaluation methodology for the optimiza-
tion strategies and quantitatively validate the results obtained with and
without the use of the proposed strategies. For the evaluation of the pre-
vious objectives, the procedure and methodology followed is described in
Section 4.2 and Section 5.2. Every aspect of the definition of the exper-
iment (e.g., selected datasets and devices, or initial data preprocessing
stages) is described. Then, in Section 4.3 and Section 5.3 the results
of the performed experiments are shown, quantitatively validating the

optimization capabilities of both approaches.

5. To extend the scope of Hybrid Intelligence, adapting the proposed privacy-
by-design approach to include human intelligence in an interactive scen-
ario where users have control over both the intelligent system (i.e., per-
sonalizing it) and their data. This objective is included in Chapter 6.
In that chapter, the adaptation of the cascade optimization approach to
an interactive scenario is described and evaluated in Section 6.2. Then,
in Section 6.3, the interaction mechanisms designed to mediate between

[oT devices, intelligent systems and end-users are presented.

6. To discover qualitative insights regarding the interaction between human
and machine intelligence in work environments, the potential willingness
of users to be committed to helping the system, and how to engage
them to do so. Following the designed system presented in Section 6.3,

Chapter 6 continues describing the insights and main findings obtained
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from the conducted qualitative evaluation in Section 6.4. The extracted

conclusions are summarized in Section 6.5.

Gaps and future lines Related obj.

The lack of understanding about users’ limited control over the Objective 2
information that is shared and the doubts about the ownership of
the captured data

Edge Computing needs to overcome the technological challenges
that arise when deploying complex IoT solutions in resource-
constrained devices

The optimization of complex ML systems and on-device training
are understudied in the literature

Objectives 3 & 4

HiTL solutions should be flexible enough to rethink their function- Objectives 5 & 6
ality in terms of human goals, contexts, and participation prefer-
ences.

Table 7.1: Correlation between the objectives of this dissertation and the cur-
rent gaps and future research lines obtained from the analysis of the literature
conducted in Chapter 2.

Taken these previous bullets into account, it can be claimed that all the
previous objectives have been accomplished. As it can be observed, Chapter
3 was essential to define the requirements of the designed approaches and
strategies. Furthermore, that chapter, together with the main findings of
the related work in Chapter 2, identified the barriers and limitation that
future IoT solutions should overcome to be part of a human-centric vision
of smart workplaces. In this regard, Chapter 4 and Chapter 5 were pivotal
for addressing how a more efficient integration of data analysis in local Edge
devices can contribute to promoting the privacy, ownership and control of
personal data. Finally, Chapter 6 extended this concept to integrate the user
in a participatory HiTL scenario and contribute to providing increased control
over the system to users.

To finish with, through accomplishing these objectives and the main goal,
the hypothesis set at the beginning of this dissertation has been validated.
The quantitative results obtained in Chapter 4 and Chapter 5 empirically
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support the suitability of such strategies to perform complex classification
tasks efficiently in constrained settings. Thus, preserving any externalization
of users’ data and giving them total control over their information. Moreover,
Chapter 6 highlights the potential outcomes of personalizing the system and
providing mechanisms to modulate the user’s role in this learning process.
Together with the qualitative insights obtained both in Chapter 3 and in
Chapter 6, it can be certified that those previous approaches contribute to
creating more confident and interactive solutions that address the privacy,
appropriation and control concerns of the users as a way to improve their
perception of technology in work environments. Nonetheless, this is validated

under the constraints of Section 1.2.

7.4 Relevant publications

Through this dissertation, several scientific manuscripts have been published
in order to validate with the research community the advances reflected in this
work. The included publications fall into two categories: (i) the ones that are
directly related to the specific context of this work and its contributions, and
(ii) those complementary works that extend this context to study the role of
the user in IoT-based intelligent environments. We also include in this section
those supplementary materials that are released and that contribute to the

body of knowledge.

7.4.1 International JCR Journals and Book Chapters

A holistic optimization approach for meeting the requirements of ML-based
classification tasks in resource-constrained Edge devices was presented in the

following journal publication:

e Oihane Gomez-Carmona, Diego Casado-Mansilla, Frank Alexander Krae-
mer, Diego Lopez-de-Ipina, Javier Garcia-Zubia. (2020) "Exploring the
Computational Cost of Machine Learning at the Edge for Human-centric

Internet of Things” In Future Generation Computer Systems. vol. 112.
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p. 670-683. DOI: 10.1016/j.future.2020.06.013. JCR Impact Factor
(2020): 7.187, Q1. Published in November 2020.

An analysis of the different factors affecting technology perception in the
workplace, with a special focus con health-related interventions and privacy

concerns, was published in the form of a book chapter:

o Oihane Gémez-Carmona, Diego Casado-Mansilla, Javier Garcia-Zubia.
(2019) ”Opportunities and Challenges of Technology-based Interven-
tions to Increase Health-awareness in the Workplace” In Transforming
Ergonomics with Personalized Health and Intelligent Workplaces. vol.
25. p. 14. DOI: 10.3233/978-1-61499-973-7-33. Published in September
2019.

A co-authored publication explaining the principles of a conceptual ar-
chitecture to enable privacy-by-design solutions with HiTL approaches was

published in the following journal:

o Fatima Zohra Benhamida, Joan Navarro, Oihane Gémez-Carmona, Diego
Casado-Mansilla, Diego Lopez-de-Ipina, Agustin Zaballos. (2021) "PyFF:
A Fog-Based Flexible Architecture for Enabling Privacy-by-Design IoT-
Based Communal Smart Environments” In Sensors 21, 3640. DOI:
10.3390/s21113640. JCR Impact Factor (2020): 3.576, Q1. Published
in May 2021.

A parallel work focused on the Smart Cities concept and the importance
of understanding the interactions between users and IoT-based objects was

published in the following journal:

o Oihane Gémez-Carmona, Juan Sddaba, Diego Casado-Mansilla. (2019)
"Enhancing street-level interactions in smart cities through interactive
and modular furniture” In Journal of Ambient Intelligence and Human-
ized Computing. DOI: 10.1007/s12652-019-01577-8. JCR Impact Factor
(2019): 4.548, Q1. Published in November 2019.
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Moreover, a review on the human factors concerning technology-based
interventions for the promotion of people’s behaviour change towards energy-
efficiency in work environments was presented in the following co-authored

journal publication:

o Ane Irizar-Arrieta, Oihane Gomez-Carmona, Aritz Bilbao Jayo, Diego
Casado-Mansilla, Diego Lopez-de-Ipina, Aitor Almeida. (2020) "Ad-
dressing Behavioural Technologies Through the Human Factor: A Re-
view” In IEEE Access. vol. 8. p. 52306-52322. DOI: 10.1109/AC-
CESS.2020.2980785. JCR Impact Factor (2020): 3.367, Q2. Published
in March 2020.

7.4.2 International Conferences

An analysis of the optimization opportunities of sensor-based classification
systems at the Edge was presented. This paper was recognized with an Hon-

orable Mention as one of the best papers of the conference:

e Oihane Gomez-Carmona, Diego Casado-Mansilla, Diego Lopez-de-Ipina,
Javier Garcia-Zubia. (2019) "Simplicity is Best: Addressing the Com-
putational Cost of Machine Learning Classifiers in Constrained Edge
Devices” In Proceedings of the 9th International Conference on the In-
ternet of Things - ToT 2019. p. 1-8. DOI: 10.1145/3365871.3365889.
Published in October 2019.

An exploratory analysis containing some initial thoughts on the role of the

[oT in wellness promotion in work environments:

e Oihane Gémez-Carmona, Diego Casado-Mansilla, Javier Garcia-Zubia.
(2018) "Health Promotion in Office Environments: A Worker-centric
Approach Driven by the Internet of Things” In Intelligent Environments
2018: Workshop Proceedings of the 14th International Conference on
Intelligent Environments. vol. 23. p. 355 - 363. DOI: 10.3233/978-1-
61499-874-7-355. Published in June 2018.
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A first approach for outlining the contributions of this dissertation and its

possible scope was presented in a Doctoral Consortium and as a Poster:

o Oihane Gémez-Carmona, Diego Casado-Mansilla, Javier Garcia-Zubia.
(2018) "Towards Healthy Office Environments: A worker-centric In-
ternet of Things Approach” In Proceedings of the 12th EAI Interna-
tional Conference on Pervasive Computing Technologies for Healthcare —
Demos, Posters, Doctoral Colloquium. DOI: 10.4108/eai.20-4-2018.2276414.
Published in May 2018.

A preliminary research work that provided initial insights about the po-

tential of incorporating IoT objects in the workplace:

o Oihane Gémez-Carmona, Diego Casado-Mansilla. (2017) ”SmiWork:
An interactive smart mirror platform for workplace health promotion”.
In 2017 2nd International Multidisciplinary Conference on Computer
and Energy Science (SpliTech) (pp. 1-6). IEEE. Published in August
2017.

A co-authored contribution related to this dissertation analyzing the role
of Fog/Edge Computing approaches for addressing the privacy concerns of

work environments:

o Fatima Zohra Benhamida, Diego Casado-Mansilla, Oihane Gémez-Carmona,
Joan Navarro, Diego Lépez-de-Ipifia, Agustin Zaballos. (2019) "Smart-
Workplace: A Privacy-based Fog Computing Approach to Boost Energy
Efficiency and Wellness in Digital Workplaces” In Proceedings of the 1st
Workshop on Cyber-Physical Social Systems. vol. Vol-2530. p. 7. Pub-
lished in October 2020.

A parallel work presenting an enhanced solution for improving smart ser-

vices in public spaces was presented:

e Oihane Gomez-Carmona, Diego Casado-Mansilla, Diego Lopez-de-Ipina.
(2018) "Multifunctional Interactive Furniture for Smart Cities” In Pro-
ceedings. vol. 2. p. 1212. DOI: 10.3390/proceedings2191212. Published
in December 2018.
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7.4.3 Datasets

o« OHM Dataset: A novel dataset containing 1000 labeled sequences of
data for classifying hydration patterns in office environments (Gémez-
Carmona and Casado-Mansilla, 2021).

7.5 Future work

The following research lines and future work have been identified inspired by

the observations and limitations found throughout this dissertation:

o Analyze the suitability of other training methods and reducition ap-
proaches for Edge devices: As exposed throughout this dissertation,
an intelligent and human-centric IoT solution should rethink its func-
tionalities and adapt itself to the preferences and particularities of the
user. In the proposed IML solution, this involves re-training the model
to include the provided user-dependent data. Chapter 4 deals with those
requirements in local settings and propose optimization mechanisms to
improve the time and resources needed by Edge devices to perform this
re-training step. In the evaluated implementation of the training pro-
cess, the entire model is re-trained when a significant number of new
labelled instances are available, adding those new observations to the
already existing dataset. This technique is selected as a borderline case
to test the capability of the Edge devices and the real potential of the
optimization strategy. While this is a flexible yet adequate approach to
improve the classification performance of the model, new mechanisms
can be studied to incorporate new observations to the already trained
model incrementally. This progressive learning concept falls under the
scope of Incremental and Online Learning methods (Gepperth and Ham-
mer, 2016) and its particular application for personalizing models (Siir-
tola et al., 2019). For this reason, exploiting the particularities of this
type of learning could be an interesting alternative to consider in the de-
ployment of dynamically intelligent systems. In the same line, selecting

a training data subset that contains a meaningful representation of the
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complete set could also be a potential approach for reducing the train-
ing stage’s computational burden. Thus, future research may point out
the optimization opportunities of identifying this reduced subset using

Active Learning techniques.

o Study the feasibility of DL techniques to be applied in the same con-
texts and whether it is worthwhile compared to traditional methods: In
Section 1.2, the constraints and premises of this dissertation were ad-
dressed. One of those constraints is related to the enormous challenge
of integrating training phases of DL models in Edge devices. For this
reason, traditional ML techniques have been proposed as a suitable and
efficient alternative in this dissertation that provide good performance
on inference, as shown by their applications within the TinyML concept
in low-powered devices (Banbury et al., 2020). Throughout this work,
several approaches have been proposed to optimize Edge resources. One
example is the model cascade presented in Chapter 5 and adapted in
Chapter 6, which focused on improving inference results for more com-
plex classification systems (e.g. multi-class problems). Inspired by the
work of Marco et al. (2020), a possible future research line could be
to study a configuration where both classical ML or DL techniques are
combined in the discriminative cascade to improve classification results.
In this scheme, only those levels related to the ML algorithms studied
during this work would be retrained, and DL techniques could be even-
tually used as a support for prediction purposes. To do so, it would
be necessary to study the trade-off between classification results and
system performance and see the potential advantages DL techniques

present over the approach followed in this work.

o Ezxplore if this concept can be extended to other applications and domains:
In this dissertation, the workplace has been chosen as the central ele-
ment that motivates this work. Under this context, this dissertation fo-
cuses con HAR applications and, in particular, how IoT technology can
be more suitable for identifying habits and promoting better practices.

Since the importance of the presented approach relies upon making the
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local Edge intelligent and privacy-preserving, it would be interesting to
study how this concept could be adapted to tackle other kinds of ap-
plications for IoT Edge devices. By way of illustration, personalized
healthcare or smart home domains are some other examples where the
adaptation of environments and resources should be in line with indi-
vidual human needs. Moreover, another relevant future research line
would be to provides some guidelines suitable for any other sensor data

available within the IoT paradigm.

7.6 Final remarks

This dissertation aimed to make significant contributions to the research field
of intelligent environments, but, especially, to contribute to a more human-
centric vision of the IoT, particularly for the workplace context. We firmly
believe the synergy between IoT, energy-efficient Al techniques, and Hybrid
Intelligence provides a suitable framework for creating more confident spaces
where technological adoption does not imply compromising the privacy of the
collected information, and the user is given complete control over his/her data

and the personalization of the system.
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APPENDIX

Questionnaire on
technology perception in
the workplace

A.1 Initial information regarding the online sur-
vey

Survey Description

The goal of this survey is to collect your ideas on your perception of smart
workplaces and the use of smart devices in those spaces. To do so, we de-
scribe a speculative scenario related to a technology-led wellness promotion
campaign. It is designed to promote healthier behaviours by monitoring those
habits of your working routine that could have a negative impact on your well-
being.

This survey is comprised of the following aspects:

1. General questions about your perception of the use of technology at the

workplace. (1 min)
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2. Demographic information. (1 min)
3. Your opinion regarding the speculative scenario described. (3 min)

4. Wrap up feedback. ( 1 min)

Finally, your participation in this survey is voluntary. You have the right
to withdraw at any point during the survey, for any reason, and without any
justification. If you would like to contact the members of the research team
for any reason, please do it by sending an email to Oihane Gémez-Carmona
(oihane.gomezc@deusto.es) or Diego Casado-Mansilla (dcasado@deusto.es),
both researchers at the University of Deusto. By clicking the "I consent”
button below, you acknowledge that your participation in the survey is vol-
untary, you are at least 18 years old, and that you are aware that you may
choose to terminate your participation in the study at any time and for any

reasomn.

e | consent

e I do NOT consent

A.2 Adoption of smart devices and monitoring

equipment in the workplace

To begin with, we would like to know your opinion about integrating smart
technologies in the workplace (e.g. activity trackers). These are open ques-
tions. Try to answer them by thinking about your general feelings regarding
the potential use of new technologies in those spaces.

Please, rate the following statements related to the use of smart devices in

the workplace from 1 (completely disagree) to 5 (completely agree):

1. If T use a smart work device, I would lose control over the privacy of my

personal data.

2. My personal information will be less confidential if I use a smart work

device.
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A.8 Socio-Demographic information

3. The security systems built into smart work devices are not strong enough

to protect my information.

4. Internet hackers might take control of my information if I use a smart

work device.
5. I feel that the smart work equipment fits my lifestyle.

6. I feel that the smart work equipment is compatible with my day-to-day

needs.

7. I think that the smart work equipment will fit well into my work envir-

onment.

8. I think that the smart work products and applications are useful for the
tasks I do at work.

A.3 Socio-Demographic information

Age group:

e <21

22-40

41-52

53-71

o« T2+

Nationality

e Dropdown menu containing all county options.
Education

« None
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 High-school /secondary
 Post-secondary (non-university)
 University degree (bachelor or equivalent)
o Post-graduate (master or equivalent)

o Doctoral degree (PhD or equivalent)

How much of your time, on average, do you spend at your work desk in a
day?

o None

e 1-2 hours
e 2-5 hours
e 5-8 hours

e More than 8 hours
Which of the following smart devices do you own or use reqularly?

» Voice Assistants (Alexa/Google home or similar devices)

o Wearables or apps for health tracking (fitness trackers, nutrition diaries,
etc.)

« Smart home devices (smart meters, smart security cameras or any other

connected equipment)

o Any other system that guides you in your everyday decision making

(e.g., driver-assisted car)

« None

How do you rate your technological knowledge and/or background from 0
(None) to 5 (tech-savvy)?
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« 1 (None)

e 4

5 (Expert)

How do you rate your knowledge from 0 (None) to 5 (Ezpert) on the
EU General Data Protection Regulation (GDPR) and/or other data privacy

policies of your country?

1 (None)

e 2

e 4

5 (Expert)

A.4 Speculative Scenario

Scenario description:

Imagine that you work in a company that decides to launch a voluntary
campaign to promote physical activity at work and healthier habits during
working hours. To do so, the managers of the campaign (belonging to your
organization) provide you with an intelligent system. This system is comprised
of several smart devices (e.g. a smartwatch or water intake tracker) that collect
data about your daily routine and monitor those habits and behaviours that
could impair your health and wellbeing.

By means of those devices, the proposed intervention seeks to shed light on
how much time you spend without getting up from your chair, how much you

walk or move during working hours, how good or bad your hydration habits
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Figure A.1: An illustrative representation of speculative scenario to illustrate
the described concept.

are or how many coffees you drink per day. They also change the traditional
office chairs for smart chairs to improve your ergonomics and, hence, alert you
when an adjustment of your body posture is advisable.

Based on this speculative scenario described above, please answer the fol-
lowing questions:

As an employee, what would you do if you were invited to participate in

such an intervention?

Join immediately
o Discuss first with colleagues and then decide

Join after a while

e Do not participate

Taking into account the smart environment described above: What do you
value most when it comes to using such a system? (i.e. the provided smart
devices). Please, select only the top 3 statements you think fit the most with

your preferences:
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o [ value/appreciate..that the system is efficient enough without requiring

much attention or time from me.

« [ value/appreciate..that the system is secure and privacy-aware (i.e your

personal information will not be compromised).

o [ value/appreciate..that I can understand how the system works, what
kind of information it collects, which is the use of the collected data and

who has access to them.

o [ value/appreciate..that I can decide which of the data collected by the

system is public or private, or to whom it is shared.

o [ value/appreciate..that the system is actually beneficial to me or my
health.

o [ value/appreciate..that the collected data does not cause any harm to

me, neither personally nor professionally.

o [ value/appreciate..that my personal data is only used for the purpose

for which it is collected.

In your opinion... Who should be responsible for the storage and security
of the data that you produce in the workplace, and that is collected by the
intelligent system? Please provide your opinion from 1 (completely disagree)

to 5 (completely agree):

1. All data should remain under my ownership, and I will be the only

person that can grant access to third parties of certain data I produce.

2. All data that I produce should remain under my ownership but visible

to my company /organization.

3. All data that I produce should remain under my ownership but visible

to the healthcare company of the organization where I work.
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4. All data that I produce should remain under my ownership but visible
to interested entities, as long as this data can not be linked to me and

only for the sake of my health.

5. All data that I produce should remain under the ownership of my com-

pany /organization since they are the health campaign promoters.

6. All data that I produce should remain under the ownership of my com-

pany /organization, as long as these data can not be linked to me.

Given that: 1) the fictional intelligent system can provide you with health
advice based on your activity at work, and 2) the fictional intelligent system
can be supervised by you in order to improve the feedback that it gives... Then,
please, evaluate from 1 (completely disagree) to 5 (completely agree) the fol-

lowing statements:

1. The intelligent system must be located close to me, in a local device 1
own, so that the collected data are not stored on external devices (e.g.

cloud servers my company own) that I can not control.

2. The intelligent system must be remotely located so that the collected
data are stored on external devices (e.g. cloud servers my company own)

that I can not control.

3. The intelligent system must be always on, collecting my data at all

times.

4. The intelligent system must be able to interact with me in a tailored

manner, e.g. only when I have availability.

5. The intelligent system must have the ability to be customized according

to my specific needs.

6. The intelligent system can be located locally or remotely, as long as the

protection of the collected data is regulated or I have control over them.
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A.5 Wrap-up

To conclude, please rate the following statements related to the use of smart

devices in the workplace from 1 (completely disagree) to 5 (completely agree)::

1. If T use a smart work device, I would lose control over the privacy of my

personal data.

2. My personal information will be less confidential if I use a smart work

device.

3. The security systems built into smart work devices are not strong enough

to protect my information.

4. Internet hackers might take control of my information if I use a smart

work device.
5. I feel that the smart work equipment fits my lifestyle.

6. I feel that the smart work equipment is compatible with my day-to-day

needs.

7. I think that the smart work equipment will fit well into my work envir-

onment.

8. I think that the smart work products and applications are useful for the
tasks I do at work.

Anything you want to share with us? Final insights or feedback (optional)

o Long text response space
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