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ABSTRACT

Quantum computing is no longer a promise of the future but a rapidly evolving reality. Advances in quan-
tum hardware are making it possible to make tangible a computational reality that until now was only
theoretical. The proof of this is that development languages and platforms are appearing that bring phys-
ical principles closer to developers, making it feasible to begin to propose, in different areas of society,
solutions to problems that until now were unsolvable. However, security vulnerabilities are also emerg-
ing that could hinder the progress of quantum computing, as well as its transition and development in
industry. For this reason, this article proposes a review of some of the first artefacts that are emerging
in the field of quantum computing. From this analysis, we begin to identify possible security issues that
could become potential vulnerabilities in the quantum software of tomorrow. Likewise, and following the
experience in classical software development, the testing technique is analysed as a possible candidate
for improving security in quantum software development. Following the principles of Quantum
Software Engineering, we are aware of the lack of tools, techniques and knowledge necessary to guaran-
tee the development of quantum software in the immediate future. Therefore, this article aims to offer

some first clues on what would be a roadmap to guarantee secure quantum software development.
© 2023 The Author(s). Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND

license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Over the last few decades, more and more is heard about how
the new quantum computing paradigm will revolutionize the cur-
rent state of our society due to its impact on such crucial areas as
chemical, defence, pharmacy, medical, industry, and so on. Quan-
tum computing technology is currently an evolving technology
with solid fundamentals: (i) physics and computing theory is
almost developed and put into practice on (ii) increasing produc-
tion of quantum computers which are now in a continuous cycle
of evolution and improvement, with the power to approach the
“quantum supremacy” level (a moment “when a universal quan-
tum computer performs a computational task that is beyond the
capability of any classical computer”) [1].
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The prospects for quantum computing are indeed exciting, and
extraordinary expectations are now fuelling a global effort to per-
fect quantum computing [2]. The most important companies (Goo-
gle, IBM, Microsoft, Intel, Atos, Alibaba, etc.) are investigating how
to make the most of this new technology in their businesses. Also,
many countries (China, U.S., Japan, Russia, U.K,, etc.) are investing
huge quantities of money in quantum technology. As evidenced
by the introduction of the National Quantum Initiative Act in the
United States, the funding of the Institute for Quantum Computing
by the Canadian government, or the European Union’s “Quantum
Manifesto and Quantum Technologies Flagship” initiative, the
involvement of governments is of paramount importance.

A more than significant advance has been made in hardware,
and there are already quantum computers available and ready to
use (IBMQ, IonQ, D-Wave, Microsoft Quantum, Google Quantum,
Honeywell, etc.). However, despite of the computational advantage
that computing hardware represents, it is quantum software that
will benefit the most from that hardware and solve those problems
that are currently out of the scope of classic computing. There are
already some quantum algorithms that exploit the quantum char-
acteristics of these computers, such as Shor [3], Grover [2],
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Deutsch-Jozsa [4], or Teleportation [5], but many others are to be
developed to solve current problems out of the scope of classic
computers.

In recent years, there have been many proposals for quantum
languages, software development Kkits (Forest [6], Qiskit [7], QDK
[8], Orquestra [8], Cirq) and platforms (Quantum Inspire [9], IQ
Experience, Quantum Playground [10], Forge [11], LIQUil|) [12]),
but quantum computing is still under development.

As The Talavera Manifesto for Quantum Software Engineering
and Programming [13] states: “Given the recent rapid advances
in quantum hardware, it is urgent that we step up our efforts
in quantum software”, stressing the relevance of quantum soft-
ware, and reaffirming the importance of ensuring the quality
and security of quantum software. This manifesto has subse-
quently been signed by some four hundred researchers world-
wide. It is necessary to go a step further and raise awareness of
the need for Quantum Software Engineering (QSE) that will
enable the production of quantum software at the right quality
and productivity levels [7]. As [11] states “software engineers
should start the process of bringing SE (Software Engineering)
practices into the domain of QCs (Quantum Computers)”. The
problem comes when we realise that in order to boost large-
scale production of quantum software, an adequate quality level
is required [13], so that society can really benefit from the
promising quantum applications that exist in the various
domains. It is important to consider that in a quantum informa-
tion system, there are several factors that influence the quality
of the results [4]: the quality of the quantum hardware, the qual-
ity of the quantum software platform (development and opera-
tional) and the quality of the quantum software itself [14].

Therefore, our aim in this paper is to set the focus on an unex-
plored area of Quantum Software Engineering: the security con-
cerns that could potentially affect quantum software. Although
software security is a broad concept that may involve many areas
of software development, the scope that we propose in this paper
states the first of the steps that should be considered on the gener-
ation of techniques and tools intended to develop quantum soft-
ware programs with an acceptable security level (as it is done
with classic software, and is of concern to designers, developers
and users).

Security is an important consideration when deploying any
form of software product or service. The code is executed for a pur-
pose and if the code is well-written, it should reach that purpose.
Robin Miller provided the following slogan: a well-typed program
cannot “go wrong” [15]. The appropriate formalization of this slo-
gan depends on the style of formal semantics used for a particular
language. In the case of quantum programming languages is not
different. That is why it is critical to focus on a certain type of
quantum programming language (QPL) so that an in-depth and tar-
geted study may be conducted.

So, it is desirable to reach a maturity point in quantum software
development when “it integrates software security concepts in a
software engineering design course” [16] (as classic software
development states and puts into practice); we are now however
starting from scratch. First of all, current vulnerabilities and secu-
rity issues need to be identified from the available material for
quantum software development (i.e. quantum programming lan-
guages, current and most popular quantum algorithms and quan-
tum hardware), and techniques such as testing should be
explored as one of the best drivers to identify security problems
in existing quantum software [17-19], exploiting the current test-
ing techniques that are now emerging [20,21]. Once all this valu-
able knowledge is built, model-based, design-patterns and
architectures could be proposed in order to improve (or create)
techniques and tools to develop quantum secure software in a sus-
tainable way.
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The organization of the paper is as follows: Section 2 presents a
brief introduction to the main concepts of quantum software
regarding quantum circuits; Sections 3 and 4 present a brief anal-
ysis of the most important quantum programming languages and
quantum algorithms, which are the basis to start analysing the
potential security threats; Section 5 presents to what extent, cur-
rent hardware limitations could affect quantum software security;
Section 6 shows to what extent testing techniques could be helpful
to identify security issues in quantum software code; Section 7
outlines some conclusions and presents the next steps to be carried
out in the context of this research.

2. Introduction to quantum states and quantum operators

A quantum circuit is both a visual representation of the steps
required to perform a quantum calculus and a high-level view of
a quantum program; in fact, a quantum circuit can be translated
into a quantum program and vice versa. The circuit consists of a
set of horizontal lines, each one representing the qubit that is oper-
ated by the gates placed on that very same wire. Thus, quantum
gates affecting a qubit are drawn on its corresponding wire.

Fig. 1 shows an excerpt from the Bell Inequality Test circuit
(taken from https://algassert.com/quirk). It has five qubits; each
one being affected by the gates placed on their respective wires.
The first qubit, for example, is affected by a Hadamard gate on
the first run and then a CNOT gate is applied to qubits 1 and 5.

Besides the “operative” gates (which perform a modification on
the qubit related to the desired calculus), the circuit also has a set
of measurement gates: these collapse the qubit and allow its state
to be read as a classical, two-states, bit. Measuring a qubit is irre-
versible (i.e., the qubit cannot be returned to its previous state).

Although not measured, the qubit is always in a state that is
often represented as a particle placed in a given position - x,y,z
- of the Bloch Sphere (Fig. 2).

Thus, a particle placed in the North pole of the sphere is in the
state |0). Rotating it through the Z axis moves it to the South pole,
which corresponds to the |1) state. The changes in the state are
performed by the quantum gates, which can be represented as
matrixes. The process of applying a gate to a qubit consists in cal-
culating the product of the matrix that represents the input qubit
(or qubits) by the gate’s matrix. As an example, Eq. 1 describes
the application of the Hadamard gate to a qubit in state |0). H
rotates the qubit particle & radians over X and 7/2 radians over Y.

o - (1 1) (o) -5 (1) -@m

The end result of the Eq. 1, % (J0y + |1)), is said to be in a super-
position state, since it is representing neither the state |0) nor the
state |1) alone, but a combination of the two states probabilisti-
cally. Measuring the state would collapse it to one of them with
a probability based on the square of their coefficient, in this case, 1.

If we had more qubits, the entanglement phenomenon could
occur, which happends when a quantum state cannot be separated
into a product of individual qubit states. For example the state
1(00) + 101) +[10) + |11)) is separable and equal to

1 1
(ﬁum n \1>>) (ﬁ(\m n |1>>)
On the other hand, the state
1
V2

is not separable, and hence, it is an entangled state. This state “en-
tangles” the qubits in the sence that a measurement in one qubit
gives us information about the other qubit. In this case, if we were

(100) +[11))
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Fig. 1. An excerpt of a quantum circuit.
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Fig. 2. Qubit representation with a Bloch Sphere.

to measure the first qubit and we read a zero, we would know that
the only possible state for the second qubit would be a zero.

Some of the differences between quantum circuits and classical
ones are that in quantum circuits loops are not allowed, wires can-
not be joined together, and multiple outputs cannot be obtained
from a single input.

It is important to consider that a quantum circuit is a high-level
view of a quantum program that could be implemented in any par-
ticular platform, given that it is possible to translate any quantum
circuit to a quantum program.

There is a set of primitive quantum gates that perform relatively
simple operations on qubits. All the gates modify the qubit state by
changing the position of its associated particle in the Bloch Sphere.
Just as it is possible to call a subroutine in classical computing, it is
also possible to integrate one predefined quantum circuit in
another one, so handling it as if it was a primitive gate.

3. Quantum programming languages (QPL)

In this section we make a summary of the quantum program-
ming languages that currently exist and we make a brief analysis

of possible dangers that may exist or that we believe could come
up. Since QPLs are the heart of quantum software, a brief analysis
is important to understand future security concerns.

Quantum languages, as the classical ones, can be categorized
into 2 groups: imperative and functional languages. Nonetheless,
the latter is not strictly true as there are language proposals that
do not fall within this classification, such as the work of Freedman,
Kitaev, and Wang [22] that proposes a radically different direction
in the semantics of quantum computation exploiting connections
between quantum computation and topological quantum field the-
ories (TQFTs).

Since the creation of the first functional quantum language (QFC
[23]), much progress has been made in the development of this
programming paradigm and new languages have been proposed
(QML [24], LIQUi|) and Quipper [25]). Moreover, the improvements
of the linear lambda calculus for quantum computation described
by van Tonder have lead to a better structured functional logic.
[26,27] still, the most advanced and recognized are the imperative
languages for their involvement in the hardware model.

3.1. Imperative languages

The imperative language development thread was started by
Knill (1996) [28] who proposed a set of conventions for quantum
pseudo-code that would be implemented in a QRAM (quantum
random access machine). Knill's proposal significantly influenced
future imperative language developments, although the proposed
pseudo-code is not precise enough to be implemented in the form
of a language directly.

3.1.1. QRAM model

Since this model is the basis for subsequent languages, it is nec-
essary to mention how this works. The QRAM is made up of a
quantum memory and a quantum ALU (qALU), which in turn is
made up of quantum logic gates. This model is controlled by clas-
sical instructions, which gives rise to a hybrid system in which the
classical machine provides the code for quantum operations to the
quantum subsystem and this, as a black box, returns the results
after the operations, acting with a slave role. The role of the quan-
tum subsystem is to decode the classical instructions and carry out
the pertinent operations through quantum gates at the indicated
qubits (see Fig. 3).

The development of quantum languages is not easy because
although certain specific phenomena of quantum particles such
as superposition or entanglement are the basis of the power of
quantum computing, they present a problem when it comes to
reaching the level of abstraction necessary for a high-level pro-
gramming language. For this reason, the most developed QPLs pre-
sent a way of defining quantum circuits for a quantum algorithm to
be described by deconstructing it into instructions of the QASM
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Fig. 3. Simplified scheme of a QRAM machine. The classical hardware drives the quantum resources in a master-slave configuration.

language [29] that then will be sent to the QRAM. The definition of
these circuits is done through a succession of quantum gates.
Instruction by instruction it is indicated, sequentially, which gate
would apply to each qubit or qubits. Measurements are indicated
this way as well. In the end, the circuit is defined and ready to
be executed in the hardware.

3.1.2. QPLs currently

During the years following Knill’s proposal, Omer (2002, 2003)
[30,31] developed what is considered the first quantum program-
ming language, QCL, which has a syntax based on C. Bettelli et al.
(2003) [32] proposed a high-level language based on C++ that
was implemented as a library for the latter. Subsequently, Sanders
& Zuliani [33] explored non-deterministic and mixed-state pro-
gramming with the qGCL language. All these languages were the
basis of the languages that have proliferated today and the precur-
sors in their development. Some examples are Q# [34], Q|SI) [35],
Qiskit[36] and Scaffold [37].

Microsoft’s Q# and IBM’s Qiskit are two of the most advanced
and widely used QPLs based on the QRAM model today. These lan-
guages, however, are still in their early stages of development; Qis-
kit is now at version 0.36, and Microsoft Quantum Development
Kit is at version 0.24. Both languages can be called extensions of
classical languages since they are not only based on these, but Qis-
kit, for example, works as a Python library. On the other hand, Q#
is based on F#, C# and Python. This foundation in classical lan-
guages makes sense because they will be used to define the beha-
viour of our quantum circuit, as the quantum behaviour of the
hardware is not directly applied to it.

3.2. Potential threads

When analysing quantum programming languages, we have
observed two main types of problems: base language problems
and QLP implementation problems.

The base language problems are those security problems that
arise based on the characteristics of the language on which the
implementation of quantum software is done. Python’s intrinsic
problems are inherited by Qiskit as it is implemented on top of
it. On the other hand, the quantum language Q# has its own com-
piler, which cannot be assured to be fully secure. The implementa-
tion may contain certain classical bugs, which could be exploited in
order to perform classical or even quantum attacks. It is crucial
that compiler developers ensure the security of their software
before releasing production-ready public versions.

This type of security concerns could include bufferoverflows,
executed in a classical way, such as trying to maliciously compile
specific circuits to abuse the exponential character of quantum cir-
cuits to overflow the memory. Another security concern that we

believe may arise in the future stems from the lack of precision
of numerical values in classical computers. When trying to encode
an input value using methods such as Amplitude Encoding[38], the
number of state coefficients grows exponentially, while their sum
of squares remains fixed at one. This can cause some information
to be lost due to precision errors, which can lead to unexpected
numerical or computational errors.

On the other hand, those languages implemented as frame-
works on top of other languages need to be carefully considered
with regard to the dependencies they use. In May 2022, a vulner-
ability was detected in some versions of log4j that allowed mali-
cious agents to execute code remotely.[39] This type of incident
could happen again in dependencies from libraries such as Qiskit
or Cirq. Making use of updated versions of the software is a must
for every software developer, both classical and quantum.

QLP implementation problems refer to implementations bugs
that arise from the libraries themselves, such as poorly imple-
mented algorithms. In the quantum libraries case, such bugs may
arise from misplaced quantum gates, mathematical errors in sim-
ulations, or mismeasured results. These bugs, derived from human
errors, may exist and not have been detected by the library devel-
opers’ tests. They could be abused by malicious agents to obtain
unwanted outputs from our circuits and exploit them. On the other
hand, depending on the severity of these bugs in our quantum
libraries, we could receive serious classical attacks to our software,
so, as mentioned in the previous paragraph, it is essential to update
the quantum frameworks to its latest versions.

4. Quantum algorithms

As shown in Section 3, the programming of these quantum
computers is done by defining specific concrete quantum circuits.
Since the quantum computer works as a black box for the classical
part, the circuits are defined to apply the gates for the correspond-
ing qubits according to the algorithm and it ends with a measure-
ment to obtain the expected specific result. These quantum
algorithms are previously defined theoretically and then pro-
grammed by defining the corresponding quantum circuit.

Due to this theoretical background, most of the current quan-
tum algorithms do not have vulnerabilities by themselves. The
attacks or security flaws that this type of circuits could have
mainly arise from physical attacks or implementation errors. In
this sense, it could be understood that most of the current quan-
tum algorithms are as secure as other classical algorithms that only
follow a mathematical background, such as the Dijkstra’s algo-
rithm or the Euclidean algorithm. In this section we will make an
exposition of quantum algorithms which currently are vulnerable
to attacks, for which quantum software developers will have to
implement security measures.
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4.1. Quantum teleportation and superdense coding

Quantum teleportation [40] is a technique that is used to trans-
port an arbitrary quantum state between two distant observers A
and B, even in the absence of a quantum communications channel
linking the sender of the quantum state to the recipient. To per-
form this, the technique builds on the quantum entanglement.

Superdense Coding (SDC) is a quantum communication protocol
to communicate a number of classical bits of information by only
transmitting a smaller number of qubits, under the assumption
of sender and receiver pre-sharing an entangled resource [41,42].
Superdense coding is the core premise of secure quantum secret
coding. Eavesdroppers are less likely to intercept transmissions
since both qubits are required to decode the information being
conveyed [43].

Because quantum teleportation and superdense coding are so
closely related, it is important to distinguish the two of them.
Quantum teleportation is a method of transmitting the quantum
state of a qubit from one location to another using two bits of clas-
sical communication and a Bell pair. In other words, it is a protocol
that destroys the quantum state of a qubit in one location and
recreates it on a qubit at a distant location, with the help of shared
entanglement. Superdense coding, on the other hand, is a method
of sending two classical bits to another party with only a single
qubit of communication.

Both algorithms are vulnerable to physical attacks, where mali-
cious actors could induce noise to alter the states which are being
transmitted or to drop the information[44,45]. To reduce physical
attacks in an environment where information is not as easy to send
as in classical computing, protection techniques are mandatory.
Either asserting that the connection is not being attacked by send-
ing some test quantum state in order to validate it or implement-
ing Error Correcting Techniques must be tools in every quantum
software developer’s portfolio.

4.2. Quantum key distribution

QKD is a secure communication protocol which implements a
cryptographic protocol involving components of quantum
mechanics. It enables two parties to produce a shared random
secret key known only to them, which can then be used to encrypt
and decrypt messages. Although theoretically secure, several
papers have pointed out serious security flaws such as man-in-
middle attacks [46], time-shift attacks [47], faked states attacks
[48] or wavelength-dependent attacks [49]. Most of this attacks
are hardware-based, but a good software implementation could
help to detect some of these attacks. Quantum software developers
should take these attacks into account when designing testing and
assertion patterns for their software.

4.3. Algorithms for quantum machine learning

The ability of quantum states to be in superposition can thereby
lead to a substantial speedup of a computation in terms of com-
plexity since operations can be executed on many states at the
same time, which is why people consider the possibilities of the
combination of quantum computing and machine learning. This
way, Quantum Machine Learning has become one of the most
researched branches of Quantum computation. There have been
some survey papers which mainly overview general ideas of differ-
ent machine learning algorithms in quantum version [50,51]. The
most important and influential algorithms used as subroutines in
QML algorithms are Grover’s algorithm, the Swap-test, QPE and
the HHL algorithm [52]. HHL is used in Quantum Support Vector
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Machine (QSVM) [53] algorithm and in the 2 main Quantum
Dimensionality Reduction algorithms: Quantum principal compo-
nent analysis (QPCA) and Quantum linear discriminant analysis
(QLDA). The rest, however, are used in the Quantum K-means Clus-
tering. Not to forget that neural networks have also been in the
spotlight of the search for their quantum counterparts [54,55].

Unlike previous algorithms, which relied on a mathematical
basis, quantum machine learning has to deal with parameterized
circuits that change throughout the learning phase. This uncer-
tainty about the circuit implies greater difficulty in testing the
validity of the implementation. Although this limitation also
occurs in classical machine learning algorithms, the quantum
world has physical limitations that could affect the correct opera-
tion of the software. The decoherence effect, in which states will
become zeros once enough time has elpased, would imply a bias
towards certain categories.|56] This bias, while not related to com-
puter security, does affect social security, as measurements from a
biased network can affect real-world use cases with erroneous
predictions.

Adversarial attacks are also a major struggle in the field of
quantum neural networks.[57,58] These attacks consist in injecting
pre-calculated data into the input values in order to confuse the
network into predicting incorrect values. Quantum neural net-
works are no better than classical ones in robustness, which
implies having to deal with possible classical adversarial attacks
and also physical adversarial attacks, where an agent would try
to deteriorate the qubits state to modify the prediction. At present,
there are no papers examining physical quantum adversarial
attacks, but they could be a major problem if they become feasible.
New architectures or techniques are needed to improve
robustness.

A last but not least important topic is explicability on QML.
Explicability is the field of machine learning that studies how we
can infer the logic behind black models by obtaining details or rea-
sons that are clear or easy to understand.[59] There is no work on
this topic at present, which mean that our understanding of quan-
tum neural networks is that they are completely black boxes. New
techniques will be needed to test whether quantum neural net-
works are working as intended and to improve resilience against
adversarial attacks.

5. Limitations of the hardware

As mentioned in the introduction, several new hardware devel-
opments are underway. However, the current state of the art in
terms of quantum hardware still suffers some core shortcomings,
which include a small number of qubits, restrictive connectivity,
or limited native instructions. Moreover, compared to classical bits,
quantum bits (qubits) are much more fragile, unstable, error-prone
and deciduous. Quantum circuits are, of course, affected by these
errors, which keeps the quality of the generated outputs in low
levels, and it does imply high levels of expert supervision. These
devices are termed as noisy intermediate-scale quantum (NISQ)
computers [60,61].

All these flaws can lead to faulty software if not accounted for.
An unstable set of qubits passing through a deep enough circuit
will result in erroneous measurements, which, if undetected, can
lead to bugs in production code. Since most quantum algorithm
circuits are by the quantum programming languages themselves,
coders will have to assert that those implementation will run on
the quantum computer of their choice with enough stability to
yield correct measurements.

Based on this premises, it is key to identify the errors and their
causes:
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1. Quantum bits suffer from a short lifetime as well as unstable
gates and measure operations. On the one hand, the relaxation
problem implies that a qubit in state |1) spontaneously can lose
energy and end with state |0). Besides, the de-phasing phenom-
ena can produce a similar effect. On the other hand, measure-
ments and gate dependencies can suffer alterations when read
out, even accumulating errors in parallel operations.[62]

2. Limited native set of (small) gates, so every quantum program
needs to be decomposed in a relatively high number of gates,
which increases the complexity of the circuit, the need for a
long life of the qubits, and -in general- the probability of error.

3. Coupling constraint, and limited connectivity of the qubits,
which introduces the need to provide additional connection
instructions (swap operations), of course increasing the run-
time and the number of gates of the quantum program, and -
again- the possibility of error.

4. Quantum hardware is far for being a home commodity due to
its high cost and needs (ultra-cold temperature [63,64],
shielded environment, and complex wiring for control). There-
fore, cloud-based access to quantum computers is the logical
path forward where the hardware is hosted in a remote loca-
tion. This infrastructure comes with its own problems, as run-
ning quantum code in the cloud may involve waiting for a
queue of jobs from other developers to access the computer,
as is currently the case with IBM systems. Testing and debug-
ging code, as well as ensuring stability, will not be as fast as it
is currently with classical programs, so good frameworks and
programming paradigms are needed.

5. The specific way of the encoding of a quantum circuit can pro-
vide enough clues to infer sensitive information of the problem.

6. Given the essential need of optimization that quantum circuits
have [65], it is also mandatory to consider third party compilers
that are able to perform this improvement of the circuits. These
compilers should be taken into consideration in a trusted way;
deficiencies or shortcomings in the compilers would open the
door of the quantum program to tamper and exploit attacks,
and also to reverse engineering.

Therefore, noise-resilient methods are of paramount impor-
tance. Due to this, besides of engineering better qubits, several
other independent approaches like parameter optimization in vari-
ational algorithms, noise-aware mapping, and scheduling are pur-
sued to make quantum programs resilient to noise. The theory of
Quantum Error Correction (QEC) [41,66-69] enables fault tolerant
computation [70,71] using redundant qubits, but full fault toler-
ance is still too expensive for current noisy devices. However,
much effort is being made to implement feasible countermeasures
(listed in [72]) directly into the hardware or to the compiler that
might reduce error occurrence.

Even a well-typed program might be affected by these errors
turning it into unsafe code. Some of these problems, at the stage
where QPLs are today, could be handled by the programmer or,
at least, be considered in an analysis of the program. This enforces
the idea of either a prior analysis of the quantum code or, if possi-
ble, a dynamic analysis in which the undesired behaviour of the
software due to a noise error can be detected.

6. Quantum software testing

In this section, a brief analysis of quantum software testing
techniques is presented. Software testing is a powerful tool for
asserting the correct workflow of code, and some classic tech-
niques can be extrapolated to quantum code to ensure both secu-
rity and quality. Based on a recent review of the software testing
state of the art, we extend its analysis to add security concerns
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and implications of testing in quantum software in the security
domain.[73].

6.1. Dealing with quantum bugs

Bug patterns are incorrect code idioms or poor coding tech-
niques that have been repeatedly shown to fail. They are typically
brought on by a misunderstanding of the features of a program-
ming language, the use of incorrect design patterns, or simple
errors that have similar behaviours.

6.1.1. Bug types and patterns

In order to support the debugging of quantum software, Huang
and Martonosi [74,75] investigated the different bug types for
specific quantum programs. They identified various bug types
unique to quantum software and provided defence measures for
each type of bug based on their experiences building some quan-
tum algorithms. These bug categories include incorrect classical
input parameters, incorrect deallocation of qubits, incorrect quan-
tum initial values, incorrect operations and transformations, incor-
rect composition of operations using iteration, incorrect
composition of operations using recursion and incorrect composi-
tion of operations using mirroring. They also suggested some bug-
specific defence tactics.

In order to give readers a clear understanding of the different
types of bugs that might appear in quantum programs and how
to spot them, Zhao et al. [76] identified and categorized various
bug patterns in the quantum programming language Qiskit. Their
research on bug patterns primarily focuses on the symptoms,
underlying causes, treatments, and preventions of bug patterns.
They also give an example of the pattern’s symptoms for each
bug pattern. Finding these similarities in a quantum programming
language can increase programmers’ productivity in locating prob-
lems and lower the cost of software maintenance. Despite the fact
that this research focuses on Qiskit, many of these issues can be
applied to other languages based on gates because, despite the dif-
fering syntax, they are similar in most aspects.

6.1.2. Bug benchmarks

Campos and Souto [77] proposed QBugs, which is a collection of
reproducible bugs in quantum algorithms for supporting con-
trolled experiments for quantum software debugging and testing.
In order to help the evaluation and comparison of new research
as well as the reproducibility of published research findings on
quantum software engineering, QBugs offers some preliminary
suggestions for developing a benchmark. Zhao et al. [78] proposed
Bugs4Q, a benchmark of thirty-six real Qiskit bugs that had been
manually verified in addition to test cases for simulating bug-
related behaviour. Bugs4Q facilitates downloading and running
test cases for quantum software testing and gathers repeatable
problems in Qiskit programs. The fixes for every actual bug are
made accessible for public investigation. For the purpose of catego-
rizing existing bugs and experimentally evaluating isolated bugs,
Bugs4Q offers a database that contains an analysis of bug types.

6.2. Testing approaches for quantum software

Testing is the process that executes a program with the intent to
find errors, which is a critical process for supporting quality and
security assurance during software development. In this section,
we review state of the art of testing quantum software.

1. Fuzz-testing. Fuzz testing is a testing technique that inputs
invalid or random data called fuzz into the software system to
discover coding errors and security loopholes. Wang et al. [79]
adapted the existing classical technique coverage-guided
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fuzzing (CGF) to test quantum software. They proposed Quan-
Fuzz, a search-based test input generator for quantum software.
The basic idea of QuanFuzz is to define some quantum sensitive
information to evaluate the test inputs for quantum software
and use a matrix generator to generate test cases with higher
coverage. Fuzz testing would allow the developer to find possi-
ble inputs that could lead to unexpected outputs which, in addi-
tion, could affect the classical section of the program inducing
bufferoverflows or bad error handling.

2. Property-based testing. Property-based testing uses specifica-
tions of essential properties to produce testing criteria and pro-
cedures which focus on these properties in a systematic
manner. It has been shown to be a promise tool for generating
test cases that reveal program faults in classical software. As an
example, Honarvar et al. [80] presented QSharpCheck, a
property-based testing approach for quantum software written
in Q#.

3. Search-based testing. Search-Based Software Testing (SBST) is
the use of optimizing search techniques, to solve problems in
software testing. Recently, SBST is showing promising in classi-
cal software testing, such as test case generation, test case pri-
oritization, and test suite minimization. Wang et al. [81]
proposed a search-based approach, called QuSBT (Quantum
Search-Based Testing), to test quantum programs.

6.3. Debugging quantum programs

As with any programming environment, debugging methodolo-
gies and techniques are essential for quantum software security.
This section provides an overview of four debugging techniques
for quantum programs, which allow the developer to analyse exist-
ing bugs, problems in the code and possible edge cases for certain
programes.

6.3.1. Debugging quantum processes

It is challenging to debug quantum programs through program
monitoring because measuring a quantum system could result in
its state collapsing. Li and Ying [82] proposed a method to debug
quantum processes by observing measurements as a solution to
this issue. The basic idea of the approach is to create a protocol that
will enable monitoring-based debugging of quantum processes
without affecting their current states. This debugging approach,
however, can only handle the debugging of a subset of quantum
processes and the coverage to all of them is still an open problem
[82].

6.3.2. Assertion-based debugging

Several assertion-based approaches have recently been pro-
posed for debugging quantum programs. One approach is the pro-
posal by Huang and Martonosi [75] which focuses on carrying out a
statistical study of the quantum program. They begin by defining
three categories of assertions: classical state, superposition, and
entanglement, with their respective operating hypotheses. Multi-
ple measures are used in these statistical tests to determine if
the hypothesis should be rejected. With enough measurements, a
statistical test can determine if an assertion is not true, indicating
an error in the program. However, as stated in the paper, these
operations are exceedingly costly and thus cannot be employed
as effective assertion checks with this method.

It was found that a crucial flaw in Huang and Martonosi’s
assertion-based approach was that each measurement made dur-
ing debugging required stopping the program, and that assertions
required aggregates of runs to measure the actual results of the
computation. To overcome this, the proposal of Liu et al. [83] is
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to implement certain ancilla qubits (some additional qubits) that
could be measured without interrupting the execution by indi-
rectly verifying the desired condition regarding the qubits under
test. Thus, they propose certain quantum circuits that could per-
form dynamic assertion not only for classical values but also for
superposition and entanglement states. Subsequently, after the
measurement of those ancilla qubits, Quantum Phase Estimation
(QPE) (explained in Section 4) is carried out. This algorithm esti-
mates the value of the qubit. This approach is predicated on the
assumption that these quantum circuits are error-free, as faults
could damage not only the measurement but also the qubits under
test.

6.3.3. Language support for debugging

Although the work on tackling bugs in quantum programs
through assertion checking shown in Section 6.3.2 is encouraging,
it usually involves checking assertions dynamically during run-
time, which could waste the quantum computing (or simulation)
resources. To address this, Singhal and Reppy [84,85] proposed
encoding assertions into a static type of system of a quantum pro-
gramming language to support programmers in writing correct
programs from the beginning. This allows programmers to specify
some of the semantic properties they want their programs to have
in their code, which a data-type checker can be used to verify if
some of those properties are correct at compilation time.

6.4. Analysis

Recently, a number of studies for program analysis of quantum
software have been conducted, which can help with bug discovery
for quantum systems.

1. Entanglement analysis. ScaffCC [86] is a compiler for the Scaf-
fold language [37] that integrates code analysis tools. This com-
piler receives the code in Scaffold as input and returns the
representation in quantum assembly (QASM) [87] as output.
One analysis that ScaffCC supports is called entanglement anal-
ysis, which can conservatively identify each possible pair of
qubits that might be entangled in the program. Such entangle
information can help a programmer assert that the output of
the program is correct and that phase decoherence does not
separate an entangled state, which could lead to an unexpected
(and possibly harmful) output.

2. Robustness analysis. Hung et al. [88] presented a semantics for
describing quantum computation with errors and an analysis
that bounds the distance between the result of a noisy program
and its corresponding ideal program on the same input. This
analysis could actually be useful in asserting that a quantum
computer is not being physically attacked to increase noise in
the environment in order to produce noisy outputs. The analysis
could be run periodically or before each batch of runs.

7. Conclusions

Quantum computing is a computational paradigm that is here
to stay, offering society many opportunities for improvement
through the possibility of tackling problems and challenges that,
until now, could not be solved with classical computing [89]. How-
ever, the current level of development in its different fields (pro-
gramming languages, platforms, hardware, quantum software
engineering techniques) means that, among many potential prob-
lems, there is one in particular that should be of particular concern:
security. The aspects that compromise security at the moment are:
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1. Quantum hardware is advancing, however current quantum
computers are very sensitive to “noises” or interferences [90]
that affect the performance of algorithm calculations, and that
could be exploited by attackers to create security breaches that,
according to the industry, could be very critical.

2. There are problems in how the languages themselves are
defined which, together with the current impossibility of gener-
alising the classical methodology of code analysis, encourages
the development of possible attacks based on the weaknesses
of the programming languages themselves.

Thus, in light of the background presented, it is reasonable to
propose a new research hypothesis: the study and experimenta-
tion on the state of the art in stability and security approaches from
the conventional to the quantum realm. The aim would be to pro-
duce a Quantum Software Security Model useful to prevent the
malicious impact of malware-related knowledge in quantum pro-
grams. These models (to be created) may, in the future, serve for
the development of techniques and tools, as well as processes
and knowledge, that facilitate secure quantum software develop-
ment for engineers.

In particular, static code analysis would be essential to ensure
safety during quantum software development, and as an analytical
basis for structuring other dynamic analyses that could eventually
be proposed when debugging the execution of quantum programs
becomes feasible. Furthermore, given the nature of quantum soft-
ware programming, the task of collecting and preparing an archive
of debugging tools, known common bugs, stability monitoring
methods and testing techniques is crucial. If implemented together
in a library, they would pave the way for the definition of more
complex programs and reduce security risks.

This article therefore presents a first identification of security
issues present in the current available artefacts. This is the first
step on a long road towards considering security in quantum soft-
ware development as an aspect to be included in the software
design itself, rather than a vertical aspect, by taking advantage of
the existing knowledge on security in classical computing.
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