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A todos esos gigantes...





Abstract

Run-time packers are widely used by malware writers in order
to hinder reverse engineering and automated analysis. These
tools consist in the encryption of the original program, which is
restored at runtime and afterwards executed. When these tools
became popular for malware protection, the research commu-
nity focused the efforts on the detection and generic unpack-
ing of this type of obfuscations. Researchers quickly shifted
their attention to other problems in this domain. The current
malware landscape evidences that the problem is not yet com-
pletely solved. Malware authors keep protecting their samples
with run-time packers and available on-line malware analysis
services do not provide any information about the packer used
for protection beyond the result provided by signature-based
detection methods. Malware writers typically scramble well-
known versions of packers or implement their own custom un-
packers. The fact that malware writers still make an effort to
implement these techniques highlights that they are still effec-
tive to protect binaries.

In this dissertation we combine different static techniques for
packed binary classification. First, we propose the use of struc-
tural features extracted from Portable Executable files in order
to discriminate packed from non-packed binaries, and study the
performance differences among several feature-sets for this clas-
sification task. In this context, we also propose the application
of anomaly detection under the intuition that common compil-
ers produce binaries following standards and conventions, mak-
ing the set of non-packed binaries easier to model than packed
binaries.

Second, although the research community has published suc-
cessful solutions to generically unpack malware, this technique
is still employed to protect samples. Following this idea, we



raise a series of questions: What is the actual complexity of cur-
rent run-time packers? Do these packers violate the assump-
tions made by previous approaches? What has been the evolu-
tion of the packer landscape over the years? In order to answer
these questions we focus on studying the structural complex-
ity of run-time packers. To this aim we design and develop
a complete framework based on a dynamic analysis platform
to record and analyse many different system events related to
run-time packer behaviour. Moreover, we propose a taxonomy
that combines several dimensions of complexity into one single
score. This framework allowed us to perform the first longitu-
dinal study on run-time packer complexity over custom-packed
binaries, collected by the Anubis on-line sandbox since 2007.

Finally, we focus on the technical challenges and limitations in-
volved to apply multi-path exploration to the unpacking do-
main. It is well-known that multi-path exploration presents se-
vere limitations for the analysis of highly obfuscated software
and does not scale to large programs. In order to unpack bina-
ries that partially reveal their code on demand (the most com-
plex type of packer represented in our taxonomy), the first so-
lution that comes to mind is multi-path exploration. Our re-
search describes some of these limitations and proposes a set
of domain-specific optimisations and a heuristic that combined
together improve the feasibility of multi-path exploration for
unpacking.



Resumen

Los autores de malware a menudo utilizan empaquetadores para
proteger sus muestras contra los intentos de ingeniería inver-
sa y el análisis automatizado. Estas herramientas se basan en
el cifrado del contenido real del ejecutable, que después es de-
scifrado y ejecutado una vez cargado en el sistema. Cuando el
uso de este tipo de técnicas creció notablemente, la comunidad
investigadora centró su esfuerzo en su detección y desempaque-
tado, obteniendo resultados satisfactorios. Consecuentemente,
la comunidad rápidamente dirigió su atención a otros proble-
mas. Sin embargo, el panorama actual en el ámbito de la detec-
ción de malware evidencia que el problema aún no tiene una
clara solución. Los autores de malware continúan protegiendo
sus muestras mediante empaquetadores y los servicios on-line
disponibles de análisis de malware, así como las diferentes solu-
ciones antivirus no proporcionan gran información acerca del
empaquetador utilizado para proteger las muestras más allá de
una simple detección por medio de firmas. Los autores de mal-
ware comúnmente alteran empaquetadores conocidos o imple-
mentan sus propios empaquetadores a medida. El hecho de que
sigan volcando sus esfuerzos en este tipo de técnicas revela que
aún resultan efectivas para proteger los binarios.

En esta tesis proponemos el uso de características estructurales
extraídas de las cabeceras Portable Executable, y evaluamos el
rendimiento de este conjunto de características respecto a las
heurísticas clásicas de detección de empaquetado. Además, pro-
ponemos y evaluamos la aplicación de un método basado en de-
tección de anomalías bajo la intuición de que los binarios gener-
ados por compiladores comunes respetan los estándares y con-
venciones, resultando más fácil modelar este conjunto de in-
stancias que el universo de empaquetadores conocidos y de-
sconocidos.



En segundo lugar, a pesar de que la comunidad investigadora ha
publicado varias soluciones para el desempaquetado genérico
con cierto grado de efectividad, esta técnica sigue siendo utiliza-
da para proteger las muestras. Siguiendo esta idea, planteamos
una serie de cuestiones: ¿Cuál es la complejidad real de los em-
paquetadores? ¿Violan estos empaquetadores las asunciones de
partida de las soluciones propuestas previamente? ¿Cuál ha si-
do la evolución de los empaquetadores a lo largo de los últimos
años? Para poder responder a estas preguntas, desarrollamos
un framework basado en análisis dinámico para monitorizar y
analizar diferentes eventos del sistema relacionados con el pro-
ceso de desempaquetado. Además, proponemos una taxonomía
capaz de aunar diferentes métricas de complejidad en un único
valor. Este framework nos ha permitido llevar a cabo el primer
estudio longitudinal de la complejidad de empaquetadores he-
chos a medida, recogidos en la plataforma pública de análisis de
malware Anubis, en funcionamiento desde 2007.

Finalmente, enfocamos la investigación hacia los retos técnicos
y limitaciones prácticas de la aplicación de técnicas de explo-
ración por múltiple flujo en el dominio del desempaquetado.
Es bien sabido que este tipo de técnicas presentan importantes
limitaciones a la hora de analizar programas altamente ofusca-
dos o de gran tamaño. De cara al desempaquetado de muestras
que revelan su código de manera parcial y bajo demanda, la eje-
cución por múltiple flujo parece una solución evidente para per-
mitir la exploración y desempaquetado de todo su código. Nues-
tra investigación recoge y analiza estas limitaciones, y propone
un conjunto de optimizaciones específicas a este dominio y una
heurística que combinados, permiten mejorar la viabilidad de la
exploración por múltiple flujo para el desempaquetado.
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« (Why climb mount everest?) Be-
cause it’s there... Everest is the high-
est mountain in the world, and no man
has reached its summit. Its existence
is a challenge. The answer is instinc-
tive, a part, I suppose, of man’s desire
to conquer the universe.»

George Mallory (1886–1924)

Chapter

1
Introduction

M
alware is the term used to designate any computer soft-
ware coded with malicious intentions. Current malicious
software differs completely from the first viruses in the
decade of the 70’s. At that time, Creeper [Vir12] was ex-
panding through ARPANET, copying itself from system

to system, showing the following message: "I’m the Creeper: Catch me if
You Can". Whereas first malware creators were people looking for fame
and self-pride, now they are professional and well-organised groups of ex-
perts that intend to obtain economic profit [Pan12], or even state sponsored
teams with diverse intentions1.

Besides, the essential nature of malware has evolved together with au-
thors’ motivations. In the past, a few malicious programs were capable of
infecting hundreds or even thousands of computers. These programs some-
times displayed annoying messages to the user, blocked the computer or
even destroyed the files in it. In almost all the cases the user was warned by
the effects of the software and knew that the machine was infected. Now, on
the contrary, thousands of malware samples are discovered every day. Ac-
cording to the reports provided by different antivirus companies [McA14],
the number of malware samples keeps growing every year. This change
has been motivated by malware writers that need to hide the effects of the

1https://www.eff.org/issues/state-sponsored-malware
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1. Introduction

infection in order to remain in the system as much time as possible1. In
this way, they can maximise the profit obtained from their creations. The
daily number of new samples collected by anti-malware companies seri-
ously affects the capacity of current anti-malware solutions to deal with
the problem of detecting and mitigating current threats.

Furthermore, the sophistication of the latest malware creations goes
far beyond the illicit obtention of economic profit: Stuxnet [Sym11b] and
Duqu [Sym11a] have been designed to carry out tasks such as industrial es-
pionage, or even interfere in critical industrial processes. Several organised
groups have been involved in international cyber-espionage operations (for
more information please refer to APT-1 report by Mandiant [Man13]). In
fact, in 2012 McAfee identified the cyber-war as one of the main security
threats [McA12b].

All these events have lead the security industry to a permanent cat and
mouse game in which malware creators discover new attack vectors while
the security industry tries to protect systems. Meanwhile, security compa-
nies have traditionally relied on signature based detection methods that,
although simple and efficient, fail to confront the enormous quantity of
malware samples released each day. As a consequence, proactive detec-
tion methods have been incorporated to anti-malware solutions in order to
analyse program behaviour. Unfortunately, some of these approaches have
resulted into intolerable false positives and a significant computational re-
source consumption [SKH11].

One of the most common techniques employed for malware obfuscation
is packing. This technique consists in hiding the malicious payload (the ac-
tual behaviour of the executable file) using codification, compression, cryp-
tographic, or even virtualization-based methods. In this way, when the file
is statically analysed, (i.e., analysed avoiding its execution) the code is not
visible. In the moment the binary is loaded and executed, the original code
is decrypted and loaded into memory in order to execute it. This technique
makes signature-based detection techniques useless [LH07].

When the adoption of packing techniques started to grow, anti-malware
companies incorporated mechanisms to detect packed samples. Commer-
cial solutions typically employ two approaches to deal with the packer
problem. If they can identify the packer by its signature, they apply an
unpacking routine specifically designed to reveal the code protected by
each packer. Otherwise, they run the sample under a generic unpacking

1With the exception of certain types of malware, like ransom-ware.
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engine. Nevertheless, nowadays, there is a considerable number of differ-
ent packers and versions available on the internet. This situation allows
malware creators to build their own custom protection schemes combin-
ing the existing ones or even writing them from scratch. It is estimated
that every month between 10 and 15 new packers are created [Ste06a].
Recent reports [McA13] claim that new protection engines are discovered
every day. Furthermore, the 35% of packed malware is protected with rou-
tines designed and coded by the author, avoiding commercial (and thus
well-known) packers [MP10, GFC08]. All these facts make traditional ap-
proaches clearly insufficient for the current characteristics of malware.

According to the anti-malware tests «AVTest GMBH» [BM06], in 2006
the detection rates of the 8 most extended anti-malware solutions was be-
tween 10% and 80% for packed malware. The situation today has not im-
proved significantly. A recent report by Pentest Partners [Mun14] shows
that (i) an unpacked Meterpreter shell was detected by 33/51 AVs, (ii) when
the sample was packed with UPX, it was detected by 37/51 AVs (many of
them detected the packer), (iii) the shell protected by PolyCrypt was de-
tected by 20/51 of the AVs, and (iv) only 3/51 detected the program when
it was packed by Veil-Evasion, using a custom template.

Considering the packer ecosystem, some solutions detect any packed
sample as malware1. According to the report from Pentest Partners, when
the Windows notepad was submitted to VirusTotal protected by UPX, 17/51
AVs detected it as malware. However, packers are legitimate tools that are
sometimes used by legitimate software (according to Guo et al. [GFC08],
up to a 35% of packed software falls into the legitimate category). This fact
makes necessary to perform a deeper analysis of software samples to de-
termine if the content of the binary is malicious or not. This introspection
requires, in most cases, unpacking the sample to access the original code.

Finally, recent studies [SM14] demonstrate that it is possible to system-
atically develop techniques to avoid heuristic detection and generic un-
packing engines implemented in current antivirus systems. Furthermore,
these products are generally complex solutions prone to software errors
that can be exploited to gain control of the system [Kor14].

1These tools also generally maintain white-lists in order to avoid false positives.
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1.1 Packer predominance statistics
The packer predominance has grown in the last decade: the rate of col-
lected packed malware has increased from a 29% in 2003, a 35% in 2005,
to an 80% in 2007 [Mas05, Res07]. In year 2009, McAfee [McA09] reported
that 80% of the malware collected was packed. Other reports show that, al-
though off-the-self packers are still extensively used by malware authors,
up to a 35% of the malware is protected with custom packers [MP10], de-
signed and implemented by malware authors themselves. Some studies
even highlight the fact that a substantial part of the software packed (35%)
is not considered malicious [GFC08]. In fact, a considerable amount of
packed malware is protected with packers available on the internet [MP10],
sometimes offered as legitimate software protection tools used to difficult
reverse engineering. Nevertheless, it is not clear how many legitimate
products are protected with this kind of techniques. Anti-malware solu-
tions generally have to previously unpack the samples under analysis. Also,
the numbers provided in different reports by security companies vary, and
it is not clear how they categorise the samples as packed or not packed.
For instance, Bayer et al. analysed in 2009 a dataset of 901.294 unique
samples (based on their MD5 hash function), covering a total of 1.167.542
submissions [Bay09] to Anubis1. According to these data, only a 40.64%
were packed samples (including polymorphic worms), a rate far below the
80% reported by MacAfee [GFC08] one year before. A recent study [NR14]
states that only a 37.53 % of the malware analysed is packed. Although
the industry has adopted different techniques to fight the packer problem,
these discrepancies highlight that (i) there is not a consensus on this matter
and (ii) the existing methods do not provide a precise detection. Many of
the on-line services that provide this kind of information rely on signature-
based detection engines such as PEiD2, TRiD3 or F-Prot4 (in the case of
VirusTotal5), or Sigbuster6, a tool with a proprietary signature database (in
the case of Shadowserver). The packing strategy enables malware writers to
produce thousands of different malware samples based on the same source
code. The necessity to obtain the original version of the binary, and the

1https://anubis.iseclab.org/
2https://github.com/sroberts/peid4yara
3http://mark0.net/soft-trid-e.html
4http://www.f-prot.com/
5https://www.virustotal.com/
6http://www.teamfurry.com/
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1.1 Packer predominance statistics

great diversity of packing tools and techniques developed in the last years
make the unpacking task a significantly problematic challenge for the anti-
malware industry.

Figure 1.1: Packers employed to protect the samples collected by the Shad-
owserver platform from the 2nd of November 2013 to the 2nd of November,
2014.

Figure 1.1 shows the packers most commonly used among the malware
samples collected by the Shadowserver analysis platform1, from the 2nd of
November 2013 to the 2nd of November, 2014. It covers 32,055,260 sam-
ples, and it can be observed that the most commonly used packer is UPX (in
all its possible versions), with a 71.01% of packed samples. In fact, UPX is
still a widely used packer. Many malware authors slightly modify this sim-
ple packer in order to confuse signature based systems, trying, for instance,
to modify the samples so that they resemble other packers.

1https://www.shadowserver.org/wiki/pmwiki.php/Stats/PackerStatistics
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1.2 Challenges of the packer problem
Considering the limitations of current solutions, we identify several chal-
lenges regarding the packer problem.

1.2.1 Packer detection
The first challenge for an efficient treatment of samples is to correctly de-
termine whether the sample under analysis is packed or not. Several ap-
proaches [STF09, PLL08b] have proposed sample filtering techniques to
determine how a given sample should be treated (i.e., is it necessary to run
the sample in a computationally complex dynamic unpacking system be-
fore scanning the binary for known signatures?).

There are several limitations that must be addressed in order to build
efficient and effective packed software classification systems:

• Detection rate. Packed software detection has been addressed by sev-
eral authors obtaining considerably sound results. In general, these
systems are designed to provide a binary value: packed or not packed.
We can consider different approaches for the deployment of such fil-
ters. On the one hand, false positives may incur into a higher compu-
tational cost (i.e., non-packed samples might be processed in a generic
unpacking system). On the other hand, false negatives imply a risk
of not processing the sample adequately or not discovering the mali-
cious hidden code. As a result, different environments may require a
different trade-off between false positives and false negatives.

• Dependence on heuristics. Many of the approaches rely on heuristics
that are now well-known by both the security industry and malware
writers (e.g., high entropy values, number of sections or characteris-
tics of the sections). Although simple to implement, malware writers
can easily evade these heuristics by adapting their binaries to adopt
the characteristics of non-packed software.

• Detection of new packers. Malware writers try to produce bina-
ries that remain undetected. To this aim, they modify existing pack-
ers in order to evade signature scanning based filters, or even create
new packers either by modifying existing ones or programming them
from scratch (i.e., custom packers). Methods based on machine learn-
ing have been proposed in order to build more robust detection sys-
tems. Unfortunately, if supervised machine-learning techniques are

6
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applied, the resulting classifiers may be susceptible of adapting the
solution to the set of known packers. In this way, these solutions in
practice may present limitations to detect new packers and require
training the classifiers periodically, which implies additional costs.

• Labelling efforts. Finally, another limitation of current approaches is
the necessity of labelling a high amount of data to train the models.
In general, the size and diversity of the dataset affects considerably
the results achieved by machine-learning models. Labelling software
samples requires the efforts of a software analyst that will need to in-
spect each sample in order to determine if it is packed or not. This
process not only implies an economic expense, but also relies on the
capacity of the expert to correctly label samples. As depicted in Sec-
tion 1.1, there is not a consensus on the number of packed samples
in the analysed datasets, and there is no publicly available dataset
in which the packed samples are labelled beyond classic signature
based detection. Also, there are no tools available for the analysis of
the packer structure, and researchers often have to resort to signature
based detectors and heuristics.

1.2.2 Recognition and analysis of the unpacking routine
Packer detection constitutes a challenge by itself, and it is in fact a critical
aspect in malware analysis. Nevertheless, in many occasions the identifi-
cation of the packer used to protect the sample makes the process more
efficient by allowing the application of specific procedures to obtain the
original code in a fast and reliable way.

The most simple approach is to use specific unpacking routines de-
signed to obtain the original code for each specific packer, and then pro-
ceed with the detection of malicious code. In order to identify the packing
engine, these approaches scan the samples to identify patterns, known as
signatures. The main limitations of these approaches are the need to gen-
erate useful signatures to identify packers, and the efforts needed to design
and code specific unpacking routines for each different packer. Despite
these limitations, this approach is a very successful solution to deal with
software protected by known packers.

A few alternative packer identification approaches have been proposed
in the literature. Despite their similarity to malware detection, packer
identification exhibits certain particularities that make it an interesting re-

7
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search topic to be addressed.
Nevertheless, given the wide variety of packers available and the pre-

dominance of custom-packers, this approach is not enough to deal with the
increasing number of malware samples discovered every day.

Up to date, most of the approaches have focused on developing packer
detection and identification methods, or providing different approaches
and solutions for generic unpacking. Nevertheless, few approaches have fo-
cused on analysing and understanding the structure of the packer. Despite
this kind of approaches do not directly address the packer problem, they
can improve the understanding of the samples, giving the analyst valuable
information for the reverse engineering process.

1.2.3 Generic unpacking of increasingly complex packers

Specific unpacking is an efficient approach to deal with known packers.
However, current trends in malware make this approach insufficient to
tackle with the great diversity of packers. Stepan et al. [Ste06a] estimated
that every month between 10 and 15 new packers are created. In some
cases, the source code is available for anyone to modify it and to gener-
ate variants. In addition, the 35% of malware implements its own protec-
tion mechanisms (custom packers), instead of using known packers [MP10,
GFC08].

Given this background, one of the most complex challenges in software
unpacking is dealing with binaries protected by unknown packers. The
main alternative to specific unpacking is generic unpacking. This approach
consists in executing the sample in a controlled environment, monitoring
its execution, and obtaining the original code once it is unprotected by the
unpacking routine that includes the sample. This technique is a computa-
tionally complex task that involves several challenges:

• Heterogeneous unpacking routines. The diversity of packing tech-
niques that are employed by current malware makes difficult to de-
fine generic mechanisms and rules to unpack software. Many ap-
proaches are based on the execution of the sample and the detection
of the moment in which the execution flow jumps from the unpacking
routine to the original code. This is known as tail-jump. Some meth-
ods implement heuristic rules to detect this point in the execution.
Other methods, in contrast, use statistical approaches.

8
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• Partial code revelation and trigger-based behaviour. The main lim-
itation of dynamic approaches is the capacity of any sample to evade
analysis by partially revealing the code. Dynamic approaches can
only monitor one execution path, given the conditions imposed by
the environment in which it is executed. For instance, a certain ma-
licious routine may only be executed on certain dates. If we dynami-
cally analyse the sample in a different date, the monitored behaviour
would be considered benign. In some occasions, the environment in
which the sample is analysed is not adequate (e.g. it lacks network
connectivity, incompatible software or hardware...). This limitation
can affect the unpacking of samples in two different ways. Some sam-
ples only trigger the unpacking of the original payload under certain
circumstances. In order to unpack the sample in a dynamic analysis
engine, it is necessary to trigger the execution path that drives to the
unpacking routine. Finally, an special kind of packers apply partial
code revelation (i.e., shifting-decode-frames). These packers unpack
the hidden code on demand before its execution and sometimes even
protect the code again. In these cases, if only certain code paths are
revealed, the entire content of the binary will not be unpacked.

There are two main alternatives to deal these situations:

– Transparency. This alternative tries to provide a transparent anal-
ysis platform. This enables to execute the sample in an environ-
ment as close as possible to a real machine with network connec-
tivity. The monitoring mechanisms must be implemented at ker-
nel level to avoid possible detection by the sample. This makes
the implementation of such systems a technically difficult pro-
cess.

– Multi-path Exploration. In contrast, multi-path exploration ap-
proaches try to adapt the system to the conditions that guard the
different execution paths of the binary. This approach enables to
explore the different execution paths of a sample, and thus, the
behaviour it may show under different circumstances.

One of the limitations of these approaches is their high computa-
tional cost due to the number of possible paths that a binary may
have. For this reason, it is important to study how to apply these
techniques to the unpacking problem, and to propose heuristics
to optimise the exploration process.

9
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1.3 Hypothesis and objectives
Given the limitations described in this chapter, we formulate the following
hypothesis to test during this dissertation:

«It is possible to classify and measure the complexity of run-
time packers using static and dynamic analysis techniques
and to recover the code of binaries protected with partial
code revelation.»

Considering this hypothesis, we define the general objective of this dis-
sertation:

General objective 1.1 Improve the packer analysis process from
different perspectives in order to enable
malware analysis.

Besides, this objective can be divided into the following specific objec-
tives:

Specific objective 1.1 Improve packed software filtering systems
providing alternative classification tech-
niques.

Specific objective 1.2 Provide a deep understanding of the struc-
tural complexity of run-time packers.

Specific objective 1.3 Study the limitations and propose heuristics
to enable the application of multi-path ex-
ploration techniques for the generic unpack-
ing of samples that implement partial code
revelation.

Given these objectives, we define the following operational objectives
that will guide the research during this dissertation.

Packer detection
Operational objective 1.1 Propose and evaluate new representation

methods capable of differentiating packed
and non-packed samples.

Operational objective 1.2 Develop and evaluate classification meth-
ods to improve the limitations of current ap-
proaches.

10
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Packer structural complexity analysis
Operational objective 1.3 Develop a system capable of capturing all

the system events associated to the unpack-
ing of complex packers.

Operational objective 1.4 Develop a model to analyse all the system
events produced during the unpacking of a
sample.

Operational objective 1.5 Propose a taxonomy capable of measuring
the structural complexity of a packer from
different perspectives.

Multi-path generic unpacking
Operational objective 1.6 Study the limitations of current multi-path

exploration techniques based on symbolic
execution in order to deal with the unpack-
ing of samples.

Operational objective 1.7 Build a multi-path exploration based
generic unpacking system.

Operational objective 1.8 Propose and evaluate a heuristic to guide
multi-path exploration in the context of
software unpacking in order to improve its
feasibility.

1.4 Research methodology
This section describes the research methodology followed during this dis-
sertation. This methodology is divided in several stages, according to the
sand clock research model [TD05, Der03] that drives the research from the
generality (identification of the area, literature review), to the specificity
(research question statement, experimentation, observation, analysis and
interpretation of the results) and back to generality (discussion, conclu-
sions and future work). In addition, the process must be cyclic, using the
conclusions obtained to refine the methods proposed or even reformulate
the hypotheses, if necessary.

11
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1. Identification of the research area and open problems. The first
step is to choose the research area and to identify the open problems.
In some occasions, we cannot determine the limitations of previously
proposed solutions. To this aim, we will obtain and review the most
recent and relevant publications in the area in order to identify spe-
cific problems that should be addressed by the research community.

2. Literature review. Once the research topic has been selected, it is nec-
essary to review the most recent scientific publications. Latest contri-
butions, surveys, or even not scientific technical reports are useful to
gain a deep understanding of the area and the problems that should
be addressed. It is important to evaluate the impact and relevance of
each of the contributions, critically interpret the results and consider
the limitations and weaknesses of current approaches.

3. Hypothesis, objectives and planning. Afterwards, once the current
limitations have been defined, we will delimit one or several research
hypotheses. We will then define the objectives that will guide our
work in order to validate the hypothesis. Finally, we will develop a
work plan and define deadlines and milestones.

4. Development of our approach. Once the work plan is defined, we
will follow it in order to develop our original approach. In some oc-
casions, we will have to study the technical viability of our approach,
or even learn different skills in order to be able to develop it.

5. Evaluation and confirmation or rejection of the hypothesis. Once
the method has been developed, the next step is to design the neces-
sary experiments in order to validate the hypothesis. This phase re-
quires a thorough work, considering possible biases and risks to the
validity of the experiments. Once we ensure that the experiments are
adequate to validate the hypothesis, we can proceed to their execu-
tion. If the results obtained are consistent with the proposed hypoth-
esis we will confirm it. On the contrary, if the results are not consis-
tent, we will redesign our approach or even reformulate the original
hypothesis.

6. Presentation of the results and publication. Once the first results
are obtained, it is convenient to present them to the scientific com-
munity in order to obtain feedback from experts in the field. If the

12
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feedback is precise enough, we will thoroughly analyse the comments
and correct our approach or our experimentation, if necessary.

1.5 Structure of the document
The rest of this document is structured as follows. Chapter 2 introduces
the concepts and definitions involved in the packer problem domain, and
describes the most relevant publications in the area. Then, the contribu-
tions of this dissertation are divided into two different parts. Part I deals
with static analysis techniques for the efficient filtering of packed bina-
ries. In this context, Chapter 3 evaluates the performance of different su-
pervised machine-learning approaches over different feature-sets for the
classification of packed binaries, while Chapter 4 proposes an approach
based on anomaly detection for the detection of packed binaries. Part II, in
contrast, deals with dynamic analysis techniques for run-time packer com-
plexity analysis and unpacking. Chapter 5 describes a system capable of
recording all the system events involved in the unpacking process and a
model capable of measuring the structural complexity of run-time packers
from different perspectives. Chapter 6, describes our implementation of
a multi-path exploration engine and the heuristic designed to improve its
efficiency for the unpacking of samples. Finally, Chapter 7 summarises the
conclusions of this research, and outlines avenues for future work.
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«The true mountaineer is a wanderer...
a man who loves to be where no hu-
man being has been before, who de-
lights in gripping rocks that have pre-
viously never felt the touch of human
fingers... Equally, whether he succeeds
or fails, he delights in the fun and jol-
lity of the struggle.»

Albert Frederick Mummery
(1855–1895)

Chapter

2
Literature review

M
alware has experienced a constant evolution in the last
years, both in complexity and hiding capability. As a
consequence, the number of different samples and infec-
tions has grown, making the anti-malware industry and
the scientific community focus their efforts on looking

for new malware detection methods. The key to understand the growth of
scientific research and publication in the last years in this area is the fact
that, in spite of the excellent approaches proposed, the battle between the
attackers and defenders is a never-ending story of success and fail.

This chapter gathers the efforts dedicated in the last years by the scien-
tific community and the security industry in the area of malware detection,
and more specifically in packed software analysis. Section 2.1 presents
some basic concepts and definitions related to this topic. In Section 2.2
we propose a classification of the different tasks related to the analysis of
packed malware. Section 2.3 describes the techniques employed by current
anti-malware solutions. Section 2.4 deals with the methods proposed for
packed binary detection. While Section 2.5.2 collects the approaches based
on specific unpacking, Section 2.5.3 details the different generic unpacking
methods published in the last years. Finally, Section 2.7 summarises the
aspects discussed during the chapter.
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2.1 Concepts and definitions
This section explains some relevant concepts and definitions in the area of
malware detection. The concepts are organised as follows: first we define
malware, its kinds and characteristics. Secondly, we tackle with software
obfuscation, going into greater detail with packing. Finally, we deal with
malware detection and unpacking.

2.1.1 Malware
The term computer virus was coined by Fred Cohen [Coh86] in 1986.

Definition 2.1 Computer Virus (Cohen)
«We define a computer virus as a program that can infect other pro-
grams by modifying them to include a possibly evolved copy of itself.»

However, this definition does not mention anything about computer
virus’ intentions. Later on, the term malicious software, or malware, was
used to refer to the intentions behind software [McA12a]:

Definition 2.2 Malware (McAfee Virus Glossary)
«Malware is a generic term used to describe malicious software such
as viruses, Trojan horses, spyware, and malicious active content.»

This definition suggests that malware does not necessarily behave like
a virus: it can also adopt other different forms such as worms, or trojans.
Accordingly, nowadays different terms for malicious software are used de-
pending on its intentions and propagation mechanism:

• Virus. This term has been previously defined as a program able to
copy or insert a version of itself into another program. There are many
kinds of viruses: Boot Sector Viruses affect the Master Boot Record
(MBR) of hard disks; other viruses infect files, stay in memory, or are
programmed as Microsoft Office macros.

• Worms. Worms are sophisticated pieces of replicating code that use
their own program to spread without user interaction [Gri01]. Worms
normally spread over a network, but can also spread through remov-
able devices.

• Trojans. A trojan horse is a non-replicating computer program mas-
queraded as a different program, hiding its real intentions [Gri01].

16



2.1 Concepts and definitions

• Spyware. Spyware is defined as a type of software installed on a com-
puter that monitors the activity of the user and sends it to a third
party [SU04]. This illicit activity can have the intention to mine the
user preferences and send directed marketing (Ad-ware) or even to
steal credentials or credit-card numbers using Key-Loggers.

• Rootkits. Modern rootkits are defined as a set of programming tools
that allow an intruder to hide the fact that a system has been compro-
mised, hiding files, processes, registry keys and other objects, ensur-
ing the continuity of the compromise [DCKB07].

2.1.2 Metamorphism, encrypted malware, oligomorphism and
polymorphism
One of the techniques employed by malware creators to evade detection is
metamorphism. Chouchane et al. [CL06] define metamorphism as:

Definition 2.3 Metamorphism (Chouchane and Lakhotia)
«The main goal of metamorphism is to change the appearance of a
malicious program while keeping its functionality and many meta-
morphic transformations can be used (or combined) to achieve this
goal.»

Anyhow, common malware samples do not base their hiding capabili-
ties exclusively on metamorphism. A different technique employs cryptog-
raphy to hide the code. Skulason [Sku90] defines encrypted viruses:

Definition 2.4 Encrypted Viruses (Skulason)
«Usually, an encrypted virus consists of two parts; the decryptor and
the encrypted main body of the virus. The decryptor executes when
an infected program runs, and decrypts the virus body.»

According to Skulason, the encryption of malware follows several ob-
jectives [Sku90]:

• Evade static analysis. Some programs analyse the executable code to
discover suspect patterns related to known malicious samples. Code
encryption is used to hide the original code and prevent static analy-
sis.
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• Delay the infection process. It can make the analysis process take
larger computation efforts and processing time. Nevertheless, cur-
rent computers and systems are not affected significantly by these
routines.

• Avoid the unauthorised modification of malware. Malware encryp-
tion prevents other authors from modifying existing malware binaries
to create new variants.

• Evade detection. An encrypted virus cannot be detected by signature
scanners when it is encrypted. The only part of the code that has the
same signature along all the infections is the decryption algorithm,
which could correspond to any piece of software, either malicious or
legitimate.

Nevertheless, these techniques remain insufficient to effectively evade
detection. If the decryption routine is an invariant code, signature scanning
can be applied to these routines. Oligomorphic malware tries to change
that code routine in each generation [RMI11].

Definition 2.5 Oligomorphic Virus (Rad et al.)
«Oligomorphic viruses are willing to substitute the decryptor code in
new offspring. The easiest method to apply this idea is to provide a
set of different decryptor loops rather than one.»

Oligomorphic engines are simple versions of polymorphic engines. Ja-
cob, Debar and Filiol [JDF08] formulated the following definition of poly-
morphic malware:

Definition 2.6 Polymorphic malware (Jacob, Debar and Filiol)
«Polymorphic malware encrypt their entire code in order to conceal
any potential signature. A simple variation of the ciphering key mod-
ifies totally their byte sequences. A decryption routine is then re-
quired to recover the original code and execute it. This routine must
possess its own mutation facilities to avoid becoming a signature on
its own.».
In the case of polymorphic software, the decryption routine is obfus-

cated in each generation to evade detection. The difference between oligo-
morphism and polymorphism resides in the mutation engine for the de-
cryption routine. Polymorphic malware can transform the decryption rou-
tine innumerable times, while oligomorphic malware only presents a lim-
ited number of versions [RMI11].
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2.1.3 Packers
Packers are tools employed to compress or encrypt the code inside an ex-
ecutable file [CKJ+05]. These tools can implement different techniques
to evade detection: encryption, oligomorphism, or polymorphism. In this
section we define and clarify some concepts related to this obfuscation
method. In this way, we find several definitions in the literature:

According to Sun [Sun12], the behaviour of packers is defined as fol-
lows:

Definition 2.7 Packer behaviour (L. Sun)
«Files, or groups of files, are encrypted/compressed into another file
so that they take up less space and hinder signature based malware
detection.»
Similarly, Martignoni et al. [MCJ07] refer to software packing in the

following way:

Definition 2.8 Packer (Martignoni, Christodorescu and Jha)
«Such programs consist of a decompression or decryption routine
that extracts the garbled payload from memory and then executes it.
We use the term packed and its variations to refer to malware whose
payload is either compressed or encrypted.»

In addition, Martignoni et al. [MCJ07] specify how packed executables
work:

«This unpacking routine can be invoked once, in which case the
whole payload is extracted to memory in a single step, or multiple
times, when parts of the payload are extracted to memory at different
times.»
Nevertheless, these definitions are excessively simplistic. According to

Rolles [Rol09], not all the packers extract the entire original code into
memory before executing. Sometimes, packed binaries do not even com-
press or encrypt the code:

«Some protections utilise multiple executables: some will unpack the
executable into a new process, some operate with a two-process model
in which one executable debugs a modified version of the original.
Some protections drastically obscure the relationship of the protected
executable with shared libraries on the system. [...] some protections
never restore portions of the protected code; instead, they translate
the code into a different language and execute it at run-time inside
of a custom, often obfuscated interpreter.»
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It is important to highlight that, although most of the malware collected
by anti-malware companies is packed, this technique is also used to protect
legitimate software. Many computer programs are protected against re-
verse engineering attacks in order to prevent piracy and preserve the copy-
right of the author. Guo, Ferrie and Chiueh [GFC08] obtained interesting
conclusions during the collection of a dataset:

«Not all packed programs are malware. We took a random sample
of tens of thousands of executable files that were collected over a pe-
riod of several months and were packed by packers that Symantec
recognises and knows how to unpack, and ran a set of commercial
antivirus (AV) scanners from multiple vendors against them. About
65% of these executable files are known malware. The remaining
35% most likely falls into the goodware category [...]. Clearly, the
use of packers to protect goodware is quite common too.»

2.1.3.1 Description of a simple packer

Basic packers show a similar operating scheme. These packed binaries con-
sist of a compressed or encrypted payload (i.e. the sensitive code and data
that must be protected), and a routine designed to reveal the protected
data. This routine typically operates by decompressing or deciphering the
payload, placing it into memory, and then executing it. One of the most
common and simple packers available is named UPX [Bay09].

More concretely, UPX does not encrypt the original code, it compresses
it in such a way that the final executable presents a lower file size. This
packer creates a binary with 3 sections1. The first section, namely UPX0

is a virtual section without any physical data. This means that, when the
executable is loaded2, some memory space is reserved for the section so
that it can be used later on. More concretely, this space will be used by
the decompression routine to store the original code before executing it.
Section UPX1 contains the aforementioned decompression routine and all
the compressed code and data. The entry point to the executable (i.e. the
first memory address that will be executed once a process is created and

1Windows PE (Portable Executable) binaries are usually divided into a variable num-
ber of sections, organising the code, data, DLL and function import and export informa-
tion, relocation data, and any other resources the program may need.

2The operating system has a component called loader that is responsible for copying
the binary from disk to memory and creating a process to execute the code.
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the binary is successfully loaded), points to the decompression routine in
section UPX1.

Finally, UPX2 contains the import and export information of the exe-
cutable. This information consists of several tables containing the list of
DLLs that must be loaded by the system for the correct functioning of the
binary, and the functions inside these DLLs that are used by the binary. The
system, after loading the necessary DLLs, updates these tables so that the
code can correctly call to the imported functions independently of the posi-
tion in memory where they are loaded. Section UPX2, in addition, may con-
tain some other resources of the original binary. This packer is so simple
that resources, import and export information is not compressed or pro-
tected. The first two sections, UPX0 and UPX1 have read, write, and execute
permissions, in order to facilitate the unpacking routine the process of de-
compressing, writing, and then executing the original code. Nevertheless,
the original code may contain instructions to check these permissions and
avoid execution if it finds that the permissions have been modified. For
this reason, the packer inserts some code into the unpacking routine that
is responsible for altering the flag that enables to write over the PE header,
allowing the following instructions to change the permission flags associ-
ated to the different sections, and finally resetting back the first flag in the
header. In this way, applications that implement this constraints will run
normally even if they are packed [GFC08].

2.1.3.2 Packer evolution

The packers used to protect software have evolved considerably. The battle
derived from obfuscation and de-obfuscation has contributed to this evo-
lution. On the one hand, legitimate software developers protect their prod-
ucts against cracking methods to ensure that users pay the corresponding
licenses. Besides, crackers find new methods to bypass these security bar-
riers. On the other hand, malware creators protect their malicious software
with more and more resilient techniques to avoid detection. Malware re-
searchers develop new methods to unveil the real content of the binaries,
forcing malware writers to develop new protection measures. It is impor-
tant to highlight that, despite of the widespread use of these protection
tools for obfuscating malware, many of these products are commercialised
as legitimate software protection engines (e.g.Themida 1).

1http://www.oreans.com/es/themida.php
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• First generation: Compressors

First packers had a very simple objective, which was to reduce the size
of the executable files in order to facilitate their transmission over the
network. In this way, several packers were developed to compress
(or rarely encrypt) the binaries, inserting a decompression routine to
extract the original code before executing it. Ultimate Packer for eX-
ecutables (UPX), Ultimate Packer (UPack), ASPack, PECompact, FSG,
and MEW are packers that belong to this generation [Sun12].

• Second generation: Protectors

The intention behind this kind of packers differs from the older com-
pressors. In this case, there is an actual intention to conceal the pay-
load of the binary from analysts or reverse engineers. Malware au-
thors soon began to use cryptographic techniques instead of plain
compression. Some examples of this kind of packers are Yoda’s, AS-
Protect, Armadillo, Morphine, EXECryptor, Obsidium, Enigma, or
Themida [Sun12].

In addition, these packers generally use anti-reversing1 techniques,
providing additional protection aimed at preventing analysts from
obtaining the actual code.

• Third generation: Virtualization-based packers

This new generation of packers has adopted a different approach for
software protection [Sun12]. Themida, VMProtect or ExeCryptor are
protection engines that transform the original code, translating each
instruction to a different instruction set, or even to a different hard-
ware architecture that is virtually implemented in the stub of the re-
sulting executable file. Thus, the original code is never present, nei-
ther in the file or in memory, because it is transformed to a completely
different emulation-based program semantically equivalent. The stub
of the packed binary contains an interpreter that implements the de-
sired functionality for each virtual instruction. Furthermore, some
of these tools allow to randomise the numeric code used for each in-
struction (sometimes called byte-code), or even choose between differ-

1An anti-reversing technique is any method designed to evade reverse-engineering,
either by obfuscating the code, or by including code to detect certain tools or methods
commonly used by reverse engineers (e.g. debuggers, virtual machines, sandboxes, mem-
ory dumps, and so on).
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ent virtual processor architectures, making impossible to generalise
the behaviour from one packed sample to another [BK09].

• Target specific protection

The raise of targeted malware has originated a different kind of pro-
tection. Royal et al. [SRL12] proposed an obfuscation approach based
on the techniques implemented by the Flashback botnet targeting
Mac OSX systems. This approach is inspired by DRM software, and
consists in infecting the machine in a first stage, and then download-
ing a payload in a second stage, encrypting the code with a key de-
rived from the system hardware properties or configuration. In this
way, once the machine is infected, the malicious binary can only be
executed in the target machine, defeating automated malware analy-
sis platforms. Sharif et al. [SLGL08] proposed an approach to encrypt
portions of the code that are triggered conditionally using keys de-
rived from the conditions that must be met to execute it. In this way,
unless the binary is executed in the appropriate system, the payload
will never be revealed. Both approaches implement a system specific
encryption and effectively evade the analysis of the sample outside
the system. The Gauss malware [Lis13] is an example of this protec-
tion technique. In this case, one of the modules was encrypted with a
key derived from certain configuration parameters. Once the param-
eters were fetched for the system, the MD5 hashing algorithm was
applied 10,000 times to the key. The result was used to decrypt the
payload, making infeasible the decryption of the content by brute-
force.

2.1.3.3 Techniques used by packers

Although UPX or simple compressors do not represent any inconvenient
for analysts or anti-malware analysis engines, there are several techniques
used by certain packers that complicate software analysis in different ways.

• Multi-layer packing

«Multi-layer packing uses a combination of potentially different
packers to pack a given binary [GFC08].»

This makes possible to generate many different packed binaries from
the same original file. Nonetheless, in practice, some packers produce
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as a result a binary that cannot be packed by other packers. The rea-
son is that the resulting file does not strictly follow the standard spec-
ifications for Windows PE files, and sometimes includes obfuscating
techniques, that, despite allowing the system to load and execute the
program, can make other packers fail trying to parse the headers of
the file. Guo et al. suggest that the mere presence of this technique is
a good indicator of malicious code [GFC08], assuming that legitimate
software will not use this technique. However, these assumptions can
be harmful for commercial solutions that may throw false positives
annoying the users that may want to execute a legitimate application.

• Incremental unpacking

Some packed binaries reveal the code incrementally, decrypting only
the code frames they are about to execute [SYS+08]. This technique
has 3 main implications for software analysis. First, as the code is not
present until the last instruction is executed, any memory analysis
previous to this moment may be useless. Second, as the code must
be run until the last instruction, the potential malicious software will
have carried out its malicious actions such as infection or network
propagation. Finally, if the binary contains conditionally triggered
code (i.e. code that is only executed under certain circumstances), the
real payload may not be revealed even if the execution of the process
finishes. The Shrinker packer implements this technique.

• Shifting decode frames

Shifting decode frames (also named partial code revelation [GFC08])
is a variation of incremental packing that goes one step further. The
binaries protected with this technique decrypt each code frame be-
fore executing it and encrypt it back when the execution flow jumps
to a different frame. In this way, the executed code is never com-
pletely available in memory even when the process finishes its exe-
cution [Böh08]. Armadillo is a good example of this kind of pack-
ing technique [GFC08]. To this end, Armadillo activates a page-level
protection flag that will throw an exception when the memory page
is accessed. As a consequence, the unpacking stub will decrypt the
memory page and the execution will continue until it reaches a differ-
ent memory page, protecting the previous page again. Variations of
this approach have been also studied in the literature [BLB11] relying
on alternative implementation approaches like code instrumentation.
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• Passive anti-unpacking techniques

«Passive anti-unpacking techniques are intended to make disassem-
bly difficult, which in turns makes it difficult to identify and reverse
the unpacking algorithm [GFC08].»

– Assembly obfuscation. The majority of packers obfuscate the code
of their unpacking routines applying different anti-disassembly
techniques in order to confuse common disassemblers. These
techniques hinder the reverse engineering of the algorithms used
for unpacking the payload.

– Stolen bytes. This method obfuscates memory addresses such as
the Original Entry Point, the entry point of functions inside the
code, or Windows API functions. To this end, the instructions
present in the memory addresses that are the destiny of a func-
tion call are copied to a different location in memory, changing
the address in the corresponding call instructions. In some occa-
sions, the original memory space where the function was located
is overwritten with other data. The copied code may be also ob-
fuscated with independent instruction reordering, NOP inser-
tion, or garbage byte insertion [Böh08]. Themida is a good ex-
ample of this behaviour. Among other options, it identifies func-
tions in the protected code and allows to relocate them, splicing
the code in different points in memory and even replacing the
code by a mutated version.

• Active anti-unpacking techniques

«Active techniques are intended to protect the running binary
against having the fully unpacked image intercepted and ex-
tracted [GFC08].»
Some legitimate packers, such as Enigma or Themida, use these tech-
niques.

– Anti-dumping. One of the most commonly used techniques to
unpack software is named run and dump. This technique consists
of running the binary in a controlled environment, waiting until
the original code is decrypted and loaded into memory, and then
dumping the process memory to a new file [BK09].
The anti-dumping methods try to avoid the dump of memory to
disk. To this end, one possible implementation is to change the
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image size parameter (i.e. size of the code and data of the pro-
cess) that is stored in the PEB1. This alteration complicates cer-
tain tasks such as attaching a debugger to the process or dump-
ing the correct number of memory pages. Shifting decode frames
can be classified as an anti-dumping method, considering that it
avoids the presence of all the original code in memory.

– Anti-intercepting. Some unpackers try to stop execution of the
process when a previously written memory page is executed.
This process is called interception. A possible anti-intercepting
technique forces the interceptor to stop the execution writing on
any page in memory and executing it afterwards, before the orig-
inal code is present in memory. In this manner, the target process
can detect the presence of an interceptor. Another technique is
based on the detection of modifications of the write permissions
of memory pages (the interceptor may modify these permissions
to detect the execution of a memory page). To detect this modi-
fication, the target process can use a kernel function to write on
a memory page in user mode. If the kernel function returns an
error code, the write permissions were likely modified [Fer08].

– Process creation. Some binaries create a process and inject the
original code into its memory, or directly create a new file in disk
to launch it afterwards in order to evade detection by debuggers
or emulators that only monitor a unique process [SYS+08].

– Anti-debugging. The operating system provides several manners
to detect the presence of a debugger. One of these methods is the
Windows API function IsDebuggerPresent(). Another way to de-
tect an attached debugger is to check certain flags of the NtGlob-
alFlag field (heap tail checking, heap free checking, heap parameter
checking). These flags are set when the process is being debugged.
Both the return value of the Windows API function or the flags
in NTGlobalFlags can be manually reset to avoid the detection
of the debugger [GFC08]. Execryptor, Themida, or MSLRH use
anti-debugging techniques.
Timing attacks are based on the comparison of the execution
time of a certain block of instructions. For example, the x86 in-
struction RTDSC can be used to count the time elapsed from one

1Process Environment Block (PEB) is a system structure that contains the necessary
information about every process under execution in the system.

26



2.1 Concepts and definitions

point of the execution to another. If a debugger is present and
the analyst is, for example, stepping over instructions, the time
elapsed will be much longer than the time required by any sys-
tem to execute the code.

Besides, debugging breakpoints are installed in the memory of
a process by modifying the first byte of the target instruction,
changing it by the INT3 instruction that will produce an inter-
ruption captured by the attached debugger. A process can scan
its own code to find INT3 instructions used by the debugger to
stop execution or avoid the unpacking of the original code. A
different way to implement this approach is to embed a code
checksum in the file and ensure in a certain point of the execu-
tion that the memory checksum matches it. If any modification
to the code is made (like INT3 interrupts), the checksum will be
different, and the execution will be stopped.

Finally, another anti-debugger technique used by both malicious
and legitimate software is to scan the active processes in the sys-
tem to check for certain strings corresponding to debuggers or
reverse-engineering tools.

Another substantially different approach tries not only to detect
the debugger, but also to interfere with the analysis tasks. A
process can, at a certain point, generate exceptions that will be
captured by a debugger. This can, on the one hand, confuse the
analyst or the tool debugging the process, and on the other hand,
redirect the execution to some malicious code installed as an ex-
ception handler. This code will be executed only if there is no
debugger present, or if the analyst passes the exception to the
process after capturing it. In this fashion, the program may in-
sert INT3 instructions in its own code to confuse the analyst in
the task of tracing the execution of the process. Another possi-
ble approach is to use invalid operational codes, or division by
zero. Another technique that can be used to avoid the use of a
debugger is to modify certain structures in the PE header in such
a way that the system loader will execute the files correctly, but
the debugger will find inconsistencies and reject the sample be-
cause of its errors in the format of the headers. This vulnerability
occurs because the Windows Loader is not as restrictive with the
PE headers formats as the PE header specification.
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• Anti-virtual-machine, anti-emulation

A very common technique is to execute suspicious binary files into a
controlled environment like a virtual machine or emulator [GFC08].
This approach allows the analyst to monitor the execution of the sam-
ple (i.e. observe its interaction with the system, or its behaviour), and
isolate the machine to prevent the sample from infecting the guest
machine or spreading through the network.

Dynamic analysis systems can resolve some of the limitations of static
analysis, but, with the exception of multiple-path execution engines,
only allow the analyst to observe one execution path. If, for any rea-
son, the malware sample does not show its real behaviour and ap-
plies any conditional code revelation technique, the dynamic anal-
ysis will not be able to provide useful results. In order to take ad-
vantage of this limitation, malware authors have developed differ-
ent techniques to detect the presence of virtual-machines and emu-
lators [Fer07, RKK07].

Virtual machines use an isolated memory and disk space and exe-
cute a complete operating system that runs independently of the host
machine. Virtual machines, in addition, allow to execute machine in-
structions directly on the physical processor, thanks to an extended
instruction set provided by Intel Virtualization Technology1. For this
reason, virtual-machine based environments are considered more ef-
ficient than pure software emulators, which provide a software im-
plementation of the guest architecture. In contrast, emulators allow
a complete control over the execution, allowing low-level instrumen-
tation with any granularity. This approach is useful to implement
advanced dynamic analysis systems such as taint-analysis engines, or
multi-path exploration engines [SBY+08]. In addition, emulators are
more difficult to detect [BK09].

There are two main approaches to detect a virtual-machine or an em-
ulator. First, a sample under analysis can check the presence of files,
registry keys, environment variables or specific processes character-
istic of certain virtualization systems. On the other hand, it is possi-
ble to detect semantic differences between the real implementation of

1Intel Virtualization Technology is an extension of Intel 32 and 64 bits architectures
that provides hardware resources to implement virtualised environments: http://ark.

intel.com/Products/VirtualizationTechnology
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some specific machine operations, and the implementation given by
an emulator or virtual-machine [BCK+10]. Timing-attacks can also
discover differences between the execution of the sample in native
machines and the execution in controlled environments.

Together with detection, Ferrie distinguishes 3 different attacks to
virtual-machines or emulators [Fer07]:

– Virtual-machine detection. Virtual-machine detection exploits the
main limitation of dynamic analysis systems, making the execu-
tion flow of the sample to be subject to conditions based on the
detection of this kind of systems.

– Denial of Service. These attacks are more aggressive, trying to
exploit software vulnerabilities in these systems to force their
termination or to make the analysis infeasible.

– Virtual-machine evasion. Finally, although very uncommon, a
malware sample may eventually take advantage of security flaws
to evade the guest-system and infect the host machine or other
machines in the network.

2.1.3.4 Other common features of packed binaries
Mody et al. [MMF10] enumerate the characteristics shared among packed
binaries. Not all packers implement all the features listed, but they com-
monly combine different approaches to make the obfuscation more resilient.

• Polymorphic/junk code. Some packers (e.g., TeLock, ACProtect, Ob-
sidium, Morphine) obfuscate unpacking routines.

• Excessive branching. Some protectors create parallel execution paths
(i.e., parallel branching) that have the same functionality. These paths
are chosen according to the values adopted by insignificant flags dur-
ing execution. This approach makes difficult the task of setting break-
points to debug and reverse-engineer the code. One example of this
kind of packer is Execryptor. Other packers distribute the code of
certain functionalities over all the memory space, linking the code
blocks with unconditional jumps and avoiding the existence of pat-
terns in the code. Obsidium and PESpin use this technique.

• Excessive loops. Morphine implements loops that do not implement
any useful functionality. Sometimes, these loops can be employed to
detect the presence of emulators (delays in execution).
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• Unusual control transfer. Exceptions are employed by several pack-
ers: Obsidium, Armadillo, ASProtect, Enigma, PECompact. These
methods consist of installing Structured Exception Handlers (SEH)
or Vectored Exception Handlers (VEH) with the desired functionality,
and provoking exceptions intentionally to change the natural control
flow at a certain point. This resource should only be employed to treat
execution errors.

• Unnecessary use of unusual instructions. The excessive use of MMX
or floating point instructions can be considered suspicious. In any
way, these instructions are totally legitimate. NTkrnl, XTreamLock
and KKrunchy packers use this instructions to complicate the analysis
of samples.

• Use of unusual structural features. Many packers present unusual
structural features such as unaligned, overlapping sections or non-
standard section names and permissions. Other packers use certain
parts of the PE header to hide data or code to reduce the size of the
file, or simply modify common values in the header that are rarely
modified by legitimate software. Despite there are not practical moti-
vations to do these changes, many common packers implement them.
For example, UPX, which is one of the most common packers, names
the sections UPX0, UPX1 and UPX2.

• Faking other packers. Some packing engines substitute different fea-
tures like section names with strings or signatures typical of other
packers in order to confuse the analyst or automatic analysis plat-
forms. NSAnti is an example of this technique.

• Limited compatibility with different environments. Whereas legit-
imate applications are compatible with many different environments,
malicious applications are not always implemented in this way.

• Use of undocumented APIs or instructions, or non-standard use of
APIs. Some packers like SVK-Protector or Obsidium call to rare API
functions that are not common in legitimate software.

• Destruction of data in the original file. Some packers eliminate
some data of the original file like digital signatures, versions, or even
icons.

30



2.1 Concepts and definitions

• Watermarks, user licences. Some packers like VMProtect include
licence information or watermarks.

• Poor programming standards. Some non-commercial packers tend
to present low quality code and sometimes can present software er-
rors.

Finally, Roundy and Miller [RM13] recently elaborated an interesting
survey on binary-code obfuscations found in prevalent packer tools. For
the sake of simplicity we do not cite all the techniques mentioned in the
survey, but we rather point it out as an interesting reference on this kind of
techniques.

2.1.4 Unpacking techniques
Software packing stands as a problem when it comes to analyse the real
content of a sample. Both current malware and legitimate software have
the same objective: conceal the real code, and prevent reverse-engineering.
For this reason, it is necessary to unpack software in order to make a com-
plete analysis of the samples.

In this way, the packer problem is usually handled treating the sample
in different stages. According to Sun [Sun12], we can distinguish 3 different
challenges:

• Packer detection. The first problem to tackle is to determine if a
certain sample is packed or not, in order to continue with the analysis
process or to unpack it first.

• Packer identification. Another aspect to consider is the identifica-
tion of the packer that protected the sample. Some packers are very
common and widely used to protect both legitimate and malicious
software. Signature scanning methods can be applied for packer de-
tection in the same way as it is applied to malware detection. Nev-
ertheless, due to the obfuscations some packers may apply, this ap-
proach presents many limitations. It is well-known that malware
writers usually modify existing versions of packers in order to evade
detection. Considering these limitations, identifying the packer used
is an interesting challenge. It makes possible to develop specific un-
packing methods for common packers. Specific unpacking routines
are usually the most efficient and effective method to obtain the orig-
inal code of a sample.
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• Unpacking.

The following definition describes the objective of unpacking accord-
ing to Sun [Sun12]:

«The objective of PE unpacking is to remove the PE packer’s unpack-
ing stub and restore the original executable.»

.

Nonetheless, Sun [Sun12] also states:

«However, in the AV industry, sometimes a dumped memory of un-
packed file which exhibits malicious code is sufficient.»

.

Academic community and antivirus industry have proposed different
approaches for software unpacking.

2.1.4.1 Static unpacking

Static unpacking approaches have traditionally relied on specific de-
compression or decryption routines for well-known packers, avoiding
to execute the sample. Nevertheless, some other approaches have ap-
plied static techniques for generic unpacking [CDKT09].

2.1.4.2 Dynamic unpacking

The most common approach adopted by the community in order to
deal with the unpacking of samples is to implement dynamic execu-
tion environments in order to monitor the unpacking behaviour of
the sample.

Normally, the execution of potentially malicious code is performed in
controlled environments like virtual machines or emulators. We can
distinguish 3 different environments [Fer07]:

– Hardware assisted virtual machines

Virtual machines use instructions and hardware mechanisms of
the processor specifically implemented for virtualization, allow-
ing to execute most of the instructions of the guest machine in
the host processor. Intel VT is an example of this technology. The
effects of the execution do not affect the host system, making the
approach almost transparent. Ether [DRSL08], V2E [YJZY12]
and Spider [DZX13] are examples of this kind of approach.
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– Reduced-privilege virtual machines

This kind of tools emulate data structures and registers using
software resources, while instructions are executed over the real
machine to enhance the efficiency with respect to pure emulated
machines. These virtual machines execute the guest operating
system code with reduced privileges over the host operating sys-
tem. ZeroWine1 is a malware analysis sandbox developed over
Wine2, an implementation of the Windows API system for UNIX
based systems.

– Emulators

Emulators are pure software virtualised environments that im-
plement a complete CPU including registers and necessary data
structures. Their main disadvantage is their low efficiency, al-
though they offer a complete control of the system. Some ap-
proaches have based their monitoring engines on this technique:
Bitblaze [SBY+08], Anubis [BKK06] or Pandora’s Bochs [Böh08].

2.1.4.3 Generic unpacking

Generic unpacking is intended to recover the protected code for any
possible packer without any knowledge of the encryption of compres-
sion algorithm used.

2.1.4.4 Heuristic approaches

Some solutions use heuristics to determine when the unpacking stub
finishes unpacking the original code. Martignoni et al. [MCJ07] use
the following heuristic to determine the moment in which the un-
packing stage is completed:

«[...]if the current execution trace indicates unpacking (i.e., memory
pages were written and then executed), and if the program is about
to invoke a dangerous system call, then we assume that an unpacking
stage has completed and we invoke the malware detector.»

1http://zerowine.sourceforge.net/
2https://www.winehq.org/
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2.1.4.5 Static analysis vs. dynamic analysis

When the packer used to protect a sample is unknown, unpacking the
binary requires analysing the code or the behaviour of the sample, ei-
ther manually or automatically. This analysis can be performed using
two different approaches: static and dynamic analysis.

Each of the approaches present advantages and disadvantages. Dy-
namic analysis executes the sample in a controlled environment, al-
lowing to monitor its execution. A sample can be traced at different
abstraction levels, registering certain events (e.g. Windows API calls,
system calls, interaction with Windows Registry, network traffic, pro-
cesses and thread created, mutexes created) or even registering every
machine instruction executed. Typically, the observed behaviour will
provide a view of only one execution path. If other execution paths
are triggered by certain events (e.g. presence of certain applications
or configuration in the system, connectivity with a network server, or
even events such as date or time), the alternative execution paths will
not be observed by the analyst. Despite of this inconvenient, dynamic
analysis solvents some of the limitations present in static analysis.

Static analysis, on the contrary, involves any method that enables
the analyst to gather information about the binary without execut-
ing it. Static analysis provides high-level information such as file
format, imported libraries or printable strings, and low-level infor-
mation such as machine code (disassembly) or source code (decompi-
lation) [Böh08].

This approach allows the analyst to obtain a general view of the con-
tents of the file. Static disassembly does not depend on a single exe-
cution path, and allows the exploration of all the different execution
paths. The main limitation of static analysis is its complexity. First,
the reverse engineering process requires a great effort for a software
analyst. The complexity of current architectures and the low level
view of assembly language requires the experience of an expert in
the field. In addition, obfuscation methods such as anti-disassembly
tricks, self-modifying code or packers can complicate or even impede
static analysis confusing automatic analysis tools such as disassem-
blers.

Disassemblers extract from the original code of the file (machine code)
the equivalent mnemonics for the machine operations and the param-
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eters used in such operations. This process presents several limita-
tions. First, only a part of the content of the file is code. The rest may
be data or different resources that should not be disassembled. There
is no method to determine which parts of the content are code, and
which are data. In fact, the PE file format used in Microsoft Windows
systems specifies that the code should be stored in a section named
.code. Nevertheless, the system loader is permissive with this specifi-
cation and it actually allows to store code in any part of the file. One
possible way to determine the place where the code starts is to start
disassembling the file at the entry point (i.e. first address executed)
specified in the PE header.

Second, the CISC architecture that today dominates the market (x86-
64 architectures) complicates the disassembly task. The size of each
instruction (operational code and operands) varies from 1 byte to 15
bytes. On the contrary, RISC architectures normally employ the same
number of bytes for each instruction. The consequence is that, in
a CISC architecture a single error will affect the whole disassembly
process, while in RISC architecture it may affect only 1 instruction.

To deal with these difficulties, several disassembly methods have been
proposed [Böh08]:

– Linear Sweep
This method disassembles the code section of the file, instruction
by instruction in sequential order. It does not consider jumps in
the execution flow or code blocks. In this manner, it performs
poorly when data blocks are embedded into the code, or when
some memory positions are not used between blocks of code. In
these cases, these bytes will be disassembled as instructions, re-
sulting into invalid instructions until an invalid operational code
is found. This method is fast but can be easily mislead.

– Recursive traversal
Another approach to disassemble a binary is to start the process
for the bytes pointed by the entry point (i.e. first instruction
that will be executed) and then continuing until the first pro-
cedure call or jump to another address is found. The process
then continues disassembling the destiny address. In this way
the disassembler identifies the basic code blocks of the program
(i.e. pieces of code with a single point of entry and a single point
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of return). The inconvenient of this method is that it cannot al-
ways calculate the destiny address in every call or jump. These
addresses can be contained in registers or memory, and be the re-
sult of previous operations. This problem adds a great complex-
ity considering that the addresses sometimes depend on input
values.

– Speculative disassembly

The method proposed by Cifuentes et al. [CVERL02] is based
on Recursive Transversal but, in addition, tries to disassemble
all the blocks of bytes that are not contained in any basic block.
If it finds an invalid operational code, it stops the analysis and
discards the code block.

– Static disassembly of obfuscated binaries

Kruegel et al. [KRVV04] proposed a method to statically disas-
semble obfuscated binaries. The first step was to identify the
functions or procedures finding patterns relative to function pro-
logues (i.e. instructions inserted by compilers to set up the local
stack frame). Once identified, they located the intra-procedural
branches (i.e. branches to addresses inside the functions). With
this information they built an intra-procedural control flow graph
(CFG), and reduced the graph using an algorithm in order to ob-
tain the real CFG. In addition, they used an statistical approach
based on common instructions to disassemble byte blocks for
which no instruction had been disassembled.

2.1.4.6 Decidability of the detection of the unpack-execute process

Malware analysis generally requires to identify the existence of an
unpack-execute process. Royal et al. [RHD+06] formally express this
property at the end of their publication describing Polyunpack, a dy-
namic generic unpacker.

They define a packed binary as a program P that has at least one im-
mutable code section (unpacking routine) and optionally one or more
data sections. During its execution, P can write data over any of its
data sections and then execute them. This property allows to for-
mulate the packed binary as a Universal Turing Machine (UTM) that
simulates another UTM in its input tape: the immutable code section
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corresponds to the immutable control states of a UTM, while, the mu-
table data sections correspond to the mutable input tape of a UTM. In
this way, Royal et. al. formally prove that determining if a UTM sim-
ulates another UTM in its input tape is an undecidable problem.

More recently, Bueno et al. [BCSB13] have demonstrated that under
certain assumptions (boundedness of space and time), detecting tra-
ditional unpacking behaviour is an NP-complete problem. Neverthe-
less, problems like obtaining a sound disassembly of highly obfus-
cated software, statically determining the values that can be adopted
by variables, or achieving a complete dynamic exploration of all the
code-paths in a binary are open research problems.

2.2 Classification of unpacking techniques
In this dissertation we follow a classification for unpacking methods that
reflects the different phases that a sample analysis may require. Regarding
unpackers, we divide them into 2 categories: specific unpackers (designed
for known packers) and generic unpackers (designed for unknown pack-
ers). In any way, there are two additional tasks to consider as part of the
unpacking process. On the one hand, packer detection tries to determine if
a sample or a certain piece of data is packed. Besides, packer identification
tries to identify the packer (or the packer family) used to protect a sample,
if present.

2.2.1 Packer detection and identification

Malware analysis requires to determine if a sample is packed or not in dif-
ferent phases. This information is necessary to conduct a complete sample
analysis. Packer detection is generally applied in two different moments of
the sample analysis workflow:

• Sample filtering. According to statistics, up to an 80% of the mal-
ware is packed [McA09]. Nevertheless, depending on the nature of
the dataset, this percentage may vary. Considering that unpacking
software is generally a computationally expensive task, sample filter-
ing can reduce the number of samples to unpack, making the analysis
more efficient.
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• Generic unpacking. Packer detection is a key task in the generic un-
packing process. When a sample is running an unpacking process, it
is necessary to determine when the sample may be fully unpacked,
meaning that the unpacking process succeeded. Besides, it is also
important to determine if, after unpacking a sample, there are more
layers of protection remaining.

Packer identification goes one step further. Several studies reveal that
up to the 65% of packed binaries are protected using packers available on
the internet [MP10, GFC08]. These packers could be considered known
packers, while the rest (35%) could be considered custom made packers,
designed by software authors to protect their creations. Identifying known
packers is a very useful technique to efficiently manage samples. It al-
lows analysis systems to apply specific unpacking methods to unprotect
the samples or, in the worst case, it can provide the analyst with very use-
ful information about the sample.

Figure 2.1: Known and unknown packers.

Figure 2.1 shows the universe of executable files. Let N be the number
of known packers and M the total number of existing packers such that
N <= M. If we assign a numerical value i to each packer, every known
packer would satisfy 0 < i <= N , whereas any unknown packer would sat-
isfy N < i <=M.

In this way we can define P as the set of packed executables. The set
containing the binaries protected by known packers is denoted K, and is
defined as the union of all the sets containing the executables protected by
all the known packers. Similarly, the set of unknown packers U would be
defined as the union of all the sets containing the executables protected by
unknown packers.
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K = {P1 ∪P2 ∪P3 ∪ ...∪PN } (2.1)

U = {PN+1 ∪PN+2 ∪PN+3 ∪ ...∪PM} (2.2)

were Pi is the set containing all the executables protected by packer i.
K and U are disjoint sets such that K∩U = ∅. If we assume that K , {∅} and
U , {∅}, K and U would satisfy K ( P and U ( P. In any case, P = K∪U.
We also define the set NP as the set of executables that are not protected by
any packer at all. In this way, U = P∪NP.

Considering this distribution for executable files, we define a packer
detector as a function that, for any sample, returns a dichotomous outcome:
0 if the sample is not packed, and 1 if the sample is packed.

d : S −→ C | d(s) =
{

1 if ∃i.i ≤M.s ∈ Pi
0 if ∀i.i ≤M.s < Pi

}
(2.3)

were S is the domain of executable samples and C is the domain that
comprehends the possible classes of the sample, in this case {0,1}.

Likewise, we define a packer identifier as a function that, for any sam-
ple, returns the packer that protected it.

i : S −→ C | i(s) =
{
i if ∃i.i ≤N.s ∈ Pi
0 if ∀i.i ≤N.s < Pi

}
(2.4)

were S is the domain of executable samples and C is the domain that
comprehends the possible classes of the sample, in this case {1,2,3...N }.

At this point, we must notice the equivalence between a packer detector
and a packer identifier. We can observe that a packer identifier works as a
packer detector when N approximates to M, if we simplify the output of
the identifier.

d′ : S −→ C | d′(s) =
{

1 if ∃i.i ≤N,N �M.s ∈ Pi
0 if ∀i.i ≤N,N �M.s < Pi

}
,d′ ≡ d (2.5)

We can classify packing detection and identification methods following
two different criteria: static or dynamic, and the data analysis technique
employed.

Regarding the execution of the sample, we can divide packing detection
and identification approaches into static and dynamic. In this case, the di-
vision is not as clear as for malware analysis. For example, static detection
could be applied as a part of a dynamic unpacking scheme. In this case,
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Figure 2.2: Classification proposed for packer detection and identification ap-
proaches.

although the general approach is dynamic, the detection process would not
be dynamic if the data it employs for analysis is strictly static. Lets suppose
that a dynamic unpacking method executes the sample under analysis into
a controlled environment, waiting until a moment in which the execution
jumps from the unpacking routine to the original code (also called tail-
jump). In order to detect the tail jump, the unpacker could analyse the
sections of the binary prior to any execution, measuring the information-
entropy. The information-entropy measures the quantity of information
of a certain block of data, as well as its randomness. If the data analysed
is compressed or encrypted, then it may present a high randomness. A
jump to a section that was presumably compressed before execution may
be a good indicator of the tail-jump. Besides, the system could use a differ-
ent approach, considering as unpacked any memory position written and
afterwards executed. The difference between the two methods is that, in
the first case, the data employed for packer detection is obtained statically,
while in the second case, it is strictly derived from the execution of the
sample.

Both static and dynamic approaches can be theoretically applied for
sample classification or as part of generic unpacking methods. Neverthe-
less, due to the computational cost of dynamic approaches, dynamic detec-
tion would not be applicable in certain circumstances like sample filtering,
and it is practically infeasible.

Besides, Figure 2.2 shows how the data analysis techniques employed
for packing detection and identification can be classified into different cat-
egories:
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• Signature scanning. Signature scanning is a traditional malware de-
tection technique that consists of searching for certain sequences of
bytes in the binaries. The sequences, which are usually stored in a
database, represent fragments of code or data that are characteristic
of a certain packer and that are not normally present in non-packed
binaries.

• Statistical approaches. Statistical approaches, in contrast, do not de-
pend on any signature database. These approaches are based on the
analysis of the byte distribution in the executable in order to differ-
entiate between packed and non-packed executables. Randomness
analysis, byte frequency, or entropy analysis are examples of this ap-
proach.

• Heuristic approaches. Heuristic approaches are based on the knowl-
edge acquired by analysts on how software packers work. These heuris-
tics can be considered as rules of thumb that apply to many packers
in the wild.

• Pattern recognition. Finally, other approaches are based on pattern
recognition techniques. These methods try to build mathematical
models to classify samples using any kind of data from the executable.
A common technique for pattern recognition is machine-learning.

2.2.2 Unpackers
Regarding unpacking, we must consider two main categories: specific and
generic unpacking. Apart from this division, we must also consider the
technique employed for the analysis: static or dynamic. Figure 2.3 shows
the possible combinations.

2.2.2.1 Specific unpacking

Specific unpacking is applied when the packer used to protect the sample
has been identified, and it is possible to apply an specific routine (script
or program) that has been developed to unprotect the sample. The devel-
opment of these routines requires a previous reverse engineering process
in order to understand how the unpacking routine works. An specific un-
packer can be either static or dynamic.
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Figure 2.3: Classification proposed for unpacking approaches.

2.2.2.2 Generic unpacking
Generic unpacking is applied to unprotect packed samples for which there
is no specific unpacking method available. In this way, it is a method
applied to samples packed by unknown packers or custom-made pack-
ers (custom-packers). Both static and dynamic approaches can be applied.
Nevertheless, static approaches present a high complexity, and thus, the
majority of generic unpackers proposed have been designed as dynamic
systems. Dynamic generic unpacking systems usually execute the sample
in a controlled environment, monitoring its execution [Szo05] and employ
different heuristic rules to determine the point in which the execution tran-
sitions from the unpacking routine to the original code, or Original Entry
Point (OEP). In this moment the memory of the process can be analysed or
dumped for a posterior analysis.

Some of the possible heuristics are:

• Instruction pointer rule. This heuristic takes two assumptions: (i)
the unpacking routine unprotects all the original code before execut-
ing it, and (ii), when the unpacking routine finishes, the execution
jumps to a different section (the instruction pointer, thus, will point
to a different section).

• Stack pointer rule. The stack pointer rule considers that common
packers use the stack to temporarily save the initial execution context
to recover it before continuing with the execution of the original code.
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• Compiler signatures. Some compilers (Microsoft Visual C++, GNU
GCC, Dephi) generate specific code on the entry point of the binary
that can be identified by certain signatures. When the code is un-
packed, these signatures are revealed and an unpacker can presum-
ably detect the original entry point of the binary.

• Behaviour rules. Many binaries exhibit a similar behaviour that are
not common in unpacking routines, such as calling to certain Win-
dows API functions (e.g., CreateWindowA). If a packed binary calls
such API functions it may be already executing the original code.

2.3 Antivirus solutions
Antivirus solutions are the main shield to protect systems against current
malware. In contrast to other tools or approaches, these products have
strong requirements and generally need to provide real-time protection.
Unfortunately, some of the techniques proposed in the literature present
high computational requirements and cannot be deployed in end-user ma-
chines. Antivirus tools have traditionally relied on signature scanning meth-
ods to identify malicious software in the system [Szo05]. The effectiveness
of this method depends on the completeness of the signature database.
These databases must cover the possible variants of each malware family
in order to detect any mutations. In addition, the solutions should not un-
intentionally flag legitimate software as malware (i.e., false positive), pre-
venting the user from installing legitimate applications.

The signature detection systems used by first-generation anti-malware
solutions are also called string signatures. These signatures consist of se-
quences of bytes present in a certain malware sample, that are, ideally, not
present in any legitimate binary of the system. There exist special cases
that try to add some flexibility to the scanner [RMI11]: wildcards (bytes un-
defined inside the signature string similarly to regular expressions), mis-
matches (presence of a concrete number of contiguous bytes in the binary)
or generic degree (unique signature for all the variants of a malware family).

A common technique to avoid raising false positives is the use of book-
marks [RMI11] (e.g. size of the malicious code, position of the code with re-
spect to a certain point in the binary) in order to avoid casual coincidences
in legitimate binaries. In order to improve the efficiency of these methods,
some anti-malware solutions use other techniques such as hashing or Top
Tail Scanning (i.e., selective scanning of certain memory regions [CO07],
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as well as Entry Point and Fixed-Point scanning (i.e., starting the scanning
process at a certain point of the binary in which it is more likely to find the
malicious code [Szo05]).

Unfortunately, the generation of signatures is a hard work considering
the current malware trends [Zha08]. Malicious software developers au-
tomatise the obfuscation of their malware creations to evade detection sys-
tems. As a consequence the number of samples has grown in an uncon-
trolled way in the last years.

The second generation of anti-malware solutions applied advanced tech-
niques to enhance the effectiveness in the presence of more complicated
malicious software. In this way, smart scanning tries to solve problems like
junk-code insertion [RMI11] (i.e., instructions that do not modify the be-
haviour of the sample but change the signature). Other methods of this
generation are Nearly Exact Identification (i.e., using composed signatures
to reduce false positives or to distinguish the variants) and Exact Identifi-
cation (i.e., identify all the bytes that do not vary among the samples of
the same family) [RMI11]. Another approach implemented by this gener-
ation is heuristic detection, applying certain rules based on the knowledge
about common characteristics among malware (e.g., structure, behaviour,
or other attributes). This heuristics can be applied as part of an static or
dynamic analysis process [Nac98].

Occasionally, anti-malware solutions have to apply specific algorithms
to detect malware that cannot be detected by the signature scanning en-
gine [RMI11]. In order to optimise these algorithms as well as signature
scanning, some solutions filter the files to analyse to avoid all the files that
are not susceptible of being infected by a certain malware [Szo05].

Commercial solutions follow several objectives [GFC08]:

• Effective. It must obtain the original code from the protected sample.

• Generic. It should be able to deal with as many packers as possible.

• Safe. The unpacking process should not damage the system at any
moment.

• Portable. Ideally, it should be compatible with different systems or
platforms.

In order to comply with this requirements, the anti-malware industry
employs different approaches [GFC08]:
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• Traditional approach. It is based on specific unpacking. It tries to
identify the packer and, if possible, applies an specific unpacking
routine to it. It requires to reverse engineer the most common pack-
ers but it is efficient and effective for known protectors. Its main dis-
advantage is that it is useless for unknown packers. The Sympack
library by Symantec was an example of this approach [GFC08]. An-
other approach is X-ray scanning, that applies crypto-analysis tech-
niques to recover the original code without executing the sample or
applying specific unpacking routines [Szo05].

• Controlled execution. This approach executes the packed software in
a controlled environment to analyse the original code once unpacked.
Anti-malware solutions typically employ emulators and heuristics to
determine when the sample is unpacked.

• Memory inspection. Finally, a different approach analyses the code
in memory periodically or when certain events occur, in order to find
unpacked malicious code. Eraser Dump was an example of this ap-
proach developed by Symantec [GFC08].

Software packing is a legitimate technique employed by software au-
thors to protect their products. For this reason, it is not adequate to flag
any packed binary as malware. Nevertheless, the IEEE ICSG suggests to
use commercial packers with licensing capabilities, applying watermarking
techniques or taggants to include encrypted information about the license
and the legitimacy of the packer and the software protected. Nevertheless,
Mody et al. [MMF10] identify several inconveniences of this approach:

• It can only be applied to commercial packers, and, unfortunately, Guo
et al. [GFC08] found a relevant number of legitimate software sam-
ples protected with custom-packers.

• It would require to coordinate all the packer developers to ensure that
all packers meet the standards related to software certification.

• A malware author may steal a valid licence to sign malware. This
risk should be mitigated implementing a black-listing mechanism to
revoke licences.

• The watermarking method would be susceptible of sabotage by mal-
ware authors in order to bypass security measures.
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• Some executable formats different from Microsoft PE executables may
present limitations.

Finally, recent reports [McA13] highlight the fact that the number of
malicious samples signed is increasing.

2.4 Packer detection and identification
Several authors have proposed different methods to statically detect packed
software. These approaches can be classified into statistic, heuristic, and
pattern-recognition approaches. Many solutions combine several aspects
of them. Anti-malware solutions like McAfee [McA08] or well-known tools
such as PEiD1 leverage statistic detection techniques such as entropy anal-
ysis.

Statistic detection is based on the analysis of the byte distribution in the
binary, that usually changes for compressed or encrypted data (note that
not all the packers may use this technique to protect the code). As an ex-
ample, when data is compressed or encrypted, it usually presents a high
information entropy. This feature can be used for the detection of packers.
Bintropy is a tool proposed by Lyda and Hamrock which analyses binaries
to determine if they are packed or not [LH07]. To this aim, they calculated
average and maximum entropy of 512 byte long blocks for a set of packed
and non-packed executables and determined the entropy interval in which
samples were considered packed with a confidence of 99.9%. Although the
results of this approach are outstanding, the dataset used for the experi-
ments consists of samples protected very simple packers (MEW, UPX and
Morphine), and the well-known cryptographic tool (PGP). Another mea-
sure commonly used is byte frequency. Packed binaries tend to present
an almost random distribution of bytes, which means that all the possible
bytes (values from 0 to 255) have a similar frequency in the file [Sun12].

More recently, some authors have combined pure statistical approaches
with heuristics for packed binaries. Perdisci et al. [PLL08a] proposed a
filter based on heuristics and entropy analysis to detect packed binaries.
More concretely, they tested several machine-learning classifiers trained
with a dataset formed by packed and non-packed executables and the fol-
lowing features: number of standard and not standard sections, number
of executable sections, number of sections with read, write and execu-
tion permission, number of entries in the IAT, and entropy of the header,

1http://www.aldeid.com/wiki/PEiD
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code sections, data sections, and entropy of the file. Later, the same au-
thors proposed McBoost [PLL08b], a complete analysis system that added
a new approach to the previous work: n-gram analysis. In this work, 3
different classifiers were combined: (i) the classifier proposed in previous
work [PLL08a], (ii) a classifier based on n-gram analysis for code sections,
and (iii) a similar classifier, based on n-grams of the complete file.

Table 2.1: Comparison of the different approaches proposed for packer de-
tection and identification: the work of Perdisci et al. [PLL08b, PLL08a],
PE-Probe [STF09] and PE-Miner [STMF09]. For each of the approaches, we
specify the feature-set proposed (i.e., heuristics, statistical properties or struc-
tural characteristics), the type of classification and the classification method.
P/NP refers to classification into Packed and Non-packed categories, while
MW/GW refers to classification between Malware and Goodware (legitimate
software).

Features Perdisci et al. MacBoost PE-Probe PE-Miner

Use of
X X X ×

heuristics
Statistical × X × ×
properties
Structural × × × X

characteristics
Classification P/NP P/NP

P/NP MW/GW
type MW/GW MW/GW

Classification Machine Machine Machine Machine
Method Learning Learning Learning Learning

Shafiq et al. proposed PE-Probe [STF09] as an optimization of PE-
Miner [STMF09]. In this case, they used a classification system to de-
tect packed files based on the features used by Perdisci et al. [PLL08a,
PLL08b]. Then, they applied different classification methods to differen-
tiate between malware and legitimate software, using different classifiers
and feature-sets for packed and non-packed files. This last classifiers were
based on structural features extracted from the headers of the binaries.
Nevertheless, they did not apply the whole set of structural features for
the classification of packed and non-packed files.

Choi et al. [CKOR08] proposed in PHAD a packer detection system
based on 8 heuristics (standard and non-standard sections, read/write/ex-
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Table 2.2: Comparison of the different approaches proposed for packer
detection and identification: Bintropy [LH07], Reform [Sun12] and
PHAD [CKOR08]. For each of the approaches, we specify the feature-set pro-
posed (i.e., heuristics, statistical properties or structural characteristics), the
type of classification and the classification method. P/NP refers to classifica-
tion into Packed and Non-packed categories, while MW/GW refers to classifi-
cation between Malware and Goodware (legitimate software).

Features Bintropy Reform PHAD

Use of × × X
heuristics
Statistical

X X ×
properties
Structural × × ×

characteristics
Classification

P/NP
Packer

P/NP
type identification

Classification
Statistical

Mach. Learning Vector
technique Vector Space Model Space Model

ecute permissions of sections, size of sections and entry-point). Some of
the heuristics had already been used in previous work. The 8 values se-
lected conformed a multidimensional vector that adopted a value of 0 for
any non-packed sample. The authors conducted an statistical validation of
this assumption, but the dataset used to this end was not very representa-
tive of current malware. Any sample that presented a significant deviation
to that representation according to the Euclidean distance between vectors
was considered as packed.

Park et al. [PRM11] proposed in BinStat a method based on n-gram anal-
ysis and different statistical and information-theory based metrics over the
raw data of the binary in order to discriminate packed and non-packed bi-
naries. Their approach applied decision trees in order to provide a binary
output (packed or not packed), and did not rely on heuristics or other fea-
tures.

More recently, Jacob et al. [JCN+13] proposed an approach that aimed
to group samples by their similarity even in cases in which packer tools
used to protect them. Their system followed the assumption that the orig-
inal code protected by certain compression or encryption algorithms still
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maintains similarities. They also proposed a series of tests that allow to
distinguish between different packing approaches (i.e., compression, en-
cryption). They also applied a reduced set of structural features for pre-
filtering samples from a database in order to reduce the number of samples
for a more time-consuming comparison stage.

Current antivirus solutions also implement methods to detect packed
binaries. MacAfee, for example, measures the information entropy of the
different sections of the binary, together with the presence of code loops
near the entry-point (possible unpacking routines) and jump instructions
to memory sections with write permissions [McA08].

Regarding packer identification, the majority of the solutions are based
on signature-scanning. This method allows to efficiently identify most
known packers, but presents the same limitations as malware analysis.
In general, signature-scanning is vulnerable to polymorphic and metamor-
phic transformations. Any packer which applies this kind of techniques to
the unpacking routine could potentially bypass signature-based detectors.
One well-known tool to detect packers is PEiD, which provides a signa-
ture database that covers most common packers. In addition, it provides
entropy analysis, generic original entry point searching and a plugin infras-
tructure to develop, for example, unpacking tools. In this manner, Naval et
al. proposed in SPADE [NLGV12] an approach to automatically generate
packer signatures using sequence alignment methods largely used in bio-
informatics and DNA sequencing. Although they achieved sound results,
their experimental set was limited to 7 simple packers and did not address
advanced techniques such as metamorphism.

Besides, Li Sun [Sun12] proposed in her PhD dissertation an alterna-
tive representation method to identify packers based on an statistical ap-
proach. This representation measured the randomness of the byte distri-
bution along the executable, creating a randomness profile of each binary.
Afterwards, she employed different methods to identify the packer used
taking as input the representation proposed. First, she measured the simi-
larity between executable representations using Euclidean and Cosine dis-
tances, identifying the most similar packer representation to the sample
under analysis. Second, she employed machine-learning algorithms Naive
Bayes, Sequential Minimal Optimization, K-Nearest Neighbour, Best-first Deci-
sion Tree) to train classifiers for packer identification. The inconvenient of
this approach is its dependence on the position of the encrypted payload
inside the binary.

Bat-Erdene et al. [BEKLL13] later proposed as an alternative a model for
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packer algorithm classification based on Symbolic Aggregate Approxima-
tion and entropy analysis. Similarly, Ban et al. [BIG+13] proposed a pattern
recognition approach based on SVM classification models with the same
objective.

Dynamic approaches have higher computational requirements than any
static technique. Although statistical approaches require more complex
calculations than simple heuristics, these techniques are sometimes less ev-
ident to circumvent. Besides, pattern recognition approaches require com-
plex computations to build classification models but once trained, these
models are fast for classification.

For this reason, dynamic approaches are not commonly used to detect
packed binaries. Several authors [DCT08, GMRP09, MR13, AMDB07] have
addressed the formalisation of self-modifying code and other unpacking
behaviours modelling not only static but also dynamic execution features.
In contrast, dynamic unpacking systems commonly apply heuristic rules
that implicitly determine if the sample is packed or not. A typical heuris-
tic for dynamic unpacking is the «written then executed »rule. Omniun-
pack [MCJ07] and Renovo [KPY07] monitor memory writes and memory
execution, at instruction and memory page level respectively.

A few approaches have focused on understanding the inner structure of
the packer. Debray and Patel [DP10] proposed a method to post-process
the execution trace of a packed binary in order to extract the unpacker.
Vera [QL09], in contrast, is a tool focused on the visualization of execu-
tion traces to aid reverse engineering. Although the tool has been applied
to understanding packers, the granularity of the visualization may not be
appropriate for understanding complex packers.

Finally, Table 2.1 and Table 2.2 show a comparison between the different
approaches proposed in the literature for packer detection and identifica-
tion. Apart from signature scanning based approaches, not many authors
have focused on the problem of identifying the packer that protected the
sample.

Regarding packer detection, the different static approaches described
apply different classification techniques and feature-sets for packed file fil-
tering. Heuristic values, entropy, n-grams, and byte randomness are some
of the features considered in previous work. Nevertheless, none of them
has performed a complete study of the capacity of structural features to
differentiate packed and non-packed malware. In the case of PE-Miner
these features were applied to discriminate malware and legitimate soft-
ware. In addition, the majority of the methods proposed are based on su-
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pervised machine-learning techniques. However, other classification ap-
proaches can be explored such as anomaly detection, semi-supervised or
unsupervised learning.

2.5 Unpacking
This section reviews the efforts from both the academic world and the se-
curity industry in the field of unpacking malware. We divide these ap-
proaches into 3 categories: manual unpacking (Section 2.5.1), specific un-
packing (Section 2.5.2) and generic unpacking (Section 2.5.3).

2.5.1 Manual unpacking
Manual unpacking requires to reverse-engineer the sample in order to un-
derstand the structure of the unpacking routine. Static and dynamic tools
help the analyst in this process. The unpacking process can be performed
both statically or dynamically. Static approaches require to know the com-
pression or cryptographic algorithm employed to protect the code and data,
and, in case of cryptographic approaches, the key employed. In these cases
it is possible to apply the same decompression or decryption algorithm to
obtain the original code.

Nevertheless, this approach is not very common. The most common
technique is to execute the samples in a controlled environment like a de-
bugger stopping the execution when the unpacking routine is finished. In
this moment it is possible to dump the memory of the process to obtain the
original code. Determining the moment in which it is possible to obtain
the original code requires knowledge and experience. There are also cer-
tain heuristics that can be applied in order to discover the original entry
point (described in Section 2.2.2.2).

IDA Pro1 is a powerful disassembler and debugger for reverse engineer-
ing binaries. Besides, OllyDbg2 is a debugger commonly used for reverse
engineering that allows to execute the sample and to install plugins to
dump the memory or even to reconstruct the Import Address Table (IAT).
Universal PE Unpacker [Van05] is a plugin for IDA Pro that allows dynamic
unpacking in a semi-automatic fashion. It allows to introduce a range of
memory addresses where the encrypted code is supposed to be, and once

1http://www.hex-rays.com/idapro/
2http://www.ollydbg.de/
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the execution reaches that point, it stops and dumps the memory range
under analysis with the original code.

2.5.2 Specific unpacking
A considerable number of malware samples are protected with common
packers. Specific unpacking tries to unprotect software packed with these
packers applying an specific routine designed for each packer. This ap-
proach avoids processing every sample in a more complex (and sometimes
less accurate) generic unpacking system. Although some packers like UPX
or UPack distribute their own unpackers, in most occasions it is necessary
to code such unpacking routines. This task requires a reverse engineering
effort to understand how the packing algorithm works. This approach is
not applicable to custom-packers or modified versions of known packers,
since the number of different techniques is too high to design a new rou-
tine each time. Nevertheless, despite of its limitations, it is a very efficient
method commonly used by anti-malware solutions.

One common technique is to implement specific unpackers as scripts
for debuggers like OllyDbg, that allows scripting in OllyScript language,
Immunity Debugger1, that has a python plugin interface, or IDA Debug-
ger2. Debuggers provide an infrastructure to monitor and control the exe-
cution of a program, and scripts allow to drive the execution towards un-
packing. Nonetheless, these debuggers are sensitive to anti-debugger tech-
niques, making necessary to explicitly bypass those tricks.

Other frameworks allow to create unpacking routines directly and pro-
vide both debugging (PyDbg3) or emulation capabilities (PyEmu4).

Besides, Fast Universal Unpacker (FUU)5 is an open-source tool based
on the TitanEngine SDK by Reversing Lab6. This framework simplifies
different tasks related with unpacking such as memory dump or Import
Address Table (IAT) reconstruction. FUU allows to detect most common
packers by signature scanning, and allows to implement plugins to un-
pack them. In 2010, Reversing Lab published a similar tool named Titan-
Mist [Lab10] which similarly detects common packers by signature scan-

1http://www.immunityinc.com/products-immdbg.shtml
2http://www.hex-rays.com/idapro/
3https://github.com/OpenRCE/pydbg
4https://code.google.com/p/pyemu/
5http://code.google.com/p/fuu/
6http://www.reversinglabs.com/products/TitanEngine.php
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ning and applies specific unpacking routines programmed in different lan-
guages: Python, Lua, or Titanscript.

Finally, Pin is a dynamic binary instrumentation tool developed by Intel
that allows dynamic program analysis in user space in both Linux and Win-
dows platforms. This framework allows to dynamically inject code in the
binary that will be called at certain events defined by the developer. It does
not require to modify the source code of the application under analysis.
It can be used, as in the previous examples, to develop custom unpacking
routines for certain packers controlling the execution to recover the origi-
nal code1.

2.5.3 Generic unpacking
Manual unpacking and more specially specific unpacking require a great
reverse engineering effort. A software analyst may require too much time
to understand how the packer works, incurring into an excessive cost, due
to the quantity and diversity of packers in the wild. For this reason, in re-
cent years, several authors have proposed different approaches for generic
unpacking.

2.5.3.1 Static approaches

There are not many static generic approaches due to their intrinsic com-
plexity. In Section 2.3 we mentioned the X-Ray scanning technique [Szo05],
that consists of exploiting vulnerabilities in cryptographic algorithms in or-
der to obtain the original code without executing any unpacking routine.
This approach, unfortunately, is very dependant on the algorithm used to
protect the code. Some protection schemes rely on simple encryption tech-
niques and can be reliably crypto-analysed [WBR13]. Besides, a packer may
not use any cryptographic algorithm, but custom-designed transformation
techniques.

Coogan et al. [CDKT09] proposed a solution based on the static analysis
of the sample to extract the unpacking routine from the binary in order to
use it to decrypt the protected code and data.To this end, they applied flow
control analysis and alias analysis techniques to identify potential transi-
tion points from the unpacking routine to the original code. Once the tail-
jump is located, they applied backward slicing to extract the routine and

1http://jbremer.org/malware-unpacking-level-pintool/
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execute it as part of an unpacking tool. The main limitation of this ap-
proach is that static analysis is very sensitive to anti-reverse engineering
attacks, anti-disassembly attacks and obfuscation techniques. In addition,
there are limitations associated with current architectures such as indirect
jump analysis, that make static analysis a very complex task. In addition,
it relies on a rather simplistic model about the inner structure of the un-
packing routine. More complex unpacking routines could mislead static
analysis and evade this kind of systems.

2.5.3.2 Dynamic approaches
Due to the inherent complexity of static analysis, the majority of generic
unpackers are based on a dynamic approach. Table 2.3, Table 2.4, and
Table 2.5 show some of the most important solutions proposed in the lit-
erature for dynamic generic unpacking and compare their main features.
For each generic unpacker, we specify the approach it employs (heuris-
tic or statistic), the granularity of the analysis and its resilience to trigger-
based behaviour techniques. In addition, it indicates the capacity of each
unpacker to deal with multi-layer packing, incremental packing, shifting-
decode-frames, and unpacking based on multiple processes.

Some of the solutions have been implemented as plugins of well-known
open-source tools such as OllyDbg, IDA Pro or QEMU. OllyBonE [Ste06b]
is a plugin for OllyDbg that analyses memory pages written and after-
wards executed, allowing to install interruptions at memory page level.
To this aim, a kernel driver implements a memory protection mechanism
and generates an INT1 interruption that can be handled by OllyDbg. PAX
PAGEXEC1 is a tool that implements a similar approach to avoid the ex-
ecution of injected code in buffer overflow attacks. Its main limitation is
its sensitiveness to anti-debug techniques and its simplicity, that makes it
unable to deal with more complex packers.

Saffron [QS07] is built over OllyBonE, using Intel PIN binary instru-
mentation to monitor the execution of the binaries. The memory is dumped
each time the control is transferred to memory pages dynamically created
or modified.

Justin is a system proposed by Guo et al. [GFC08] that analyses binaries
under execution following two different approaches. First, it registers all
the memory pages that are created and analyses them with an anti-malware
engine when the execution control flow jumps to any of them. Neverthe-

1http://pax.grsecurity.net/docs/
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Table 2.3: Comparison of the different generic unpacking methods proposed:
Ollybone [Ste06b], Saffron [QS07] and Justin [GFC08].

Feature Ollybone Saffron Justin

Heuristic X X X

Statistic × × ×

Granularity Page Instruction Page

Addresses × X
Partially

anti-debug
Addresses × × Partially

anti-emu,anti-vm
Addresses

× × ×trigger based
behaviour
Addresses

× × ×multi-layer
packing

Addresses
× × ×incremental

packing
Addresses

× × ×shifting-decode
frames

Addresses
× × ×multiple

processes

less, this technique is not compatible with commercial solutions that only
scan certain parts of the files. The second approach tries to heuristically
determine the tail-jump (i.e., end of the unpacking routine). To this end,
it monitors several events that are characteristic of unpacking routines:
control transfers to created or modified memory pages at execution time,
stack restoration and command-line parameter fetching routines. The lim-
itations of Justin are its lack of portability and its dependence on certain
heuristics. Additionally, it relies on several assumptions that are not com-
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mon for all the packers: same memory space for packed binary and the
resultant unprotected code, and complete unpacking before the execution
of the original code. In addition, the approach cannot deal with more ad-
vanced techniques such as multi-layer unpacking, incremental unpacking
or shifting-decode-frames.

Christodorescu et al. proposed in Malware Normalization [CKJ+05]
several algorithms for the normalization of software. Among them there is
a malware unpacking technique that takes two premises: the packed code
does not present self-modification routines (i.e. once unpacked, it remains
unmodified) and the execution flow is independent of the system state and
the environment in which the code is executed. It monitors memory write
operations to locate the Original Entry Point (OEP), but the authors af-
firm that it is not always correctly located. In a first phase, it executes
the program to locate the OEP and in the second phase, it uses the infor-
mation about memory write operations to obtain the original code. This
approach, in addition, faces multiple layer packers by applying repeatedly
the unpacking algorithm. It is not designed to deal with anti-debug, anti-
emulation or anti-virtual machine techniques.

Pandora’s Bochs is based on the Bochs emulator, an x86 architecture
software emulator that allows code instrumentation at CPU level [Böh08].
The system collects information regarding memory structures, execution
control flow jumps and API function calls. With this information, it imple-
ments several heuristics to determine the OEP and the moment at which
the memory must be dumped. The heuristics are refined to enable un-
packing of multi-layer packers. It measures the unpacking progress and
stablishes time-outs for the periods in which no progress is made. More
concretely, it assumes the following premises: it considers only one process
(some packers inject the original code to a different process), unpacking is
not performed at the kernel execution level, the code remains in the limits
of the loaded image in memory, the OEP is executed after a jump instruc-
tion and the original code is not obfuscated. Its main limitations are its de-
pendency on heuristics and its computational cost. In contrast, it addresses
anti-virtual-machine techniques.

Polyunpack is a tool developed by Royal et al. [RHD+06] that compares
the instruction trace generated during the execution of a binary file with an
static model of the binary previously obtained. In this way, they propose
the algorithm EXTRACTUNPACKCODE to obtain the code revealed dur-
ing execution. In addition, it excludes the code corresponding to imported
libraries to avoid considering them as dynamically generated code. Al-
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though Polyunpack implements some measures to prevent anti-debugging
techniques, it does not directly address trigger-based behaviour. In order
to unpack binaries protected by multiple layers of packing, it must recon-
struct a binary with the extracted code and re-execute it again.

Table 2.4: Comparison of the different generic unpacking methods proposed:
Malware Normalization [CKJ+05], Pandora’s Bochs [Böh08] and Polyun-
pack [RHD+06]

Feature
Malware

Pandora’s Bochs Polyunpack
normalization

Heuristic × X ×

Statistic × × ×

Granularity Instruction Instruction Instruction

Addresses
Not relevant Not relevant ×

anti-debug
Addresses × Partial ×

anti-emu,anti-vm
Addresses

× × ×trigger based
behaviour
Addresses

X X Xmulti-layer
packing

Addresses
× × ×

incremental
packing

Addresses
× × ×

shifting-decode
frames

Addresses
× X ×multiple

processes

Renovo [KPY07] monitors the accesses to memory of each instruction
and considers unpacked code all the memory positions that have been writ-
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ten and then executed. It dumps the memory in this point and flags it as a
possible OEP. Afterwards, it cleans the memory state and repeats the pro-
cess to face multi-layer packers. A time-out of 4 minutes is established.
If this time-out expires and no memory position has been written and the
executed, then the unpacking concludes. The authors consider that this
approach is heuristic-free. Nevertheless, the approach does not allow to
identify the memory dumps containing the original code. A positive as-
pect about Renovo is its capacity to deal with unpacking routines based on
multiple processes. In contrast, it does not directly address trigger-based
behaviour techniques.

OmniUnpack [MCJ07] is a tool implemented over OllyBonE [Ste06b],
providing a kernel driver that allows break-on-execute at memory page
level. It invokes an anti-malware engine to scan modified memory pages
when the unpacking routine is considered to have finished. To this end, it
assumes that this phase ends when a dangerous system call is performed
and the memory page which is under execution has been over-written.
This approach is more efficient than its predecessors as it only invokes
the anti-malware engine once. As the heuristic is implemented by means
of a kernel-driver that is installed in a real environment, the system is
resilient to anti-debugging, anti-emulation, and anti virtual-machine tech-
niques. Moreover, authors establish 3 conditions that a signature-scanning
based anti-malware engine should satisfy: (i) signatures must characterise
the actual malicious code and not the unpacking routines of the binary; (ii)
signatures must represent the code fragments in the instant previous to the
dangerous system call; (iii) the code to identify should have not been mod-
ified in the time elapsed from the start of the execution of the malicious
code and the system call. To this end, they modified the well-known tool
Clam-AV to satisfy these conditions.

Eureka [SYS+08], in a similar way to previously described unpackers,
allows a binary to execute while it monitors execution at system call level
(coarse-grained) instead of instruction level (fine-grained), in order to reduce
the overhead of the system and improve its efficiency. It considers differ-
ent events as a possible end of the unpacking routine, and then dumps the
code present in memory. On the one hand, the heuristic approach con-
sists of dumping the memory contents when the NtTerminateProcess sys-
tem function is called. It assumes that a binary that finishes execution will
have all the original code present in memory. This approach is valid for
simple packers and incremental packers, but unfortunately packers based
on the shifting-decode-frames technique, or packers which erase the code
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after executing it are resilient to this approach. Besides, it monitors the
execution of the system call NtCreateProcess to capture created processes
which may be injected with the original code and then executed. On the
other hand, the statistical approach analyses bi-gram frequency, measuring
the frequency of most common operational codes such as push and call, to
determine if a region of code is unpacked or protected.

Table 2.5: Comparison of the different generic unpacking methods proposed:
Renovo [KPY07], Omniunpack [MCJ07] and Eureka [SYS+08].

Feature Renovo Omniunpack Eureka

Heuristic × X X

Statistic × × X

Granularity Instruction Page
System

call
Addresses

Not relevant X Not relevant
anti-debug
Addresses × X ×

anti-emu,anti-vm
Addresses

× × ×trigger based
behaviour
Addresses

X X Xmulti-layer
packing

Addresses
× × Partiallyincremental

unpacking
Addresses

× × ×partial code
revelation
Addresses

X × Xmultiple
processes

Kim et al. proposed in Quantification of Code Revelation [KIE+09] an
approximation to the development of a generic unpacker, based on the
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quantification of the hidden code revealed by a binary under execution.
They propose the execution of the binary using Dynamic Binary Instru-
mentation (DBI) techniques and implement a shadow state for the memory
to record the write operations and executions over each memory address,
monitoring written-then-executed and executed-then-written positions. In
this way, they quantify the code revealed and determine the OEP using a
heuristic approach, considering that it is located in the first positions mod-
ified and then executed.

Other approaches [JCL+10, CX10] have focused on measuring the en-
tropy variation during the unpacking process in an effort to locate the orig-
inal entry point, and thus the correct moment to dump the memory con-
tents of the binary. More specifically, Cesare and Xiang [CX10] leveraged
application level emulation in order to run the binary, instead of applying
whole system emulation. A refinement for OEP detection was proposed by
Wu et al. [WCZ09], based on the intuition that, when the original code is
executed, the stack pointer should be equal to the state when the binary is
loaded in memory.

Some of the approaches presented (e.g. Renovo [KPY07]) are focused on
obtaining one or several snapshots of the process memory. In some cases,
when several snapshots are available because the packer presents several
unpacking phases, it is important to distinguish which snapshot contains a
dump of the original binary. Kawakoya, Iwamura and Itoh [KII10] propose
a method to mine memory accesses in order to determine the dump which
most likely contains the original code.

In a different fashion, Gnaedig et al. [GKRW10] proposed a model for
eliminating self-modifying code (i.e., unpacker code) from execution traces
in order to obtain a clean version of the unpacked code.

Some approaches adopt a hybrid technique for code unpacking. In this
way, Caballero et al. [CJMS09] proposed a mixed dynamic and static ap-
proach consisting on hybrid disassembly and data-flow analysis to extract
self-contained transformation functions, identifying code and data depen-
dencies, and extracting the function interface (input and output parame-
ters). In particular, Caballero et al. applied cryptographic function extrac-
tion to identify the unpacking routine of the ZBot malware, and employed
it to statically unpack a different sample of the same family. Kolbitsch et al.
proposed another approach designed to extract proprietary gadgets from
the binary.

Finally, a special category of protection engines (virtualization based
obfuscators) have drawn researchers’ attention. Rolles [Rol09] studied the
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VMProtect packer describing a method to recover the original code of the
binary (translated by the packer to a different target architecture). Besides,
Sharif et al. [SLGL09] proposed a method based on QEMU and different bi-
nary analysis techniques (abstract variable binding, clustering of memory
reads and dynamic tainting) in order to extract the syntax and semantics of
the byte-code language translated by the protection tool. Later, Coogan et
al. [CLD11] proposed a set of methods for reverse engineering and deob-
fuscating virtualization based obfuscators analysing their execution traces.
Ghosh et al. [GHD12] proposed the use of replacement attacks to mod-
ify the virtual-machine or emulator running the protected process in order
to analyse or modify it. Kinder et al. [Kin12] proposed a series of opti-
mizations for the static analysis of virtualization-based protectors over a
toy-example. These protection engines are a completely different challenge
and require other techniques in order to recover the original code.

The methods described demonstrate their effectiveness and efficiency in
different ways. Some unpackers have been designed to deal with more com-
plex techniques, while others, less sophisticated, can only unpack simple
packers. Eureka is one of the most advanced unpackers, as it combines sev-
eral techniques to identify the unprotected code. Nevertheless, due to the
great diversity of packers, generic unpacking is still a challenging research
field. On the one hand, understanding the packer structure can be bene-
ficial for the malware analysis process. Current solutions have focused on
providing sound mechanisms to dump potentially original code, but gener-
ally do not report useful information about the packer. On the other hand,
although many unpackers include methods to deal with anti-debug, anti-
emulation, or anti-virtual-machine techniques making the environment as
transparent as possible, other techniques such as multi path exploration
have not been explored in the domain of unpacking. Although several
publications have addressed multi-path exploration for malware analysis,
it is still unclear how they should be applied to the unpacking problem,
which limitations they present, and which heuristics can be employed to
improve their feasibility. Specifically, these techniques can help unpacking
tools to ensure that all code paths are explored, dealing with trigger-based
behaviour and thus addressing one of the main shortcomings of dynamic
analysis systems.
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2.6 Other relevant contributions
Finally, we describe other relevant contributions that do not directly ad-
dress the unpacking problem but have a special relevance for the research
presented in this dissertation. First, we focus on analysis transparency, and
then describe previous work on trigger-based behaviour. Both of the re-
search topics are related to the main limitation of dynamic analysis plat-
forms (i.e., their incapacity to explore multiple paths).

2.6.1 Transparency
Some researchers have focused their efforts on ensuring the resilience and
transparency of dynamic execution platforms. As we mentioned earlier, the
main disadvantage of these platforms is their incapacity to explore several
execution paths. Malware writers have traditionally taken advantage of
this weakness to implement different techniques to evade detection.

Automatic dynamic analysis of malware generally requires to run whole
isolated systems (i.e., whole system emulation). Application level emula-
tion has been successfully applied for simple tasks, but unfortunately mal-
ware samples generally use operating system resources in unpredictable
ways, create several processes, inject code to other processes or even inter-
act directly with the operating system kernel.

Some years ago, whole system emulation was too resource consuming
for large-scale malware analysis. Nevertheless, different techniques were
proposed to improve the efficiency of such systems. Stepan [Ste05] pro-
posed a technique named dynamic translation that boosts the performance
of emulators significantly. This technique consists of disassembling and
translating code blocks to the host architecture to execute them on the real
machine and emulating system resources such as memory, I/O, and hard-
ware. These blocks are cached and do not need to be translated for every ex-
ecuted instruction. Several optimisations can be applied like deferred flag
computation and block chaining. This environment is completely isolated
from the host system and allows to execute whole operating systems real-
istically. Current whole system emulators like QEMU are based on these
concepts.

One of the advantages of these systems is their capacity to stealthily
monitor the execution of the whole system at any granularity level. The
dynamically translated blocks can be instrumented in order to monitor dif-
ferent events in the system like API calls, instruction-level or block-level
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tracing without requiring the injection of drivers or hooking techniques in
the guest system.

Nevertheless, these systems still present some inconveniences. Red-
pills is the name used for tests performed by malware in order to determine
if the execution environment in which it runs is a virtual/emulated envi-
ronment or a real machine. These techniques are typically used to evade
analysis. Whole system emulators typically present implementation errors
during the translation of the guest architecture to the host architecture.
Complex instruction sets like x86-64 make this translation a difficult pro-
cess prone to errors. In fact, Paleari et al. [PMRB09] proposed a method
to automatically discover and generate red-pills in system emulators. In
particular, during this dissertation we found 2 implementation errors in
the Dynamic Binary Translation engine of QEMU that affected all its ver-
sions and impeded the correct emulation of the Armadillo packer. In this
context, several publications and projects [KPY07, DZX13, BCK+10] have
reported the incapacity of emulation based systems to correctly execute the
Armadillo packer.

As a result, different authors have proposed dynamic analysis platforms
focusing on transparency. Cobra [VY06] is one of the first systems that in-
troduced the concept of transparent malware analysis, based on the substi-
tution of instructions that could be potentially used for detection by stealth
implants [VY05].

Ether [DRSL08] is based on the application of hardware virtualization
extensions (i.e. Intel VT) making possible to trace the execution of the sys-
tem at instruction level and providing mechanisms to deal with the seman-
tic gap and Virtual Machine Introspection. Since it resides outside the op-
erating system, there are no detectable software components. Nevertheless,
this system requires to single-step the execution of the system, making it
too slow for real-time deployment [BCK+10].

Kang et al. [KYH+09] proposed another hybrid system to enable the em-
ulation of emulation-resistant malware by first tracing the execution of a
reference system (Ether) and then detecting divergences in the execution
with respect to an emulated environment. Their approach allowed to dy-
namically modify the state at the divergence points to correctly emulate the
execution of the binary.

Balzarotti et al. [BCK+10] proposed a similar approach for the detec-
tion of split personalities in malware (e.g., emulation detection). To this
aim, instead of executing the sample in a fine-grained stealthy analysis en-
vironment such as Ether, they traced the execution of system-calls in a ref-
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erence machine. Then, they used the recorded trace to replay the execution
on the emulated machine (configured to be execution equivalent), and de-
tected deviations in the execution. Their replay infrastructure makes the
approach resilient to execution differences caused by other aspects distinct
than split-personalities. Other authors, in contrast, have focused on the
detection of sandbox evasion techniques [LKC11, KKK11, RKK07].

Later, Yan et al. [YJZY12] proposed V2E, a hybrid platform that lever-
ages hardware virtualization and emulation in order to provide a transpar-
ent analysis platform with a high instrumentation capacity. To this aim,
they recorded the execution under a virtualized and transparent environ-
ment using virtual memory management mechanisms for trapping the ex-
ecution of the virtualized system, instead of trapping every single instruc-
tion (e.g., Ether). Then, they implemented a technique to replay this trans-
parent execution over TEMU. The instructions considered to be safely emu-
lated can be executed directly in TEMU, while the rest of instructions (that
might be part of emulator detection routines) are replayed considering the
first execution trace. The second system (TEMU), allows to trace the execu-
tion at different granularity levels and an easy implementation of analysis
plugins.

The recording and replay of execution traces is useful for binary anal-
ysis and reverse-engineering [DGHH+14]. Finally, Spider [DZX13] is an
alternative approach for binary program instrumentation that implements
a stealthy breakpoint mechanism by leveraging memory management fea-
tures in a virtualised environment.

2.6.2 Trigger-based behaviour and multi-path exploration
According to Balzarotti et al. [BCK+10] there are two main aspects that
limit the coverage of dynamic analysis systems: (i) limited test-coverage
and (ii) malware programs that detect and evade the analysis environment.

Transparent execution is focused on dealing with malware capable of
detecting the analysis environment and modifying its execution to evade
detection. Nevertheless, these techniques do not explore the different exe-
cution paths that a binary may have.

In order to deal with this limitation, Moser, Kruegel and Kirda [MKK07b]
proposed a system able to explore different execution paths of a binary
based on taint analysis and symbolic execution. This system is capable
of tracing the execution of a binary tainting different inputs (e.g., inter-
net connectivity, mutex, files, registry entries, current time) and recording
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the propagation of these taints over the system. Then, they built symbolic
expressions for the taint propagating instructions and queried a linear con-
straint solver to obtain the set of values to force at each conditional jump in
order to consistently explore the different paths of the binary. They imple-
mented an on-line multi-path exploration engine that allowed a depth first
search exploration of the execution tree by saving and restoring process
snapshots.

Almost in parallel, Song et al. [SBY+08] developed a platform to enable
binary analysis with two main components: TEMU, a whole-system em-
ulator with taint-analysis implemented over QEMU and Vine, a tool that
allows to translate binaries or execution traces to a intermediate language
(Vine IL) and allows to apply many control flow analysis and data flow
analysis techniques. This platform was used for many different use-cases
and problems such as crash analysis [MCJ+10], identification of trigger-
based behaviour [BHL+08], reasoning about code paths in malware using
mixed concrete and symbolic execution [BHK+07], or even triggering the
unpacking routine of environment sensitive malware [JWL+12]. Neverthe-
less, this last approach does not actually differ from multi-path exploration
of malware.

Similarly, S2E [CKC11] is a platform that leverages the symbolic exe-
cution engine KLEE [CDE08] to allow multi-path exploration and intro-
duces the concept of selective symbolic execution (application of symbolic
execution to only certain memory regions) and execution consistency mod-
els. This system has been applied to different use cases such as automated
testing of device drivers, reverse engineering of closed source drivers and
multi-path exploration.

Schwartz et al. [SAB10] summarise several of the challenges involved
for the implementation of a dynamic taint analysis system and a symbolic
execution engine. According to Schwartz et al. there are practical chal-
lenges and limitations that affect these kind of systems. Taint policies and
the sanitization of tainted values have a direct impact on over-tainting and
under-tainting errors. Indirect memory accesses with symbolic addresses,
jump tables, path selection heuristics, or the size of the constraint systems
are aspects that have no clear solution, and for which many different ap-
proaches have been proposed [BE13, CPM+10]. These aspects, neverthe-
less, have a high impact on the efficiency and the feasibility of multi-path
exploration. Also dynamic information flow analysis techniques (i.e., taint
analysis) present limitations that can be used by malware authors to evade
analysis. Cavallaro, Saxena and Sekar [CSS08] highlighted several of these
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limitations and proposed several attacks for dynamic taint analysis systems
and symbolic execution.

Finally, some authors have proposed alternative multi-path exploration
approaches that do not depend on complex symbolic execution engines.
X-Force [PDZ+14] is a system capable of forcing execution paths incon-
sistently and recovering from execution errors by dynamically allocating
memory and updating related pointers. This approach cannot report the
conditions that have to be met in order to explore the different paths, but
can help in different tasks such as reconstructing the control flow graph of
a binary, discovering hidden behaviour or type inference analysis.

In general, most of the approaches proposed to date suffer from the
well-known path explosion problem [CKNZ12]. This limitation makes nec-
essary to develop heuristics to improve the feasibility of multi-path explo-
ration.

2.7 Summary
This chapter summarises current literature on malware analysis, and more
specifically on the unpacking problem.

First, we have introduced several concepts and definitions relevant for
this dissertation. Then, we have described how run-time packers protect
malware, as well as the main anti-analysis techniques employed and the
different approaches adopted by the security industry.

Second, we have defined a classification for the unpacking techniques
covered by this literature review, and then enumerated and described the
most relevant contributions on packer detection and identification, un-
packing, and other relevant aspects such as analysis platform transparency
and trigger based behaviour.
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Static analysis for packed binary
classification
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«Anyone who feels the mountain does
not need an explanation and as long as
there are walls, spires, and crests, there
will be someone to climb them, who
will enjoy what they do, even if they
don’t understand why.»

Josep Manuel Anglada (1933–)
Chapter

3
Portable Executable

structural feature based
classification of packed

binaries

P
acked software was originally intended to reduce the size of
the original binary. Nevertheless, these primitive tools soon
evolved into complex protection systems that employ differ-
ent techniques in order to obfuscate the original code, data,
and file structures. As a consequence, the analyst is no longer

capable of determining the intention of the binary without unpacking the
sample. As we have described in Chapter 2, software packing prevents
static analysis techniques such as disassembly. Since the code and data are
compressed or encrypted and cannot be directly analysed, malware detec-
tion mechanisms or static reverse engineering cannot determine the real
functionality of the binary. Alternatively, dynamic analysis can uncover
the actual functionality of the binary in the best-case scenario, assuming
that the analysis platform is transparent and resilient to any anti-analysis
technique that the binary may employ. The main disadvantage of dynamic
analysis is the computational resources required, usually involving the ex-
ecution of the sample during several minutes.
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Packed malware has a high impact on different aspects related to mal-
ware analysis and classification:

• Static analysis is limited by packing techniques.

• Packed software is heavily obfuscated and prevents several dynamic
analysis techniques such as debugging, binary instrumentation, mem-
ory dumping, or even API call tracing.

• Since a high amount of malware is protected using these techniques,
it complicates automated high scale analysis of malware datasets. The
presence of packers must be considered in order to apply different
treatments to the samples.

Considering these aspects, an efficient filtering of the samples is a fun-
damental task in order to ensure the effectiveness of malware analysis tech-
niques.

Traditionally, desktop malware has been focused on Microsoft Windows
platforms. Although the security of Microsoft Windows systems has im-
proved significantly in the last years, the majority of desktop malware is
focused on this platform.

Consequently, several authors [PLL08a, STF09, Sun12, JCN+13] have
addressed the problem of determining if a binary is packed or not, gener-
ally relying on different heuristics or statistical methods and focusing on
Microsoft Windows binaries.

In this chapter, we focus on the static classification of packed binaries
and evaluate the performance of several supervised machine-learning clas-
sifiers when different feature-sets are extracted. More concretely, we define
a feature-set based on the structural properties of the Portable Executable
(PE) file headers under the intuition that packer tools sometimes introduce
modifications in the structure of the binary that differ from standard com-
pilers. Moreover, we conduct an statistical evaluation of the performance
of different classifiers over the feature-set in comparison to previously pro-
posed heuristics. Also, we propose a complementary set of heuristics that
can be extracted from PE files and evaluate the improvement introduced
on packed binary classification systems.

Accordingly, the research questions we establish for this study are the
following:
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Research question 3.1 Do PE structural features significantly
improve the performance of supervised
machine-learning classifiers for packed bi-
nary detection?

Research question 3.2 What are the best performing machine-
learning algorithms when different feature-
sets are employed for classification?

In order to address these questions, we compare the performance of sev-
eral feature-sets against the heuristics proposed by Perdisci et al. [PLL08a].
Other authors proposed classification systems based on the same heuris-
tics [STF09], entropy [LH07], randomness [Sun12], or statistical byte fre-
quency [PLL08b]. Nonetheless, we focus on the approach proposed by
Perdisci et al. because it was the first work to use heuristics for packed
binary detection.

Safiq et al. [STF09] proposed the use of structural features for malware
classification. Nevertheless, they relied on heuristics in order to deter-
mine if binaries are packed or not. More recently, Jacob et al. [JCN+13]
applied a reduced set of structural features for pre-filtering samples from
a database in order to reduce the number of samples to process in a more
time-consuming comparison stage. Nevertheless, the objective of their clas-
sification is different from our packed binary detection approach. They se-
lect a set of 16 structural features that are not likely modified by packers in
order to compute a fast similarity measure between packed binaries, even it
they are protected by different packers. In our study we include these fea-
tures and we do not make any assumption about their capacity to correctly
discriminate binaries. Therefore, this is, to the best of our knowledge, the
first study that evaluates the capacity of structural features to enhance the
discrimination of packed and non-packed binaries.

The rest of the chapter is structured as follows. Section 3.1 describes
the feature-sets employed by previous approaches for the classification of
packed binaries. Section 3.2 describes our proposed feature-set. Then, Sec-
tion 3.3 enumerates the supervised machine-learning algorithms tested in
this study. Section 3.4 describes the set of samples used for the evaluation,
describing the labelling process and possible biases and risks. Section 3.5
shows the experiment configuration, Section 3.6 describes the evaluation
methodology and statistical tests applied. Section 3.7 presents the results
obtained from the study, and finally Section 3.8 extracts the conclusions
and discusses the results obtained.
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3.1 Previous approaches for packed binary detec-
tion

3.1.1 Heuristic-based detection
Windows executable binary files, also known as image files, follow the
Portable Executable (PE) format specified by Microsoft.

These files can contain code, data, and different resources that are struc-
tured according to an specific format. The PE format defines different
structures and values that are used by the operating system loader to load
the file in memory and proceed to its execution, providing all the necessary
resources.

The first approach based on supervised machine-learning techniques
for the classification of packed and non-packed binaries using heuristics
was proposed by Perdisci et al. [PLL08a]. Additionally, they later applied
this technique [PLL08b] combined with n-gram analysis in order to filter
executables and selectively apply a generic unpacker to those samples pre-
viously classified as packed as a previous step to the application of malware
detection techniques.

Safiq et al. [STF09], similarly, applied the same heuristics for packed
binary detection. Afterwards, instead of unpacking the samples, they ap-
plied machine-learning based techniques considering different feature-sets
for packed and non-packed binaries.

The set of heuristics proposed is described bellow.

• Entropy. Byte-level Shannon entropy of the file. For a random vari-
able X with n outcomes, {xi : i = 1, . . . ,n} the Shannon entropy H(X) is
calculated as

H(X) = −
n∑
i=1

p(xi) logb p(xi)

where p(xi) is the probability mass function of outcome xi and b is the
number of different symbols of the “ideal alphabet” used to measure
source alphabets. The source alphabet used for measuring entropy is
the set of 256 possible values that can be represented in a byte. Ac-
cording to information theory, 2 symbols are necessary and sufficient
to encode data. Therefore, the entropy of the source alphabet, which
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represents the maximum possible randomness, is the number of sym-
bols in the “ideal alphabet” needed to encode a symbol in the source
alphabet: 8.

Many tools, (e.g., PEiD), measure the entropy of the whole file and
the sections of the executable in a coarse-grained style.

This value represents the randomness of the bytes in the file. Due
to the nature of compression and encryption algorithms, packed files
generally present higher entropy values. For this reason, entropy is
the most common heuristic for packed file detection.

Apart from measuring the entropy of the whole file, previous ap-
proaches have also considered the randomness of certain parts of the
binaries, such as the header, code sections or data sections. Unfor-
tunately, some packers do not always present clear boundaries for
header, code, or data sections. For instance, the FSG packer inserts
part of the unpacking stub in the header. In fact, FSG mixes the pro-
tected code and data in a single section. Other packers may scramble
the corresponding section properties defined in the PE header that
indicate the presence of code or data.

Anyhow, the entropy features considered in previous work [PLL08b,
STF09] are the following:

– File entropy.

– Header entropy.

– Average entropy of code sections.

– Average entropy of data sections.

• Standard sections. Microsoft defines a set of standard section names
and permissions. This specification is recommended but not compul-
sory, and while most common compilers follow the format specified,
traditional packers do not follow it and define sections with alterna-
tive names or permissions. In spite of this specification, the standard
use of sections is not enforced by the Windows loader, which does not
apply almost any effective restriction.

– Number of standard and non-standard sections.
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Table 3.1: Section names and permissions according to the PECOFF specifica-
tion. For each section name, there are different standard permissions or flags:
(U) Contains uninitialized data, (I) contains initialized data, (R) read permis-
sion, (W) write permission, (X) execute permission, (L) LNK info, (D) memory
discardable, (G) Global pointer relative and (C) contains code.

Name U I R W X L D G C
.bss X X X

.cormeta X

.data X X X

.debug$F X X X

.debug$P X X X

.debug$S X X X

.debug$T X X X

.drective X

.edata X X

.idata X X X

.idlsym X

.pdata X X

.rdata X X

.reloc X X X

.rsrc X X

.sbss X X X X

.sdata X X X X

.srdata X X X

.sxdata X

.text X X X

.tls X X X

.tls$ X X X

.vsdata X X X

.xdata X X

• Section permissions. Section permissions are specified by the read,
write, and execute flags (Characteristics field) of each section header
in a PE file. These flags are used by the loader to set the appropri-
ate memory access permissions to the different memory regions com-
mitted when the image is loaded in memory. Some packers typically
modify the permissions of the binary, making section permissions an
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interesting feature to consider. Nevertheless, section permissions in
the image file do not always represent the actual permissions during
execution: they can eventually be modified by a malicious program
at runtime. In fact, an image file not declaring any executable sec-
tion can successfully execute. An example of this kind of behaviour is
the FSG packer, which takes advantage of the differences between the
PECOFF specification and the actual implementation of the loader.
In this case, the FSG packer declares a header size larger than the ac-
tual header, and inserts the unpacking code in the remaining part of
the header, after the section table. The entrypoint declared by the
PE header points to an address which is not located into any section:
it points to the code added after the header. Considering that the
section header of an image file is loaded into memory with read and
execute permissions, this code can execute and unpack the original
binary. As a result, previous approaches have considered the follow-
ing features:

– Number of executable sections.

– Number of readable, writable and executable sections.

• External libraries and functions imported. When an image file is
loaded, the operating system loader is responsible for loading all the
libraries required by the image and providing an appropriate mecha-
nism to call the functions present in the library. Portable Executable
files contain an Import Table describing all the imported libraries and
functions. In addition, image files also contain an Import Address Ta-
ble, which maps every function to an address. This table is updated
by the loader when the image is loaded into memory, after loading
the corresponding Dynamic Link Libraries (DLLs). This process is
completed before the first instruction in the image file is executed.
Image files that do not present any protection mechanism declare all
the functions that might be called during execution. A simple static
analysis of the Import Table can reveal some clues about the function-
ality of the file (even though the execution order of these functions is
unknown). Moreover, the operating system also allows image files to
import additional functions at run-time. Malware writers take ad-
vantage of this feature of the operating system and avoid declaring
the functions imported. Instead, these functions are bound at run-
time using API functions such as LoadLibrary, GetProcAddress, or
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even reading the Export Table of the DLL themselves. This technique,
combined with the encryption of DLL and function names, allows an
image to call dangerous system functions not declared in the Import
Table. In contrast, non-packed files rarely use of this kind of tech-
niques.

Given this situation, previous approaches have considered the num-
ber of imports as a useful heuristic to detected packed binaries.

3.2 Portable executable structural features
In this section we thoroughly describe the Portable Executable file format
and discuss the adequacy of these features for packed binary detection.

The PECOFF specification defines the structure of Portable Executable
files, as shown in Figure 3.1.

Figure 3.1: Structure of Portable Executable files.

The first structure present in an image file is the MS-DOS compatible
section. This section starts with a magic number and contains several fields
that allow the execution of the file into an MS-DOS platform. Normally,
binaries contain a MS-DOS Stub after the DOS header that, in case the PE
is run on a MS-DOS platform, a message is displayed indicating that the
image cannot be run in MS-DOS. Nevertheless, this stub can be modified.
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Next to the MS-DOS Header we can find the PE Header. The PE Header
is divided into several structures: COFF File Header (present in both object
and image files), Optional Header (present only in image files), and Section
Header (present in both object and image files). The content of the file (i.e.,
data, code, various resources and information for the correct execution of
the image) should be placed after these headers, structured into different
sections defined in the section header. In addition, any PE file can contain
overlay data not mapped into any section. Overlay data is not mapped into
memory by the loader but can be read at runtime by the program.

3.2.1 DOS header
All Portable Executable files (PE) start with the DOS header, which is main-
tained for compatibility reasons. This header ensures that the binary can
be executed in a DOS system. Also, it indicates the offset of the PE header
(e_lfanew). Anyway, as some packers or compilers may use the rest of values
for unknown purposes, we include them in our feature-set.

• Magic (2 bytes). Identifier of all Portable Executable (PE) files. As
the scope of this study is limited to Microsoft Windows Portable Exe-
cutable files, this feature will always present the value 0x5A4D, which
is the ASCII representation of the letters ‘M’ and ‘Z’, initials of Mark
Zbikowski, architect of the MS-DOS operating system.

• e_cblp (2 bytes). Number of bytes used in the last block of the pro-
gram. If the entire block is used, the value for this feature should be
0.

• e_cp (2 bytes). This feature represents the number of blocks in the file
that are part of the file.

• e_crlc (2 bytes). Number of relocations stored after the header.

• e_cparhdr (2 bytes). This value represents the size of the header in
paragraphs. The program’s data begins after this header.

• e_minalloc (2 bytes). Minimum number of extra paragraphs of mem-
ory that the program will need in order to execute.

• e_maxalloc (2 bytes). Maximum number of extra paragraphs of mem-
ory. It is possible to limit the memory reserved for the program by
setting this value.
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• e_ss (2 bytes). Initial relative address of the stack segment. The value
is used to initialize the SS register.

• e_sp (2 bytes). Initial relative address of the stack pointer of the pro-
gram.

• e_csum (2 bytes). Word-checksum, or 16-bit sum of all words in the
file.

• e_ip (2 bytes). Initial instruction pointer for the program.

• e_cs (2 bytes). Initial relative address of the code segment.

• e_lfarlc (2 bytes). Address of the relocation table into the file.

• e_ovno (2 bytes). Overlay number. This value is normally set to 0.

• Reserved space (8 bytes). In order to include this reserved space in
the feature-set, we divided it into 4 fields of 2 bytes, considering that
the rest of the header values are word-aligned.

• e_oemid (2 bytes). OEM identifier.

• e_oeminfo (2 bytes). OEM information.

• Reserved space (20 bytes). In order to include this reserved space in
the feature-set, we divided it into 10 fields of 2 bytes, considering that
the rest of the header values are word-aligned.

• e_lfanew (4 bytes). This field contains the offset of the PE Header.

3.2.2 COFF file header
The COFF File Header is located at the file offset indicated by the field
e_lfanew and is preceded by a magic number of 4 bytes corresponding to
the ASCII characters ‘P’ ‘E’ ‘\0’ ‘\0’.

• Machine (2 bytes). This value identifies the type of target machine.

• Number of sections (2 bytes). This feature indicates the number of
sections contained in the PE file.
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• Time stamp (4 bytes). The TimeDateStamp value represents the date
and time when the file was created. This feature is discarded due to
possible biases in the dataset.

• Pointer to symbol table (4 bytes). Pointer to the COFF symbol ta-
ble, or zero if the symbol table is not present. As COFF debugging
information is deprecated, this value should be 0.

• Number of symbols (4 bytes). Represents the number of entries in
the symbol table. As in the previous case, the use of this value is
deprecated and should be 0.

• Size of Optional Header (2 bytes). This value represents the size of
the optional header of the PE file, which is required for all executable
files but not for object files.

• Characteristics (2 bytes). This field of the DOS Header represents a
set of flags.

– Relocations stripped (0x0001). For Windows CE, Windows NT
and later versions, this flag indicates that the file does not con-
tain base relocations and it must be loaded at its preferred ad-
dress. Otherwise, the loader will report an error.

– Executable image (0x0002). This flag indicates whether the file is
executable. If not set, it indicates a linker error.

– Line numbers stripped (0x0004). This flag is deprecated and should
be 0, and indicates whether the line numbers were stripped.

– Symbols stripped (0x0008). This flag is deprecated and should be
0, and indicates whether the symbols of the image were stripped.

– Working set trim (0x0010). This flag is deprecated from Windows
2000 onwards, and should be 0. It forces to trim the working set.

– Large address aware (0x0020). Indicates whether the file can han-
dle an address space larger than 2 GB.

– Reserved for future use (0x0040). Flag reserved for future use.

– Little endian (0x0080). This flag is deprecated and should be 0.
Indicates that the image will be loaded in little endian order in
memory.

– 32 bit machine (0x0100). This flag indicates whether the machine
is based on a 32-bit-word architecture.
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– Debugging information stripped (0x0200). This flag indicates that
the debugging information has been stripped from the file.

– Removable run from swap (0x0400). This flags states that, if the
image is stored on a removable media, then it must be entirely
copied to the swap file to load it.

– Network run from swap (0x0800). This flags states that, if the im-
age is stored on a network media, then it must be entirely copied
to the swap file to load it.

– System (0x1000). Indicates whether the image is a system file,
not a user program.

– DLL (0x2000). This flag indicates whether the image is a Dy-
namic Load Library.

– Uniprocessor system only (0x4000). This flag states that the file
should be run only on a uniprocessor machine.

– Big endian (0x8000). This flag is deprecated and should be 0.
Indicates that the image will be loaded in big endian order in
memory.

3.2.3 Optional header
If the PE file is an image file, it will contain an optional header not required
in object files. The size of this header is delimited by the corresponding
field in the COFF File header. In addition, the Number of RVA and sizes field
indicates the number of data directory entries contained. Another relevant
field in this header is the magic number that determines if the image is a
PE32 or PE32+ image. The number of fields and their size depend on this
magic number.

3.2.3.1 Standard fields
The fields in this part of the optional header define values for all the im-
plementations of COFF, including UNIX.

• Magic number (2 bytes). This field adopts the value 0x010b if the
optional header corresponds to a PE32 file, and 0x020b if the optional
header corresponds to a PE32+ file.

• Major linker version (1 byte). Major version number of the linker.
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• Minor linker version (1 byte). Minor version number of the linker.

• Size of code(4 bytes) This field stores the size of the code (.text) sec-
tion of the file, or the sum of all the code sections.

• Size of initialized data (4 bytes). Size of the initialized data section,
or the size of all the data sections containing initialized data.

• Size of uninitialized data (4 bytes). Size of the uninitialized data sec-
tion (.bss) or the size of all the data sections containing uninitialized
data.

• Address of entry point (4 bytes). Address of entry point of the file,
relative to the image base field. For drivers, it contains the address
of the initialization function. For files in which there is not an entry
point defined, this value must be 0.

• Base of code (4 bytes). This field contains the relative address corre-
sponding to the beginning of the code section.

• Base of data (4 bytes). This field contains the relative address corre-
sponding to the beginning of the code section. PE32+ files lack this
field. The additional fields in this part of the header contain Windows
specific features needed by the linker and the loader. Some fields in
this section have a variable size, requiring 4 bytes for PE32 files and
8 bytes for PE32+.

• Image base (4/8 bytes). Preferred load address for the file.

• Section alignment (4 bytes). Alignment of sections in memory, in
bytes. This value must be greater or equal than the file alignment. By
default, it is the page size of the architecture.

• File alignment (4 bytes). Alignment for the raw data in the file. It
should be a power of 2 between 512 and 64 K, and by default is 512.

• Major operating system version (2 bytes). Major version of the oper-
ating system.

• Minor operating system version (2 bytes). Minor version of the oper-
ating system.

• Major image version (2 bytes). Major version number of the image.
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• Minor image version (2 bytes). Minor version number of the image.

• Major subsystem version (2 bytes). Major version number of the sub-
system.

• Minor subsystem version (2 bytes). Minor version number of the sub-
system.

• Windows 32 version value (4 bytes). This field is reserved and should
be 0.

• Size of image (4 bytes). This field represents the size in bytes of the
image, including headers, and must be multiple of section alignment.

• Size of headers (4 bytes). This field must be rounded up to a multiple
of the file alignment, and represents the sum of the sizes of the MS-
DOS stub, the PE header, and the section headers

• Checksum (4 bytes). This field contains the Image file checksum,
which is checked for validation at load time in critical files such as
drivers, DLLs loaded at boot time and DLLs for critical Windows pro-
cesses.

• Subsystem (2 bytes). These fields indicates the subsystem required to
run the image.

• Dll characteristics (2 bytes). If the file is a DLL, these fields define
several flags to be considered by the loader.

– Reserved (0x0001). Reserved, must be 0.

– Reserved (0x0002). Reserved, must be 0.

– Reserved (0x0004). Reserved, must be 0.

– Reserved (0x0008). Reserved, must be 0.

– Not specified (0x0010). The function of this flag is not specified
by the official documentation from Microsoft.

– Not specified (0x0020). The function of this flag is not specified
by the official documentation from Microsoft.

– Dynamic base (0x0040). Indicates that the DLL can be relocated
at load time.

– Force integrity (0x0080). Forces code integrity checks.
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– NX compatible (0x0100). Indicates NX compatibility.

– No isolation (0x0200). Indicates that the image is isolation aware
but must not be isolated.

– No SEH (0x0400). Indicates that the image does not use Struc-
tured Exception Handlers.

– No bind (0x0800). Do not bind the image.

– Reserved (0x1000). Reserved, must be 0.

– Wdm driver (0x2000). The image is a WDM driver.

– Not specified (0x4000). The function of this flag is not specified
by the official documentation from Microsoft.

– Terminal server aware (0x8000). Indicates that the image is ter-
minal server aware.

• Size of stack reserve (4/8 bytes). This field indicates the size of the
stack reserve, or the maximum stack size that can be made available
to the process.

• Size of stack commit (4/8 bytes). This field indicates the size of the
stack to commit.

• Size of heap reserve (4/8 bytes). This field represents the size of the
heap reserve, or the maximum heap size that can be made available
to the process.

• Size of heap commit (4/8 bytes). This field indicates the size of the
heap to commit.

• Loader flags (4 bytes). This field is reserved and must be 0.

• Number of RVA and sizes (4 bytes). Number of data directory entries
in the optional header. This number should not exceed 16, which is
the maximum number of data directory entries.

3.2.4 Data directories
The data directory entries are located after the optional header. These en-
tries are pointers to tables in the payload of the file (usually a section of the
PE), that are used by the operating system to load the PE and execute it.
This section consists of a list of directory entries of 8 bytes (4 bytes for the
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relative address and 4 bytes for the size). The number of directory entries
is indicated by the Number of RVA and sizes field in the optional header,
and should not exceed 16. In most cases, this field contains the value 16,
but in some cases certain packers like SLV present unusual values, pre-
sumably to confuse analysis tools when parsing the header. Despite this
trick, the loader will still correctly load the PE. In addition, the standard
specification of Microsoft for the PE format indicates that certain directory
tables should be located in specific PE sections, with concrete names and
permissions. Although this specification is recommended by Microsoft and
usually followed by common compilers, the loader does not enforce these
standards and the data directories may be stored at any part of the PE file,
regardless of the section division declared for the PE.

1. Export Table. The Export Table defines the symbols exported that
other images can access through dynamic linking. In general, DLL
files export symbols.

2. Import Table. The Import Table describes the DLLs imported by the
image and the symbols imported from each DLL. The first structure it
contains is the Directory Table which defines, for each DLL imported,
the address of its corresponding Import Lookup Table and Import Ad-
dress Table. Before loading the PE file, these tables are identical. Each
table contains an array of 32/64 bit values, containing one record for
each symbol imported. The Import Lookup Table, together with an
extra table named Hint Name Table contain the necessary informa-
tion to locate each imported symbol into the corresponding DLL. Af-
ter loading the file, the Import Address Table is overwritten with the
address of each symbol in the DLL bound to the image. In this way,
the code of the image can directly refer to these symbols by indirect
addressing jump instructions through the records in this table.

3. Resource Table. The Resource Table indexes the different resources
that a PE file may contain, such as icons, images or information about
its version. These resources are indexed by a multi-level binary-sorted
tree structure, that, by convention, has three levels.

4. Exception Table. The Exception Table contains function table entries
used for exception handling, and the structure of the table depends
on the target architecture of the image.
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5. Certificate Table. The Certificate Table contains information about
image integrity hashes and security certificates that can be used to
detect modifications of the file, such as those performed by viruses.

6. Base Relocation Table. This table contains information for base relo-
cations. These relocations must be applied when an image cannot be
loaded into its preferred load address. In these cases, the addresses
hard-coded in the file must be relocated according to this offset.

7. Debug. The debug tables contain information about debug symbols
generated by the compiler, if present.

8. Architecture. Reserved, must be 0.

9. Global Pointer. This entry contains the relative virtual address of the
value to be stored in the global pointer register (GP). The size of this
entry must be set to 0.

10. TLS Table. The TLS directory table provides support for Thread Lo-
cal Storage, a feature in Windows operating systems that allows the
threads of a process to store different values for the same global vari-
able, instead of sharing all the memory.

11. Load Config Table. The load configuration structure contains addi-
tional data to load the image. For example, Microsoft Windows XP
and later versions of Windows use this table to store reserved Struc-
tured Exception Handlers, a mechanism to provide safe SEH han-
dling.

12. Bound Import Table. The Bound Import Table contains import infor-
mation, like the Import Address Table, but instead of containing the
relative virtual address of the symbol imported, it contains the actual
absolute address. This mechanism optimises the process of binding
the imported DLLs to the image in the cases in which these libraries
are always loaded in the same address space. The loader must ver-
ify the DLLs load address and, in case of not matching the expected
values, update all the references.

13. Import Address Table. This table, once the image is loaded, contains
the addresses of the symbols imported by the image. The loader uses
the Import Table to obtain the actual address of each imported symbol
in the corresponding DLL, and stores the address in the IAT.
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14. Delay Import Descriptor. This table contains information to sup-
port lazy loading of DLLs, which consists of not loading the DLLs
imported by the image until they are needed (i.e., called for the first
time).

15. CLR Runtime Header. This table contains Common Language Run-
time (CLR) metadata, which means that the image contains managed
code (code that runs over the Microsoft .NET platform).

16. Reserved. Must be 0.

3.2.5 Sections
Every PE file can have a variable number of sections. PE sections are used to
organize code and data, resources, import and export information, and any
other data necessary for the execution of the application. Microsoft defines
several standard section names and section permissions, each aimed at con-
taining specific data or code. Nevertheless, following this recommendation
is not mandatory. We extract several features from section headers. On the
one hand, we consider the section of entry point (i.e., the section containing
the address that will be executed once the file is loaded into memory) and
extract all the possible header values related to it. On the other hand, we
define several features that summarise the number of sections that satisfy
certain conditions in order to extract information from the rest of sections
in the PE file.

• Name 8 bytes. ASCII encoded null terminated section name.

• Virtual Size 4 bytes. The virtual size of a section represents the space
in memory reserved for the section, that can be greater than the actual
raw data contained in the file. In this case, the section is zero-padded.

• Virtual Address 4 bytes. The address of the first byte of the section,
relative to the image base when loaded into memory.

• Size of raw data 4 bytes. Size of the section in the file. It must be
multiple of the file alignment specified in the optional header. If a
section only contains uninitialized data, this value should be 0.

• Pointer to raw data 4 bytes. Offset of the data in the file. For sec-
tions containing only uninitialized data, it should be 0. It must be a
multiple of the file alignment specified in the optional header.
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• Pointer to relocations 4 bytes. File pointer to the relocation entries of
the section. This value should be 0 for executable images.

• Pointer to line numbers 4 bytes. File pointer to the line-number en-
tries of the section. This value should be 0 as COFF line numbers are
deprecated.

• Number of relocations 2 bytes. Number of relocation entries for the
section.

• Number of line numbers 2 bytes. Number of line-number entries
for the section. This value should be 0 as COFF line numbers are
deprecated.

• Characteristics 4 bytes. This field defines different flags.

– Reserved (0x00000001).

– Reserved (0x00000002).

– Reserved (0x00000004).

– No padding (0x00000008). This flag is obsolete and indicates
whether this section should not be padded.

– Reserved (0x000000010).

– Contains executable code (0x00000020). Indicates whether the
section contains executable code.

– Contains initialised data (0x00000040). Indicates whether the
section contains initialised data.

– Contains uninitialised data (0x00000080). Indicates whether the
section contains uninitialised data.

– Linker Other (0x00000100). Reserved.

– Contains comments (0x00000200). Indicates whether the section
contains comments or other information.

– Reserved (0x00000400).

– Must remove from image file (0x00000800). This flag will be set
for object files, indicating that the section will not become part
of the image file.

– Contains COMDAT data (0x00001000). Flagged if the section
contains COMDAT data.
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– Not specified (0x00002000).

– Not specified (0x00004000).

– Referenced by global pointer (0x00008000). The section contains
data referenced by the Global Pointer.

– Not specified (0x00010000). Reserved.

– 16 BIT (0x00020000). Reserved.

– LOCKED (0x00040000). Reserved.

– PRELOAD (0x00080000). Reserved.

– Alignment (0x00100000 to 0x00E00000). Alignment of the data
(1 byte to 8192 bytes). It is valid only for object files, and it is
represented by a 4 bit field.

– Contains extended relocations (0x01000000). Indicates whether
the section contains extended relocations.

– Discardable (0x02000000). The section can be discarded.

– Not cached (0x04000000). The section cannot be cached.

– Not paged (0x08000000). The section cannot be paged.

– Shared (0x10000000). Indicates whether the section can be shared
in memory.

– Execute permission (0x20000000). Indicates whether the content
of the section can be executed.

– Read permission (0x40000000). Indicates whether the content of
the section can be read.

– Write permission (0x80000000). Indicates whether the content of
the section can be written.

3.2.6 Complementary heuristics

In addition to the heuristics adopted in previous work [PLL08a, PLL08b],
we have considered several complementary values based on common heuris-
tics. These features are divided in 3 groups: general heuristics, heuristics
related to the section of entry point, and heuristics related to entropy.
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3.2.6.1 General heuristics
• Maximum raw data per virtual size ratio. Maximum ratio among all the

sections.

• Minimum raw data per virtual size ratio. Minimum ratio among all the
sections.

• Ratio of sections with virtual size greater than raw data.

• Number of imported DLLs.

• Ratio of readable and executable sections.

• Ratio of readable and writeable sections.

In addition, we modified 3 heuristics proposed by Perdisci et al. [PLL08a,
PLL08b] in order to normalise the values considering the number of sec-
tions present in the executable file. Regarding the heuristic corresponding
to the ratio of sections with execution permissions, we consider it also an
structural feature. In order to avoid the repetition of redundant features,
we include this feature in the structural feature group.

• Ratio of standard sections.

• Ratio of non-standard sections. The normalization process makes this
feature redundant to the previous one.

• Ratio of readable, writeable and executable sections.

3.2.6.2 Heuristics related to the section of entry point
• Entry point outside any section. Indicates that the entry point of the PE

file does not point to any section in particular. In these cases, all the
features related to the section of entry point are considered missing
values.

• Section of entry point is standard. Indicates whether the section of entry
point is an standard section.

• Section of entry point has an Import Address Table. Indicates whether
the section of entry point is an Import Address Table section.

• Raw data per virtual size ratio of the section of entry point. Ratio between
raw data and virtual size for the section of entry point.
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• Entropy of the section of entry point.

3.2.6.3 Heuristics related to file entropy
• Minimum section entropy.

• Maximum section entropy.

• Average section entropy.

• Ratio of sections with entropy in a certain range. More concretely, the
entropy ranges considered were 0 to 0.5, 0.5 to 1, 1 to 1.5, 1.5 to 2, 2
to 2.5, 2.5 to 3, 3 to 3.5, 3.5 to 4, 4 to 4.5, 4.5 to 5, 5 to 5.5, 5.5 to 6, 6
to 6.5, 6.5 to 7, 7 to 7.5 and 7.5 to 8.

3.2.7 Considerations about the violation of the PECOFF for-
mat specification
During the implementation of our parser, we followed the Microsoft speci-
fication [MC10] as close as possible and tested it against our set of packed
and non-packed binaries. As a result, we found several aspects that con-
fused our parser. In order to ensure the correct parsing of all the files, we
adapted our code to deal with these problems. In this way, the main prob-
lems encountered are listed below.

• Uncommon values for Size of raw data. This field indicates the raw
size of a section (i.e., the size of the section in disk). More specifically,
some Zeus samples presented a value greater that the actual size of
the file itself. In these cases, we considered other values such as the
virtual size in order to determine the actual size of the section.

• Entry point outside any section. The FSG packer generates binaries
with an entry point at a memory address outside any declared section.
More concretely, the entry point for these files is located after the PE
header. In these cases, we did not consider any of the sections as
the entry point section. Alternatively, we represented all the features
related to the section of entry point as missing values.

• Sparse Import Address Table. According to the specification of Mi-
crosoft, the import information of a binary should be located at a sec-
tion named .idata, and is represented as a 4-byte null terminated Di-
rectory Table, followed by several DLL Import Lookup Tables, also
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null-terminated. Nevertheless, these conditions are not necessary to
correctly load a binary, and this information can be stored at any point
of the binary. Besides, Import Lookup Tables are pointed by each en-
try in the Directory Table. These pointers, instead of referring to the
file offset of the table, point to its Relative Virtual Address (RVA). For
this reason, it is necessary to infer the virtual address of every section
of the binary in order to calculate the corresponding file offset of each
Import Lookup Table.

• Number of data directory entries specified. PE files present a field
that indicates the number of data directory entries present in the
header (Number of RVA and sizes field). While the majority of files
analysed declare 16 data directories (the maximum possible num-
ber of data directories), some binaries declare any random number
of directories (higher than 16). This could eventually drive to unpre-
dictable behaviour.

• Reserved fields and flags. Several fields in the PE file are not spec-
ified or are reserved, according to the Microsoft specification. Al-
though these fields should not be used (and thus should be filled with
0’s), we found that some binaries actually define different values for
them. For this reason, we considered all the possible fields in the
parsing process.

• File header. The boundaries of the header are not clear, considering
that the first section in the image file can start at any point in the file.
In fact, the FSG packer inserts the unpacking routine in the space
between the end of the header structures and the start of the first sec-
tion. Because of these situations, we configured our parser to assume
that the file header comprises the address space from the first byte of
the file to the byte preceding the first section of the binary. This size
is employed, for example, to calculate the entropy of the header.

3.3 Supervised machine-learning algorithms
Machine learning is a field of Artificial Intelligence that deals with the de-
sign and development of algorithms that allow computers to reason and
make decisions based on data [Bis06].

Supervised machine-learning algorithms employ a previously labelled
dataset which is composed of data instances. For each data instance, a
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set of features is measured which might be continuous, categorical or bi-
nary [Kot07].

In this study, we try to measure the effects of applying different feature-
sets for the classification of packed and non-packed binaries using super-
vised machine-learning approaches. To this end, we test different algo-
rithms commonly used for classification problems. The implementation of
the algorithms tested is provided by the WEKA [G+95] machine-learning
tool.

3.3.1 Decision Trees
Decision trees are machine-learning classifiers that can be represented as a
tree structure. In this way, a decision tree can be formalised as a graph
G = (V ,E ) where V is a finite and not empty set of nodes and E is a
set of edges (v,w). A path in the graph G is defined as sequence of edges
(v1,v2), (v2,v3), ..., (vn−1,vn). Any pair of nodes in the tree is connected by
exactly one simple path (i.e., a path with no repeated nodes). If (v,w) is an
edge in the tree, then v is considered the parent node of w. The node with
no parents is considered the root node. Besides, the internal nodes of the
tree represent conditions for the features used for training, while the leafs
of the tree represent the final classification of the classifier [Qui86].

Several learning algorithms have been proposed in order to generate the
structure of the tree from a labelled dataset. In this study, we have tested
J48, which is the WEKA implementation of the C4.5 algorithm [Qui93] and
Random Forest, which is an ensemble (i.e., combination of several classi-
fiers) of decision trees generated randomly.

• C4.5 algorithm. Quinlan [Qui93] proposed the C4.5 algorithm as
an extension of the algorithm ID3 [Qui86]. This algorithm gener-
ates decision trees by selecting nodes based on the information en-
tropy of each feature. This term is usually referred to as Shannon
entropy [SW49] which measures the expected information value in
a message (i.e., Information Gain (IG)). For each of the nodes of the
tree, the algorithm selects the feature that provides the best division
between the two classes. This feature is given by the highest IG value.
The process is repeated recursively until no more divisions of the data
can be performed.

• Random forest. The Random Forest algorithm [Bre01] is a classi-
fier that is composed by several sub-trees. For the classification of
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an instance, it generates an input vector for each of the trees in the
ensemble. Each tree provides a classification and the global classi-
fier provides the result with the highest number of votes. In order to
generate the random decision trees that conform the random forest,
a random subset of data is selected by an stochastic discrimination
method [Kle96]. A subset of features is selected for each node and
the best possible division of the data is calculated. The Random For-
est classifier produces a precise classifier for many datasets, and can
deal with incomplete data. Nevertheless, these classifiers are prone
to overfitting to the dataset, specially with noisy data [SLTW04].

3.3.2 Rules
Rule induction is a technique that tries to extract rules from observed data.
While other supervised methods do not provide a result that can be inter-
preted by a human, rule sets can be understood [FW98].

• RIPPER. Cohen [Coh95] proposed the RIPPER algorithm (Repeated
Incremental Pruning to Produce Error Reduction), as a modification
of the previous IREP algorithm. The algorithm is divided into differ-
ent stages. First, it performs the growing phase, in which rules are
made restrictive. Afterwards, it continues with the pruning of the
rules in order to avoid overfitting.

• PART. The PART algorithm, proposed by Frank et al. [FW98], infers
rules by generating partial decision trees, avoiding global optimisa-
tion. Afterwards, it extracts a rule from each partial decision tree. In
fact, it employs a separate-and-conquer strategy in which it builds a
rule, discards the instances affected by the rule, and continues with
the process for the remaining instances.

3.3.3 Support Vector Machines
Support Vector Machine (SVM) classifiers define an hyper-plane in an n-
dimensional representation of data (where n is usually the number of fea-
tures in the dataset). The hyper-plane is adjusted to maximise the margin
(m) between the two regions of classes in the feature space. This margin is
defined as the highest distance between the instances in both classes, and
is calculated from the nearest elements to the hyper-plane.

Formally, SVM requires a datasetD ,

93



3. Portable Executable structural feature based classification of

packed binaries

D = {(xi , ci)xi ∈Rp, ci ∈ {−1,1}}ni=1 (3.1)

where each instance is represented as a vector xi in a p-dimensional
space, and ci represents the class of the instance. The objective of the algo-
rithm is to find the hyper-plane which maximises the margin between the
points ci = 1 and ci = −1.

When the dataset can be linearly divided into two categories, the method
selects the hyper-planes in such a way that there are no points between
them, maximising the distance between them.

In some occasions, the space cannot be divided by a linear hyper-plane
and kernel functions are employed in order to substitute the linear kernel
function k(xi ,xj) = xi · xj .

• Polynomial kernel function substitutes the scalar product with

k(xi ,xj) = (xi · xj)d (3.2)

where d represents the degree of the polynomial [AW99].

• Normalised Polynomial kernel function substitutes the scalar prod-
uct with

K(xi ,xj) =
(xi · xj)d√
(xi · xj)d

(3.3)

where d represents the degree of the polynomial [AW99].

• Radial Bases Function kernel (RBF) substitutes the scalar product
with

k(xi ,xj) = exp(−γ · ‖xi − xj‖2) para γ > 0 (3.4)

where the value of the function only depends of the distance to the
origin γ [AW99].

• Pearson VII kernel function substitutes the scalar product by the
following equation:

k(xi ,xj) =
11 +


√
‖xi−xj‖2·

√
2

1
ω −1

δ


2
ω (3.5)
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3.3.4 K Nearest Neighbours (KNN)
The K Nearest Neighbours algorithm is a classification method based on
the neighbourhood of the testing instance and the data used for train-
ing [FHJ52]. It represents the training instances (S = {s1, s2, ..., s`−1, s`}
where ` is the number of features) in a training space. In order to classify
a given instance, the method measures the distance from the sample to the
nearest training instances in the feature-space. The most simple technique
is to classify the instance as the most common class among the k nearest
instances in the training set. In this study we have applied the Euclidean
distance in order to measure the similarity between instances.

3.3.5 Bayesian Networks
The Bayesian networks are based on the Bayes’ theorem [Bay63], that deter-
mines, based on observations, the validity of a given hypothesis. Besides, it
can adjust probabilities with new observations.

P (A|B) =
P (B|A) · P (A)

P (B)
(3.6)

According to its formulation (see Equation 3.6), given two events A and
B, the conditional probability P (A|B) that A occurs if B has occurred can
be obtained if we know the probability P (A), the probability P (B), and the
conditional probability B given A, P (B|A).

If we extend this approach, Bayesian networks are probabilistic models
for multivariate analysis that can be formally defined as acyclic graphs with
an associated probability function [CGH96]. The nodes in the graph repre-
sent variables while the edges represent conditional dependencies between
the variables.

In this way, a Bayesian network B can be formally defined as a tuple
B = (D ,P ) where D is an acyclic directed graph and P is a set of n con-
ditional probability functions, one for each variable.

Several algorithms can be used to learn the structure of a Bayesian Net-
work.

• Hill Climbing is a local search method that tries to maximise a heuris-
tic function f (x) [RN03]. It starts by a random function and iter-
atively applies changes to it. The algorithm stops training when it
cannot enhance the results. In many occasions, the algorithm obtains
local maximum and does not reach the best solution.
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• K2 searches the most probable network structure in a dataset. The
algorithm adapts a hill climbing algorithm applying constraints to
the order of the variables. The difference between this algorithm and
Hill Climbing is that K2 does not consider the edges of the first naïve
network, while Hill Climbing erases them afterwards.

• Naïve Bayes classifier assumes that there is not any kind of depen-
dence between the nodes in the bayesian network [CGH96]. Each
node in the network is linked to the conclusion.

• Tree Augmented Naïve (TAN) defines a network in which every node
has at most two parent nodes, and one of them is the conclusion. This
algorithm considers the conditional mutual information among the
features. TAN generally presents better precision results while main-
taining a considerably simple structure [FGG97].

3.3.6 Artificial Neural Networks
Artificial Neural Networks were originally an attempt to model the pro-
cessing of biological neurons mathematically [Bis06].

The notion of perceptron can be described as a node with n inputs
x1,x2, · · · ,xn, n weight values w1,w2, · · · ,wn, and one output. The percep-
tron computes

∑
i xiwi , and if it surpasses a certain threshold, the output

is 1, otherwise it is 0. Single perceptrons are able to correctly classify in-
stances when data is linearly separable. Otherwise, the instances will not
be classified properly.

• Multilayered Perceptron. Multilayered perceptrons were proposed
in order to solve the problem of single perceptrons regarding the lin-
ear separability of the instances. In this way, multi-layer neural net-
works are modelled as networks with a high number of nodes or units
(neurons), in which we can distinguish 3 classes: input units, hidden
units and output units [Kot07]. Among the algorithms proposed to
train the network, the most common approach (used in this study) is
Back Propagation. This algorithm presents the training instances to
the neural network, calculates the error in the output (difference be-
tween the desired output and the actual value), and then updates the
weights backwards (from output to input perceptrons) according to
this error. This process is repeated until it reaches a good weight con-
figuration [Kot07]. Several stopping rules can be applied to decide
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when the training ends (e.g., after a number of epochs, when an error
rate is achieved, when the error rate does not improve for a number
of epochs).

3.3.7 Bootstrap Aggregating (Bagging)
Bootstrap Aggregating, also known as bagging, is a meta-classification al-
gorithm, also known as ensemble [Bre96]. This approach tries to improve
classification accuracy by generating bootstrap replicates of the training set
and using them to generate multiple classifiers that are afterwards aggre-
gated by averaging their results. Besides, the approach was also proposed
in order to reduce the instability of learning algorithms.

3.4 Dataset description
In order to answer the research questions formulated, we configured a set of
4,000 binaries to evaluate the performance of several supervised machine-
learning classifiers for packed binary detection over different feature-sets.

The possible biases and limitations of the dataset have been thoroughly
studied and discussed. Nevertheless, the intrinsic nature of packers, the
efforts of malware creators to evade detection, and the limitations of al-
ready existing tools make difficult to discriminate packed and non-packed
files. All the methods and tools for the detection of packed binaries are
based on heuristics or statistical tests. In Chapter 2 we have discussed the
decidability of the detection of an unpack-execute process.

In practice, researchers and analysts resort to well-known existing tools
and heuristics to achieve an approximate classification of the binaries. In
this section, we study the possible risks to the validity of the experiment
and define a methodology to reduce the noise in the dataset to the extent
possible. First, we define the requirements for the dataset. Then, we con-
sider the limitations presented by current tools and techniques. Finally, we
define a criteria for the selection and labelling of samples.

3.4.1 Requirements of the dataset
• Goodware and malware presence. The dataset should contain both

goodware and malware samples. Otherwise, the differences among
the headers of goodware and malware would introduce biases in the
dataset, specially in the case of non-packed samples. In addition, it is
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important to include samples generated by different compilers, pre-
senting different sizes and origin (e.g. system files, common tools...).

• Presence of different types of packers. Off-the-shelf packers use
different techniques in order to protect software. The first packers
were simple compressors to reduce the size of the binary. Later, en-
cryption based packers introduced layers of protection to the code.
Some packers include different obfuscation and anti-analysis tech-
niques that make the task of unpacking software more difficult. Other
packers, such as Armadillo, use advance techniques like partial code
revelation, exception based control-flow or invalid operational codes
to confuse disassemblers. Finally, virtualization based packers em-
ploy a completely different technique. Current malware implements
its own unpacking routines to avoid the use of off-the-shelf packers
that could eventually be unpacked by existing scripts. These packers
are referred to as custom packers. Some of these packers employ a be-
nign file as a carrier, making the detection more difficult. In order to
ensure that all kind of packers are represented in the dataset, different
kind of commercial packers and custom packers must be included.

• Dataset balancing. In order to ensure the correct performance of su-
pervised machine-learning classifiers, the dataset should be balanced
to include the same number of samples for each class: Packed and
Non-packed.

• Variance of the dataset. Another important aspect to consider is
the variance of the dataset. In this sense, it is relevant to conform a
dataset with unique samples, avoiding repetition even in their packed
and non-packed form.

• Number of samples. Supervised machine-learning algorithms need
sufficiently large datasets in order to ensure the validity of the results
obtained. For this reason, the size of the dataset will also determine
the confidence of the results obtained.

• Correct labelling of the samples. Ideally, all the samples included
in the dataset should be correctly labelled. This is usually the most
difficult task when creating a dataset, and sometimes it is necessary
to assume the existence of noise in it. In order to minimise possible
errors in the labelling process, it is important to consider the actual
limitations of the tools employed for the analysis.
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3.4.2 Limitations of existing tools and techniques
• Signature Scanning. Signature scanning tools analyse binary files

and identify byte patterns previously identified and stored in a signa-
ture database. More concretely, PEiD identifies off-the-shelf packer
signatures by searching for common fingerprints in the headers and
the unpacking stub of the packer (i.e., the parts of the binary that
remain unchanged among all the protected samples). Nevertheless,
malware samples employ different obfuscation techniques and mod-
ify the bytes that are identified by signature scanning tools in order to
avoid detection. Some samples even insert byte patterns correspond-
ing to other off-the-shelf packers in order to confuse the analysis tool.
This limitation implies that there is a risk of incorrectly labelling as
non-packed a binary file that is actually packed, introducing noise in
the dataset.

• Detection based on heuristics. Packer detection tools sometimes
rely on heuristics for binary classification, raising alarms if certain
attributes of the file are suspicious. While traditional packers can
be detected with these methods, custom packers or modified ver-
sions of existing protectors sometimes apply different techniques to
evade heuristic detection. In fact, the majority of these heuristics are
well known by the community, allowing malware writers to focus on
avoiding this kind of filters.

• Generic Unpackers. Some generic unpackers try to detect an unpack-
execute process in order to determine the correct moment to dump
the process memory which contains already unpacked code. The ma-
jority of generic unpackers employ techniques that can be evaded.
Some packers identify the execution of previously written memory
addresses at different granularity levels [KPY07, Ste06b]. These un-
packers can be confused by applying several layers of packing, un-
packing based on several stages, or even self-modifying code in or-
der to add complexity. Other unpackers compare memory snapshots
at different points of the execution [RHD+06], or employ different
heuristic or statistical methods to identify unpacked code [SYS+08].
In addition, traditional packers include anti-analysis techniques that
detect the presence of debuggers, virtual machines or emulators, mod-
ifying the behaviour of the unpacking routine if one of them is de-
tected.
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• Manual analysis. Finally, in order to know with certainty if a sample
is packed or not, it is necessary to manually analyse the sample with
both static and dynamic analysis techniques. Static analysis allows to
overview the behaviour of the unpacking stub. Nevertheless, static
disassembly can be limited by anti-disassembly techniques. Dynamic
analysis is also useful to reverse engineer software, but, again, can be
limited by anti-analysis techniques. Any of the approaches require
a considerable effort of a skilled analyst in order to correctly classify
the sample.

3.4.3 Criteria for the selection of samples
First, we obtained binary files from different sources in order to conform
the dataset.

• Malware samples. We first obtained a set of 13,173 malware sam-
ples from VxHeavens. 6,216 of these samples were reported by PEiD
as packed with well-known packers, while the other 6,957 samples
were not detected by PEiD. In addition, we obtained 1548 packed
samples from the Zeus malware family provided by the Spanish se-
curity company S21Sec. These samples were divided into 8 different
groups according to their versions, and were gathered between 2009
and 2011. The majority of the malware samples collected were 32-bit
executable files. DLLs or 64-bit executables were barely present in
the dataset.

• Goodware samples. Secondly, we obtained unique benign 32-bit ex-
ecutable files from a Microsoft Windows XP installation with several
tools installed such as text editors, internet browsers, or office tools.
In addition, in order to select these samples, we analysed them with
PEiD to finally select a set of 1,645 samples not reported by PEiD as
packed. In order to ensure that all the samples were unique, their
MD5 hash was computed and compared.

Second, we selected a set of packers to manually pack a subset of the
samples. More concretely, we selected 10 common packers representing
different kinds of packing techniques. In this way, we included compres-
sors, protectors, and a virtualization-based packer: Armadillo, Asprotect,
FSG, MEW, Packman, RLPack, UPX, Themida, TELock, SLV. While some of
these tools are distributed as commercial products to protect legitimate
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software (e.g., Armadillo, Themida), all of them are commonly used by
malware writers to protect their samples.

Finally, we selected the samples for each of the groups that conform the
dataset.

• Manually packed malware samples. We randomly selected a set of
500 malware samples that were reported by PEiD as non-packed and
manually packed them with 10 different off-the-shelf packers. De-
spite PEiD might not correctly classify all the samples raising false
negatives because of the presence of custom packers or modified ver-
sions of existing ones, this process would apply a second layer of pro-
tection and thus we can safely label all the samples of this category as
packed.

• Custom packed malware samples. In order to include in the dataset
custom packed malware samples, we considered the Zeus family sam-
ples provided by S21Sec. This family has been reported to use custom
packers for the protection of the binaries [Wyk11] as a first layer of
protection. These binaries are sometimes protected by a second layer
of protection with an off-the-shelf packer. Given this background,
we first selected 1,000 Zeus samples for which no known packer was
detected by PEiD.

• Manually packed goodware samples. Additionally, we manually pro-
tected 500 non-packed goodware samples with the same traditional
packers used to protect malware samples in order to also include this
kind of files in the packed set of files.

• Not packed malware samples. First, we randomly selected 1,000
unique malware samples that were reported by PEiD as non-packed,
not included in the manually packed set of samples. In order to
reduce the risk of including packed samples in the non-packed set,
we performed an additional step in order to discard possibly packed
files. There are several alternatives to decide if a sample is actually
packed or not. On the one hand, tools like PEiD or StudPE, apart
from providing a signature scanning functionality, allow to examine
the structure of the file as well as certain heuristics that can aid the
task of labelling a sample as packed. On the other hand, dynamic and
static analysis can provide a deeper insight of how the sample actually
behaves. While most of the sandboxes are focused on malware be-
haviour, independently of the unpacking functionality of the packer,
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there are some tools available for dynamic generic unpacking. Re-
garding pure manual analysis, both static disassembly and debugging
require an effort not assumable for a high number of samples. An-
other alternative that we could be tempted to use is to run the files in a
generic unpacker. These approaches present several inconveniences.
On the one hand, many packers implement techniques to detect de-
buggers, virtual machines or emulators, avoiding the unpacking of
the original code. These techniques can be normally evaded but re-
quire reverse-engineering and in practice imply the manual unpack-
ing of the sample. The execution of the sample in an generic unpacker
does not ensure the detection of the packer nor the final unpacking
of the sample. On the other hand, most of the unpackers provide as
output a dumped binary but do not provide information about the
sample. Moreover, the result of this unpacking step cannot not be
used for our experiment, considering that these approaches normally
dump the content in memory and reconstruct the header of the file.
This approach would introduce a bias in the dataset, as we are try-
ing to measure the ability of PE headers to discriminate packed and
non-packed samples. For these reasons, we finally decided to auto-
matically select suspicious files by employing well known heuristics,
and manually analysed them making use of the heuristic analysis ca-
pabilities of PEiD, and the overview of the file structure provided by
StudPE, in order to label them as packed or not. The heuristic tests
employed in order to prefilter suspicious files are detailed below. All
the samples that raised positives for at least 2 of the 4 possible tests
were manually analysed.

– File entropy > 7. Lyda and Hamrock [LH07] proposed the use
of entropy to discriminate packed and non-packed files, and de-
fined entropy confidence intervals for packed files. In this way,
they defined the interval 7.199-7.2267 for packed executables
and 7.295-7.312 for encrypted executables with a 99.99% of con-
fidence. Considering this background, we apply a more conser-
vative threshold and consider suspicious all files with an entropy
over 7.00.

– Number of import address table entries < 5. Many packers destroy
the Import Address Table and only import certain functions such
as LoadLibraryA and GetProcAddress to obtain the address for
each imported function before executing the original code.
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– Number of imported DLLs <= 2. Similarly, we set a threshold for
the number of imported DLLs, following the same assumptions
as in the previous case.

– Ratio of standard sections <= 0.5. Finally, many packers employ
not standard section names or permissions. In this way, we set
a threshold to select samples that either use alternative names
for the sections, or that use not standard permissions for typical
sections (.text, .data).

In this way, 183 of the 1,000 samples were considered suspicious and
74 were labelled as packed after manual analysis. The majority of
these samples were modified versions of well-known packers such
as UPX, NSpack or Mew, among others. The 74 packed files were
discarded, and another set of 150 unique samples was randomly se-
lected. The same process was followed, identifying 38 suspicious
samples, from which 26 were actually packed. Finally, 74 samples
were randomly selected from this last set in order to substitute the
initially discarded samples. Finally, the samples were analysed with
the tool Protection ID, an alternative to PEiD to ensure that no sam-
ple was labelled as packed. After this process, we must assume that
there is still a risk of including packed malware files in the set of non-
packed files, resulting into noise in the final dataset. Nevertheless, as
our intention is to measure the performance differences of classifiers
over the same dataset using different features, we consider that this
noise does not affect the conclusions of the study.

• Not packed goodware samples. Finally, the remaining 1,145 good-
ware samples were analysed to form the packed goodware dataset.
Similarly to non-packed malware samples, we proceeded to select
the samples suspicious of being packed. In this case, 104 samples
were suspicious of being packed. We manually checked the sam-
ples with PEiD and StudPE, but finally did not discard any of the
samples. Moreover, some of the samples were installer applications
which could eventually be considered as packed. Nevertheless, we
maintained them in the dataset considering that these samples do not
belong to the kind of runtime packers that we are seeking to discrim-
inate, and thus provide a more realistic sample distribution.
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3.5 Experiment configuration

3.5.1 Summary of feature-sets tested
In order to study the influence of different feature-sets, we have divided
the described features in different groups, shown in Table 3.2.

Table 3.2: Features considered in the study.

Category Group # features

Baseline
Heuristics

Entropy 4
Section properties 4
Others 1

Structural
Features

DOS Header 30
File Header 20
Optional Header 76
Section of Entry Point 37
Section properties 36

Complementary
Heuristics

Entropy 19
Section of Entry Point 5
Others 9

Total 241

First, we consider the 9 heuristic features proposed by Perdisci et al.
More concretely, this category of features is composed of 4 entropy fea-
tures, 5 section properties and an additional feature referring to the num-
ber of entries in the Import Address Table. Regarding structural features,
we have first considered the DOS header fields of the PE. Despite these
fields are rarely used (with the exception of the pointer to the file header),
we have included them due to the possibility of hiding some values. The
only field excluded from this header is the Magic value that holds the same
bytes for all PE files and therefore will not provide any information for
classification. Second, we have considered the file header and the optional
header, that are both present in image files, and contain different fields
that could be interesting for packer detection. In a similar way, we have
excluded the PE magic header, the DLL flag and the optional header magic
number. These fields do not contain any information: the first value is
constant for all PE files, the second one discriminates executable files from
DLLs, and the last one discriminates 32 bit and 64 bit executables. Addi-
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tionally, we excluded the time stamp field to avoid introducing biases in the
dataset. Manually packed files could present similar time stamp values due
to the automated process used to produce the samples, that would result
into similar time stamp values for all the files packed by a concrete packer.
Regarding the PE sections that the binary may contain, we have considered
two groups of features. First, we have included all the fields corresponding
to the section of entry point under the assumption that these fields may
contain information for the classification. Besides, a PE file can contain
any number of sections. For this reason, we cannot include all the header
fields for all the sections. Alternatively, we have included in our feature-
set a group of 36 values that summarise all the sections in the binary. In
this way, we have included 28 features for the 28 different flags that a sec-
tion can have. Each feature represents the ratio of sections that have the
corresponding flags. Additionally, we have included the total and average
values among all the sections for the raw data size, the virtual data size,
number of relocations, and number of line numbers. The rest of the section
header fields are pointers or values that cannot be easily summarised for
all sections and were thus discarded.

To address the research questions defined for this study, we consider
different feature-sets for the experiment.

• Baseline heuristics. First, we test the performance of the baseline
heuristics in order to compare it with the rest of feature-sets defined.

• Structural features. We compare the performance between the use of
structural features and the use of heuristics for packed binary classi-
fication.

• Baseline heuristics and structural features. Then, we evaluate the
performance of structural features and heuristics with respect to pre-
vious configurations

• All heuristics. We test the performance of our complementary set of
heuristics.

• All features. Finally, we measure the performance for all the features
proposed.
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3.5.2 Summary of algorithms tested
In order to evaluate the effects of using the features described in Section 3.2
for supervised machine-learning based techniques, we have tested several
machine learning algorithms over different sets of features. In this way, the
algorithms tested are listed in Table 3.3. More specifically, we have evalu-
ated the performance of Bayesian Networks using different learning algo-
rithms (Naïve Bayes, K2, Hill Climber and TAN), Support Vector Machines
with different kernels (polynomial, normalised polynomial, PUK and RBF),
K Nearest neighbours with different k configurations (1, 3 and 5), the C4.5
algorithm, Random Forest with different number of random trees (10, 30
and 50), and rules based classifiers (JRip, and PART). Additionally, we have
included another two classifiers in order to cover all the configurations re-
ported by Perdisci et al. [PLL08a]: Multilayered Perceptron (MLP) algo-
rithm with one hidden layer of 243 nodes, and Bagging with the 100% of
the training set with the C4.5 algorithm.

Table 3.3: Algorithms tested in the study.

Algorithm Configuration

Bayesian Network

Naïve Bayes
K2 learning algorithm
Hill Climber learning algorithm
TAN learning algorithm

Support Vector Machines

Polynomial Kernel
PUK Kernel
Normalised Polynomial Kernel
RBF Kernel

K Nearest Neighbours
k = 1
k = 3
k = 5

Decision Trees

C4.5
Random Forest with 10 Random Trees
Random Forest with 30 Random Trees
Random Forest with 50 Random Trees

Rules
JRip
PART

Neural Networks MLP with 1 hidden layer with 243 nodes
Bagging Bagging C4.5
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3.6 Evaluation methodology
In this section we describe the methodology followed to evaluate the clas-
sification algorithms listed in Table 3.3 with the feature-sets described in
Table 3.2, over the dataset configured for this experiment.

When the number of instances available for training and testing is lim-
ited, K-fold cross validation is an approach commonly used to evaluate
the performance of machine-learning classifiers. This approach consists
of generating k random sub-sets of instances and running k experiments
using 9 sub-sets for training and the remaining subset for testing, rotating
the subset used for testing in each experiment round [Koh95].

Besides, from the point of view of the replicability of the experiment,
k-fold cross validation can be repeated using different configurations. The
most used experimental set-ups are 5X2CV and 10X10CV, in which 5 runs
of k=2 cross validation and 10 runs of k=10 cross validation are evaluated.

In this experiment, we have applied the 10X10CV evaluation method.

3.6.1 Classification performance evaluation
Regarding the evaluation of the performance of the different classifiers, dif-
ferent measures can be considered depending on the specific classification
problem. In our case, we have measured classification accuracy, true posi-
tive rate, false positive rate and area under the ROC curve, considering that
we only have 2 classes of data, packed and non-packed, and the straight-
forward interpretation of these measures for our classification task.

In this way, classification accuracy is defined as the number of correctly
classified instances among all the instances tested:

Accuracy =
T P + TN

T P + TN +FP +FN
(3.7)

Besides, True Positive Rate (TPR) measures the number of packed files
correctly classified as packed with respect to the actual number of packed
files. According to this definition, TPR indicates the capacity of the classi-
fier to identify packed binaries. A low TPR would imply missing packed
binaries and incorrectly classifying them as non-packed.

T PR =
T P

T P +FN
(3.8)

False Positive Rate (FPR) measures the number of non-packed files in-
correctly classified as packed with respect to files not packed. Hence, FPR
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informs about the number of non-packed binaries that will be flagged as
packed (that will presumably be analysed by computationally expensive
tools such as a generic unpacker).

FPR =
FP

FP + TN
(3.9)

Finally, the Receiver Operating Characteristic (ROC) curve plots TPR
and FPR for the different discrimination thresholds for a binary classifier.
The area under this curve measures the capacity of a classifier to provide
an accurate classification regardless of the threshold selected in the training
phase.

3.6.2 Statistical tests
In this section, we describe the statistical tests employed to compare the dif-
ferent classifiers and feature-sets. In machine-learning, and specially when
resampling methods like 10X10CV are employed, the direct comparison of
the average performance for each of the possible configurations (algorithm,
feature-set, dataset) does not provide statistical significance to the results.
In fact, the observed differences might be caused by random factors such as
the distribution of the samples in the different training and test sets. For
this reason, we apply different statistical tests for the comparison of the
different approaches.

On the one hand, we compare the results obtained for each classifier
applied to each different feature-set. This type of comparison allows us
to determine if, for a certain classifier, the observed difference between
two different feature sets is statistically significant. On the other hand,
we compare the overall performance of the tested classifiers when different
feature-sets are applied.

First, we need to compare the same classification algorithm over two
different feature-sets and a single dataset. We can consider that this test
compares two different classification methods over a single dataset. Fur-
thermore, the dataset is randomised in each run and divided into 10 folds
following the same distribution for the execution of the two classification
methods. Consequently, it requires a dependent-measures test, as we will
compare the performance of each classifier for each of the 100 possible
dataset arrangements tested.

Demšar [Dem06] enumerates different approaches that have been pro-
posed for the comparison of two classifiers over a dataset. Different au-
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thors agree that the traditional paired t-test should not be applied over
k-fold cross validation due to its tendency to produce Type-I errors. Diet-
terich [Die98] recommends the use of 5x2CV t-test instead of paired t-test
over k-fold cross validation, in order to overcome the problem of the un-
derestimated variance due to the dependencies of the data used in each
cross validation round. Besides, Nadeau and Bengio [NB03] propose the
corrected resampled t-test to adjust the variance. Later, Bouckaert and
Frank [BF04] evaluated the replicability of experiments and tested several
approaches: 5x2CV t-test, 100 runs of random subsampling, and 10X10CV
using with the corrected resampled paired t-test proposed by Nadeau and
Bengio. They concluded that 10X10CV with the corrected t-test achieved
the best results.

Following the recommendation of Bouckaert and Frank, we apply the
corrected resampled t-test over 10X10CV at an α = 0.05 significance level.

Additionally, in order to provide statistical support to the research ques-
tion established for this study, we must test if, in general, one feature-set
presents a better performance than another feature-set. Demšar [Dem06]
describes several statistical tests for the comparison of multiple classifiers
over several datasets. More concretely, Demšar does not recommend the
use of ANOVA, as it relies on certain assumptions (e.g., normality of data)
that are probably violated for this kind of analysis. In the study, the non-
parametric Friedman test is recommended. Despite the objective of our
test is to compare different features sets over different classifiers and a sin-
gle dataset, we can assume that data does not follow a normal distribution
like in the case presented by Demšar. Consequently, following the recom-
mendation of Demšar, we apply an statistic based on the Friedman statistic
(see Equation 3.10) proposed by Iman and Davenport [ID80], which is less
conservative than the Friedman test (see Equation 3.11).

χ2
F =

12N
k(k + 1)

[∑
j

R2
j −

k + (k + 1)2

4

]
(3.10)

FF =
(N − 1)χ2

F

N (k − 1)−χ2
F

(3.11)

The statistic proposed is applied over the average results for the 10 runs
and 10 folds for each configuration. Although there are variations of these
kind of tests that consider multiple observations per cell, they require the
independence of the observations, a property that we cannot assume when
we apply k-fold cross validation.
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Finally, we perform a post-hoc analysis based on the Holm’s step down
procedure in order to contrast the rank of each feature-set against its base-
line, in order to test if it presents an statistically significant improvement
in each of the performance measures obtained.

3.7 Results
In this section we describe the results obtained in the experiment. First,
we show the results obtained for each of the feature-sets extracted from
the dataset, and compare them against the baseline heuristics proposed by
Perdisci et al. [PLL08a]. Afterwards, we describe the statistical tests per-
formed in order to answer the research question established for this study.

Table 3.4: Baseline heuristics.

Classifier Accuracy TPR FPR AUC

Naive Bayes 80.45±1.55 0.9583±0.0129 0.3493±0.0310 0.9612±0.0077
Bayes K2 94.50±1.17 0.9556±0.0146 0.0658±0.0176 0.9834±0.0048
Bayes Hill Climber 94.50±1.17 0.9556±0.0146 0.0658±0.0176 0.9834±0.0048
Bayes TAN 95.72±0.99 0.9594±0.0159 0.0450±0.0148 0.9890±0.0044
SMO Polykernel 93.25±1.11 0.9180±0.0181 0.0531±0.0132 0.9325±0.0111
SMO Puk 96.60±0.89 0.9588±0.0141 0.0269±0.0106 0.9660±0.0089
SMO Normalised Polyk. 86.79±1.64 0.8885±0.0233 0.1528±0.0247 0.8679±0.0164
SMO RBF 89.20±1.49 0.8976±0.0233 0.1136±0.0224 0.8920±0.0149
KNN k=1 97.92±0.75 0.9768±0.0120 0.0184±0.0102 0.9792±0.0075
KNN k=3 97.62±0.84 0.9740±0.0129 0.0216±0.0098 0.9886±0.0054
KNN k=5 97.24±0.81 0.9716±0.0129 0.0269±0.0106 0.9915±0.0045
C4.5 96.60±0.92 0.9638±0.0137 0.0319±0.0131 0.9707±0.0114
RandomForest 10 97.58±0.76 0.9778±0.0103 0.0263±0.0114 0.9940±0.0039
RandomForest 30 97.84±0.71 0.9783±0.0106 0.0216±0.0105 0.9961±0.0029
RandomForest 50 97.87±0.73 0.9782±0.0105 0.0209±0.0103 0.9967±0.0022
JRip 96.52±0.94 0.9642±0.0142 0.0337±0.0125 0.9742±0.0089
PART 96.88±0.88 0.9664±0.0146 0.0288±0.0131 0.9788±0.0082
Multilayered Perceptron 95.84±0.90 0.9531±0.0181 0.0362±0.0135 0.9790±0.0073
Bagging C4.5 97.08±0.79 0.9709±0.0114 0.0294±0.0110 0.9926±0.0042

Table 3.4 shows the results obtained for the baseline heuristics. We can
observe that the majority of classifiers achieve a considerably high accu-
racy (over 95%) and AUC (over 0.95), with the exception of Naive Bayes
and SMO with Polynomial Kernel, Normalised Polynomial Kernel and RBF
Kernel. Similarly, almost all the classifiers obtain sound true positive rates,
while some classifiers tend to produce high false positive rates (e.g., Naive
Bayes, SMO with Normalised Polynomial Kernel and RBF Kernel). Regard-
ing the AUC, SMO with Normalised Polynomial Kernel and RBF Kernel
show inferior results. The best performing algorithms for this feature-
set are Random Forest and K Nearest Neighbours, with an accuracy over
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97.50% and an AUC over 0.98, true positive rates over 0.97 and false posi-
tive rates below 0.03. Although Bayesian Networks with K2, Hill Climber
and TAN learning algorithms do not achieve similar results in terms of ac-
curacy, they present a sound performance in terms of AUC (over 0.98).

Table 3.5: Structural features compared to baseline heuristics.

Classifier Accuracy TPR FPR AUC

Naive Bayes 67.94±1.73 O 0.9862±0.0078 N 0.6274±0.0341 O 0.7151±0.0182 O
Bayes K2 94.94±1.09 0.9662±0.0126 0.0674±0.0174 0.9850±0.0046
Bayes Hill Climber 94.92±1.08 0.9658±0.0127 0.0674±0.0174 0.9850±0.0046
Bayes TAN 97.26±0.86 N 0.9781±0.0109 N 0.0329±0.0135 0.9953±0.0024 N
SMO Polykernel 95.35±1.06 N 0.9476±0.0167 N 0.0405±0.0138 0.9535±0.0106 N
SMO Puk 97.06±0.77 0.9683±0.0110 0.0271±0.0113 0.9706±0.0077
SMO Norm. Pol. 94.24±1.18 N 0.9417±0.0170 N 0.0569±0.0160 N 0.9424±0.0118 N
SMO RBF 92.30±1.30 N 0.9675±0.0119 N 0.1217±0.0219 0.9230±0.0130 N
KNN k=1 98.24±0.56 0.9799±0.0089 0.0150±0.0073 0.9823±0.0057
KNN k=3 97.90±0.67 0.9792±0.0099 0.0211±0.0087 0.9867±0.0049
KNN k=5 97.30±0.81 0.9723±0.0118 0.0263±0.0109 0.9887±0.0043
C4.5 97.90±0.76 N 0.9781±0.0113 N 0.0201±0.0109 N 0.9823±0.0077 N
RandomForest 10 98.61±0.56 N 0.9877±0.0073 N 0.0155±0.0082 N 0.9977±0.0023 N
RandomForest 30 98.73±0.52 N 0.9874±0.0074 N 0.0128±0.0069 N 0.9984±0.0018 N
RandomForest 50 98.75±0.47 N 0.9872±0.0076 N 0.0122±0.0066 N 0.9986±0.0016 N
JRip 97.40±0.81 N 0.9726±0.0123 0.0247±0.0110 0.9791±0.0076
PART 98.15±0.68 N 0.9808±0.0096 N 0.0179±0.0103 N 0.9845±0.0082
MLP 93.73±2.46 O 0.9388±0.0409 0.0642±0.0516 0.9680±0.0124 O
Bagging C4.5 98.29±0.70 N 0.9825±0.0096 N 0.0168±0.0104 N 0.9969±0.0026 N
Statistically significant improvement (N) or degradation (O)

In Table 3.5 we can observe the results obtained when only structural
features were used for classification (excluding all possible heuristics). In
this case, we include the results obtained for the corrected paired t-test that
determines if there is an statistically significant (α = 0.05) improvement (N)
or degradation (O) with respect to the baseline heuristics described in Ta-
ble 3.4. This test was performed for each of the classifiers and performance
measures tested. We can observe that for many classifiers there is a signifi-
cant improvement in the results obtained regarding accuracy, true positive
rate, and AUC (e.g., decision tree based classifiers, Bayesian network with
TAN learning algorithm, SMO with Polykernel, Normalised Polykernel and
RBF). Besides, Naive Bayes and Multilayered Perceptron show a significant
degradation on accuracy, false positive rate, and AUC. Regarding false pos-
itive rate, there is a lower number of algorithms that show a significant
improvement. Nevertheless, only Naive Bayes shows a significant degrada-
tion.

K Nearest Neighbours and Random Forest are again the algorithms that
provide the best results. In this case, both algorithms achieve an accuracy
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over 98%, an AUC over 0.985 (over 0.99 for Random Forest), a TPR near
0.98 and false positive rates below 0.025. In this case, some configurations
also show sound results: Bayesian Network with TAN learning algorithm,
PART, C4.5 and Bagging C4.5 with results very close to Random Forest
and K Nearest Neighbours. Again, Bayesian Networks provide sound AUC
results (over 0.985).

Table 3.6: Baseline heuristics with structural features compared to baseline
heuristics.

Classifier Accuracy TPR FPR AUC

Naive Bayes 71.27±1.65 O 0.9843±0.0085 N 0.5590±0.0333 O 0.7487±0.0187 O
Bayes K2 96.19±0.81 N 0.9778±0.0101 N 0.0540±0.0142 0.9897±0.0042 N
Bayes Hill Climber 96.19±0.81 N 0.9778±0.0100 N 0.0541±0.0142 0.9897±0.0042 N
Bayes TAN 98.36±0.67 N 0.9881±0.0072 N 0.0209±0.0107 N 0.9978±0.0016 N
SMO Polykernel 97.32±0.76 N 0.9665±0.0115 N 0.0202±0.0102 N 0.9732±0.0076 N
SMO Puk 98.29±0.61 N 0.9735±0.0104 N 0.0078±0.0058 N 0.9829±0.0061 N
SMO Normalised Polykernel 96.52±0.89 N 0.9608±0.0135 N 0.0304±0.0120 N 0.9652±0.0089 N
SMO RBF 95.06±0.98 N 0.9577±0.0119 N 0.0566±0.0152 N 0.9506±0.0098 N
KNN k=1 98.97±0.46 N 0.9878±0.0072 N 0.0086±0.0059 N 0.9897±0.0046 N
KNN k=3 98.58±0.51 N 0.9831±0.0086 0.0115±0.0064 N 0.9925±0.0040
KNN k=5 98.15±0.60 N 0.9781±0.0099 0.0150±0.0074 N 0.9933±0.0037
C4.5 97.90±0.80 N 0.9772±0.0115 N 0.0193±0.0111 N 0.9797±0.0099 N
RandomForest 10 98.96±0.48 N 0.9914±0.0063 N 0.0122±0.0073 N 0.9984±0.0019 N
RandomForest 30 99.10±0.42 N 0.9914±0.0061 N 0.0094±0.0057 N 0.9992±0.0012 N
RandomForest 50 99.15±0.43 N 0.9917±0.0060 N 0.0087±0.0057 N 0.9992±0.0013 N
JRip 97.84±0.75 N 0.9758±0.0125 N 0.0190±0.0102 N 0.9824±0.0075 N
PART 98.27±0.61 N 0.9811±0.0095 N 0.0158±0.0092 N 0.9853±0.0073 N
Multilayered Perceptron 95.90±2.14 0.9678±0.0243 0.0497±0.0463 0.9863±0.0068 N
Bagging C4.5 98.24±0.74 N 0.9801±0.0102 N 0.0153±0.0098 N 0.9955±0.0042 N
Statistically significant improvement (N) or degradation (O)

Table 3.6 lists the results for the same classifiers when structural fea-
tures are added to baseline heuristics for classification. In this case, we do
not exclude the baseline heuristics. We can observe that most classifiers
present a significant improvement for accuracy, TPR, FPR and AUC. More
concretely, all classifiers except Naive Bayes and Multilayered Perceptron
present an statistically significant improvement of the accuracy. Besides,
all classifiers except K Nearest Neighbours with k = 3 and k = 5 and Mul-
tilayered Perceptron show an improvement on TPR. Regarding FPR, again,
most of the classifiers improve the results except Naive Bayes, Bayesian
networks with K2 and Hill Climber learning algorithms and Multilayered
Perceptron. Finally, regarding AUC, only Naive Bayes and K Nearest Neigh-
bours with k = 3 and k = 5 do not outperform the baseline.

As opposed to previous cases in which structural features were com-
pared against baseline heuristics, Naive Bayes and Multilayered Perceptron
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are the classifiers that do not present better results in general. Specifically,
Naive Bayes presents an statistically significant degradation, while Multi-
layered Perceptron does not show any significant difference except for the
improvement of its AUC.

In this case, the best performing algorithms are Random Forest and K
Nearest Neighbours, together with Bayesian Networks with TAN learning
algorithm, SMO with PUK kernel, PART, and Bagging C4.5. These algo-
rithms achieve accuracy rates over 98% (reaching 99% for Random Forest),
AUC over 0.985, true positive rates over 0.975 and false positive rates below
0.02.

Table 3.7: Baseline and complementary heuristics compared to baseline
heuristics.

Classifier Accuracy TPR FPR AUC

Naive Bayes 81.88±1.65 N 0.9553±0.0141 0.3177±0.0322 N 0.9349±0.0101 O
Bayes K2 94.26±0.92 0.9607±0.0135 0.0755±0.0154 0.9851±0.0043
Bayes Hill Climber 94.26±0.92 0.9607±0.0135 0.0755±0.0154 0.9851±0.0043
Bayes TAN 96.36±0.91 0.9808±0.0097 N 0.0537±0.0149 0.9914±0.0035
SMO Polykernel 94.05±1.09 N 0.9491±0.0137 N 0.0682±0.0172 O 0.9405±0.0109 N
SMO Puk 98.20±0.62 N 0.9837±0.0085 N 0.0196±0.0089 0.9820±0.0062 N
SMO Normalised Polykernel 95.03±0.98 N 0.9529±0.0137 N 0.0524±0.0134 N 0.9503±0.0098 N
SMO RBF 91.95±1.38 N 0.9215±0.0190 N 0.0826±0.0193 N 0.9194±0.0138 N
KNN k=1 97.59±0.76 0.9723±0.0105 0.0205±0.0099 0.9759±0.0076
KNN k=3 97.29±0.84 0.9709±0.0114 0.0251±0.0107 0.9886±0.0052
KNN k=5 96.99±0.85 0.9695±0.0115 0.0298±0.0108 0.9903±0.0048
C4.5 96.83±0.93 0.9702±0.0123 0.0337±0.0127 0.9671±0.0125
RandomForest 10 98.25±0.60 N 0.9862±0.0080 N 0.0213±0.0095 0.9965±0.0028 N
RandomForest 30 98.36±0.55 N 0.9862±0.0080 N 0.0189±0.0080 0.9979±0.0017 N
RandomForest 50 98.40±0.56 N 0.9856±0.0077 N 0.0176±0.0087 0.9980±0.0017 N
JRip 97.06±0.83 0.9707±0.0134 0.0295±0.0115 0.9769±0.0081
PART 97.15±0.85 0.9715±0.0126 0.0285±0.0119 0.9740±0.0101
Multilayered Perceptron 97.68±0.72 N 0.9759±0.0115 N 0.0223±0.0094 N 0.9914±0.0050 N
Bagging C4.5 97.23±0.82 0.9746±0.0114 0.0300±0.0115 0.9924±0.0048
Statistically significant improvement (N) or degradation (O)

In Table 3.7 we can observe the results obtained when complementary
heuristics are added to baseline heuristics. In this case, we can notice
that there is not an overall performance improvement like in the previous
case. However, some algorithms benefit from the inclusion of this feature-
set. Random Forest and SMO classifiers present significant performance
improvements regarding accuracy, TPR and AUC. Regarding FPR, SMO
with Polynomial kernel presents a significant degradation, SMO with Nor-
malised Polynomial and RBF kernels shows an improvement, while the rest
of configurations do not vary significantly. As opposed to previous cases,
Naive Bayes and Multilayered Perceptron manifest a significant improve-
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ment, except for the AUC of Naive Bayes. The rest of algorithms, in general,
do not present variations with respect to the baseline heuristics.

In this case, the best performing algorithms are Random Forest, SMO
with PUK kernel and Multilayered Perceptron, with accuracies over 97.5%,
AUC over 0.98, true positive rates over 0.98 (except for Multilayered Per-
ceptron), and false positive rates below 0.025. Naive Bayes, despite the
improvement, still presents an unacceptable false positive rate.

Table 3.8: Baseline heuristics with structural features and complementary
heuristics compared to baseline heuristics.

Classifier Accuracy TPR FPR AUC

Naive Bayes 78.98±1.71 O 0.9783±0.0105 N 0.3987±0.0342 O 0.8021±0.0161 O
Bayes K2 95.93±0.82 N 0.9789±0.0099 N 0.0604±0.0156 0.9899±0.0041 N
Bayes Hill Climber 95.92±0.82 N 0.9789±0.0099 N 0.0605±0.0156 0.9898±0.0041 N
Bayes TAN 98.14±0.66 N 0.9888±0.0070 N 0.0260±0.0113 N 0.9973±0.0018 N
SMO Polykernel 97.91±0.70 N 0.9791±0.0107 N 0.0210±0.0086 N 0.9791±0.0070 N
SMO Puk 98.20±0.59 N 0.9754±0.0100 N 0.0115±0.0069 N 0.9820±0.0059 N
SMO Normalised Polykernel 97.45±0.74 N 0.9832±0.0089 N 0.0342±0.0127 N 0.9745±0.0074 N
SMO RBF 96.13±0.91 N 0.9732±0.0113 N 0.0506±0.0153 N 0.9613±0.0091 N
KNN k=1 98.59±0.59 N 0.9838±0.0092 0.0122±0.0070 0.9858±0.0059 N
KNN k=3 98.54±0.59 N 0.9834±0.0094 0.0126±0.0069 N 0.9926±0.0042
KNN k=5 98.42±0.64 N 0.9830±0.0097 N 0.0147±0.0079 N 0.9945±0.0038
C4.5 97.39±0.77 N 0.9718±0.0125 0.0241±0.0106 0.9733±0.0111
RandomForest 10 98.95±0.47 N 0.9922±0.0060 N 0.0133±0.0073 N 0.9981±0.0021 N
RandomForest 30 99.01±0.48 N 0.9915±0.0061 N 0.0114±0.0068 N 0.9988±0.0015 N
RandomForest 50 99.09±0.46 N 0.9920±0.0062 N 0.0103±0.0063 N 0.9991±0.0012 N
JRip 97.91±0.75 N 0.9765±0.0123 N 0.0183±0.0108 N 0.9836±0.0077 N
PART 98.08±0.65 N 0.9790±0.0100 N 0.0174±0.0092 N 0.9826±0.0079
Multilayered Perceptron 96.40±2.16 0.9661±0.0465 0.0381±0.0241 0.9865±0.0100
Bagging C4.5 97.83±0.72 N 0.9763±0.0116 0.0197±0.0091 N 0.9949±0.0037
Statistically significant improvement (N) or degradation (O)

Finally, Table 3.8 gathers the results achieved when all the features were
considered, including the baseline heuristics. We can notice that, similarly
to Table 3.6, there is an overall performance improvement with respect to
baseline heuristics. Again, Naive Bayes shows a significant degradation,
while Multilayered Perceptron does not present significant variations. Nev-
ertheless, if we compare the results obtained for these classifiers against
Table 3.6, we can observe that the results are improved with the addition
of the complementary heuristics. These classifiers also manifested a sig-
nificant improvement when the inclusion of complementary heuristics was
tested on Table 3.7. Besides, Bayesian Networks, SMO, decision tree based
and rule based algorithms show a similar performance to the case in which
complementary heuristics were not considered, obtaining, in general, sta-
tistically significant improvements if compared against baseline heuristics.
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In this case, the best performing algorithms are Random Forest and K
Nearest Neighbours, together with Bayesian Networks with TAN learning
algorithm, SMO with PUK kernel, and PART. The accuracy of these algo-
rithms is, in all cases, over 98%, reaching 99% for Random Forest, and the
AUC is over 0.98. True positive rates over 0.975 are achieved, while false
positive rates remain below 0.025.

Table 3.5, Table 3.6, Table 3.7 and Table 3.8 present the results obtained
for each classifier and feature-set tested. Nevertheless, it is not possible to
determine the overall performance variation among the different feature-
sets considering all the algorithms separately.

For this reason, we conduct the Friedman test over the results obtained,
which ranks, for each algorithm, the best-performing feature-sets. Table 3.9
shows the average ranks computed for the Friedman test, together with the
corresponding FF value, which follows an F distribution with k − 1 and
(k − 1)(N − 1) degrees of freedom, where k is the number of feature-sets
tested, and N the number of algorithms trained. In this way, the critical
value for F(4,72) is 2.4989. In Table 3.9, we can see that this critical value
is surpassed for every performance measure tested, which means that there
is an statistically significant difference among the feature-sets for each of
the performance measures.

Table 3.9: Friedman test over accuracy, true positive rate, false positive rate
and area under the curve. The ranks for each algorithm and feature set are
omitted. The average ranks and the FF score are shown.

B S BS BC BSC FF
Acc. 4.5263 3.0526 1.6315 3.7894 2 25.1474
TPR 4.7368 2.8947 2 3.7368 1.6315 32.6074
FPR 4 3.4736 1.4736 4 2.0526 21.5736
AUC 4.3421 3.3684 1.7894 3.6842 1.8157 20.0779

Considering the result of the Friedman test, we perform a post-hoc test
in order to rank the differences for each of the performance measures and
determine which feature-sets show statistically significant differences. We
calculate the z − score for each feature-set according to the difference of its
average rank with the average rank for the baseline feature-set. Then, we
compare the corresponding p-value (according to normal distribution) with
the corresponding corrected α in order to control the family-wise error.

First, we compare the accuracy of the feature-sets proposed with respect
to the baseline heuristics (see Table 3.10). In this case, we can observe that
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the best performing feature-set is the structural feature-set added to the
baseline heuristics, immediately followed by the feature-set which includes
all the proposed features. Additionally, we can observe that the structural
characteristics also present an statistically significant improvement with
respect to baseline heuristics. The conjunction of baseline heuristics with
complementary heuristics, in contrast, does not present an statically signif-
icant improvement.

Table 3.10: Holm step-down procedure for the Bonferroni-Dunn test over the
accuracy of the different classifiers for each feature set.

i Feature set z = (R0 −Ri)/SE p α/(k − i)
1 BS 5.6428 0.0000000167 0.0125
2 BSC 4.9246 0.0000008449 0.0167
3 S 2.8727 0.0040692965 0.0250
4 BC 1.4363 0.1508971723 0.05
(B) baseline heur., (S) structural features, (C) complementary heur.

Regarding true positive rate (see Table 3.11), we can notice that, as op-
posed to accuracy, the feature-set that includes all the heuristics and struc-
tural features outperforms the set with baseline heuristics and structural
features. Similarly, structural features present an statistically significant
improvement over baseline heuristics. Complementary heuristics, again,
do not show a significant improvement when added to baseline heuristics.

Table 3.11: Holm step-down procedure for the Bonferroni-Dunn test over the
TPR of the different classifiers for each feature set.

i Feature set z = (R0 −Ri)/SE p α/(k − i)
1 BSC 5.6428 0.0000000167 0.0125
2 BS 4.9246 0.0000008449 0.0167
3 S 3.1805 0.0014700445 0.0250
4 BC 1.5389 0.1238122238 0.05
(B) baseline heur., (S) structural features, (C) complementary heur.

In the case of false positive rate (see Table 3.12), we can observe some
similarities with respect to the results obtained for the accuracy. Structural
features added to baseline heuristics conform again the best performing
feature-set, followed by the feature-set including all the features. Never-
theless, in this case, when structural features are evaluated separately, the
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difference in performance is not statistically significant, similarly to the
complementary heuristics.

Table 3.12: Holm step-down procedure for the Bonferroni-Dunn test over the
FPR of the different classifiers for each feature set.

i Feature set z = (R0 −Ri)/SE p α/(k − i)
1 BS 5.9506 0.0000000027 0.0125
2 BSC 4.8220 0.0000014206 0.0167
3 S 2.0519 0.0401738703 0.0250
4 BC 1.0259 0.3049017882 0.05
(B) baseline heur., (S) structural features, (C) complementary heur.

Finally, Table 3.13 shows the results regarding AUC. We confirm that the
best performing feature-set is the one that adds structural features to base-
line heuristics, followed by the approach that includes all the heuristics. In
this case, structural features present a significant improvement even when
no heuristics are included. As in previous cases, complementary heuristics
do not provide a significant improvement with respect to baseline heuris-
tics.

Table 3.13: Holm step-down procedure for the Bonferroni-Dunn test over the
AUC of the different classifiers for each feature set.

i Feature set z = (R0 −Ri)/SE p α/(k − i)
1 BS 5.3350 0.0000000955 0.0125
2 BSC 5.2837 0.0000001265 0.0167
3 S 2.2571 0.0239985552 0.0250
4 BC 1.6415 0.1006801107 0.05
(B) baseline heur., (S) structural features, (C) complementary heur.

As we have observed in the post-hoc test, there is not a clear difference
between the feature-set composed of baseline heuristics and structural fea-
tures with respect to the feature-set that includes also the additional fea-
tures. For this reason, we have also conducted the Holm procedure to com-
pare these feature-sets, considering as baseline, in each case, the one with
the lowest rank. In this way, for the accuracy, false positive rate, and AUC,
the results indicate an improvement of baseline heuristics with structural
features over the complete feature-set with p values of 0.4726, 0.2591 and
0.9591 respectively. This improvement is not statistically significant in any
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of the three cases at a suitable α level. In the case of true positive rate, the
complete feature-set outperforms the baseline heuristics with structural
features with a p value of 0.4726. Again, this difference is not statistically
significant.

Apart from the tests shown, for each algorithm and feature-set tested,
we also have evaluated the impact of applying a feature selection step be-
fore classification. To this aim, we calculate the Information Gain (IG) of
each feature used for classification, discarding every feature with an IG
value of 0. However, the results obtained do not show any significant im-
provement when this approach is applied, and thus the results have been
omitted.

3.8 Conclusions and discussion
The results presented in Section 3.7 show the impact of including struc-
tural features as well as complementary heuristics as input features for su-
pervised machine-learning classifiers. Considering these results, we can
answer the research questions established for this study.

Do PE structural features significantly improve the performance of su-
pervised machine-learning classifiers for packed binary detection?

First, we have conducted different statistical tests in order to answer the
first research question. In all cases, the feature-sets including structural
features present an statistically significant performance improvement with
respect to the baseline heuristics.

In this way, these results validate our initial hypothesis: there is an sta-
tistically significant improvement when structural features are employed
in conjunction with baseline heuristics for the detection of packed bina-
ries.

Besides, we have proposed the inclusion of an additional set of heuris-
tics. Results show that, although these heuristics improve the results of
several classifiers when considered together with the baseline heuristics,
there is not an statistically significant improvement for any of the perfor-
mance measures tested, and thus we cannot affirm that these complemen-
tary heuristics improve the overall performance of supervised machine-
learning classifiers when added to baseline heuristics.

When these complementary heuristics are added to the baseline heuris-
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tics and the structural features, we can draw similar conclusions. Despite
in the case of TPR the results obtained by the complete feature-set outper-
form the rest of combinations, for accuracy, FPR and AUC the best results
are obtained when these heuristics are not included. None of the cases
show statistically significant differences according to the Holm procedure
applied after the Friedman test.

As a consequence, we cannot confirm that these complementary heuris-
tics provide a significant improvement for supervised machine-learning
classifiers.

What are the best performing machine-learning algorithms when differ-
ent feature-sets are employed for classification?

We can affirm that, in all the cases, the algorithm that presents the best
results is Random Forest. Nevertheless, this algorithm is known for its
tendency to overfit the dataset. If we consider the complete feature-set,
we can observe that K Nearest Neighbours also shows sound classification
performance with an accuracy over 98.5% (except for k = 5), AUCs between
0.985 and 0.995, and nearly balanced true positive rate and false positive
rate, with an slight tendency to produce false positives. Among the rest of
algorithms, the best configurations for the different feature-sets in general
are SMO with PUK kernel, Bayesian Networks (TAN), and PART.

Besides, we can also conclude that Naive Bayes does not present results
as sound as the rest of algorithms. In addition, this algorithm shows a ten-
dency to present weaker results when structural features are used for learn-
ing. Similarly, Multilayered Perceptron also shows this tendency when only
structural features are considered, but maintains its performance when
baseline heuristics are considered.

Despite the results confirm our initial hypothesis, we must consider the
limitations of the experiment. On the one hand, we have defined a method-
ology in order to reduce the risk of an incorrect assignment of labels to the
dataset. However, labelling binaries as packed and non-packed is some-
times a difficult task. It is strictly necessary to include non-packed malware
in the dataset (the class with the highest probability of being incorrectly la-
belled), in order to isolate the factor of packed/non-packed classification
from the goodware/malware classification.

For this reason, we must assume that this noise might influence the re-
sults obtained. Nonetheless, as we compare the results against a baseline
feature-set which is evaluated with the same dataset, the conclusions of the
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experiment should not be affected by this noise.
On the other hand, the experiment may be influenced by the packers

included. Although different and representative packers have been em-
ployed, supervised machine-learning algorithms sometimes present over-
fitting problems. In situations in which one of the classes to be detected
presents a high variability, or when it is easier to represent one of the classes
(i.e., binaries produced by standard compilers) it is possible to apply other
methods such as anomaly detection.

3.9 Summary
This chapter proposes the extraction of Portable Executable structural fea-
tures for the classification of packed binaries, based on the application of
supervised machine-learning classification techniques.

First, it thoroughly describes the feature-set tested and the methodology
followed to configure the dataset used for the experiments. Second, it de-
scribes the machine-learning algorithms employed and the statistical tests
used to compare the performance of the different algorithms and feature-
sets tested. Finally, it presents the results obtained during the experiment.

In summary, the study shows that structural features present an statis-
tically significant performance improvement with respect to classic heuris-
tics.
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«An alpinist is a man who drives his
body where his eyes once looked. And
who gets back.»

Gaston Rébuffat (1921–1985)

Chapter

4
Anomaly detection based

classification of packed
binaries

C
ompiled applications generally follow the standards and con-
ventions defined by Microsoft. In contrast, many packers
introduce modifications on the file structure. In fact, while
many of these modifications violate the specifications, the
Windows Loader is rather permissive and allows to execute

files that present certain malformations. Intuitively, it should be easier to
model the class of files which follows conventions. Any deviation to this
model may be treated as an outlier (in our case, a packed binary). Also,
it is relatively easy to modify existing packers to generate new versions of
protectors. Current malware writers employ both well-known off-the-shelf
packers, modified versions (also known as scrambled) versions of packers,
and sometimes they even implement their own protection engines. Su-
pervised machine-learning algorithms learn from training sets that contain
both classes of binaries: packed and non-packed. The study presented in
this chapter is motivated by the hypothesis that packer binaries can be de-
tected by only considering their divergence from non-packed binaries, in-
stead of also considering their similarity to other packed files.

Anomaly detection techniques model one class of data, (i.e., normality)
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and try to differentiate that class from everything else [WSAR13]. These
techniques are widely used for classification problems with different limi-
tations:

• Little or no data is available for the anomalous class. When there is
more data representing one of the classes, the dataset used for train-
ing supervised machine-learning algorithms is unbalanced. This kind
of algorithms do not usually perform well under these conditions.
One example of this situation is fault prediction, a problem in which
we can record data about the correct functioning of a system but we
do not have sufficient examples of malfunctioning.

• The available anomalies are not representative enough. Supervised
machine-learning classifiers tend to over-fit to the types of anomalies
present in the dataset, and thus do not perform correctly when new
types of anomalies have to be detected.

Considering this background, we propose the application of anomaly
detection for the classification of packed binaries, modelling non-packed
files as normality and measuring the deviation to this model. More con-
cretely, we define the problem of classifying packed binaries as a preceding
step for different tasks such as computationally expensive generic unpack-
ing, or static analysis of the binary.

While many approaches for anomaly detection provide a binary result,
other approaches can measure the anomaly score [CBK09] of an instance.
For this reason, we propose and evaluate the application of a configurable
anomaly detection system that can adjust the anomaly score to control the
number of binaries reported as anomalous (in our case, packed). Depend-
ing on the use-case, this threshold can be adjusted to meet different re-
quirements. More specifically, we evaluate two different feature-sets: (i)
the complete feature-set described in Chapter 3, and (ii) a feature-set based
on operational code frequency.

Given this background, we define the following research questions for
the study:

Research question 4.1 Does our anomaly detection approach
present sound results for the classification
of packed and non-packed files?

Research question 4.2 What is the impact of the data-reduction ap-
proach over the results obtained?
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Research question 4.3 What is the impact on the results of the dif-
ferent distance measures evaluated?

Research question 4.4 What is the impact on the results of the dif-
ferent distance selection rules?

Research question 4.5 Which is the feature-set that best discrimi-
nates packed from non-packed files?

The rest of this chapter is structured as follows. Section 4.1 reviews
some of the existing anomaly detection approaches. Then, Section 4.2 de-
scribes the method proposed. Section 4.3 describes the evaluation method
and results obtained for two different feature sets in terms of effectiveness
and efficiency. Finally, Section 4.4 concludes the study and discusses the
results obtained.

4.1 Anomaly detection
Anomaly detection refers to the problem of finding patterns in data that
do not conform to expected values [CBK09]. These elements are denoted
anomalies, while the expected patterns are considered normality.

Anomaly detection has been widely applied to different security prob-
lems [WPS06, FHSL96, LEK+03]. One of the main reasons for the applica-
tion of such techniques is the variability of the data over time (i.e., it is not
possible collect data about every possible present or future attack).

Anomaly detection systems are based on different learning approaches.
Some of the methods produce an anomaly score as a result. Other ap-
proaches, in contrast, require to tune different parameters in order to adjust
the threshold used to discriminate anomalies from normality.

• Classification based approaches. These techniques employ two dif-
ferent approaches in order to discriminate anomalies from normality.
On the one hand, multi-class approaches train classification models
that discriminate the instances in each of the classes considered nor-
mal from the rest of the instances. If the instance is not classified as
any of these classes, then it is considered anomalous. On the other
hand, one-class classification approaches define a boundary around
the normal instances and consider anomalous any test instance out-
side the defined limits [CBK09]. Several approaches [HSKS03, PGL06]
have applied one-class Support Vector Machines (SVM) (originally
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proposed by Schölkop et al. [SPST+01]) to anomaly detection build-
ing spheroidal hyperplanes enclosing the data with a minimum vol-
ume [WSAR13]. Besides, Support Vector machines are predominantly
designed to divide the space into two groups [DK05]. Nevertheless,
some parameters can be modified in order to produce over-fitting
or under-fitting (see ν-Support Vector Classification [SSWB00]), and
thus allow to configure the algorithm to adopt an anomaly score based
approach.

• Nearest Neighbours based approaches. Nearest Neighbours based
machine-learning algorithms measure the distance between two in-
stances in a linear n-dimensional space. Some approaches are based
on the computations of the distance from the testing instance to its K
Nearest neighbours [CBK09]. Some approaches have extended this
method by adopting different similarity measures [WQZ+03] or im-
proving the efficiency (e.g., applying clustering techniques [TXZ06]).
Other approaches have focused on measuring the density of data in-
stances. Breunig et al. [BKNS00] proposed a density-based method
for local outlier detection. They defined the local outlier factor as a
degree of a given instance of being an outlier, and defined lower and
upper bounds for the factor based on the density of the instances rep-
resenting normality.

• Statistical approaches. Other approaches fit different statistical mod-
els to the data representing normality, and then apply statistical in-
ference tests such as hypothesis tests or regression [CBK09]. In this
way, it is possible to determine if an instance belongs to the model
or, on the contrary, is an anomaly. Both parametric and non para-
metric models have been used for statistical anomaly detection. Ad-
ditionally, the confidence interval provided by these models can be
associated to the anomaly score in order to stablish thresholds. Some-
times, this threshold is related to the number of samples that are
considered anomalous (see Grubb’s test [Gru69]). When univariate
approaches are used, the computations are fairly simple. On the con-
trary, multivariate approaches such as the computation of the Maha-
lanobis distance [LJK+00], which requires to compute the covariance
matrix, are computationally expensive when the number N of dimen-
sions increases.

• Clustering based approaches. Unsupervised techniques can be used
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to group similar instances into clusters. In the particular case of
anomaly detection, clustering has been used to determine if a test
instance belongs to any of the clusters formed by training data, or
to measure the deviation to the centroids of the clusters [CBK09]. A
technique commonly used is Self-Organizing Maps (SOM) [Koh01],
which is an artificial neural network trained with unsupervised tech-
niques.

4.2 Method proposed
In this section, we describe the method proposed to adopt anomaly detec-
tion for the classification of packed binaries. Considering the results ob-
tained in the experiments described in Chapter 3, we select the feature-set
comprising all the possible features. As we noted, the statistical tests for
supervised machine-learning algorithms do not provide strong evidence in
favour or against the inclusion of complementary heuristics together with
baseline heuristics and structural features. For this reason, in order to avoid
discarding features without enough evidence (that might contain valuable
information), we include all the features in this study.

Regarding the results obtained for the different algorithms tested over
the complete feature-set, the best performing approaches (considering all
possible configurations) were Random Forest and K Nearest Neighbours.
Both approaches obtained sound accuracy and AUC results. Neverthe-
less, Random Forest has been reported to present a tendency to overfit-
ting [SLTW04]. Besides, the adoption of Random Forest for anomaly de-
tection is not straightforward. On the contrary, the adoption of K Nearest
Neighbours for anomaly detection is simple, the results of the algorithm
are considered stable in contrast to other learning approaches [Bre96].

Distance based approaches present several advantages:

• No assumptions about the distribution of the data. Nearest neigh-
bours approaches do not assume any particular distribution of the
data. Instead, they just consider the distance from test instances to
the available data.

• Computational complexity of the distance measures. K Nearest
Neighbours allows the adoption of efficient distance measures. In
this way, the computational complexity of the approach is O(N 2),
depending on the number N of samples that conform the instances
representing normality.
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• Data-reduction capabilities. In order to reduce the computational
complexity, we can reduce the number N of instances for comparison
applying clustering techniques.

• Straightforward adoption of anomaly score. The anomaly score is
directly related to the distances measured from the test instance to
the rest of instances. The process of adjusting thresholds for different
use-cases in straightforward.

Given this background, we propose a distance-based anomaly detection
method, combined with clustering techniques for the reduction of data in
order to provide an efficient detection of packed samples. In addition, we
propose 3 different neighbour selection rules and test them under different
conditions.

4.2.1 Representation of normality
We model normality as a set of non-packed executables. In this way, any
sample that deviates sufficiently from our representation of normality is
classified as packed. As opposed to supervised learning approaches, this
method does not need a model training phase requiring to label packed ex-
ecutables. Despite the evaluation process of this method requires the use
of a previously labeled dataset, its deployment would only require non-
packed samples, reducing the efforts needed to find and label a set of rep-
resentative packed binaries.

In this way, we define our normality model as a set of i points NP =
{np0,np1, ...,npi} defined in an n-dimensional feature space such that npi =
{fi,0, fi,1, ..., fi,n}.

Afterwards, we normalise the instances in our normality model by cal-
culating the well-known standard score or z-score (see Equation 4.1), for
each instance and feature.

zi,n =
xi,n −µn
σn

(4.1)

In this way, we obtain a representation of normality N = {NP′,M,D}
where NP′ is the set of normalised points NP′ = {np′0,np

′
1, ...,np

′
i}, each point

is defined as a set of normalised values such that np′i = {zi,0, zi,1, ..., zi,n}, M
represents the means for each feature M = {µ0,µ1, ...,µn} and D represents
the corresponding standard deviations D = {σ0,σ1, ...,σn}.
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4.2.2 Distance between files
The model represents each executable as a point in the feature space. Our
anomaly detection system compares points in the feature space and classi-
fies executables based on their similarity. In this way, the classification of
an executable consists of 3 different phases:

1. Extraction of the features from the executable file.

2. Normalization of the representation according to the reference model.
In this step, we use the mean and standard deviation of each feature,
and calculate the z-score for each field of the file.

3. Computation of the distance from the point representing the exe-
cutable file to the points represented in the model (i.e., non-packed
executables).

As a result, the distance measured is a score representing the deviation
of the file with respect to non-packed executables. In this way, we can es-
tablish a threshold such that any point at a distance from normality higher
than an established threshold is considered to be an anomaly and thus, a
packed executable. In this study, we have considered 2 different distance
measures:

• Manhattan distance. The distance between two points x and y is the
sum of the lengths of the projections of the line segment between the
points onto the coordinate axes:

d(x,y) =
n∑
i=0

|xi − yi | (4.2)

where x is the first point; y is the second point; and xi and yi are the
ith component of first and second point, respectively.

• Euclidean Distance. The distance is the length of the line segment
connecting two points. It is calculated as:

d(x,y) =
n∑
i=0

√
x2
i − y

2
i (4.3)

where x is the first point; y is the second point; and xi and yi are the
ith component of first and second point, respectively.
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Since we have to compute this measure with respect to a variable num-
ber of points representing non-packed executables, a combination metric
is required in order to obtain a final distance value which considers every
measure performed. Some approaches consider the K Nearest neighbours,
while others form clusters in the dataset and compare each sample to each
of the clusters. Our approach consists of applying 3 different distance se-
lection rules. In this way, we can capture different aspects and measure
how these aspects affect to the final classification of the samples.

• Mean distance rule. This rule averages the distances to all the sam-
ples in the dataset. It is robust to outlier points in the normality
model, as the effects of such points are smoothed.

• Maximum distance rule. The highest distance value represents the
distance to the normality instance which is less similar to the testing
instance.

• Minimum distance rule. The lowest distance value represents the
distance to the most similar normality instance.

In this way, when an executable is analysed, the final distance value
calculated depends on the distance measure and the combination rule se-
lected.

4.2.3 Data reduction
This approach makes necessary to compute as many distance values as ex-
ecutables in the non-packed set. We improve the efficiency of our system
by designing a data reduction phase capable of boosting the detector’s scal-
ability. Figure 4.1 shows the architecture of our proposed system. The first
objective of our method is to improve its efficiency by applying data reduc-
tion. The data reduction phase consists in the application of the Quality
Threshold (QT) clustering algorithm to the original dataset to obtain a re-
duced version that maintains the original features of the dataset. In this
way, the number of comparisons performed, and thus, the comparison time
required for the analysis of each sample are much lower.

The second objective is to measure the precision of our system when
the training set is incrementally reduced, in order to evaluate the trade-off
between efficiency and accuracy. In addition, this data reduction approach
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enables us to test the performance of the system when a unique represen-
tation of a normal executable is used, and to determine if it can correctly
classify packed and non-packed executables.

Figure 4.1: Architecture of the proposed system. The QT clustering algorithm
transforms the original dataset into a new reduced synthetic dataset. It re-
quires 2 parameters: the distance measure and the threshold. The approach
compares samples against the reduced dataset obtained, applying a distance
measure, a distance threshold, and a selection rule. Finally the system classi-
fies the sample as packed or non-packed.

Dataset reduction is a step that has to be faced in very different prob-
lems involving large datasets. Now, we propose a data reduction algorithm
based on partitional clustering. Cluster analysis divides data into meaning-
ful groups [Kum00]. We can identify several types of clustering, but most
common ones are hierarchical clustering and partitional clustering. The
first approach generates clusters in a nested style, which means that the
clusters generated from the dataset are related hierarchically. In contrast,
partitional clustering techniques create a one-level (unnested) partitioning
of the data points [Kum00]. We are interested in this last technique in order
to divide a big set of executables that represent normality (i.e., non-packed
executables) into a reduced set of representations.

The QT clustering algorithm was proposed by Heyer et al. [HKY99] to
extract useful information from large amounts of gene expression data. K-
means is a classic algorithm for partitional clustering, but it requires to
specify the number of clusters desired. In contrast, QT clustering algo-
rithm does not need this specification. It uses a similarity threshold value
to determine the maximum radial distance of any cluster. In this way, it
generates a variable number of clusters that meet a quality threshold. Its
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main disadvantage is the high number of distance computations needed.
Nevertheless, in our case, this computational overhead is admissible be-
cause we only have to reduce the dataset once.

Our algorithm, shown in Figure 1, is based on the concepts proposed by
Heyer et al. [HKY99]. Let A = {A0,A1, ...,An} be the set of potential clusters.
For each point pi in the dataset D, there is potential cluster Ai ∈ A. A
potential cluster Ai is composed of the set of points at a distance respect to
pi not higher than the threshold previously specified.

Once the potential clusters are calculated, we select the cluster with the
highest number of vectors as a final cluster. Then, we calculate its centroid,
defined as c = x1 +x2 + · · ·+xk/k where x1,x2, · · · ,xk are points in the feature
space. The resultant centroid is added to the final reduced dataset. After-
wards, each point pj present in the selected cluster Ai is removed from the
original dataset V (as they will be represented by the previously calculated
centroid). Moreover, the potential clusters Aj ∈ A associated to each point
pj previously removed are also discarded. When there are not more clusters
available with a number of points higher than the parameter min_points,
the remaining points in D are added to the final reduced dataset and the
algorithm finishes and returns the resulting reduced dataset. The final re-
sult is a dataset composed of one centroid representing each cluster and
all the points that were not associated to any cluster by the QT clustering
algorithm (i.e., outliers).

4.2.4 Selection of a threshold

The proposed anomaly detection method measures the distance from a
given binary to the representation of normality. Nevertheless, the result
of this classification process must be a binary attribute, making necessary
to stablish a distance threshold to discriminate samples.
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input : Dataset D, quality threshold , minimum number of points in
each cluster min_points, and the parameter include_outliers

output: The reduced dataset R

// Calculate the distances among all the points.

foreach {pi |pi ∈D} do
foreach {pj |pj ∈D} do

if distance(pi ,pj) ≥ threshold then
Ai.add(pj)

end
end

end
// In each loop, select the potential cluster with the

highest number of points

while ∃Ai ∈A : |Ai | ≥min_points and ∀Aj ∈A : |Ai | ≥ |Aj | and i , j do
R.add(centroid(Ai))

foreach {pj |pj ∈Ai} do
A.remove(Aj)

D.remove(pj)

end
foreach {Ak |Ak ∈A} do

foreach {pj |pj ∈Ak and pj ∈Ai} do
Ak.remove(pj)

end
end

end
if include_outliers then

// Add the remaining points to the final dataset

foreach {pj |pj ∈ V} do
R.add(pj)

end
end

Algorithm 1: QT Clustering based dataset reduction algorithm.
Normally, supervised classification methods adjust thresholds consid-

ering the instances present in the training set, trying to maximise an score
function such as the classification accuracy. Afterwards, the thresholds are
applied for the classification of the test-set. In this case, the training-set
is comprised only of non-packed binaries. Accordingly, we describe two
different approaches for threshold selection.

131



4. Anomaly detection based classification of packed binaries

• Maximum tolerable false positive rate. This approach tries to ap-
proximate the false positive rate of the testing set. As we mentioned
previously, the false positive rate measures the number of non-packed
samples incorrectly considered packed, a ratio that we can calculate
regardless of the classification of packed binaries. In order to select
this threshold, we extract from the training set a 10% of random bi-
naries (i.e., validation set). In this way, we measure the distance from
these instances to the rest of the training set, and select the thresh-
olds that produce a fixed number of false positives. These thresholds,
in an ideally distributed dataset, will approximate the false positive
rate for the testing set. Besides, we will test the associated false neg-
ative rate and accuracy in order to evaluate their reliability for the
detection of packed binaries.

• Number of desired positives. Another possible approach is the selec-
tion of the most anomalous instances for inspection, considering that
they might present a higher probability of being packed. In this way,
depending on the processing capabilities of a hypothetical automatic
unpacking system, it would be possible to apply a threshold accord-
ing to the number of positives it produces. Nevertheless, in order to
deploy such approach it is interesting to approximate the distribution
of binaries to analyse. For instance, an antivirus company might want
to process a malware database. In such scenario, the majority of sam-
ples analysed would be packed, and thus, it would not make sense to
accept a low number of binaries as packed. Besides, an on-line binary
analysis system (e.g., Anubis1, VirusTotal2) can receive binaries from
many different sources, and the distribution of packed/non-packed
binaries might vary.

While the first approach can be easily evaluated, the second approach
entirely depends on the deployment scenario. Thus, we adopt the maximum
tolerable false positive rate as an evaluation criteria for our anomaly detection
method.

1http://anubis.iseclab.org/
2http://www.virustotal.com

132

http://anubis.iseclab.org/
http://www.virustotal.com


4.3 Evaluation of the method proposed

4.3 Evaluation of the method proposed
In this section, we evaluate the proposed anomaly detection method over
the dataset described in Chapter 3.

4.3.1 Evaluation method
In order to evaluate the performance of our anomaly detection system, we
applied a variation of k-fold cross validation, with k = 10. First, we divided
the training set (comprised of 2000 non-packed samples) into 10 groups
of 200 binaries. For each fold, 1800 samples were selected as training in-
stances, while 200 were selected for testing. In our approach, packed bi-
naries are not considered for the training phase and thus, for each fold, all
the available samples are used for testing.

Afterwards, for each training-set selected, a 10% of the instances (180)
were reserved as validation set, in order to adjust the possible thresholds.
In this way, each fold was configured in the following way:

• 1620 non-packed samples as training set.

• 180 non-packed samples as validation set.

• 2000 packed samples for testing.

• 200 non-packed samples for testing.

We can observe that the testing set is highly unbalanced. For this reason,
we evaluate the performance of the approach considering the false positive
rate, false negative rate, and the AUC, avoiding the accuracy. In this way,
the false positive rate measures the non-packed samples incorrectly clas-
sified as packed, the false negative rate measures the packed samples con-
sidered non-packed, and the AUC measures the overall performance of the
approach regardless of the threshold selected.

Regarding the data reduction process applied to each configuration, in
all cases, the minimum number of instances for each cluster was set to 2.
The distance thresholds for each configuration are dependant on the dis-
tance measure and feature set employed. In order to correctly represent
different reduction rates for each configuration, the thresholds were ad-
justed considering the number of instances resulting from the reduction
process.
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Considering that it is not reliable to represent all the results in terms
of the TPR and the FPR obtained for all the different reduction rates, we
plot the AUC together with the number of instances obtained as a result of
the reduction process (see Figures 4.2 to 4.6). Additionally, we show and
describe the results obtained for the most interesting reduction rates for
each configuration (see Tables 4.3 to 4.6 and 4.9 to 4.12). In each case,
the reduction threshold was selected based on the trade-off between the
AUC and the reduction rate, selecting the combination which presented
the highest possible reduction rate while still maintaining a sound AUC.
The selection of the appropriate configuration should fall on the expert’s
sound judgement, as it depends on the specific deployment scenario and
its requirements.

4.3.2 Evaluation of the method for PE based features
In this section, we detail the results obtained for our anomaly detection
approach when applied to the complete feature-set described in Chapter 3.

4.3.2.1 Results without dataset reduction

First, we list the results obtained for Euclidean distance (see Table 4.1)
and Manhattan distance (see Table 4.2), applying the different selection
rules, when no reduction process is applied. In both cases, we measured
separately the false negative rate for the subset of off-the-shelf packers (P)
(manually packed), and the subset of custom packed binaries (CP). Simi-
larly, we show the AUC when custom packers are not considered, and the
overall AUC when all packed binaries are included in the study. As we can
observe, there is, in both cases, a clear difference between the detection rate
for off-the-shelf packers and custom packers.

More concretely, for Euclidean distance, we can observe that the best
results are achieved when Mean and Min selection rules are applied. More
concretely, for off-the-shelf packers, the AUC presents values of 0.9723 and
0.9824 respectively. If we consider all the packed binaries, the AUC de-
grades. Nevertheless, the degradation observed for the minimum distance
is much lower when compared against the Mean selection rule.

Besides, if we observe the FPR, first we can notice that in all cases the
FPR of the validation set is adjusted to meet the maximum tolerable value
established. Also, the actual FPR obtained for the testing set is below the
FPR obtained for the Mean and Max distance selection rules, while for the
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Table 4.1: Results obtained for PE based features and Euclidean distance.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC(P) AUC

Mean

0.0100 0.0056 0.0040 0.8013 0.9371

0.9723 0.8511

0.0200 0.0167 0.0120 0.5650 0.9238
0.0500 0.0500 0.0290 0.3850 0.9133
0.1000 0.1000 0.0640 0.0586 0.8751
0.1500 0.1500 0.1160 0.0010 0.7921
0.2000 0.2000 0.1535 0.0010 0.6829
0.2500 0.2500 0.2135 0.0010 0.5920
0.3000 0.3000 0.2770 0.0010 0.4437

Max

0.0100 0.0056 0.0040 0.7997 0.9371

0.9040 0.7991

0.0200 0.0167 0.0125 0.6579 0.9233
0.0500 0.0500 0.0400 0.4081 0.9013
0.1000 0.1000 0.0720 0.1840 0.8671
0.1500 0.1500 0.1115 0.1165 0.8261
0.2000 0.2000 0.1590 0.0932 0.7415
0.2500 0.2500 0.2380 0.0780 0.5822
0.3000 0.3000 0.3040 0.0657 0.5373

Min

0.0100 0.0056 0.0045 0.8030 0.9371

0.9824 0.9526

0.0200 0.0167 0.0110 0.5764 0.9193
0.0500 0.0500 0.0505 0.0289 0.7584
0.1000 0.1000 0.0945 0.0010 0.1432
0.1500 0.1500 0.1400 0.0010 0.0528
0.2000 0.2000 0.2185 0.0010 0.0302
0.2500 0.2500 0.2660 0.0010 0.0266
0.3000 0.3000 0.3280 0.0010 0.0237

Min selection rule, the FPRs are slightly higher for the testing set than for
the validation set.

If we consider the FNR associated to each tolerable FPR, we can observe
that, for mean and minimum distances and off-the-shelf packers, sound re-
sults are obtained for a 0.10 Max. FPR (0.0640 FPR and 0.0586 FNR) and a
0.05 Max. FPR (0.0505 FPR and 0.0289 FNR) respectively. Nevertheless, if
we consider the FNR regarding custom packers, those configurations do not
provide acceptable results (0.8751 and 0.7584 FNR respectively). Further-
more, in the case of Mean distance selection rule, none of the configurations
achieves good results for the detection of custom packed binaries. Besides,
the Min selection rule achieves acceptable results if a higher false positive
rate is tolerated (for 0.1400 FPR, a 0.0010 FNR for off-the-shelf packers and
a 0.0538 FNR for custom packers are achieved).

Finally, for the Max distance selection rule, we can observe that the re-
sults are inferior to the other configurations. Similarly to the case of mean
distance, none of the configurations achieves sound results regarding cus-
tom packers, while the results for off-the-shelf packers are inferior to the re-
sults obtained for mean or minimum distances (0.9040 AUC, and a 0.1115
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FPR for a 0.1165 FNR with the best configuration).

Table 4.2: Results obtained for PE based features and Manhattan distance.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC(P) AUC

Mean

0.0100 0.0056 0.0040 0.8182 0.9373

0.9782 0.8147

0.0200 0.0167 0.0110 0.4837 0.9357
0.0500 0.0500 0.0305 0.2810 0.9220
0.1000 0.1000 0.0655 0.0398 0.8911
0.1500 0.1500 0.0940 0.0031 0.8623
0.2000 0.2000 0.1445 0.0010 0.8335
0.2500 0.2500 0.2170 0.0010 0.7930
0.3000 0.3000 0.2770 0.0010 0.7522

Max

0.0100 0.0056 0.0040 0.7881 0.9371

0.9335 0.7674

0.0200 0.0167 0.0100 0.6710 0.9367
0.0500 0.0500 0.0395 0.3728 0.9186
0.1000 0.1000 0.0655 0.2795 0.9035
0.1500 0.1500 0.1035 0.2024 0.8785
0.2000 0.2000 0.1540 0.1310 0.8580
0.2500 0.2500 0.2130 0.0910 0.8385
0.3000 0.3000 0.2830 0.0674 0.7930

Min

0.0100 0.0056 0.0045 0.8008 0.9373

0.9846 0.9596

0.0200 0.0167 0.0100 0.5351 0.9225
0.0500 0.0500 0.0550 0.0158 0.4081
0.1000 0.1000 0.0935 0.0010 0.1019
0.1500 0.1500 0.1400 0.0010 0.0397
0.2000 0.2000 0.2085 0.0010 0.0276
0.2500 0.2500 0.2690 0.0010 0.0238
0.3000 0.3000 0.3530 0.0010 0.0164

When Manhattan distance is employed, we can observe that the results
follow the same tendency as Euclidean distance. In general, the results are
slightly better for this distance measure in all cases, except for Max dis-
tance selection rule when custom packers are considered. If we observe the
AUC, the best results are obtained for mean distance and minimum dis-
tance (0.9782 and 0.9846 for off-the-shelf packers, and 0.8147 and 0.9596
when custom packers are included). As in the case of Euclidean distance,
the only configuration that provides sound results with custom packers is
the Min distance selection rule.

Regarding the FPR obtained for the testing set, we can observe that, for
all the thresholds established for mean and max selection rules, the ob-
tained values are below the tolerable FPR. Besides, for minimum distance,
the FPRs are in some cases slightly higher than the tolerable limits.

If we observe the results and analyse the tradeoff between FPR and FNR,
we can observe that the best configurations when only off-the-shelf packers
are considered are slightly sounder than their Euclidean-based equivalents
(0.0655 FPR with a 0.0398 FNR for mean distance, and 0.0550 FPR with
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a 0.0158 FNR for minimum distance). Considering custom packers, again,
the only configuration with sound results is Min distance selection rule. In
this case, if a 0.0935 FPR is accepted, 0.0010 and 0.1019 FNRs are obtained.
If a higher FPR is tolerated (0.14), lower FNRs are achieved: 0.0010 for off-
the-shelf packers and 0.0397 for custom packed files.

4.3.2.2 Results with dataset reduction
Figures 4.2 and 4.3 plot the number of instances resultant of the reduction
process together with the AUC obtained for each configuration.

(a) Outlier points not discarded. (b) Outlier points discarded.

Figure 4.2: AUC obtained for PE based features, Euclidean distance and the 3
selection rules, when different data reduction thresholds are applied.

Figure 4.2 shows the AUC results obtained when different reduction
thresholds are applied to Euclidean distance, for the 3 distance selection
rules.

Regarding Euclidean distance we can observe in Figure 4.2a the evo-
lution of the performance when outlier points are not discarded. We can
notice that when the maximum distance is measured, the results remain
stable due to the presence of outliers until one unique centroid is calcu-
lated for the whole training set. Besides, the mean distance shows a slight
degradation when higher thresholds are employed until the number of in-
stances is below 250, that presents an improvement. Finally, regarding the
best-performing distance selection rule (minimum distance), we can ob-
serve that the results degrade when the data is reduced. Nevertheless, we
can select an ideal configuration evaluating the tradeoff between the degra-
dation of the results and the number of instances used for comparison. In
this way, for the appropriate threshold value (4.00), we obtained the results
detailed in Table 4.3.
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Table 4.3: Results obtained for PE based features, minimum distance se-
lection rule and Euclidean distance, with the training set reduced with 4.00
threshold and outliers not discarded.

Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

0.0100 0.0056 0.0045 0.8030 0.9371

0.9517

0.0200 0.0167 0.0110 0.5764 0.9193
0.0500 0.0500 0.0510 0.0289 0.7504
0.1000 0.1000 0.0945 0.0010 0.1444
0.1500 0.1500 0.1285 0.0010 0.0680
0.2000 0.2000 0.2100 0.0010 0.0332
0.2500 0.2500 0.2645 0.0010 0.0258
0.3000 0.3000 0.3210 0.0010 0.0219

For this configuration, the AUC obtained is 0.9517. If we observe the
trade-off between the tolerable FPR and its associated FNR, the results are
very similar to those obtained when no reduction was applied. In fact, if
we include custom packers, we must assume a 0.1285 FPR to obtain an ac-
ceptable packed binary detection rate: 0.0010 FNR for off-the-shelf packers
and a 0.0680 FNR for custom packers.

Besides, Figure 4.2b shows the evolution of the AUC when outlier points
are discarded during the clustering process. In this case, we can observe
that the number of instances for comparison grows when a higher thresh-
old is applied (i.e., a higher number of clusters are formed). Nevertheless,
when the threshold surpasses certain value (in this case, 4.00), the number
of instances decreases, (a lower number of clusters which include a higher
number of instances are formed). The results obtained for the different dis-
tance selection rules also vary with the reduction threshold applied. In this
way, we can notice that the maximum distance presents poor results when
the number of instances used for comparison is higher. This behaviour
might be caused by the influence of outliers on this distance selection rule.
When mean distance selection rule is applied, the results are considerably
stable, achieving the best results for low reduction thresholds (2.00). As in
the previous case, the minimum distance presents the best results. In this
case, the results improve when the number of instances used for compari-
son is higher. Nevertheless, the best result is achieved for a 6.00 threshold,
when the number of instances starts to decrease.

Table 4.4 shows the results for the best configuration: minimum dis-
tance and a 6.00 reduction threshold.

In this case, we can appreciate that the AUC obtained degrades with
respect to the best configuration obtained when outliers are not discarded.
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Table 4.4: Results obtained for PE based features, minimum distance se-
lection rule and Euclidean distance, with the training set reduced with 6.00
threshold and outliers discarded.

Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

0.0100 0.0056 0.0040 0.8012 0.9371

0.9298

0.0200 0.0167 0.0110 0.5663 0.9240
0.0500 0.0500 0.0340 0.3684 0.9073
0.1000 0.1000 0.0670 0.0115 0.8435
0.1500 0.1500 0.1090 0.0010 0.5117
0.2000 0.2000 0.1765 0.0010 0.0514
0.2500 0.2500 0.2355 0.0010 0.0320
0.3000 0.3000 0.3225 0.0010 0.0211

Regarding the trade-off between FPR and FNR, the best configuration needs
a 0.1765 FPR to achieve an acceptable FNR for custom packers (0.0514),
while for off-the-shelf packers, sound results are obtained (0.0010 FNR).

We can appreciate that the results present a slight improvement for
higher thresholds, obtaining higher AUCs for an equivalent number of sam-
ples employed to build the model. This tendency might be produced by the
noise reduction capabilities of the data reduction approach employed. As
the outlier samples not included in any cluster are discarded, the possi-
ble negative effects of these samples are smoothed. For higher thresholds,
some of the instances considered outliers for lower thresholds are included
in the clusters. First, the effects of possible noise are smoothed. Second, the
number of instances discarded is reduced, ensuring that a higher number
of samples are represented in the final model.

(a) Outlier points not discarded. (b) Outlier points discarded.

Figure 4.3: AUC obtained for PE based features, Manhattan distance and the
3 selection rules, when different data reduction thresholds are applied.

Figure 4.3 shows the evolution for Manhattan distance, when different
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reduction thresholds are applied. More concretely, Figure 4.3a shows the
evolution when outlier points are not discarded. In this case, when the
reduction threshold increases and the number of instances for compari-
son decreases, the 3 configurations show stable results. We can notice that
minimum distance and mean distance show a slight performance degrada-
tion when the number of instances decreases. When maximum distance is
considered, the results remain stable. The best configuration is minimum
distance with 8.00 threshold.

Table 4.5: Results obtained for PE based features, minimum distance selec-
tion rule and Manhattan distance, with the training set reduced with 8.00
threshold and outliers not discarded.

Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

0.0100 0.0056 0.0040 0.8010 0.9373

0.9591

0.0200 0.0167 0.0100 0.5351 0.9225
0.0500 0.0500 0.0550 0.0158 0.4038
0.1000 0.1000 0.0940 0.0010 0.1017
0.1500 0.1500 0.1390 0.0010 0.0404
0.2000 0.2000 0.2110 0.0010 0.0277
0.2500 0.2500 0.2810 0.0010 0.0234
0.3000 0.3000 0.3375 0.0010 0.0199

Table 4.5 shows the best configuration for the Min distance selection
rule. In this case, the AUC achieved is 0.9591. Regarding the tradeoff be-
tween the FPR and the FNR, we can observe that if we tolerate a 0.0940
FPR, we obtain a 0.0010 FNR for off-the-shelf packers, and a 0.1017 FNR
for custom packers. Nevertheless, if a higher FPR is tolerated (0.1390), a
0.0010 and a 0.0404 FNR are obtained.

In this case, for environments in which efficiency is an important as-
pect to consider, the expert might select a higher threshold, given that the
results are not notably affected even when the number of instances is de-
creased to 273 (0.955).

In Figure 4.3b we can observe that, when the outliers are discarded, the
results for the mean distance are considerably stable. For the maximum
distance the results degrade for a higher number of instances, and for the
minimum distance the results are better for higher thresholds. In this case
we can see a tendency similar to the effect observed for Euclidean distance.
When higher thresholds are applied, the results slightly improve. Again,
this tendency might be caused by the noise reduction capabilities of the
algorithm.

Table 4.6 shows the results for the minimum distance and a 28.00 thresh-
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Table 4.6: Results obtained for PE based features, minimum distance selec-
tion rule and Manhattan distance, with the training set reduced with 28.00
threshold and outliers discarded.

Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

0.0100 0.0056 0.0040 0.8033 0.9373

0.9468

0.0200 0.0167 0.0130 0.4268 0.9297
0.0500 0.0500 0.0395 0.0355 0.8590
0.1000 0.1000 0.0685 0.0010 0.7334
0.1500 0.1500 0.1205 0.0010 0.1126
0.2000 0.2000 0.1845 0.0010 0.0309
0.2500 0.2500 0.2525 0.0010 0.0229
0.3000 0.3000 0.3105 0.0010 0.0189

old. This configuration produces the highest AUC with 57 instances during
comparison, a number considerably below the maximum number of in-
stances tested (97). In this case, the AUC is inferior to the configuration
with no outliers discarded: 0.9468. As a result, the best threshold configu-
ration must assume a 0.1205 FPR to produce an acceptable FNR regarding
custom packers (0.1126). If we would desire to provide a sound custom
packer detection rate (0.0309), a 0.1845 FPR would have to be tolerated. In
both cases, a sound FNR is obtained for off-the-shelf packers (0.0010).

4.3.3 Evaluation for operational code frequency
Given the results described in Section 4.3.2, we can observe that (i) the
results are very sensitive to outliers, and (ii), the only distance selection
rule that produces sound results when custom packers are considered is
the minimum distance (i.e., distance to the nearest instance).

In order to test the appropriateness of anomaly detection for the clas-
sification of packed binaries, and to give a stronger support to the ap-
proach proposed, we have evaluated our method with a different feature-
set based on operational code frequency, adapting a previous n-gram based
approach [PLL08b] to anomaly detection based classification.

4.3.3.1 Description of the feature-set

Several approaches address malware detection using n-gram frequency and
machine-learning methods [SPDB09, SEZS01, KM04].

In this way, we define an n-gram as a continuous sequence of elements
for a given stream. In the case of a byte stream, an n-gram model will be
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represented as all the possible byte sequences of length n in that stream.
For instance, given the following byte stream:

8B DE AD AD 50 AD 97 B2 80 A4 B6 80 FF 13 73 F9 33 C9 FF 13 73 16 33 C0

The set of n-grams for n = 1 would be Nn=1 = {8B,DE,AD, . . . }, for n = 2
it would be Nn=2 = {8B DE,DE AD,AD AD, . . . }, for n = 3 it would be Nn=3 =
{8B DE AD,DE AD AD,AD AD 50, . . . }, and so on.

Perdisci et al. [PLL08b] employed this technique not only for the task of
discriminating malware from goodware, but also to discriminate between
packed and non-packed binaries. In fact, when compression or encryption
algorithms are applied, it is common to observe high entropy values and
flat byte histograms [Sun12]. Not packed files, in contrast, present a differ-
ent byte frequency. One of the reasons for this differences is the prevalence
of certain operational codes. Following this idea, Perdisci et al. proposed
an approach based on measuring the presence of certain n-grams for the
classification of packed and non-packed binaries. In order to select the
most relevant n-grams or byte combinations, they employed Information
Gain (IG) over a set of packed and non-packed instances. In this way, they
selected the byte sequences that best discriminate both classes.

Unfortunately, IG cannot be calculated if only one of the classes is taken
into consideration. Our anomaly detection method avoids taking any as-
sumption about the packed executable class in order to construct a packer-
agnostic classification system.

For this reason, we adapt the approaches proposed in previous work
for anomaly detection. To this aim, we elaborate a list of all possible op-
erational codes according to the Intel specification for the x86 architec-
ture [Int13], and measure the frequency for each possible byte sequence.

The operational codes defined by Intel have a variable length. In fact,
the instruction size for this architecture varies from 1 byte to 15 bytes.

For this study, some fields have been excluded given that they do not
adapt correctly to a simple n-gram model, or because they introduce too
much complexity deriving an exponential number of possible different byte
sequences. For this reason, floating point instructions have not been in-
cluded. Besides, some instructions use bits 3-5 of the ModR/M byte to
encode the instructions. In this way, there are byte sequences that repre-
sent a group of instructions that are discriminated by these bits. We have
omitted the ModR/M byte assuming that some byte sequences represent,
in fact, a group of similar instructions. Accordingly, we define a set of 823
byte sequences formed by the 2 first fields in the instruction format shown
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Figure 4.4: Intel 64 and IA 32 instruction format, adapted from the Intel 64
and IA 32 Architectures Software Developer’s Manual.

in Figure 4.4, with a length varying from 1 to 5 bytes. This list of op-
erational codes was gathered from Tables A-2 to A-5 of the Appendix A,
Volume 2C of the Intel 64 and IA-32 Architectures Software Developer’s
Manual [Int13]. This approach, in contrast to a basic n-gram model, only
considers the subset of n-grams for n = 1, n = 2, n = 3, n = 4 and n = 5 that
represent an Intel instruction. Consequently, the set of possible values is
reduced from 1,103,823,438,080 to 823.

Given this background, we define our feature-set as a set of tuples such
that, for a given binary b, SFb = {(s1,b, f1,b), (s2,b, f2,b), (s3,b, f3,b), . . . (sn,b, fn,b)},
where si,b represents every possible sequence, and fi,b is the frequency of
that sequence in the file. More concretely, fi,b is the total number of occur-
rences of the sequence divided by the total number of sequences found for
that binary.

4.3.3.2 Results without dataset reduction
First, we can observe the results obtained when no reduction is applied. Ta-
ble 4.7 shows the results for Euclidean distance. In this case, both the Mean
and Min distance selection rules show sound results regarding AUC. Max
distance, on the contrary, presents an unacceptable AUC and thus we dis-
card this distance selection rule. Regarding the tradeoff between FPR and
FNR, we can notice that both configurations must assume a considerably
high FPR to achieve a sound FNR. More specifically, when mean distance is
compared, a 0.1635 FPR must be tolerated to achieve a 0.0402 and a 0.2117
FNR for off-the-shelf packers and custom packed files. If a higher number
of FPR is tolerated (0.2210), then the results obtained for packed files are
0.0263 and 0.1105 FNRs.

In the case of minimum distance, the results show the same tendency.
For a 0.1315 FPR, 0.0671 and 0.2627 FNR are obtained. Besides, if we
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Table 4.7: Results obtained for operational code frequency and Euclidean
distance.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

Mean

0.0100 0.0056 0.0220 0.7890 0.8010

0.9136

0.0200 0.0167 0.0300 0.6945 0.7311
0.0500 0.0500 0.0580 0.5245 0.6014
0.1000 0.1000 0.1010 0.2010 0.4296
0.1500 0.1500 0.1400 0.0557 0.2685
0.2000 0.2000 0.1635 0.0402 0.2117
0.2500 0.2500 0.2210 0.0263 0.1105
0.3000 0.3000 0.2935 0.0152 0.0148

Max

0.0100 0.0056 0.0220 0.8008 0.8045

0.5318

0.0200 0.0167 0.0295 0.7196 0.7435
0.0500 0.0500 0.0555 0.6128 0.6352
0.1000 0.1000 0.0980 0.5290 0.5589
0.1500 0.1500 0.1555 0.4956 0.5354
0.2000 0.2000 0.2215 0.4835 0.5226
0.2500 0.2500 0.2650 0.4789 0.5150
0.3000 0.3000 0.3115 0.4716 0.5071

Min

0.0100 0.0056 0.0215 0.8099 0.8085

0.9206

0.0200 0.0167 0.0295 0.6943 0.7273
0.0500 0.0500 0.0525 0.5318 0.6075
0.1000 0.1000 0.0945 0.1716 0.4007
0.1500 0.1500 0.1315 0.0671 0.2627
0.2000 0.2000 0.1890 0.0228 0.1028
0.2500 0.2500 0.2675 0.0142 0.0118
0.3000 0.3000 0.3505 0.0110 0.0071

tolerate a higher FPR (0.1890), the results obtained are 0.0228 and 0.1028
for off-the-shelf packers an custom packed binaries.

Additionally, we can observe that, for mean and minimum distances,
the FNR for custom packed files is higher than for off-the-shelf packers, and
thus these kind of packers are more difficult to detect. For the maximum
distance, however, this effect is not present.

Regarding Manhattan distance (see Table 4.8), the results obtained are
sounder than the Euclidean distance based configurations. In this case,
when mean and minimum distances are applied, the AUC obtained reaches
0.9522 and 0.9574 respectively. For the maximum distance the results are
not acceptable (0.2788 AUC), and thus we must discard the configuration.

If we analyse the tradeoff between FPR and FNR, we can observe that,
for mean distance, sound results are obtained when a 0.0885 FPR is as-
sumed, obtaining 0.0487 and 0.0518 FNRs for off-the-shelf packers and
custom packed binaries. If a higher number of false positives is tolerated
(0.1535), then the results obtained are 0.0237 and 0.0110 respectively. Be-
sides, if the Min distance selection rule is applied, a 0.1165 FPR achieves
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Table 4.8: Results obtained for operational code frequency and Manhattan
distance.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

Mean

0.0100 0.0056 0.0145 0.8542 0.8801

0.9522

0.0200 0.0167 0.0285 0.6299 0.7975
0.0500 0.0500 0.0530 0.1237 0.3735
0.1000 0.1000 0.0885 0.0487 0.0518
0.1500 0.1500 0.1535 0.0237 0.0110
0.2000 0.2000 0.1975 0.0200 0.0108
0.2500 0.2500 0.2190 0.0162 0.0097
0.3000 0.3000 0.2810 0.0105 0.0073

Max

0.0100 0.0056 0.0065 0.9547 0.9279

0.2788

0.0200 0.0167 0.0180 0.9171 0.8672
0.0500 0.0500 0.0405 0.8749 0.7916
0.1000 0.1000 0.1185 0.8415 0.7519
0.1500 0.1500 0.1665 0.8310 0.7348
0.2000 0.2000 0.2115 0.8219 0.7201
0.2500 0.2500 0.2665 0.8104 0.7104
0.3000 0.3000 0.3275 0.8047 0.7037

Min

0.0100 0.0056 0.0120 0.8677 0.8305

0.9574

0.0200 0.0167 0.0250 0.6231 0.6759
0.0500 0.0500 0.0480 0.2076 0.3710
0.1000 0.1000 0.1165 0.0247 0.0099
0.1500 0.1500 0.1790 0.0151 0.0063
0.2000 0.2000 0.2410 0.0117 0.0056
0.2500 0.2500 0.2950 0.0090 0.0048
0.3000 0.3000 0.3530 0.0075 0.0006

0.0247 and 0.0099 FNRs.
In both cases we can observe that the configurations based on the max-

imum distance are notably affected by this feature set, probably because
of its instability in the presence of outliers. In contrast, the results do not
present a notable difference regarding the FNR achieved for off-the-shelf
and custom packed binaries, like in the case of the PE based feature set.

4.3.3.3 Results with dataset reduction

Figure 4.5 and Figure 4.6 plot the number of instances resultant from the
reduction process together with the obtained AUC values for each configu-
ration.

Figure 4.5a shows the evolution of the results when different reduction
thresholds are applied with Euclidean distance, when outliers are not dis-
carded. In this case, we can observe that the maximum distance presents
results below the acceptable limits. Both mean and minimum distances
produce results that deteriorate when the number of instances decreases.
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(a) Outlier points not discarded. (b) Outlier points discarded.

Figure 4.5: AUC obtained for operational code frequency, Euclidean distance
and the 3 selection rules, when different data reduction thresholds are applied.

In the case of mean distance, sound AUC values are achieved for reduction
thresholds below 8.00. For the minimum distance, we can apply a reduc-
tion threshold of 12.00 without observing a degradation in the results. In
both cases, we can observe that the results tend to deteriorate when the
threshold applied is increased, showing a tendency similar to the PE struc-
ture based feature set.

Accordingly, we show in Table 4.9 a detailed version of these configura-
tions. We can observe that, for mean distance, we must tolerate a high FPR
to obtain sound FNR results (0.2215 FPR for a 0.0264 and 0.1139 FNR for
manually packed and custom packed files respectively). Regarding mini-
mum distance, the results slightly improve requiring a 0.1895 FPR to ob-
tain a 0.0241 and 0.1078 false negative rates.

If we apply reduction to the Euclidean distance and discard the out-
liers during the process, we obtain the results shown in Figure 4.5b. In
this case, the results for mean distance present a soft degradation as the
reduction threshold increases. Besides, the minimum distance presents an
improvement until the maximum number of instances for comparison is
achieved for the 12.00 threshold. For higher thresholds, it presents a con-
siderable degradation. The maximum distance, despite of the unacceptable
results when outliers are not discarded (see Figure 4.5a), presents sound
results for the lowest thresholds, and a degradation when a higher num-
ber of clusters is generated (showing a considerable sensitiveness to the
instances used for comparison).

Table 4.10 shows the detailed results for the selected configurations. A
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Table 4.9: Results obtained for operational code frequency and Euclidean dis-
tance, outliers not discarded, with the training set reduced with a 4.00 thresh-
old for Mean distance selection rule, and a 12.00 threshold for Min distance
selection rule.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

Mean

0.0100 0.0056 0.0220 0.7890 0.8010

0.9132

0.0200 0.0167 0.0300 0.6945 0.7311
0.0500 0.0500 0.0580 0.5246 0.6014
0.1000 0.1000 0.1010 0.2027 0.4298
0.1500 0.1500 0.1395 0.0563 0.2702
0.2000 0.2000 0.1635 0.0401 0.2129
0.2500 0.2500 0.2215 0.0264 0.1139
0.3000 0.3000 0.2935 0.0152 0.0151

Min

0.0100 0.0056 0.0215 0.8099 0.8085

0.9205

0.0200 0.0167 0.0295 0.6948 0.7274
0.0500 0.0500 0.0525 0.5318 0.6074
0.1000 0.1000 0.0955 0.1714 0.4011
0.1500 0.1500 0.1330 0.0667 0.2628
0.2000 0.2000 0.1895 0.0241 0.1078
0.2500 0.2500 0.2735 0.0139 0.0122
0.3000 0.3000 0.3450 0.0110 0.0076

4.00 threshold for Mean distance selection rule obtains a 0.9184 AUC. In
the case of Max distance, only the lowest thresholds (e.g. 1.00) that discard
most of the samples produce sound results. Finally, in the case of mini-
mum distance, we can appreciate that the results depend on the number of
instances resulting of the clustering process. The configuration producing
the highest number of samples obtained the best AUC (12.00 threshold).
All the distance selection rules require high FPRs to achieve sound FNR re-
sults for custom packers. More concretely, for mean distance, a 0.2190 FPR
is required to obtain a 0.0243 FNR for off-the-self packers and a 0.0508
FNR for custom packed files. Similarly, the maximum distance requires a
0.2270 FPR to achieve 0.0239 and 0.0219 FNRs. For the minimum distance,
a 0.2550 FPR is necessary to obtain FNRs below 0.02 for both manually and
custom packed files.

Figure 4.6a shows the results obtained for different reduction thresh-
olds with Manhattan distance, when outlier points are not discarded in
the clustering process. First, we must discard the Max distance selection
rule for its unsound results. When mean and minimum distances are ap-
plied, the results are considerably stable, specially for the minimum dis-
tance, which outperforms mean distance for all the possible thresholds.
These 2 distances, in addition, present a considerable degradation for high
thresholds, when the number of instances for comparison are significantly
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Table 4.10: Results obtained for operational code frequency and Euclidean
distance, outliers discarded, with the training set reduced with a 4.00 thresh-
old for Mean distance selection rule, a 1.00 threshold for Max distance selec-
tion rule, and a 12.00 threshold for Min distance selection rule.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

Mean

0.0100 0.0056 0.0220 0.7882 0.8008

0.9184

0.0200 0.0167 0.0305 0.6914 0.7293
0.0500 0.0500 0.0570 0.5209 0.6017
0.1000 0.1000 0.1040 0.1385 0.3944
0.1500 0.1500 0.1400 0.0487 0.2398
0.2000 0.2000 0.1625 0.0374 0.1988
0.2500 0.2500 0.2190 0.0243 0.0508
0.3000 0.3000 0.2845 0.0156 0.0123

Max

0.0100 0.0056 0.0220 0.7877 0.8006

0.9208

0.0200 0.0167 0.0300 0.6909 0.7290
0.0500 0.0500 0.0570 0.5183 0.6028
0.1000 0.1000 0.1000 0.1332 0.3924
0.1500 0.1500 0.1420 0.0447 0.2171
0.2000 0.2000 0.1605 0.0369 0.1867
0.2500 0.2500 0.2270 0.0230 0.0219
0.3000 0.3000 0.2965 0.0140 0.0108

Min

0.0100 0.0056 0.0220 0.7872 0.8003

0.9176

0.0200 0.0167 0.0315 0.6862 0.7257
0.0500 0.0500 0.0585 0.5285 0.6039
0.1000 0.1000 0.1040 0.1582 0.4038
0.1500 0.1500 0.1375 0.0523 0.2560
0.2000 0.2000 0.1710 0.0353 0.1919
0.2500 0.2500 0.2550 0.0181 0.0164
0.3000 0.3000 0.3180 0.0134 0.0099

reduced. Considering the tendency of the results, we select the highest
possible threshold (maximum reduction ratio) that does not degrade con-
siderably the AUC: 96.00 (1140 instances) for mean distance and 160.00
(540 instances) for minimum distance. The results for the best threshold
configurations are detailed in Table 4.11.

For mean distance, the 96.00 threshold produces a 0.9509 AUC. In this
case, a balanced tradeoff between FPR and FNR can be obtained. For a
0.0870 FPR, a 0.0517 FNR for manually packed files, and a 0.0858 FNR
for custom packed files are achieved. For a sound detection of packed
files (0.0251 and 0.0110 FNRs respectively), a 0.1495 FPR must be tol-
erated. In the case of minimum distance, the AUC obtained is slightly
higher (0.9574). Regarding the tradeoff between FPR and FNR, a lower
FPR (0.1025) achieves sound packer detection results (0.0314 and 0.0131
FNRs respectively).

Finally, Figure 4.6b shows the evolution of the results for Manhattan
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(a) Outlier points not discarded. (b) Outlier points discarded.

Figure 4.6: AUC obtained for operational code frequency, Manhattan distance
and the 3 selection rules, when different data reduction thresholds are applied.

Table 4.11: Results obtained for operational code frequency and Manhattan
distance, outliers not discarded, with the training set reduced with a 96.00
threshold for Mean distance selection rule, and a 160.00 threshold for Min
distance selection rule.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

Mean

0.0100 0.0056 0.0145 0.8535 0.8770

0.9509

0.0200 0.0167 0.0270 0.6708 0.8084
0.0500 0.0500 0.0535 0.1313 0.3934
0.1000 0.1000 0.0870 0.0517 0.0858
0.1500 0.1500 0.1495 0.0251 0.0110
0.2000 0.2000 0.1950 0.0210 0.0108
0.2500 0.2500 0.2200 0.0186 0.0106
0.3000 0.3000 0.2860 0.0113 0.0075

Min

0.0100 0.0056 0.0115 0.8803 0.8427

0.9574

0.0200 0.0167 0.0245 0.6533 0.6866
0.0500 0.0500 0.0450 0.2282 0.3997
0.1000 0.1000 0.1025 0.0314 0.0131
0.1500 0.1500 0.1775 0.0158 0.0076
0.2000 0.2000 0.2455 0.0100 0.0063
0.2500 0.2500 0.3125 0.0077 0.0044
0.3000 0.3000 0.3575 0.0058 0.0020

distance when outliers are discarded. On the one hand, when the minimum
distance is considered, the results show a slight performance improvement
as the number of generated clusters increases with higher thresholds, and
then deteriorates when the highest thresholds are applied, reaching the
best results for a 96.00 threshold. In the case of the mean distance, the
results show an stable deterioration when the applied threshold increases,
obtaining sound results for a 16.00 threshold. Maximum distance, like in
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the case of Euclidean distance, shows results sensitive to the variability of
the instances generated after the clustering process, but shows interesting
results for the lowest reduction thresholds (8.00).

Table 4.12: Results obtained for operational code frequency and Manhat-
tan distance, outliers discarded, with the training set reduced with a 16.00
threshold for Mean distance selection rule, a 8.00 threshold for Max distance
selection rule, and a 96.00 threshold for Min distance selection rule.

Sel. rule Max FPR Tr. FPR FPR FNR(P) FNR(CP) AUC

Mean

0.0100 0.0056 0.0135 0.8563 0.8874

0.9550

0.0200 0.0167 0.0325 0.4802 0.7422
0.0500 0.0500 0.0570 0.0985 0.3021
0.1000 0.1000 0.0945 0.0405 0.0124
0.1500 0.1500 0.1530 0.0228 0.0109
0.2000 0.2000 0.1990 0.0173 0.0091
0.2500 0.2500 0.2300 0.0128 0.0075
0.3000 0.3000 0.2770 0.0097 0.0060

Max

0.0100 0.0056 0.0135 0.8579 0.8917

0.9534

0.0200 0.0167 0.0305 0.5343 0.7787
0.0500 0.0500 0.0560 0.1090 0.3323
0.1000 0.1000 0.0895 0.0498 0.0350
0.1500 0.1500 0.1540 0.0236 0.0110
0.2000 0.2000 0.1940 0.0221 0.0097
0.2500 0.2500 0.2395 0.0145 0.0072
0.3000 0.3000 0.2765 0.0113 0.0070

Min

0.0100 0.0056 0.0140 0.8550 0.8802

0.9570

0.0200 0.0167 0.0325 0.4936 0.7374
0.0500 0.0500 0.0575 0.0856 0.2373
0.1000 0.1000 0.1180 0.0267 0.0110
0.1500 0.1500 0.1630 0.0155 0.0084
0.2000 0.2000 0.2160 0.0115 0.0076
0.2500 0.2500 0.2575 0.0070 0.0060
0.3000 0.3000 0.3035 0.0042 0.0060

Table 4.12 shows results for the selected threshold configurations. When
Mean distance selection rule is applied, a 0.9550 AUC is achieved. For this
configuration, a 0.0945 FPR has to be tolerated to obtain a 0.0405 FNR
for off-the-shelf packers and a 0.0124 FNR for custom packed files. For
the maximum distance a 0.9534 AUC is achieved. For this configuration,
we can also find a sound tradeoff between FPR and FNR (0.0895 FPR for
a 0.0498 FNR and a 0.0350 FNR respectively). Finally, for the minimum
distance, a 0.9570 AUC is achieved. In this case, a 0.1180 FPR achieves a
0.0267 FNR for manually packed files and a 0.0110 FNR for custom packed
files.
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4.3.4 Evaluation of the efficiency
The feature extraction was performed in an isolated virtual machine using
VMWare. The host machine was an Intel Core i5 650 clocked at 3.20 GHz
and 16 GB of RAM memory, while the guest machine was configured with
2 processors, 4 GB of RAM memory and Windows XP SP3 as operating
system.

(a) PE based features. (b) Operational code frequency.

(c) Both feature-sets.

Figure 4.7: Feature extraction times for the different feature-sets. The X axis
represents the file size, while the Y axis represents the time required to extract
the features, expressed in milliseconds.

Figure 4.7 summarises the feature extraction process. We can observe
that, on the one hand, the feature extraction time is directly proportional
to the file size in both feature-sets. In the case of the feature-set based on
the Portable Executable structure, this effect is caused by the values that
depend on the full content of the file, like entropy. On the other hand, we
can observe in Figure 4.7c that the extraction of operational code frequency
is more time-consuming than the extraction of PE based features. In this
way, the average comparison time is 0.0576 ms/KB for PE based features
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Figure 4.8: Reduction times for the different configurations. The X axis rep-
resents the different experiment configurations, and the Y axis represents the
reduction time, expressed in milliseconds. Each of the 10 folds evaluated in
the experiment is represented in a different color.

and 2.0188 ms/KB for operational code frequency. Although the extraction
time in both cases depends on the implementation of our feature extraction
algorithm, we can safely conclude that the computation of operational code
frequency requires more computational resources than PE based features.

Once the features have been extracted, the instances are randomised
and divided into 10 folds following the distribution described in Section
4.3.1. Then, the normalisation process is applied to the 1620 instances
that form the training set. The µ and σ parameters used to calculate the
z-score for each feature are then used to normalise the validation-set and
the test-set. The normalisation process of each fold consumes on average
148.4375 milliseconds with an standard deviation of 62.1736 for the PE
based feature-set, and 735.9375 with an standard deviation of 121.1315 for
operational code frequency.

Figure 4.8 shows the time required by the dataset reduction algorithm
for each configuration. First, we can notice that Euclidean distance, in both
cases, presents higher reduction times. This difference is caused by the
complexity of each distance measure. Besides, PE based feature-set re-
quires, again, a lower processing time. This is caused by the number of
possible features present in each feature-set. While the PE based feature-
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(a) Outliers not discarded.

(b) Outliers discarded.

Figure 4.9: Distance computation times averaged for each possible configu-
ration. The X axis represents the different thresholds applied. The threshold
applied for reduction varies for each configuration, and thus, are not labelled
on the axis. Nevertheless, the thresholds are plotted, in each case, in ascend-
ing order. The Y axis shows the average time (in milliseconds) to measure the
distance from a testing instance to the model.

set is composed of 241 features, the feature-set composed of operational
codes is represented by 823.

Finally, Figure 4.9 shows the average time required to measure the dis-
tance from a testing instance to the non-packed model. This time is directly
proportional to the number of instances used for comparison in each case.
In Figure 4.9a we can observe the results when outliers are not discarded.
First, we can observe that PE based features require lower processing times
than operational code frequency. Besides, Manhattan distance is more effi-
cient than Euclidean distance. Figure 4.9b shows the average distance com-
putation time when outliers are discarded. In this case, as the number of
instances that represent the model is lower, the time required for compar-
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ison decreases with respect to the previous approach. In these cases, the
number of instances representing the model reaches its maximum value
for the central thresholds. Once the threshold surpasses certain value, the
clusters generated contain a higher number of instances and the number of
clusters decreases. This effect has a direct effect on comparison time, that
can be observed in Figure 4.9b.

4.4 Conclusions and discussion
The results presented in Section 4.3.2 and Section 4.3.3 show the perfor-
mance of the anomaly detection method proposed for the classification of
packed and non-packed binaries.

We have established several research questions for this study. First, we
can notice that the results for PE based features and operational code fre-
quency present differences. Therefore, we first address the last research
question established:

Which is the feature-set that best discriminates packed from non-packed
files?

The first observation is that the only distance selection rule that produces
sound results for PE based features is the minimum distance, while in the
case of operational code frequency, both mean and minimum distance are
valid approaches. More concretely, we can observe that in the case of PE
based features, the mean distance is not capable of correctly classifying
custom packers.

Secondly, we can also observe that the FNR for custom packers is gener-
ally higher than the FNR for off-the-shelf packers when PE based features
are compared. However, in the case of operational code frequency, this
effect is not present. In fact, the results presented show that for most con-
figurations, the operational code frequency present favourable results for
both custom packers and manually packed files.

The third observation regarding the two feature-sets is that, while both
present unreliable results for the Max distance selection rule, the results
for operational code frequency are specially poor. We can notice that this
feature-set is extremely sensitive to outlier points in the normality model.

From these observations we can conclude that our PE feature based
anomaly detection method presents limitations to capture the difference
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between non-packed binaries and custom packed files. Nevertheless, when
the minimum distance is selected, our approach can provide sound custom
packed file detection rates if it assumes a sufficient number of false posi-
tives. Besides, operational code frequency can correctly discriminate these
files. This effect might be caused by the tendency of malware writers to im-
plement custom made packers that try to evade heuristic detection as well
as simple manual inspection using PE based characteristics of non-packed
binaries.

Therefore, we can answer the research question established:
Despite the acceptable results obtained with PE based features for mini-

mum distance, we can affirm that our anomaly detection method presents a
better classification performance when operational code frequency is com-
pared instead of PE based features.

If we examine the time required to extract, normalise, reduce data, and
compute the distance between samples, we can observe that operational
code frequency is not as efficient as PE based features. Nevertheless, de-
pending on the efficiency requirements of the target system, it could be
interesting to consider operational code frequency due to the results ob-
tained.

What is the impact of the data-reduction approach over the results ob-
tained?

In section 4.3.2 we show the performance of our anomaly detection sys-
tem for different reduction thresholds. More concretely, we evaluate the
AUC obtained for each configuration, considering that the false positive
rate and the false negative rates depend on the distance threshold selected.

First, we can observe that in the case of PE based features, the results
when the minimum distance is selected vary with the number of instances
used for comparison. In both reduction approaches (outliers discarded and
not discarded), the results present a degradation when the number of in-
stances is lower.

Besides, when operational code frequency is compared, the Min dis-
tance selection rule shows a similar evolution. Nevertheless, when the
mean distance is selected, the results tend to degrade as the reduction
threshold increases, regardless of the number of instances used for com-
parison, except when a unique centroid is employed for comparison. This
difference is mainly noticeable when the outliers are discarded from the
comparison.
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If we compare the two approaches for dataset reduction, we can ob-
serve that for PE based features, the results are affected by the method
employed. In this case, the approach that does not discard the outliers
presents sounder results, specially for Euclidean distance. In the case of
operational code frequency, there is not a noticeable difference among both
approaches.

In addition, if we observe the efficiency of both approaches, while there
is no significant difference while reducing the dataset (there is no differ-
ence in the complexity of the calculations), we can observe that there is a
significant difference when measuring the distance from a testing instance
to the model, due to the number of instances used for comparison.

To answer the research question established, although all configurations
are not affected equally by the data reduction process, we can conclude
that, in all cases, it is possible to find a trade-off between efficiency and ef-
fectiveness, trying to minimise the processing time and the results obtained
for the different reduction thresholds.

What is the impact on the results of the different distance measures eval-
uated?

In this case, we can observe that for PE based features, the Manhattan
distance does not produce better results than Euclidean distance. More
concretely, for Mean and Max distance selection rules the results are im-
proved but when the minimum distance is selected (the only distance mea-
sure with acceptable performance), the results are nearly equal. On the
contrary, for operational code frequency, the results observed for Manhat-
tan distance actually differ, presenting superior results for AUC, and better
tradeoffs between FPR and FNR.

What is the impact on the results of the different distance selection rules?

Regarding the distance selection rules, we can observe that, with the ex-
ception of certain configurations (operational code frequency with dataset
reduction and low reduction thresholds), the Max distance selection rule
does not present a sound performance, probably because of its sensitive-
ness to outliers.

Besides, in the case of PE based features, the only distance measure with
a good performance is the Min selection rule.
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When operational code frequency is compared, both Mean and Min dis-
tance selection rules achieve good results.

This difference might be caused by the impact of the results for the clas-
sification of custom packers. In fact, the results show that the distance
between a non-packed instance and a custom packed instance is low. This
fact affects the final value when the average distance is calculated. For this
reason, the mean distance is not a valid approach when PE based features
are used.

Does our anomaly detection approach present sound results for the clas-
sification of packed and non- packed files?

With the exception of certain configurations, the anomaly detection
method proposed is capable of classifying packed and non-packed bina-
ries efficiently.

While the results obtained are not as favourable as those obtained for
supervised approaches, our model only models non-packed binaries.

The trade-offs between FPR and FNR selected for each configuration
tend to produce high false positives rates (near 0.10 FPR). Nevertheless,
these thresholds have been selected to maximise the packer detection rate
at an assumable false positive rate. The simplicity of the distance-based
approach allows to adjust the threshold according to the requirements of
the deployment scenario.

• Adjustable tradeoff between FPR and FNR. Sometimes, it is impor-
tant to consider the tradeoff between FPR and FNR. In some cases,
it might be interesting to achieve nearly 0 FPR assuming the risk of
misclassifying positive instances. For instance, a common user might
be reluctant to install an antivirus solution that continuously throws
false positives. In contrast, an antivirus company might desire to
configure a different threshold when processing a malware dataset.
In this particular case, misclassifying a packed binary as unpacked
might imply not obtaining the original code of the sample.

• Adjustable number of positives for different use cases. The anomaly
score can be used to prioritise the analysis of samples that show a high
anomaly degree. Nevertheless, a high score does not necessarily mean
that the sample will be more interesting than samples presenting a
lower value. Also, this approach is highly dependant on the distri-
bution of the samples analysed. The proportion of packed instances
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can be different for a set of binaries already labelled as malicious than
for a set of binaries submitted for analysis in an on-line submission
system, in which any user could submit both packed, non-packed,
benign, or malicious samples.

Future work in anomaly detection can be oriented in different ways. On
the one hand, other anomaly detection approaches could be tested, like
probabilistic models or one-class support vector machines. These more
complex approaches might eventually capture differences among samples
that cannot be represented in a linear system like this.

On the other hand, it would also be interesting to study possible fea-
ture selection techniques considering only one of the classes, given that the
majority of such approaches make use of information from both classes in
order to measure the importance of each attribute. In addition to feature
selection, it also would be possible to rescale the feature-space measuring
the capacity of each feature to characterise the set of non-packed samples.

In addition, it also would be interesting to combine the 2 feature-sets
proposed in this chapter, or even to consider subsets of features.

During Chapter 3 and 4 we have relied on the extraction of certain fea-
tures for the classification of packed binaries. Nonetheless, malware writ-
ers’ efforts are focused on creating stealthy malicious software to bypass the
filters implemented by both the security industry and the academic com-
munity. For this reason, it would be interesting to systematically study the
different attacks malware writers may implement to bypass this kind of
filters.

Although generic detection of packed files is useful to identify bina-
ries protected by unknown packers, the correct identification of binaries
packed by off-the-shelf packers is equally important. These binaries can
be unpacked by specific unpacking routines. In addition, signature-based
detection systems throw false negatives due to the capacity of malware
writers to modify the binaries. For this reason, robust packer identifica-
tion systems would avoid the generic unpacking of certain samples (apply-
ing custom made unpacking routines). Malware writers typically scramble
well-known versions of packers in order to avoid detection. When it is not
possible to determine the precise packer used to protect the binary, it is in-
teresting to quickly analyse the unpacking routine in order to understand
its structure.

Finally, it is important to mention the limitation presented by the dataset
regarding the labelling of non- packed malware. Due to the possible noise
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in the dataset employed (see Chapter 3), the results might be affected nega-
tively. For a real-world deployment of such system, it would be interesting
to sanitise the non-packed dataset using other manual methods to ensure
its correct labelling. Nevertheless, in Chapter 3 we identified many limita-
tions of the tools used to label the dataset employed for the experiments. In
this sense, we consider that, while there are many sandbox systems focused
on malware analysis, researchers lack appropriate tools for the analysis of
packers.

4.5 Summary
In this chapter we propose and evaluate the application of anomaly detec-
tion techniques to the packer classification problem.

First, we describe our anomaly detection method and the data reduc-
tion process employed to improve the efficiency of the system. Second, we
evaluate the approach over the complete feature-set proposed in Chapter 3.
Finally, we propose an alternative feature-set based on operational code fre-
quencies and evaluate the performance of our anomaly detection approach
over this feature-set.

As a summary, the method proposed does not achieve the results pre-
sented by supervised machine-learning approaches, but it allows us to build
a model that only depends on the information provided by a set of non-
packed binaries.
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Part II

Dynamic analysis for run-time
packer analysis and unpacking
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«Consider what you want to do in rela-
tion to what you are capable of doing.
Climbing is, above all, a matter of in-
tegrity.»

Gaston Rébuffat (1921–1985)
Chapter

5
Longitudinal study of

run-time packers
structural complexity

R
un-time packers, originally designed to reduce the size of ex-
ecutables, rapidly became one of the most common obfusca-
tion techniques adopted by malware authors. They are now
used by the vast majority of malicious samples to protect and
encrypt their data and code sections – which are then re-

stored at run-time by a dedicated unpacking routine. Nevertheless, while
the first simple packers were aimed at reducing the size of the binary and
presented a very low degree of sophistication, modern packers employ a
wide variety of techniques in order to prevent the analysis of the sample
(e.g., anti-debugging, anti-emulation, anti-disassembly techniques, obscur-
ing the original entry point of the binary or employing several layers of
unpacking code).

Run-time packers have been thoroughly studied in the literature, and
several authors have focused their efforts on generic unpacking [KPY07,
MCJ07, CX10, SYS+08, RHD+06]. Most of these solutions are based on the
dynamic execution of the sample (e.g., by an emulator or a debugger) and
rely on different heuristics to detect the end of the unpacking routine (i.e.,
the correct moment to dump the content of the process memory). Nearly all
antivirus software adopted this type of solutions in order to provide some
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form of generic unpacking before applying signature or heuristic based de-
tection.

Given the early success of these efforts, the research community quickly
focused their efforts on other forms of code protection. For instance, sev-
eral recent studies have focused on virtualization-based protectors [Rol09,
SLGL09], which involve completely new challenges, and stand as a com-
pletely separate and still unsolved problem. Nevertheless, these packers
are hard to implement.

i Virtualization based packers are extremely complex pieces of software.
These tools are generally commercial software employed to protect le-
gitimate applications.

ii Applications protected by this kind of packers can sometimes intro-
duce a high computational overhead in the system, since most of them
are based on the translation of the original code to a different target ar-
chitecture. This overhead may be acceptable to protect certain highly
sensitive parts of legitimate applications. Once again, introducing such
overhead in a malware sample that is continuously running on the sys-
tem could raise suspicions.

iii This kind of protectors do not work properly on any kind of software.
Generally, these tools allow to select the parts of the code to virtualize,
and encourage the developer to properly test the application after the
protection. Some of these tools even apply binary analysis techniques
to disassemble the instructions of the compiled binary (e.g. Themida).

As a consequence, malware authors keep protecting their samples using
the traditional run-time unpacking approach. The problem of how to per-
form runtime unpacking of their code still represents a challenge. In fact,
traditional solutions rely on a number of assumptions that are not neces-
sarily met by common run-time packers:

i If a sample contains multiple layers of packing, these are unpacked in
sequence and the original application code is the one decoded in the
last layer.

ii There is a moment in time in which the entire original code is unpacked
in memory.
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iii The execution of the packer and the original application are not man-
gled together (i.e., there is a precise point in time in which the packer
transfers the control to the original entry point).

iv The unpacking code and the original code run in the same process with
no inter-process communication.

These simplifications make previous approaches unsuitable to handle
the real challenges encountered in complex run-time packers. Moreover,
while there are several tools and on-line services available for malware
analysis, there are no equivalent tools for the analysis of run-time packers.
Available generic unpackers rely on heuristics that can be easily evaded,
and, as an alternative, analysts develop unpackers that are specifically de-
signed to work for a specific packer family and version.

Given the limitations of previous approaches, we establish the following
research questions to be addressed on this chapter.

First, we are interested in understanding the level of complexity of the
existing run-time packers that are used to protect malware.

Research question 5.1 What is the maximum level of sophistica-
tion of run-time packers?

To answer this research question we present a new fine-grained dynamic
analysis system designed to collect a large amount of information from the
execution of packed binaries. The collected data is then analysed and used
to compute the packer structure and a number of indicators that summarise
the features and internal characteristics of the packer. This is, to the best
of our knowledge, the first approach that measures the complexity of run-
time packers from different perspectives. Moreover, we used this tool to
understand the level of sophistication of over 580 different packer config-
urations. The experiments conducted lead to a second open research ques-
tion. It is well known that the malware writer often relies on off-the-shelf
packers to protect and obfuscate their code. Tools like UPX or Armadillo
are well known for both malware writers and malware analysts. However,
malware writers often decide to avoid existing tools and implement instead
their own custom packing routines. Whereas the unpacking of common
protectors has been widely studied in research publications, there is no
study that measures the complexity of custom packers. Accordingly, we
establish a second research question:
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Research question 5.2 How widespread are custom packers in col-
lected malware, and, how sophisticated are
they compared to off-the-shelf packers?

Also, it is interesting to know how the techniques employed by malware
authors have evolved over the years in order to understand their motiva-
tions.

Research question 5.3 How has the packer complexity evolved over
the years?

In order to answer these questions, we performed the first longitudinal
study of run-time packer complexity using a dataset composed of packed
malware collected during a period of 7 years, from mid-2007 to mid-2014.

Finally, it is important to understand the impact of packer complexity.

Research question 5.4 How does this complexity affect the common
assumptions of generic unpackers?

In this chapter we first present a taxonomy capable of measuring the
complexity of a packer from different points of view, providing as a result
a single and incremental classification of packed binaries. This taxonomy
is described in Section 5.1. Then, Section 5.2 describes the design and im-
plementation of a framework based on dynamic analysis that allows us to
precisely compute the complexity of a packer and to graphically represent
its structure. Section 5.3 shows the results obtained for the complexity
analysis of two different datasets (off-the-shelf and custom packers). Fi-
nally, Section 5.4 discusses and summarises the results obtained in these
experiments.

5.1 Packer taxonomy
In this section we present the conceptual model required to capture and
describe the characteristics and complexity of run-time packers.

The most simple form of run-time packer consists of a small routine ex-
ecuted at the beginning of the program that overwrites a certain memory
range with the decompressed, deobfuscated, or decrypted code of the origi-
nal application. After the unpacking routine has terminated, the execution
is redirected to the original entry point (OEP) located in the unpacked re-
gion (an operation often called “tail jump”).
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These packers represent the most simple form of self-modifying code.
However, run-time packers often involve several layers of unpacking rou-
tines, in which the first routine unpacks a second one, which in turn un-
packs another routine, until the original code is reconstructed at the end.
To complicate the situation, these layers are not necessarily completely in-
dependent and the execution may jump back and forth between them.

Previous approaches have proposed different models in order to cap-
ture this kind of behaviour, generally focusing on determining where the
original entry point of the binary is located, or which are the code regions
that were unpacked.

This research is motivated by the intuition that, in many cases, a sim-
ple model cannot capture every possible packer structure. In this way, we
propose a packer taxonomy capable of representing several properties that
measure the structural complexity of a run-time packer. The taxonomy,
together with the visual representation of the structure of the packer can
assist the analyst in the difficult and time-consuming reverse-engineering
task.

In this section, we propose a model to represent the inner structure of
run-time packers that can be employed to measure their complexity. This
representation also allows to visually depict this structure and properties,
helping the analyst to find interesting regions of code.

5.1.1 Regions and layers
First, we propose the use of two concepts, executed regions and layers in
order to provide a way to represent the structure of a packer.

A decryption layer is, intuitively, a set of memory addresses that are
written by code in the previous layer and afterwards executed. In this way,
when the binary starts its execution, the instructions loaded from its image
file belong to the layer L0. Accordingly, if any address written by any of
those instructions is executed, it will be part of the next layer, in this case
layer L1.

During our research, we have found packers that employ several pro-
cesses (and thus, several address spaces) during the unpacking process,
packers that interleave the execution of unpacking code with the original
code, and even packers that incrementally unpack and re-pack the code on-
demand before and after its execution. In our taxonomy, we capture these
and several other aspects that allow us to measure the actual structural
complexity of runtime packers from different points of view.
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Tracing granularity and implications on the model
A basic block is a set of instructions with a single entry point and exit

point. Therefore, a basic block starts at a memory address which is the tar-
get of any control flow instruction such as jmp, call, or ret, and ends in
a control flow instruction. In contrast, our tracing engine monitors execu-
tion blocks. An execution block is a set of instructions that are executed
atomically in our system. More concretely, the tracing engine first trans-
lates instructions sequentially until a control flow instruction is found, and
then executes them atomically. Also, it is important to consider that, if an
exception occurs in the middle of a block, then the execution block ends
and a new block is translated for its execution. Execution blocks and basic
blocks present some semantic differences.

i While there is no instruction in the program that jumps to an instruc-
tion in the middle of a basic block, in the case of execution blocks, this
property can be violated. When a block is executed and the control
flow jumps to an instruction in the middle of the block (e.g., something
typical in loops), the next execution block will start in the middle of
the previous block and will finish in the control flow instruction. In
this situation, we would have 2 basic blocks. The first one would fin-
ish with the instruction before the target address of the control flow
instruction (i.e., beginning of the loop). The second basic block would
start at the beginning of the loop, and end in the control flow instruc-
tion. In contrast, while the number of execution blocks is also 2, the
first block would consist of all the memory addresses executed, and the
second one would only cover the loop. Also, the two blocks overlap.

ii Two basic blocks starting at the same address will finish at the same
point. In the case of execution blocks, there are situations in which this
assumption is not preserved. While a basic block is always terminated
by a control flow instruction, an execution block can be finished by an
exception or an event during execution. In this way, since an execution
block can raise exceptions depending on the data it manipulates, it is
possible to trace execution blocks that start at the same address and
have a different size.

Formalization
Considering these aspects, we propose a fine-grained model to repre-

sent the concept of execution layers. We define an execution layer Li as a
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tuple (Xi ,Wi), where Xi is the set of execution blocks traced at that layer,
and Wi represents the memory addresses modified by the instructions ex-
ecuted at that layer. In order to provide a comprehensive model that also
considers inter-process communication, we define Wi as a map such that:
Wi : P → (M,F) where P is the monitored process, M is the set of memory
addresses in the address space of P modified at layer i, and F is a map such
that F : Filename→ Ff n, where Filename is the file name of the file modi-
fied, and Ff n represents the offsets of the file modified by process P at layer
i.

During the execution, we maintain a set L = {L0,L1,L2, ...,Lmaxl} where
maxl is the innermost execution layer (i.e., deepest unpacked layer) of the
binary.

i When the binary is loaded into memory, there is one single execution
layer in L: L0(∅,∅).

ii When the binary starts its execution on its entry point, we trace every
execution block EB. For each execution block, we compute the layer Li
it belongs to following Algorithm 2. In this way, if the memory space
occupied by the execution block has not been modified by any other
block, it is assigned to layer L0.

Data: Set of execution layers L, set of memory addresses where the
execution block is located M(EB).

Result: Li of the execution block.
i = 0, t = 0
while t < maxl do

foreach address ∈M(EB) do
if address ∈Wt then

i← t
end

end
t← t + 1

end
i← i + 1

Algorithm 2: Layer selection.

Then, the corresponding layer Li is updated: Li = (EB∪Xi ,Wi).

If the code is not self-modifying, it would be impossible to have two
overlapping execution blocks. However, packers commonly use highly
obfuscated routines that can eventually derive into a situation in which
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two different execution blocks overlap for one layer. This situation
might occur if the following conditions are met:

1. A memory address range is modified by some code at layer Li .

2. Eventually, an execution block at that memory address range is exe-
cuted and Li+1 is updated with such execution block.

3. The same memory address range is modified again by some code at
layer Li , setting different values for it.

4. A different and overlapping execution block is executed and added
to Li+1.

In order to support this situation, our model allows to store, at the same
layer, different execution blocks in the same range of addresses.

iii Finally, layer Li is updated in order to keep track of the memory ad-
dresses modified by the executed block: Li = (Xi ,Mw(EB)∪Wi), where
Mw((EB)) is the set of memory addresses modified by the execution
block.

Implications
This model has several implications:

• A layer only defines how deep a sequence of instructions is into the
unpacking process, but it does not identify a semantically coherent
piece of code. For instance, it is often the case that the original appli-
cation code is located at the same layer with some other routines that
are part of the packer (e.g., monitoring or obfuscating the execution,
or interposing library calls).

• It is possible for a certain memory location to belong to different lay-
ers – if it is overwritten multiple times.

• There could be a case in which the original code is present in more
than one layer. For example, two regions of the original code might
be unpacked by different parts of the unpacking engine (located at
different layers).

• If an execution block is located at a memory address space modified
by execution blocks in different layers, its layer will be determined
by the highest layer that modified its memory. Consequently, once a
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Figure 5.1: Graph generated for the Windows calculator packed with UPX.

memory address is modified by an execution block at layer Lj , any
write to the same address originated at an execution block at a layer
Lk such that k < j will have no effect on the future assignment of such
execution block to a layer. Despite this aspect might seem counter-
intuitive (one may think that a memory address should belong to the
layer of the last instruction that modified it), there are cases in which
different parts of the unpacking routine (located at different layers)
are in charge of unpacking the same memory address space. For ex-
ample, some code in layer 2 may first initialize some memory address
range. Then, the execution may jump to layer 4, in charge of perform-
ing a first step of the decryption, and finally back to layer 3, in charge
of finishing the last operations of the decryption algorithm. In such
a case, layer 2, 3 and 4 would have participated in the unpacking of
the original code, being layer 3 the last one to write over that address
space. In these cases we consider that the original code should be
placed at layer 5, considering that the 3 layers have participated in
the unpacking process.

Memory regions and general overview
The execution of the binary results into a set of layers with their corre-

sponding sets of execution blocks and memory addresses modified by those
blocks. With this information, we compute blocks of contiguous memory
addresses executed in order to delimit the regions of executed code.

In order to do this, there are some aspects that must be considered.
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First, the code generated by a compiler is not always placed at contiguous
addresses. For example, there might be paddings between functions con-
taining no valid instructions. Second, since we are tracing dynamically the
execution of the binary, only certain code paths are covered by the analysis.
Consequently, we compute the set of executed memory regions Ri for each
layer by merging the blocks of contiguous addresses executed. In this way,
each region is represented by the lowest and the highest address of each set
of executed addresses in which the distance from each execution block to
the closest one in the set is not higher than a given threshold Dt.

Figure 5.1 shows the structure of the Windows calculator protected by
UPX. The structure consists of 2 layers. In the first layer (0), there is only
one region corresponding to the packer code (shown in grey). This region
starts at address 0x01020ce0 and has a size of 0x190 bytes. Layer 1 has
4 different regions depicted in yellow and red. For every region, we dis-
play its base address and size. The different colours and edges represent
properties defined later on in this chapter.

This model allows us to measure the number of layers of the packer and
the size of each layer (in terms of bytes, instructions, execution blocks, and
regions).

Also, this structure is the base to compute other properties by modelling
aspects like write operations and execution transitions between regions and
layers.

5.1.2 Parallelism
Many packers employ several processes to unpack the original code. Some
packers take the form of droppers and create a file that is afterwards ex-
ecuted, while others create another process and then inject the unpacked
code to it. Additionally, some packers make use of the debugging API of
Microsoft Windows in order to (i) control the execution of a child process,
not allowing it to start before the original code is injected to it and the
thread context is set appropriately, (ii) coordinate the unpacking of dif-
ferent regions of code on demand and (iii) as an anti-debugging and anti
memory dump trick, since it prevents other processes from attaching as a
debugger to the process that actually contains the original code.

At this point, it is important to differentiate between processes involved
in the unpacking process, and processes that are part of the payload (orig-
inal code) of the protected binary. In fact, it is common to find malware
binaries that expand several processes in order to execute their payload. In
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this way, these processes lock a mutex and wait until it is released. The
first process to lock the mutex is the one that actually executes the payload
while the rest wait. If the process is killed, then the next process starts ex-
ecuting the payload. This approach is sometimes used as a mechanism to
ensure the execution of at least one process in the system

In our model, we measure the number of processes created during the
execution of a binary, but we only consider them to be part of the packer if
they interact between them (they write to each others address space). Later
in this chapter we explain how these interactions can be performed, and
describe the different events we monitor.

In order to provide a comprehensive analysis of the packer, we trace all
the processes created during execution by the original binary.

Regarding execution threads, we also record the number of threads cre-
ated for every monitored process. As we will detail in the following sec-
tions, the parallel execution of threads has an impact over the defined tax-
onomy.

5.1.3 Transition model
Given the definition for layers and regions provided in Section 5.1.1, we
define an execution transition as a succession of two blocks in the execution
trace of a binary, such that the region in which the first block is located is
different from the region of the second block.

Similarly, we define a write operation between regions as any memory
write from an execution block located at a region to an execution block at a
different region.

Given these definitions, the second characteristic measured in our model
describes the type of execution transitions observed between the different
layers of code. A transition between two layers occurs when an instruction
at layer Li is followed by and instruction at layer Lj such that i , j.

5.1.3.1 Linear vs. cyclic transition model

In the simplest case, there is only one transition from a layer (typically
the end of the unpacking routine) to the next one (the beginning of the
following unpacking routine or the original entry point of the application).
In this case, if a packer has N execution layers, there are N − 1 transitions,
from a region at layer Li to a region at layer L(i+1). In our model we define
this behaviour as linear transition model. Some packers do not satisfy the
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aforementioned definition, and contain transitions from a layer to one of
its predecessors. We define these cases as a cyclic transition model.

As we described in Section 5.1.1, the transition between execution blocks
can occur for different reasons. One of the aspects that must be considered
is process and thread scheduling. This mechanism implies that, at a cer-
tain point, the transition from an execution block to the next one can be
triggered by a context switch. Also, in order to simplify the model and to
reduce the amount of data collected, we leave out of the scope kernel mode
execution and thus avoid tracing the kernel address space. Similarly, we
also do not keep track of the basic blocks executed in the system library
address space unless it is modified by the process.

As a consequence, if the monitored binary creates several processes, we
might find an execution block at the address space of a process, followed
by an execution block at the address space of another process. In this case,
there is an execution transition between processes, but this transition does
not imply that the code is designed to synchronize the execution of those
blocks, which might be completely independent. Moreover, if the regions
for those execution blocks are located at different layers, we consider there
is an execution transition between layers.

Similarly, if a process creates several threads, the thread scheduling
might also impact the transition model described in this section. If two
threads execute code at different layers in parallel, there will be an execu-
tion transition whenever there is a thread context switch. For instance, a
packer might create one thread for the original code and another for pro-
tection routines such as memory checksumming or anti-debugging. If both
routines are located at different layers, we consider the transition model as
a cyclic transition model.

In both cases, (several processes or several threads), we consider that
labelling the sample as cyclic is a safe assumption because despite the ex-
ecution context switch, both codes are interleaved in the execution (inten-
tionally or not).

Finally, there is a risk of considering cyclic binaries that have their origi-
nal code located at different layers, (something that could occur if different
parts of the original code are modified by regions at different layers). In
these cases, our model over-approximates the complexity of the transition
model.
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5.1.3.2 Payload isolation
Finally, the last property we measure is the interaction between the packer
code (i.e., unpacking routines) and the payload (i.e., original code that was
packed). Simple packers first execute all the packer code, and once the
original code is recovered, the execution is redirected to it. For these cases,
there is an execution transition such that all the previous execution tran-
sitions have their source and destiny in the packer code, and all the sub-
sequent transitions have their source and destiny in the original code. We
refer to this transition as tail-transition. Note that this transition does not
necessarily take place from layer Li to layer Li+1, since a packer might
eventually unpack a region of packer code at the same layer as the orig-
inal code, and the transition to the original entry point might take place
between these two regions. If a packer does not meet this definition, we
consider its execution model as interleaved. Some packers interleave the ex-
ecution of certain parts of the unpacking routine with the original code. In
some cases, this technique is implemented by hooking the Import Address
Table to make the addresses in the table point to routines in the packer
code. This approach can be used to obfuscate the use of API functions by
redirecting them through the unpacking code. This approach can also be
used to implement anti-debugging and anti-tampering techniques during
the execution of the original code, in order to provide a better protection
against reverse-engineering and memory patching techniques.

5.1.4 Unpacking frames
A simple packer consists of a decryption routine that first unpacks the code,
and then the execution is redirected from the unpacking routine to the orig-
inal code. In such a simple model, there is no interaction between the code
of the packer and the protected code.

In Section 5.1.3 we have described possible alternative transition mod-
els in which the protected code and the unpacking routines interact during
execution.

One of these forms of interaction can lead to a situation in which a part
of the code (either unpacking routine or original binary) is written at differ-
ent times. The Backpack packer [BLB11] is an example of this behaviour.
This packer protects each function independently and instruments each
function call and return. Every time a function is called, it is decrypted, ex-
ecuted, and then encrypted again when it returns. The execution of these
functions is mangled together with the code of the packer. Additionally,
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the packer encrypts and decrypts parts of the code each time. We consider
that every time there is a decryption and execution iteration, there is a new
frame in the unpacking process.

In this way, we can intuitively define unpacking frame as a succession
of a memory write and a memory execution. In this way, the simplest run-
time packer has at least one unpacking frame, since it first writes a memory
area and executes it afterwards.

Let’s consider a binary packed multiple times. In such a case, all the
code would be fully unpacked in one layer before the next layers are un-
protected: each layer of the unpacker routine is a fully independent piece
of code.

According to the definition provided of unpacking frame, during the
execution of this binary there would be as many unpacking frames as layers
in the code, since for each layer there is a memory write and a memory
execution.

Nevertheless, these layers are completely independent, and we should
not consider that the contents of the binary are unpacked at different times.

In this way, we restrict the definition and consider an unpacking frame
as a succession of a memory write, and a memory execution of a piece of
code present in a certain memory address range.

This definition would be sufficient under the assumption that all the un-
packing layers do not share the same address space, something that could
eventually occur.

In order to cover such cases, we only consider that a binary is unpro-
tected in several unpacking frames if these frames occur in the same exe-
cution layer.

Figure 5.2 shows the structure of the Kaiten malware protected by the
Backpack packer. In this case, the figure displays for each region its base
address, size, and number of frames. Grey edges represent execution tran-
sitions and are labelled with the number of transitions occurred between
each pair of regions. Also, for each layer, it displays its layer number on the
left, and the number of frames on the right.

If all the unpacked code present at each execution layer is unprotected
at the same time and then executed, we can define the execution model as
single-frame. On the contrary, if there is an execution transition from any
region at a layer Li to any region of layer Lj , such that i , j at time tn,
and a write operation from any region at layer Lk to any region of layer Lj
(by definition, k < j) at time tm such that and m > n (followed by another
execution transition), then we define the execution model as multi-frame.
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Figure 5.2: Graph generated for the Kaiten malware protected by Backpack.

5.1.4.1 Code visibility
Both the packer code and the original code can present several frames dur-
ing the unpacking process. The vast majority of packers unpack the entire
code and data of the original application before starting its execution. In
these cases, the original code is isolated from the unpacking routines. The
original code is not written once it is executed. However, more advanced
examples selectively unpack only the portion of code that is actually ex-
ecuted (and therefore present several frames for the original code). This
approach is used as a mechanism to avoid memory dumps of the whole
contents of the binary. Based on the amount of code and on the way it is
written in memory, we can distinguish three types of unpacking schemes:

• Full-code unpacking. These routines first unpack all the original
code and data, and then redirect the execution to the original entry
point. In this case, there is always a point in time in which the entire
code of the malware can be scanned or retrieved from memory.

• Incremental unpacking. Incremental unpacking approaches recon-
struct the original code on-demand, just before it gets executed. If the
content of the memory is dumped in the moment the original entry
point is reached, only the first frame of code will be available. Besides,
if an interesting code path is not executed, the frames that cover that
execution path will never be unprotected and will remain hidden.
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• Shifting decode frames. A more complex version of incremental un-
packing consists in re-packing each frame of code after its execution.
Although this approach is less efficient, it forces a potential auto-
mated unpacker to extract several memory dumps and join the results
in order to reconstruct a complete view of the original code.

There are several possibilities to implement incremental and shifting-
decode-frames unpacking routines. All of them require a way to trigger the
packer when a new code frame needs to be unpacked (or re-packed). The
following are some of the most common approaches we observed in our
study:

• Exception-based redirection. A simple approach to redirect the ex-
ecution back to the packer is to force an exception. For instance, Ar-
madillo and Beria take advantage of the memory protection mecha-
nisms provided by the operating system. They mark memory pages
as non-executable and then capture the exceptions produced when
a protected memory page is reached. Then they overwrite the page
with its unpacked content and then return to it.

• Instruction-based redirection. Another way to invoke the packer
consists in injecting special instructions in the application code. For
instance, ZipWorxSecureEXE replaces original instructions with an
interrupt INT 3 instruction. Whenever the execution reaches the pro-
tected address, an exception is generated and the control flow is redi-
rected to the unpacking code, that substitutes the instructions with
the original code. NoobyProtect, in contrast, substitutes areas of mem-
ory by ret instructions.

• Instrumentation-based redirection. In this case, the code to unpack
each frame is inserted together with the original code. An example of
this technique is used by Backpack (an advanced packer proposed by
Lanzi et al. [BLB11]) which instruments the binary at compile time,
using the LLVM framework. Backpack prepends a decryption rou-
tine and appends an encryption routine to every individually pro-
tected region of code. Themida is another example of this kind of
instrumentation. It can be integrated directly into the development
environment, allowing the developers to define macros where certain
routines of the packer will be placed to protect specific regions of
the code. In addition, if this approach cannot be used, Themida also
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applies binary analysis techniques to discover and instrument func-
tions in the code. Either way, the approach used by Themida is much
more complex than any other run-time packer, since it completely
transforms the code into a different representation, and scatters the
instructions of the function at different points in memory. As a con-
sequence, memory dumping based unpacking techniques are useless
against this approach.

The mechanism used in order to redirect the execution has a high im-
pact on the overhead of the process. While compile-time instrumentation
only implies to execute an unpacking routine in the address space of the
process (requires no context switch), exception based redirection requires
a high overhead since the operating system must handle and treat the ex-
ception each time a new block is reached.

5.1.4.2 Unpacking granularity
In the cases in which the protected code is not completely revealed before
its execution, the protection can be implemented at different granularity
levels. Depending on the granularity, the protection level and also the ef-
ficiency of the packer will be affected. In particular, we distinguish three
possible cases:

i Page level, in which the code is unpacked one page at a time.

ii Function or functionality level, in which each function is unpacked be-
fore it gets invoked.

iii Basic Block or Instruction level in which the unpacking is performed at
a much lower level of granularity (either basic blocks or single instruc-
tions). These two cases are equivalent in practice.

While fine grained approaches are more difficult to analyse and unpack,
they introduce a larger overhead during the execution. Also, depending
on the packing granularity, different instrumentation approaches can be
applied, introducing different overheads in the process execution.

5.1.5 Packer complexity types
The features described in previous sections allow us to define the complex-
ity of a packer following a simple hierarchy that combines all the charac-
teristics into a single classification. Figure 5.3 shows this hierarchy, where
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Figure 5.3: Packer features and complexity types.

Type I represents the simplest kind of packer, and Type IV represents the
most complex structure.

[Type I] packers represent the most simple case in which the unpacking
routine at layer 0 unpacks one layer corresponding to the original
code. There is only one single transition from the unpacking routine
to the original code. Simple packers such as UPX belong to this class
of packers.

[Type II] packers present more than 2 layers. The shallowest layers rep-
resent a set of unpacking routines, each of them in charge of unpack-
ing the following one. The last layer contains the original code, and
there is one single transition from each layer to the following one (i.e.,
linear transition model). Binaries packed multiple times by Type-I
packers belong to this category.

[Type III] packers are similar to Type-II packers. In this case, the lay-
ers are not executed in straight line, but forming cycles (i.e., there
are execution transitions to shallower layers). As a consequence, the
deepest layer may not necessarily contain the original code. During
the experiments we have found a considerable number of packers that
do not satisfy this simple assumption. Nevertheless, all these packers
still have one single transition from the packer code to the protected
code, and their execution is not mangled together.

[Type IV] packers can present any number of layers. These layers be-
long to the packer code and are interleaved during the execution of
the original program. In some cases, the original code is instrumented
to trigger certain routines of the packer in charge of controlling that
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the program is not under analysis (i.e., implementing anti-debugging,
anti-emulation, or anti-tampering techniques). Many packers typi-
cally calculate checksums of the code and periodically ensure that
the program code has not been modified to either (i) bypass security
of licence checks or (ii) introduce software breakpoints to enable re-
verse engineering the code. The consequence of this behaviour is that
we find execution transitions between the packer code and the un-
packing routines. However, there is always a point in time (i.e., tail
transition) in which all the code is unpacked in memory. The packer
routines interleaved with the original code do not perform any addi-
tional unpacking operation that affects the original code. One par-
ticularity of this type of packers is that it might be more difficult to
locate the tail-transition because there is not one single point in which
the code jumps from the unpacking code to the original program.

[Type V] packers also interleave the execution of the original program
and the packer code. Nonetheless, in these cases the original code is
revealed incrementally or on-demand. As a consequence, the unpack-
ing behaviour is mangled together with the execution of the original
program. In these cases the original code presents several frames be-
cause different parts of it are unpacked (i.e., written and then exe-
cuted) at different points during the execution. Despite Type-V pack-
ers also have a tail-jump, at this point only one single frame of code
is visible. A memory snapshot of the process at this moment would
not reveal the content of the original binary. However, if a snapshot
is taken at the end of the program, all the executed code will be avail-
able.

[Type VI] packers present the most complex structure in our taxonomy.
These packers represent a special case of Type-V packers in which
the code is protected again once executed. As a consequence, at any
point of the execution of the original program only one single frame
of code is visible. This frame of code can be as big as a memory page
or as little as a single instruction. We denote the different possible
granularities as P for memory page level granularity, F for function or
functionality based granularity, and B for basic block or instruction
granularity, which are equivalent from the point of view of the size
of memory revealed during execution. In this way, both Type-V and
Type-VI packers can have a P,F or B granularity.
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Following this taxonomy, the complexity of the packer is computed with
respect to the difficulty to dump the original program code.

It would be possible for a Type-III packer to present some obfuscations
in the unpacking code (for instance, several frames in various layers or re-
gions), and a complex execution topology in the unpacker code, but then a
single transition to the original code. This case would be easier to unpack
than a Type-IV packer with one single layer and one single frame of un-
packer code that interleaves the execution of the original program making
it difficult to recover a clean version of the program.

While the first case may present more complex features than the second
one, from the analyst’s point of view (analysing the original program), the
latter case represents a more challenging protection mechanism.

5.2 Design of the analysis platform
In this section we describe the design and implementation details of our
run-time packer analysis framework. The framework consists of over 6,000
C/C++ and 2,000 python lines of code.

5.2.1 Platform selection
There are multiple alternatives to perform dynamic fine-grained analysis
of binaries.

Debugger based analysis takes advantage of the operating system pro-
cess debugging capabilities to trace the execution of a process. Tools like
PyDbg, allow to code scripts over the debugging API and allow to instru-
ment the execution of a binary. Nevertheless, run-time packers are known
to be heavily protected against debuggers. Although it is possible to bypass
the majority of the known anti-debugging techniques, this approach can be
easily detected.

Dynamic binary instrumentation techniques (e.g. Intel PIN) are a sound
alternative for user-mode process instrumentation. This technique is stealth-
ier than debugging, but it is still detectable and it does not provide a whole
system view of the execution.

Virtual Machine Instrumentation stands as an alternative for whole sys-
tem monitorization [DRSL08, DZX13]. Nevertheless, these techniques do
not achieve the instrumentation capacity of an emulator.

Finally, whole system emulation has been extensively employed for bi-
nary analysis by several projects (e.g., Bitblaze [SBY+08], S2E [CKC11], or
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Anubis [BKK06]). These approaches are stealthier than other methods such
as debugging, provide a whole system view of the execution, and allow the
direct manipulation of the execution context at any level, since they have a
physical view of the machine.

The run-time packer analysis framework proposed is implemented over
the two main components of the Bitblaze project [SBY+08]: TEMU and
Vine. TEMU is a dynamic analysis tool based on QEMU, a whole system
emulator. It provides an interface to monitor the execution of one or sev-
eral processes. Additionally, it implements a dynamic taint analysis com-
ponent. Vine is a framework to perform different binary analysis tasks over
an intermediate representation.

This execution platform provides us a whole-system perspective of the
execution, and allows the instrumentation of the execution of any process
at the finest granularity-level. Nevertheless, like the rest of platforms, it
presents several risks and limitations:

i Semantic gap. One of the challenges involved for this kind of platforms
is dealing with the semantic gap between the physical view of the ma-
chine and the logical view of the operating system, an aspect that is, by
itself, an open research problem [DGLHL13]. In order to deal with this
problem, we complement the components already present in TEMU to-
gether with Virtual Machine Introspection techniques in order to ex-
tract the necessary semantics from the emulated operating system.

ii Stealthiness. Another important inconvenient about emulation based
platforms is the ability of protected applications to detect the execution
platform by implementing red-pills. Red-pills are assembly instructions
whose semantic is not the same in a real processor and an emulator.
Complex architectures with CISC instruction sets and variable size in-
structions make the implementation of an emulator a difficult task be-
cause of the complexity of the semantics of each operational code. As
demonstrated by Paleari et al. [PMRB09], it is possible to automati-
cally discover and generate red-pills for an emulator. To this end, we
include in our experimentation platform the necessary mechanisms to
detect the termination reason of the execution of a sample. In this way,
even if a sample fails during its execution, we can detect the situation
and treat the results appropriately.

The Armadillo packer is an example of this limitation. Previous publi-
cations have tried to analyse this protector and reported execution er-
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rors or their inability to correctly execute the samples [KPY07, BCK+10,
DZX13] under a QEMU based emulator.

In order to analyse this complex packer, we studied it and found 2 in-
structions that impeded its correct emulation. After patching the Dy-
namic Binary Translation engine of the emulator, it was possible to fully
analyse the sample. These patches were submitted to the QEMU mail-
ing list1.

Finally, we employed Microsoft Windows XP SP3 as a guest operating
system. First, despite the number of malware samples targeted at Linux
or OSX operating systems is growing, the majority of malware samples
collected are still designed for Microsoft Windows systems. Besides, Mi-
crosoft does not provide official documentation for their operating system
internals. Despite there are newer operating systems, the simplicity of Mi-
crosoft Windows XP makes possible to implement all the analysis infras-
tructure described above.

5.2.2 Execution tracing
In order to trace the execution of a given binary, we leverage the binary
tracing capabilities present in TEMU, and implement our own techniques
in order to deal with complex run-time packers that employ several pro-
cesses. TEMU allows to implement plugins with callback functions that
are triggered when certain events occur during the execution.

The main technique used by TEMU to this aim is the instrumentation of
the Dynamic Binary Translation (DBT) engine provided by QEMU. In this
way, TEMU inserts specific callbacks in the dynamically generated code at
each translation block, and allows to monitor events such as the beginning
and end of a translated block, the beginning and end of an instruction, or
memory read and write operations at each instruction.

In this way, we monitor different events in the system that occur during
the execution of a given binary in order to collect the necessary informa-
tion.

• Execution blocks. Among other events, the TEMU analysis frame-
work allows to instrument the execution of every block in the anal-
ysed binary. The DBT engine allows to execute code from different

1http://lists.nongnu.org/archive/html/qemu-devel/2014-02/msg01935.html
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platforms into different target architectures by dynamically translat-
ing the assembly code in the guest architecture and generates code
compatible with the host architecture similarly to Just In Time (JIT)
compilers. Furthermore, it first fetches the instruction pointer and
disassembles the instructions starting from that address until it finds
an instruction that breaks the control flow. In these cases, it triggers
the translation of a new block. Additionally, QEMU provides an op-
timization that allows to chain several blocks in a single translation
block (i.e., block of instructions translated in a single burst). Nev-
ertheless, in order to allow a sound instrumentation, TEMU disables
this feature in the emulator. Also, QEMU leverages a mechanism to
cache the already executed translation blocks in order to avoid the
translation of already visited blocks. If any of the blocks is written
at run-time, the translation blocks are invalidated and the content
of the memory is translated again if necessary. In order to monitor
the execution of every execution block, the framework inserts a call
to a user-defined routine at the beginning and end of each transla-
tion block in QEMU, regardless of the process under execution in the
system. In this way, the user-function is responsible for treating ap-
propriately these events, depending on the process under execution.
Although this process introduces a considerable overhead, it allows
to perform a whole-system analysis monitoring several processes in
both user and kernel mode. In order to correctly record the end of the
execution blocks when exceptions are raised in the middle of a block,
we patched the original TEMU implementation to trigger event call-
backs for the execution block end when exceptions or interruptions
are raised. In such cases, the CPU execution loop is broken, and the
instrumented callback for the block end is not executed, since it is
placed just after the code generated dynamically for the block. In or-
der to cover these cases, we insert a callback when any exception is
raised.

In order to identify every execution block, we use the address of its
first instruction and a sequence number. Given the definition pro-
vided for execution blocks, two blocks starting at the same address
should naturally finish at the same address, since the last address of
the block should be an instruction that alters the control flow of the
program. Nevertheless, there are two situations in which two dif-
ferent execution blocks can be different even if they have the same
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starting address. First, if an exception is produced in the middle of a
translated block, then the execution block recorded will have a lower
size than the translated block. Besides, another different execution of
the same block may produce no exception and be executed until its
last instruction is reached. In this case, we would have two blocks
starting at the same address and having different lengths. Whenever
we find two blocks starting at the same address that have a differ-
ent size or number of instructions, we create a new block with the
same address, but increment its sequence number. The same prob-
lem occurs when the memory is modified during the execution. As
we described in our model, if some code present at a given layer mod-
ifies and executes code several times in the same memory address,
this code will be assigned to the next layer, and the blocks may start
at the same address. In this cases, we also compare the blocks, and in
case we find different blocks executed at the same address and layer,
we increment the sequence number of the block.

• Instruction count. For each execution block we measure the num-
ber of instructions translated. In order to do this, we patched the
execution engine present in QEMU in order to count the number of
instructions.

• Instruction size. Similarly, during the binary translation step we
compute the instruction size for each instruction.

• Memory writes. In addition to the instrumentation of blocks and in-
structions, TEMU allows to instrument memory writes as part of its
taint analysis engine. Accordingly, we have leveraged this function-
ality in order to keep track of the written memory addresses for the
monitored processes at each point. Also, in order to allow a fine-
grained analysis of the packer, we can record the memory contents of
each memory write if necessary.

• Indirect function calls. An interesting technique employed by most
of the existing packers is the destruction of the original Import Table
in order to hinder the reverse-engineering of the samples. On the one
hand, it prevents the analyst from knowing which functions might be
called by the binary by taking a simple look at the Import Table. On
the other hand, this technique forces the analyst to reconstruct the ta-
ble before starting the analysis, otherwise, when reverse-engineering
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the samples, it is not possible to determine the destiny of the call in-
structions. One of the most common methods used to reconstruct
the table is using the LoadLibrary and GetProcAddress functions.
Although the implementation details vary among different compil-
ers, in most cases, the original code still uses the same mechanism
to call the API functions, which consists of making indirect calls to
addresses stored into the Import Address Table, or calls to regions in
memory that contain indirect jumps to addresses stored in such table.
These instructions take the form of CALL r/m and JMP r/m, following
the notation used in the Intel Instruction Reference Manual [Int13].
In order to detect potential Import Address Tables in the binary, we
instrument the execution of such instructions in the dynamic binary
translation routine in the emulator.

• Process creation and termination. The TEMU framework provides a
driver for Windows XP based systems that allows to monitor events
of special interest such as process creation and process termination.
More concretely, this driver communicates these events to the emula-
tor, providing for each process information about its identifier in the
guest system (PID) and the value for the CR3 register (a register em-
ployed in the x86 architecture to provide process memory isolation).
By using this register, the analysis framework in the host machine
can monitor only the interesting processes. Besides, the driver also
notifies the host system when a process terminates.

• Modules loaded. Additionally, the provided driver updates the host
system whenever a new module is loaded in the address space of a
process. Also, for each module, it lists the exported functions and
their corresponding addresses.

• API calls. TEMU leverages the block tracing capability to hook im-
portant API calls in the guest system by resolving the memory ad-
dress in which each module is loaded for every process under exe-
cution. The framework allows the user to trigger a certain function
when an API function is called. Similarly, it is possible to hook the
return address of the function in order to extract from the stack the
interesting output parameters returned by the function.

Our framework makes use of API call tracing in order to listen for cer-
tain events of special interest in the analysis of runtime packers. Also, it
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leverages Virtual Machine Introspection (VMI) techniques to retrieve in-
formation from kernel structures that are employed to manage processes,
memory, and resources in the system.

The API offered by Microsoft Windows is exported by different libraries
(e.g., kernel32.dll, user32.dll...). Internally, these libraries call to nt-

dll.dll, which contains the so called native API. This API is in charge of
performing low level operations and finally system calls (i.e., interruptions
used to request the kernel to perform operations.). Some of the high level
functions aggregate several native API calls, simplifying the programming
interface. Nevertheless, tracing this API is more difficult since the number
of functions that can be used to perform similar operations is high. In this
way, for certain operations in the kernel32.dll library, we know there are
corresponding functions in the ntdll.dll (e.g. WriteProcessMemory and
NtWriteVirtualMemory or CreateProcessA and NtCreateProcess).

For this reason, we trace function calls at the lowest possible level in
user-mode execution: ntdll.dll.

Whenever an interesting API is called, we first read from the stack
(starting at the memory address pointed by ESP) the appropriate number
of bytes, retrieving the return address and the parameters for the function.
These functions follow the same calling convention as the rest of standard
Windows APIs (stdcall) (arguments are pushed into the stack in reverse
order).

Also, some functions require output parameters that are passed to the
function as pointers to a caller-reserved memory space. Since these param-
eters cannot be retrieved until the function returns, we trace the execution
of the instruction located at the return address of the function call.

5.2.2.1 Processes created by the packer

We monitor process creation by hooking the NtCreateProcessEx function
in the ntdll.dll system library.

When the function is called, an optional parameter SectionHandle is
passed to the function containing a handle to a section object. This object
is generally mapped to the file used to create the process (typically the ex-
ecutable PE file). This parameter is important since it allows us to know
if the file has been modified by another monitored process. In such case,
we consider that the initial memory allocated for the process has been in-
directly modified by a process under execution.

Besides, when the function returns, an output parameter is updated

188



5.2 Design of the analysis platform

with the handle to the created process. In order to monitor a process, we
retrieve the address of its Page Directory, which is written into the CR3
register on each context switch. This value is used in the emulator in order
to know which process is under execution.

In order to retrieve the address of the Page Directory and PID for the
created process, we traverse the psActiveProcess linked list located in
the kernel memory address space, which is pointed by the psActivePro-

cessHead pointer. This pointer is present at a fixed address for Microsoft
Windows XP SP3 (0x78 bytes offset starting from the address pointed by
the kpcr pointer, located at address 0x0ffdff034).

The psActiveProcess contains one entry for each process (EPROCESS
structure). We compare the PID of each process, stored in EPROCESS, until
the entry for the calling process is found. Then, we retrieve the handle
table for that process. A handle table is a multi-level table in which the
innermost level contains one entry for each handle of the process, and the
rest of levels contain offsets to the tables in the following levels.

For each handle, we read several interesting values:

• Handle value. The handle value is a 32 bit unsigned integer used to
call API functions, and it represents the level and offset of the handle
in the table.

• Handle type. The handle type is a constant value that determines the
type of object referenced by the handle. The following handle types
represent objects that we support in our framework: process handle
(0x05), file handle (0x1c), and section handle (0x13).

• Object pointer. The object pointer points to the payload of the han-
dle. In case of process handles, the object pointer points to the corre-
sponding EPROCESS structure.

Once we find the handle table, we look for the handle corresponding to
the new process. This object pointer points to the EPROCESS structure of the
new process. Then, we can retrieve the PID and the CR3 of such process
and start monitoring the newly created process in our tracing engine.

5.2.2.2 Interprocess communication: Remote memory writes

One of the methods provided by the Microsoft Windows XP to write the
memory of a different process from any user-mode process in the system
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(assuming it has the appropriate access token), is the kernel32.dll func-
tion WriteProcessMemory. This method is extensively used for process in-
jection, both by malware and multi-process packers. This function inter-
nally calls to the NtWriteVirtualMemory function at ntdll.dll. Similarly,
it is also possible to use the ReadProcessMemory function exported by ker-

nel32.dll, or directly the NtReadVirtualMemory present at ntdll.dll.
In order to monitor this type of memory writes, we hook the NtWrite-

VirtualMemory and NtReadVirtualMemory functions.
These functions have several interesting input arguments. ProcessHan-

dle is a handle of the remote process to read or write. BaseAddress is the
address in the remote process to read or write. Buffer is the address that
holds the content to write, or a buffer to store the content read from the
remote process. Finally, NumberOfBytesTo* is the size of the memory read-
/write.

Applying the process followed in Section 5.2.2.1, we can retrieve the
PID and CR3 of the process that is accessed. In this way, we can trigger a
remote memory write from the caller process to the remote process (in the
case of a write), or from the remote process to the caller process in case of
a read.

Besides, a process could eventually use these functions to read or write
its own user-land memory using kernel code, and thus skip our tracing
engine, since we do not trace the system in kernel mode for efficiency. Nev-
ertheless, in case this function is called using the 0xFFFFFFFF handle (that
represents the own process), we log a memory write to the caller process
accordingly.

Finally, if we observe remote memory writes to processes not created by
the analysed binary, then we consider that it is injecting memory to system
processes, a behaviour typical in malware but no so common in packers.

5.2.2.3 Interprocess communication: Files

Another possible mechanism that can be used to write a process memory
from another process is writing to files. Microsoft Windows provides sev-
eral mechanisms to interact with the file system. In fact, a process can call
to any of the numerous file read or write API functions. To keep track
of these operations, we hook the NtWriteFile and NtReadFile functions
at the ntdll.dll library, which are the lowest level functions that can be
used to perform these operations in the user-mode execution environment.

As in the previous cases, we inspect the handle table for the calling
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process and retrieve the object pointer associated to the corresponding file
handle provided as argument to the function. This object pointer points
to the file object, that contains several fields: the flag IsOffsetMantained,
that indicates whether the file is configured to maintain the offset into the
file, the current file offset of the given handle, and the file name. In this
way, we keep track of every file write operation performed by any of the
monitored processes. Whenever a file is read, we check if the read content
was modified by some monitored process (by checking the offset of the
read). If so, we log a memory write from the process that generated the file
write to the process that reads the file to the appropriate address.

Given that these functions do not cover all the possible interactions with
the file-system, we additionally consider the module load process during
process creation (see Section 5.2.2.1) as a potential remote memory write.

In Section 5.2.2.1 we describe the NtCreateProcessEx function. One of
the parameters provided as argument to the function is a section handle.
We retrieve the object pointer for the section handle and ensure that it cor-
responds to a file mapped section by reading the corresponding flags from
the section object. In such a case, we read the SEGMENT structure pointed
by the section object, and then read the CONTROL AREA structure pointed
by one of the fields in the SEGMENT structure. The CONTROL AREA structure
contains a pointer to the file object linked to the section. Finally, we read
the file object (FILE structure) and retrieve the file name to which it cor-
responds, and the file offset to which it is mapped. With this information,
we check if the file mapped by the process was previously written by any
monitored process. If it was written, we trigger a remote memory write (see
Section 5.2 for a detailed description of remote memory writes). In order to
calculate the offset for the write, we consider the offset at which the file was
written, the file offset to which the section was mapped, and the base ad-
dress where the section will be mapped in the process. Finally, we trigger
a remote write from the process that modified the file at the appropriate
addresses in the destiny process.

5.2.2.4 Interprocess communication: Shared memory sections

Finally, another interprocess communication mechanism available in Mi-
crosoft Windows is shared memory. A process can create a memory section
that can be eventually mapped by another process. If this section is created
with write permissions, a process can write to the address space of another
process. Also, a section can be a Copy On Write (COW) section. In such a
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case, a copy of the section will be created if the process writes any memory
address in it, so that it does not affect to other processes that map the same
section.

Typically, a programmer would use functions such as CreateFileMap-
ping or MapViewOfFile at the kernel32.dll library to create named shared
memory regions. Nevertheless, as in previous cases these functions will
eventually call to the function NtMapViewOfSection, present at the nt-

dll.dll library. This function allows to map an existing section to the
address space of a given process.

Similarly to previous cases, we identify the process to which the mem-
ory section will be mapped by looking for the corresponding PID and CR3
for the ProcessHandle provided to the function. If the handle specified is
0xFFFFFFFF, it will be mapped to the caller process. Also, we retrieve the
object pointer for section handle passed as argument (SectionHandle) to
the function.

When the function returns from its execution we read the BaseAddress
parameter that contains the address where the section has been mapped,
SectionOffset, that contains the offset of the section mapped to the base
address returned, and ViewSize, that contains the size of the mapped view
of the section.

This information, together with the Copy On Write bit, is stored in a list
that is used to keep track of every mapped section for every process.

In the moment a memory section is mapped into the address space of a
process, we check if the section was previously mapped to another process,
and in such a case, we trigger a remote memory write from the process that
mapped the section for the address space mapped. From then on, whenever
there is at least one memory write to the memory mapped in any of the
processes, we trigger a remote memory write to all the processes involved,
only if the section is not a Copy On Write section.

We also check if the mapped section is associated to a file object. If so,
any write to the memory section will be recorded as a file write. Since a
file mapping section loads into memory the contents of the file, we log a
memory write for each memory address corresponding to a position in the
file that was written before by another process.
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5.2.2.5 Interprocess communication: Memory unmapping and dealloca-
tion

Finally, we also trace the execution of two relevant API functions that can
eventually be used by a packer in order to protect its memory contents
from being read by a memory dumping tool. These functions are (in their
lowest level versions) NtUnmapViewOfSection and NtFreeVirtualMemory

at the ntdll.dll library.
First, tracing the NtUnmapViewOfSection allows us to keep updated the

list of sections mapped to each monitored process. In this way, whenever a
memory mapped section is unmapped, further writes to that address space
will not be incorrectly triggered as remote writes. Since the two parameters
provided to the function are input parameters, we do not need to trace the
return address of the function. First, we retrieve the PID and CR3 given
the process handle provided as the first parameter, and the we find the
corresponding entry in the list of sections, comparing their base addresses,
and remove the section.

Additionally, we consider that, if a memory region has been written by
any of the methods described so far, then a section un-map implies a write
to that address space, since the content previously available will not be
accessible any more. For instance, a packer might apply page-level pro-
tection to its code, mapping a memory page whenever it is needed, and
un-mapping it afterwards. The second step in this approach would imply
a re-packing of the memory page.

Another low-level function that can be used to this end is NtFreeVir-
tualMemory, available in ntdll.dll.

Like in the previous case, we hook the execution of this function. In this
case, we hook the return address in order to read the base address and size
of the memory region freed (which does not necessarily have to match the
base address and size provided as parameters). Again, we trigger a memory
write for the corresponding process.

5.2.2.6 Interprocess communication: Remote writes and the execution
model

In previous sections we have described the different system events moni-
tored in order to record some of the most common inter-process commu-
nication mechanisms provided by the operating system. In this section we
detail how these system events affect the execution model proposed in Sec-
tion 5.1.
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Accordingly, we define a remote memory write as any interprocess com-
munication event in which the memory of a process is overwritten by means
of any of the events described in previous sections. Note that a write opera-
tion performed by a process to its own memory by means of these functions
is also considered a remote write. In order to record remote writes appro-
priately, we consider the following parameters:

• Trigger. Event that triggers the remote write.

• Condition. Conditions that must be met in order to trigger the remote
write.

• Destiny process. Process modified in the event.

• Destiny address. Represents the address overwritten in the remote
process.

• Size. Size of memory written, starting from the address specified.

• Source address. If the memory is copied from a buffer to the destiny
address, the source address will be the address of the buffer copied.

• Layer. Layer of the model affected by the memory write.

• Caller execution block and process. If the operation is triggered by
a function call, it represents the address of the basic block that trig-
gered the call. Since the function calls recorded are located in nt-

dll.dll, we consider the caller block to the last block traced for the
process before the API function was called.

• Modifier process. It is the process that modifies the memory in the
destiny process. In some occasions, the modifier process is equal to
the caller process, while in other occasions the modifier process is
different from the one that triggers the action.

Table 5.1 to Table 5.9 specify the parameters defined for every possible
action observed in the system. These parameters define how the different
system events are represented in our model.
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Table 5.1: Remote memory write in the execution model.

Action Remote memory write
Trigger NtWriteVirtualMemory
Condition —
Destiny process Indicated by the handle passed as argument
Destiny address Indicated by function argument.
Size Indicated by function argument.
Source address Indicated by function argument.
Caller Last recorded execution block for the caller process.
Layer Highest between the caller and the layers containing mod-

ifications for the address.
Modifier Caller process.

Table 5.2: Remote memory read in the execution model.

Action Remote memory read
Trigger NtReadVirtualMemory
Condition —
Destiny process Caller process.
Destiny address Indicated by function argument.
Size Indicated by function argument.
Source address Indicated by function argument.
Caller Last recorded execution block for the caller process.
Layer Highest between the caller and the layers containing mod-

ifications for the address.
Modifier Indicated by the handle passed as argument.

Table 5.3: File write in the execution model.

Action File write
Trigger NtWriteFile
Condition —
Destiny process —
Destiny address File name and file offset written.
Siz: Indicated by function argument.
Source address Indicated by function argument.
Caller Last recorded execution block for the caller process.
Layer Layer of the caller execution block.
Modifier Caller process.
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Table 5.4: File read in the execution model.

Action File read
Trigger NtReadFile
Condition The file read has been modified by a monitored process.
Destiny process Caller process.
Destiny address Indicated by function argument.
Size Indicated by function argument.
Source address File name and file offset read.
Caller Last recorded execution block for the caller process.
Layer Highest layer at which the file was modified.
Modifier Process that modified the file region being read.

Table 5.5: Shared memory mapping in the execution model.

Action Shared memory section view map
Trigger NtMapViewOfSection
Condition COW disabled, section mapped to process and modified.
Destiny process Indicated by the handle passed as argument.
Destiny address Indicated by function argument (base address).
Size Indicated by function argument.
Source address Computed from section offset to which the view is mapped

and the base address in the remote process.
Caller Last recorded execution block for the caller process.
Layer Highest layer that modified the view in the remote process.
Modifier Remote process that maps the section.

Table 5.6: File mapped section mapping in the execution model.

Action File mapped section
Trigger NtMapViewOfSection, NtCreateProcess
Condition Section is file mapped, and the file has been modified.
Destiny process Handle passed as argument (NtMapViewOfSection), or re-

turned (NtCreateProcess).
Destiny address Base address of the view.
Size Indicated by function argument (NtMapViewOfSection),

or the module loaded (NtCreateProcess)
Source address —
Caller Caller to the function call.
Layer Highest layer at which the file was modified.
Modifier Process that modified the file region being read.
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Table 5.7: Write to shared memory section map in the execution model.

Action Write to shared memory section map: remote write
Trigger Memory write
Condition COW disabled, the section is mapped to another process

different from the caller process.
Destiny process Process mapping the same section involved in the write.
Destiny address Address of the write respect to the base address and section

offset of the views of both processes involved.
Size Size of the memory write.
Source address —
Caller —
Layer Layer of the corresponding execution block.
Modifier Process that triggers the memory write.

Table 5.8: File write from shared memory section map in the execution model.

Action Write to shared memory section map: file write
Trigger Memory write
Condition The section is file mapped.
Destiny process —
Destiny address Section offset, base address, and file offset.
Size Size of the memory write.
Source address —
Caller —
Layer Layer of the corresponding execution block.
Modifier Process that triggers the memory write.

Table 5.9: Memory deallocation and unmapping in the execution model.

Action Memory deallocation and unmapping
Trigger NtUnmapViewOfSection, FreeVirtualMemory
Condition The memory affected has been modified.
Destiny process Indicated by the process handle passed as argument.
Destiny address Base address passed as argument.
Size Size of the mapped view (NtUnmapViewOfSection), or al-

located size (FreeVirtualMemory).
Source address —
Caller —
Layer Layer of the caller execution block.
Modifier Process that triggers the deallocation or unmapping.
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5.2.2.7 Memory type

Another aspect analysed during the execution is the memory type associ-
ated to certain regions of the process. In this way, we distinguish among
Module, Heap or Stack.

First, whenever a process is loaded in the system, the TEMU framework
notifies every loaded module. With this information, we keep track of all
the loaded modules for a given binary. Additionally, we monitor the exe-
cution of the functions ZwAllocateVirtualMemory, RtlAllocateHeap and
RtlReAllocateHeap in the ntdll.dll system library. Whenever such a call
is triggered, we retrieve the Process Enviroment Block (PEB) for the calling
process, and the Thread Environment Block (TEB) for each thread execut-
ing for the process, by navigating the structures present in the kernel for
the EPROCESS structure corresponding to the process. In the PEB and TEB,
we can find the boundaries of the different heaps reserved by the process,
and the boundaries of the stack for each thread. By keeping track of this
information during the execution of the binary we know, for each execution
block executed, the type of memory where it is located. This information is
useful for the analysis of the binary since generally common compiled pro-
grams do not execute code from regions in the heap or stack, while some
packers may use these regions of memory to place unpacking or deobfus-
cation routines.

5.2.2.8 Analysis automatization

The automatization of dynamic malware analysis is not a trivial problem.
In some occasions, malware writers take advantage of these difficulties in
order to avoid detection. Generally, malware sandboxes run the sample
for a minimum amount of time before stopping the analysis. One method
commonly used by malware writers in order to avoid analysis is to delay
the execution of the malicious payload.

The automatization of the analysis of complex packers presents some
differences with malware. We have implemented several heuristics in order
to maximise the coverage of the analysis while keeping the analysis time
reasonable for large scale experiments.

Traditional dynamic unpackers wait for the tail jump in order to dump
the memory contents of the process, considering the unpacking finished. In
general, this point in the execution is determined by using different heuris-
tics or statistical methods, (e.g., variation of the entropy of the sections of
the binary).
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Nevertheless, for complex packers it is not easy to determine the appro-
priate moment in which the packer has revealed all the code. Given the
observations during the initial experiments, there are cases in which the
execution of the unpacker code is mangled together with the original code.
In some cases, the original code is not unpacked at once, and the unpacking
code that is interleaved with the original code is in charge of extracting the
following frame of code.

Also, the great variety of techniques employed by packers in order to
transfer the execution from the unpacking code to the original code make
very difficult the task of determining where is the original entry point.

Finally, in order to perform a complete assessment of the structural
complexity of the packer, it is necessary to continue the analysis even af-
ter the original entry point is reached, because, as mentioned before, the
unpacker code might be interleaved with the original code.

We considered several aspects in order to achieve an effective dynamic
analysis automatization.

• Execution timing. In order to monitor the activity of the monitored
processes, we inspect every 2 minutes the user-time consumed by
each of the processes in the monitored system by retrieving their cor-
responding EPROCESS structure from the kernel. More concretely, the
value corresponding to the user-time consumed by a process is lo-
cated at an offset of 0x3c bytes from the beginning of its EPROCESS

structure. Since this structure is located at the same address during
the execution of the process, it is sufficient to calculate the offset of
this structure in the physical memory of the guest system. Further-
more, when QEMU is configured to perform whole-system emulation,
it emulates the whole physical memory of the guest system. By cal-
culating the offset of this variable in the emulated memory, we can
seamlessly retrieve the user-time consumed by the process in the em-
ulated system without introducing any computational effort.

• Exceptions. In order to detect exceptions, TEMU allows to monitor
the execution of the KiUserExceptionDispatcher function at the nt-
dll.dll system library, which is called by the operating system un-
der the context of the process that produced the exception. Whenever
such function is called, we start a countdown. If after this countdown
the process has not executed any address in the address space below
0x40000000 (under Microsoft Windows XP, the address space for pro-
cess modules), we consider that the execution of the process is stuck
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and will not recover from the exception, although the process is still
present in the process list of the guest operating system.

Given these monitoring features, we first set a minimum analysis time-
out of 5 minutes in order to avoid possible evasion techniques employed by
malware.

Some samples, unfortunately, do not start their execution due to incom-
patibilities with the execution platform selected. In some cases the process
is created but due to crashes in the process the execution does not reach the
entry-point of the binary. In these cases, we set a time-out of 60 seconds.
If after this time-out the execution does not reach the entry point of the
binary, the execution is stopped.

The conditions that determine the appropriate moment to stop the anal-
ysis of the sample are summarised below.

• The sample does not reach its entry point after 60 seconds from the
beginning of the analysis.

• All the processes analysed stop their execution.

• An exception is produced, and the process does not recover from it in
a 2 minute time-out.

• The process reaches an stability point in which it does not consume
user time in the emulated system.

• A maximum time-out of 30 minutes was reached.

5.2.3 Collected information
As a result of the sample analysis process, we collect information about dif-
ferent events that is useful for the analysis of the packer. This information
is then processed, and allows us to compute the properties described in
Section 5.1.

5.2.3.1 Execution trace
During the execution of a binary we generate an execution trace of the mon-
itored processes. This trace is saved as a zlib compressed binary file in order
to minimise the disk space needed during the analysis.

Each execution block is written to the trace file once its execution is fin-
ished. The memory writes are logged in the moment they are produced.
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In this way, every memory write event is related to the following execu-
tion block in the trace. Remote memory writes are also recorded as special
events. Another interesting event in the execution of the monitored pro-
cesses is API calls. In fact, one of the most common heuristics employed to
detect the original entry point of a binary is to wait for initilization func-
tion calls like GetCommandLine, GetVersion or GetModuleHandle. In our
approach, we record every API function called by the binary. In this way,
we can log certain important events such as calls to the aforementioned API
functions and also compute the number of different API calls produced by
each execution block or executed memory region, or the total number of
API calls for each of them.

5.2.3.2 Indirect jumps and calls
During execution, we also monitor indirect jump and call instructions.
While these instructions are generally not used to direct the control flow
of a binary, they are commonly used in calls to functions imported through
the Import Address Table. This log is useful to identify potential Import
Address Tables in the binary during the post-processing step.

5.2.3.3 Execution blocks, executed regions, and modified memory re-
gions
Once the execution of the sample is considered to be finished, we generate
a log containing information about the executed blocks and the modified
memory for each layer. This structure allows us to reconstruct and visu-
alise a graph containing useful information about the sample, and also to
compute certain properties of the binary in the post-processing step. More
specifically this log summarises the following information:

• Execution blocks. For each different execution block, we record the
size of the block and its number of instructions.

• Modified memory regions. For each process and layer we compute
the set of modified memory regions. Two memory writes are in the
same region if the distance between the addresses involved in the op-
erations is not higher than the size of memory 1 page (4 Kbytes).

• Executed memory regions. We compute the executed memory re-
gions and assign to every region the memory type of the majority of
its basic blocks.
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5.2.3.4 System events and general information
As an interesting source of information, we also log the different events
detected, which can help the analyst to understand how the different pro-
cesses interact and communicate. Some of the most relevant events logged
by our system are summarised below:

• Exceptions raised during execution.

• Process and thread creation, process termination.

• Remote process interaction events and their parameters (see Section
5.2.2).

Besides, we also log other information related to the execution of the
sample:

• Number of instructions decoded.

• Tracing of the entry point of the binary.

• Modules loaded for each process.

• Processing time.

5.2.3.5 Analysis automatization log
Finally, once the execution of the binary is finished, we record the termina-
tion reason of the analysis and the time required by the emulator to analyse
the sample.

5.2.4 Post-processing the execution trace
The monitored execution of the sample is followed by a post-processing
of the trace. In this phase, we compute several properties of the packer.
We also provide a visualization engine that allows to represent graphically
the structure of the packer together with different useful information. This
graphical information is intended to assist the analyst in understanding the
complexity of the packer without requiring its reverse engineering.

Considering the information collected, we can compute the execution
transitions between regions and layers in the binary (see Section 5.2.4.1),
the number and size of unpacking frames (see Section 5.2.4.2), special prop-
erties for each region (see Section 5.2.4.3), potential Import Address Tables
(see Section 5.2.4.4), and, finally, a graphical representation of the packer
(see Section 5.2.4.5).
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5.2.4.1 Execution transitions
Following the definition of execution transition provided in Section 5.1.3,
we create a log that lists every transition produced during execution by
traversing the execution trace. For each transition, we record the following
values:

• Transition number.

• Process, layer, region and address of origin.

• Destiny process, layer region and address.

This transition log will be afterwards employed to compute the transi-
tion model of the binary.

5.2.4.2 Unpacked and repacked frames
In order to compute the unpacking frames of a binary, its memory foot-
print, and its granularity, we first compute the execution frames for each
layer and region.

For each layer computed during the execution of the binary we define a
shadow memory that covers the page aligned address space from the lowest
address to the highest address occupied by the regions in the layer. Sim-
ilarly, we define an equivalent shadow memory for each region. These
shadow memories allow us to compute the number of unpacking frames
and their size, and also allow us to detect if the code involved in the frames
is repacked.

The shadow memory can be modelled as a finite state machine for every
byte which is updated on every operation recorded in the execution trace
(see Figure 5.4).

For every byte covered by an execution block at layer Lj , there is an ex-
ecution transition (x) in the finite state machine associated to Lj . Besides,
for every byte written in the address space of layer Lj , there is a write tran-
sition (w) in the finite state machine associated to Lj .

Accordingly, each byte can be in any of the following states:

• Unknown (O) Indicates the initial state of the memory.

• Executed (X) Indicates that the memory has been executed, without
being previously written (this can only be true for the first layer of
the packer).
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Figure 5.4: Finite state machine representing the memory state for each byte.

• Written (W ) Indicates that the memory has been written but not yet
executed.

• Unpacked (U) Indicates that the memory has been executed after
being in the Written state.

• Repacked (R) Indicates that the memory has been overwritten after
being in the Unpacked state. This may sound incorrect, since not
all overwritten code is necessarily repacked. However, we discuss
later how we distinguish between repacked code and new overlap-
ping code.

The update operations described are defined according to the following
intuitions:

i A memory address written at some point of the program can contain
original code, intermediate data, or junk (over-written) code.

ii If a memory address is executed, then, at that point of the program, the
address is in an executed state.

iii If a written address is executed, then that address has been unpacked,
and it is in a written and executed state.

iv If an executed address is written, then we do not consider that the ad-
dress, at its current state, is in an executed state because its content has
been modified.
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v If a unpacked memory address is overwritten, the we consider it is
repacked (and therefore, is not in an executed state any more).

In order to correctly distinguish the memory writes recorded in the last
execution frame from the memory writes recorded before, we keep an extra
bit that indicates whether the corresponding byte has been modified in the
last frame or not: the frame bit Wf .

Every time there is a transition to the U state for any byte in the layer
or region with the frame bit set to 1, we consider that an unpacking frame
has occurred and compute all the information corresponding to that frame.
Also, the frame bit is cleared for all the addresses in the shadow memory. If
the execution continues and further written blocks are executed, we do not
compute a new frame because all the bytes in the memory have the frame
bit set to 0. The next frame will not be computed until new writes for a
region or layer are followed by an execution of those memory addresses.

We also add a bit to every execution block that indicates whether it has
been unpacked in the current frame or not: Uf . This bit allows us to cor-
rectly compute the number of execution blocks and instructions unpacked
in each frame.

During trace post-processing we maintain a map of executed blocks.

EB : (Address,Sequence)→ (Size,Number of instructions,Uf )

Finally, we define the following rules in order to update the shadow
memory depending on the memory state and operation recorded in the
trace. Every memory write triggers a write operation Wa for each address a
updated.

Wa :

∣∣∣∣∣∣∣∣∣∣∣
x[a] ← 0
w[a] ← 1
wf [a] ← 1
r[a] ← 1 if x[a] = 1 and w[a] = 1

Every execution block recorded EB(Address,Sequence) triggers an exe-
cution operation Xa at every address a covered by its instructions.

Xa :

∣∣∣∣∣∣∣∣
x[a] ← 1
r[a] ← 0
Log new frame if wf [a] = 1
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These rules summarise all the transitions in the finite state machine pre-
sented in Figure 5.4. Additionally, whenever an execution block is found
in the trace, it is updated accordingly.

u[a]← 1

Also, whenever a new frame is detected during the post-processing of
the trace, we perform several computations that allow us to measure the
size of the frame in terms of unpacked execution blocks, repacked execu-
tion blocks, and written memory size. This computation requires several
steps:

1. Compute unpacked memory blocks. First, we compute the different
blocks (sets of contiguous memory addresses) that are either in the U
or the R state.

2. Considering this information, we count the number of unpacked ex-
ecution blocks, their size in bytes, and the number of instructions in-
volved. These execution blocks overlap the unpacked memory blocks
and have their Uf bit set to 1.

3. Compute the repacked memory blocks. In a similar way, we com-
pute the memory blocks that have been repacked in the current frame
(bytes at the R state).

4. Compute the repacked execution blocks. We measure the number
of execution blocks repacked, their size and number of instructions,
considering that they overlap the repacked memory blocks and have
their Uf bit set to 1.

5. Compute the written blocks in the current frame. In order to do this,
we consider the Wf bit for every memory position.

6. Compute the size written in the current frame, which is the sum of
the size of the blocks computed in the previous step.

7. Clear the frame information: bitWf for all the positions in the shadow
memory, and Uf for all unpacked execution blocks.

8. Clear the x and r bits of the shadow memory. Consequently, all the
positions in the shadow memory in the U and R state, will be updated
to the W state. The positions in the X state are updated to the 0 state.
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Whenever a new frame is detected, we clear the x bit of all memory
positions in the shadow memory. Consequently, the memory positions are
not in an unpacked state any more. During the next frame, new blocks of
memory will be written, and also some memory blocks will be executed.
All the executed blocks, regardless of the moment in which they have been
written will be considered unpacked blocks of the frame. This implies that,
if during the execution of a frame part of the blocks executed were modified
in previous frames, we also consider those blocks to be part of that frame.

This approach has a second implication. Since the unpacked bytes (U
state) are transformed into written bytes (W state), any further write to
these bytes will not transform them into repacked bytes. In contrast, these
bytes will be considered unpacked memory of the next frame. While this
approach is restrictive, we consider only to be repacked the memory which
is overwritten before starting the next frame of execution.

Finally, by clearing the R bit in each frame event, the corresponding
memory positions are updated from state R to state W. After the frame,
if those bytes are written, their state will not be modified, and in case of
execution, they will be updated to the U state, but will not be considered
repacked bits any more.

Following the method described, once the execution is finished, we know
the number of execution frames for each region and layer. Layer 0 and the
regions contained in it will have 0 unpacking frames. The simplest possible
packer, with 2 layers, will have 1 frame in layer 1.

5.2.4.3 Regions

For each executed memory region computed during execution, we com-
pute some additional data useful in order to measure the complexity of the
packer.

Each time an system API is called during the execution of the binary we
create an entry in the trace for such call, including information about the
execution block that triggered the call. In this way, when we post-process
the trace we can compute, for each region, the total number of API calls
and the number of different functions called.

Also, there are several interesting API calls commonly used as heuris-
tics to detect the original entry point. For each region, we compute a flag
indicating the execution of each of these API functions (GetVersion, Get-
CommandLine and GetModuleHandle).

Finally, when a memory write operation is processed in the trace, we
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consider the execution block that originated the call and find the region in
which it is included. In this way, we consider as a leaf every region that does
not write to another region that is executed. These regions are susceptible
of containing the protected code (but not necessarily, since some routines
of the packer might contain other type of code such as anti-analysis tricks).

5.2.4.4 Potential Import Address Tables

We collect information about indirect calls in order to compute potential
import address tables in the binary. This technique also allows to detect sit-
uations in which the execution of the original code is interleaved with the
unpacker code if IAT hooking is employed. In these situations, the IAT em-
ployed by the original code points to a routine in the unpacker code which
will execute its own code (such as integrity checks, or anti-debugging and
anti-analysis techniques) before it redirects the execution to the actual API
function.

Once the execution of the binary is finished, we locate sets of memory
addresses used in indirect calls and jumps not distant more than one mem-
ory page (4 Kbytes). These sets of addresses might contain potential IATs.

5.2.4.5 Visualization

In addition to the all the information collected during binary tracing and
post-processing, we represent graphically part of the information in order
to provide the analyst a quick overview of the structure of the packer. Al-
though data visualization techniques can help the analysis task, few ap-
proaches are focused on the analysis of run-time packers. Vera [QL09] al-
lows to represent graphically the execution trace of a binary with an in-
struction granularity. Nevertheless, we believe that packer analysis can
benefit from a coarse-granularity approach, specially when the complexity
of the packer is high, (e.g., with multiple unpacking layers and interaction
between several processes). In this way, we propose the use of fine-grained
monitoring and coarse-grained visualization of the execution of the binary
in order to provide the analyst a precise but interpretable source of infor-
mation for the reverse engineering task.

More concretely, we visualize the execution trace of the binary as a
graph structure of processes, layers, and regions. In order to render the
graphs, we use the graphviz tool, but other more powerful tools could be
used to represent the data in an interactive fashion.
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Figure 5.5: Graph generated for the ASProtect 2.1 packer.

209



5. Longitudinal study of run-time packers structural complexity

The graphs are divided into processes, layers, and regions. Figure 5.5
shows an example of a complex packer. In this case, the original code is
located at layer 7. There are still 2 deeper layers with code belonging to
the unpacker. Also, layer 7 contains code of the packer together with the
original code.

For each process, we show the process number. For each layer, we show
its layer number and the number of unpacking frames, and finally, for each
region, we show the following information:

• Memory type.

• Start address and size.

• Total number of API calls, number of different API calls, and flags for
special API calls: GetVersion, GetCommandLine and GetModuleHan-

dle.

• Number of frames.

We draw edges that connect the different regions in the graph, showing
their relationship in terms of write and execution transitions.

The regions follow a color scheme in order to quickly recognise several
important parts of the binary.

• Gray nodes represent memory regions involving execution blocks that
modified other executed memory regions. The code contained in these
regions might probably be part of the unpacking routine of the binary.

• Yellow nodes represent memory regions that do not contain any ex-
ecution block that modified another executed memory region. The
code contained in these regions can be part of the unpacking routine,
or part of the original code of the binary.

• Green edges represent memory writes from one region to another ex-
ecuted region. Every time there is a memory write, the code exe-
cuted in the region is associated to the next execution layer. There-
fore, there are no write edges to regions in the same layer or previous
layers. In order to make feasible rendering and visualising the graph,
we only represent memory writes to the following layer. In the cases
in which there is an execution transition from a memory region to an-
other region in the following layer, the edge is displayed in red. Also,
the number of bytes written is specified for each edge, indicating the
number of bytes into the region written by the previous layer.
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• Gray edges represent execution transitions between executed memory
regions. In this case, we only represent transitions to the following
and the preceding layer, since the representation of every transition in
the graph would make infeasible its representation and visualisation.
Also, execution transitions derived from the context switch between
processes are not visualised for simplicity. More concretely, we adopt
a heuristic to discard such transitions. We only visualise the execution
transitions that follow an inter-process memory write, since in these
cases we assume that the execution of both processes is synchronised.

Finally, in some cases we paint the regions in different colors in order
to highlight special properties. In this way, regions that contain memory
written remotely are painted in green, while regions that contain the last
instructions executed are displayed in red.

5.2.5 Computation of packer complexity
The last step involved in the analysis of a binary is to finally measure its
structural complexity. In order to do this, we collect all the information
recorded during the execution tracing and post-processing in order to asses
the level of sophistication of the structure of the packer.

The first set of properties we compute is the number of processes and
threads of the packer, and the inter-process communication mechanisms
employed for unpacking.

• Number of processes. First, we consider the number of processes cre-
ated as a consequence of the execution of the binary. We monitor the
execution of each of those processes. Second, we measure the num-
ber of processes that interact between them. We consider that two
processes interact if there are write operations to the address space
of each other. Finally, we compute the number of existing processes
to which the binary injects some memory. Although this behaviour is
not typical in off-the-shelf packers, it is quite common for malware.

• Number of threads. For each binary, we count the number of threads
created during its execution.

• Usage of WriteProcessMemory and ReadProcessMemory. During the
execution of the sample, we record all the calls to these functions.
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Nevertheless, not every call to these functions is an indicator of inter-
process communication. Whenever a process is created, a series of
calls to the NtWriteVirtualMemory function follow the ZwCreatePro-
cess, targeting the addresses 0x10000, 0x20000, and 0x7ff00000 (with
the bit-mask 0xFFF00000). Apart from filtering these calls, in all the
inter-process communication events, we only consider those function
calls that affect to executed memory regions.

• Other inter-process communication events. Shared memory sec-
tion mapping, memory writes to shared memory mapped sections,
remote memory writes by reading files, and memory deallocation of
unpacked memory.

Besides, we also compute another set of properties that quantitatively
measure the size of the execution graph computed.

• Number of instructions decoded.

• Number of layers.

• Number of regions.

• Minimum, average, and maximum number of execution blocks per
layer.

• Minimum, average, and maximum number of instructions per layer.

• Minimum, average, and maximum size of execution blocks per layer.

• Minimum, average, and maximum number of regions per layer.

Additionally, we compute several other indicators that measure the com-
plexity of the structure.

• Number of transitions to deeper and shallower layers.

• Number of layers with more than one unpacking frame.

• Number of exceptions.
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Finally, we categorise the sample according to the taxonomy defined in
Section 5.1.

We consider that a run-time packer will exhibit at least 2 layers of code.
Therefore, if the execution of the sample is successful and only one layer is
executed, we consider the sample as non-packed, because it does not show
any unpacking behaviour.

If a sample is packed, we categorise the binary in one of the 6 types of
packers defined in our taxonomy.

The information extracted by our system allows us to correctly distin-
guish, in an automated fashion, between packers of Type-I, Type-II, and
Type-III and between Type-V and Type-VI. However, in order to correctly
distinguish Type-III from Type-IV, and Type-IV from Type-V and Type-VI,
we need to clearly identify the original code of the binary and separate it
from the code of the packer. Unfortunately, this task does not always have
a clear and sound solution.

It might seem reasonable to think that the original code always resides
in the deepest layer of the structure. Nevertheless, our experiments show
that this is not necessarily true. Also, there are cases in which part of the
packer code is unpacked at the same layer as the original code, making
the problem even more complicated. If these pieces of code are mangled
together or located at the same address space it is practically impossible to
differentiate between the two types of code.

For this reason, we implemented a set of heuristics to distinguish the
original code from the rest of routines based on the assumption that both
types of code do not reside in the same address space or are, at least, sep-
arated by a significant distance in memory. Both codes may reside in the
same layer, but not in contiguous addresses in memory. We empirically set
this distance to 10 pages during our experiments.

Also, we base our heuristic on the concept that, if a certain part of the
code modifies some other code that is later executed, this region and all the
contiguous code is part of the packer. Also, we assume that the original
code will be located at the module address space of the binary, and not in
the heap, stack, or memory dynamically allocated by other means.

In this way, we can initially label all the executed memory regions that
do not write to other parts of the code as potential candidates to hold the
original code of the program.

Finally, it would be possible to find a packer that places the unpacking
routines near the original code of the application. In this case, our heuristic
would incorrectly flag the original code as packer code. Considering these
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possible cases, we adopted a conservative approach to distinguish the dif-
ferent packer types in our taxonomy.

5.2.5.1 Differentiating Type-III from Type-IV

If we can discriminate the original application code from the unpacking
routines, differentiating between cyclic transition models and interleaved
packers is straightforward.

1. If our heuristic does not label any region of code as potentially orig-
inal code, then, for the lack of evidence, we classify the sample as
Type-III (i.e., cyclic transition model).

2. If the last instructions executed in the trace are part of the packer
while previous instructions were part of the original code, then we
consider the sample as interleaved (Type VI).

3. If the last instructions executed in the trace are part of the original
code, we iterate the trace in reverse order until we find some code
classified as packer code. If we find potentially original code executed
before this point, then we consider the sample as interleaved (Type-
VI). Otherwise, we consider it cyclic (Type-III).

5.2.5.2 Differentiating Type-IV from Type-V and Type-VI

In order to differentiate between Type-IV and Type-V/Type-VI packers, we
first compute all the memory regions that present several frames and po-
tentially belong to the original code. In order to discard simple obfusca-
tions, we only consider memory regions with a size higher than 32 bytes.

If the majority of the regions potentially belonging to the original pro-
gram present multiple frames, we consider that the packer presents an on-
demand unpacking algorithm (Type-V or Type-VI).

To property distinguish Type-V from Type-VI, we analyse the unpacked
and repacked regions of memory recorded for each frame detected during
trace post-processing that affects the unpacked regions considered origi-
nal code. If there are repacked blocks for these regions, we consider the
sample as shifting-decode-frames. Otherwise, we consider the sample as
incremental.

Finally, we consider the size of the memory written on each of the un-
packing frames. If the majority of the frames present an unpacked size
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multiple of 4K (the size of a page), we consider the packer to have a page-
granularity. If instead the average number of basic blocks per frame is one,
then we assign the granularity of basic-block. In any other case (e.g., when
the size of the unpacked frame is always different) we label the sample as
function granularity. This category includes the packers that protect each
function separately, but also comprehends other types of granularity that
protect pieces of related code in any other way.

5.3 Measuring run-time packer complexity
Our approach allows us to measure the complexity of run-time packers
based on the information collected in our analysis platform. This section
presents the results obtained by using our system to study two different
datasets: (i) a set of off-the-shelf packers, and (ii) a set of custom packers.

5.3.1 Datasets
The dataset composed by off-the-shelf packers contains 762 samples which
cover 389 unique packers. Some popular packers are present multiple
times to cover different versions or different packing behaviours obtained
by using different parameters or configuration options.

In order to measure the prevalence of these techniques in custom pack-
ers, we selected a set of samples from Anubis, a public sandbox that has
been running on-line since 2007. More concretely, we first retrieved a list
of unique PE files that were not labelled as packed by Sigbuster, the sig-
nature based packer detection tool employed by the sandbox to label the
binaries.

More concretely, we obtained over 1000 samples per year between mid
2007 and mid 2014. The samples are equally distributed for each month
of the year, based on their submission time. Moreover, the dataset was bal-
anced to contain only one sample of the same malware family per month,
in order to avoid biasing the dataset towards very common polymorphic
families such as the Zeus botnet.

In order to conform this dataset, we queried the VirusTotal public ser-
vice in order to retrieve complementary information about the samples.
More concretely, we retrieved the samples present in the database for each
day of the year during the period from 2007 to 2014, and then queried
VirusTotal discarding the samples that did not met the following condi-
tions:
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Table 5.10: Sample distribution of collected custom packers.

Packed Not packed % Packed
2007 213 265 80.38%
2008 903 1148 78.66%
2009 923 1167 79.09%
2010 816 1008 80.95%
2011 868 1127 77.02%
2012 1005 1259 79.83%
2013 908 1168 77.74%
2014 452 587 77.00%

• At least one of the sections with an entropy higher than 7.

• Not considered malicious by at least 3 antivirus solutions.

• Not labelled as packed by any of the three tools employed by Virus-
Total to detect known packers: PEiD, F-Prot, and Command.

• Not belonging to a malware family previously selected for the same
month.

The process followed to select the samples was the following: for each
day of the year, we retrieved one sample and queried VirusTotal. If the
sample met the aforementioned restrictions, we added it to the dataset, if
not, we selected another sample for the same day. When there were not
enough samples for one day, we selected the rest from the next day.

In order to determine the family of the sample, we elaborated a list
with the 1000 most common families reported by the antivirus solutions
for the queried samples. Then, we labelled each sample with the family
reported by the majority of the antivirus products included in the report
from VirusTotal.

Table 5.10 shows the distribution over the years of 7729 working mal-
ware binaries.

5.3.2 Analysis infrastructure
We analysed every sample using our framework. More concretely, we ran
the experiments on a distributed set-up of 22 virtual machines with 2 pro-
cessors and 4 gb of RAM, each running one instance of the experiment
framework.
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The analysis of the samples was automated and each sample was run for
a minimum of 5 minutes until one of the following conditions was satisfied:

• All the processes under analysis terminated their execution.

• An exception was produced, and it was not recovered in a 2 minute
time-out. In order to detect exceptions, we monitored the execution
of the KiUserExceptionDispatcher function at ntdll.dll system li-
brary.

• The process reached a stability point. A process reaches its stability
if it does not consume user-time in a 2 minute period. In order to
monitor the activity of the monitored processes, we inspected every 2
minutes the user-time consumed by each of the processes in the mon-
itored system by retrieving their corresponding EPROCESS structure
from the kernel.

• A maximum time-out of 30 minutes was reached.

In order to maintain this experimentation framework, we developed our
own set of scripts to manage a task queue, a task dispatcher, and a set of 22
workers that processed each sample and submitted the results to a central
file server.

5.3.3 Analysis of off-the-shelf packers
The first interesting result we observed in the group of off-the-shelf pack-
ers is the fact that 559 of them (81.6%) only employ one process for un-
packing, 121 (17.6%) use two concurrent processes, and five adopted more
than two. The packer complexity is summarised in Table 5.11 for both
off-the-shelf and custom packers. The results show that the most preva-
lent type of packer is Type III (i.e., more than 2 layers and cyclic transition
model), followed by the most simple class, Type I, which represents one
quarter of the samples analysed. We can appreciate that the number of
cases with more than 2 layers and a linear transition model (i.e., no cycles
between the unpacking layers) is below 10%. Therefore, we can affirm that
the packers with more than 2 layers tend to present cycles between them.
Finally, we can appreciate that there is a significant number of packers with
complex structures that either interleave the original application code with
the packer code (12.6%) or perform some kind of on-demand unpacking
(2.7%).
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Table 5.11: Summary of the packer complexity of the studied samples.

Type Off-the-shelf Custom packers
I 173 (25.3%) 443 (7.3%)
II 56 (8.2%) 752 (12.4%)
III 352 (51.4%) 3993 (65.6%)
IV 86 (12.6%) 843 (13.8%)
V 6 (0.9%) 46 (0.8%)
VI 12 (1.8%) 11 (0.2%)

Figure 5.6: Number of layers of the packer.

Figure 5.6 summarises the number of layers observed in the dataset.
While the majority of packers adopt less than four layers, there is a signif-
icant number of packers (4.4%) that use more than 50 layers. Even more
interesting, almost 10% of the packers (65) in this dataset did not have the
protected code in the last unpacked layer.

Regarding the number of transitions to shallower layers, one third of the
packers did not present any cycle (and thus, have a linear transition model).
Besides, 15 packers presented more than 1 million cycles (transitions to
shallower layers).

Finally, Figure 5.7 shows the prevalence of the different interprocess
communication techniques monitored for this set of packers.
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Figure 5.7: Interprocess communication techniques observed.

In this dataset, we did not find any sample using shared memory map-
ping, writing to shared memory regions, or deallocating memory of un-
packed regions. The most common interprocess interaction techniques
were the creation of files (that are afterwards executed), and the use of the
Windows API ReadProcessMemory and WriteProcessMemory for process
interaction. Five samples were reported to use injection techniques to pro-
cesses not directly created by the process itself. Also, we can observe that
a significant number of samples (171) create several processes. Thread cre-
ation is an even more common technique with 256 samples in the dataset.

5.3.4 Off-the-shelf packer distribution
In the previous section we have analysed the complexity of different off-
the-shelf packers. In order to understand the relevance of these results, we
obtained access to the Anubis malware sandbox database (containing over
60 Million unique samples) to measure the number of malware samples
protected with each packer, labelled by the signature based packer detec-
tion tool present in the sandbox.

Table 5.12 shows the distribution of the most common packers over the
years. Since the tool is capable of identifying the polymorphic protection
engines adopted by famous worms, we indicate in the first row the percent-

219



5. Longitudinal study of run-time packers structural complexity

Table 5.12: Distribution of known packers over the years.

2007 2008 2009 2010 2011 2012 2013
Pol. worms 15.0% 17.3% 9.5% 14.6% 17.9% 15.3% 1.3%
Packers 11.7% 4.6% 4.0% 2.6% 0.8% 0.7% 0.1%
UPX 30.0% 49.1% 56.8% 41.4% 52.7% 55.3% 55.4%
PECompact 6.8% 5.5% 3.0% 4.7% 8.8% 6.3% 3.7%
Aspack 3.8% 4.6% 5.7% 4.6% 5.7% 5.0% 8.7%
FSG 11.4% 9.5% 0.9% 0.8% 0.9% 0.6% 0.8%
Asprotect 4.7% 1.5% 1.6% 3.2% 2.2% 2.3% 2.2%
NSPack 3.9% 2.1% 1.2% 1.3% 1.1% 1.0% 1.4%
Themida 6.0% 2.4% 0.8% 0.9% 0.6% 0.6% 0.6%
Upack 2.9% 2.3% 1.4% 0.3% 0.3% 0.4% 0.9%
Xtreme 0.5% 0.6% 0.3% 1.3% 0.5% 0.3% 0.2%
Others 19.4% 8.5% 5.2% 4.9% 3.8% 2.9% 3.7%
Unknown 2.7% 4.6% 5.3% 3.9% 2.4% 2.0% 2.3%
Installer 7.8% 9.2% 17.9% 32.6% 20.9% 23.4% 20.2%

age of those samples. The second row of the table shows the percentage of
samples which are packed with an off-the-shelf packer. This last set of
samples is divided into different categories in the lower part of the table.
We can see a list for the 9 most prevalent packer tools in the database, the
percentage of well-known packers not listed in the table (Others), the per-
centage of packers labelled by the tool as Unknown packers, and finally the
percentage of tools labelled as Windows installer tools.

We can observe that the number of samples detected as packed with
well-known packer tools has significantly decreased over the years. This
trend might be caused by the fact that the packer signature database is not
up-to-date with recent packer families, or that malware writers now prefer
to employ their own custom unpackers or to rely on simple packers (such
as UPX) that do not raise suspicion on their programs. Also, we can notice
that the UPX packer, a very simple Type-I packer dominates the off-the-
shelf packer landscape.

5.3.5 Analysis of custom packers
The packers analysed in the previous section are well-known tools that can
be recognised by signature-based detection tools such as PEiD or Sigbuster.
Nevertheless, a significant number of malware samples are protected by
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custom protection engines or modified versions of existing packers in an
effort to complicate reverse engineering.

To study the complexity and the characteristics of these packers we run
our analysis tool on 7,729 malware binaries uniformly distributed over the
past seven years. Despite all the samples had a section with entropy higher
than 7, 6,088 samples presented an unpacking behaviour during our anal-
ysis.

Table 5.13: Custom packer complexity over the years.

Type 2007 2008 2009 2010 2011 2012 2013 2014
I 5.2% 8.1% 6.1% 8.1% 9.2% 4.6% 8.3% 8.0%
II 18.3% 15.6% 10.2% 15.4% 10.5% 8.9% 11.5% 15.0%
III 63.8% 64.6% 71.2% 62.5% 64.4% 69.0% 63.7% 61.3%
IV 11.3% 11.4% 12.1% 13.7% 15.7% 15.1% 15.0% 15.0%
V - 0.2% 0.1% - - 2.3% 1.7% 0.7%
VI 1.4% 0.1% 0.3% 0.2% 0.2% - - -

Table 5.11 shows the packer complexity classes in both datasets, off-the-
shelf and custom packers. Custom packers show a higher prevalence for
Type-II and Type-III, while very simple packers (Type-I) and very complex
ones (Type-VI) are more common in the off-the-shelf dataset. Also, we can
observe that the number of Type-IV packers (i.e., interleaved execution of
original application code and unpacking engine) is almost equivalent for
both datasets. Table 5.13 shows the evolution of custom packer complexity
over the years, and Figure 5.8 summarises it by plotting the average packer
complexity for each quarter of the years covered by the study. The data
shows no clear trend, with all the complexity classes remaining constant
over the past seven years.

Figure 5.9 and Figure 5.10 plot the overall number of layers and inter-
process communication methods found in the dataset of custom packers.
Like in the case of off-the-shelf packers, the majority of custom packers
use few layers. Nevertheless, in contrast to off-the-shelf packers, there is a
significant number of samples that present between 3 and 6 layers. From
the total of 6088 samples, 5226 present the original code in the last level.
Regarding inter-process communication, we can observe an increment in
the use of system process injection and unpacking by using external files,
caused by the presence of malware that injects the code to other processes
or drops files that are afterwards executed. In this case, there is a marginal
number of samples reported to use shared memory or memory deallocation
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Figure 5.8: Average complexity used by custom packers over time.

Figure 5.9: Number of layers used by custom packers.

as part of the unpacking process. 3260 samples created processes during
their execution, and 4509 created one or more threads. Nevertheless, this
behaviour might not be, in all the cases, part of the unpacking process.
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Figure 5.10: Interprocess communication techniques found in custom pack-
ers.

Figure 5.11: Average number of processes used by custom packers over time.

Figure 5.11 shows the evolution of the number of processes considered
to be part of the unpacking process (i.e., processes with some sort of un-
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Figure 5.12: Number of layers used by custom packers over time.

packing related interaction). Figure 5.12 shows the evolution the number
of layers over time. In both cases we do not observe any significant varia-
tion in our experiments. Combining this information, we can conclude that
the average custom packer in our dataset presents a multi-layer unpacking
routine with a cyclic transition model.

5.4 Conclusions and discussion
In order to answer the research questions established for this study, in Sec-
tion 5.3 we have measured the complexity of off-the-self packers and cus-
tom packers.

What is the maximum level of sophistication of run-time packers?

Based on our results, we can conclude that the average packer has a
Type-III complexity. Also, we can observe that the majority of samples that
present more than 2 layers and no interleaving of the original application
code and the unpacking routine (i.e., Type-II and Type-III) present cyclic
transition models. This fact reveals that the majority of these cases do not
correspond to binaries packed multiple times by Type I packers, but to ob-
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fuscated unpacking routines located at different layers, or binaries packed
multiple times in which at least one of the layers corresponds to a Type-IV
packer. Finally, for both datasets there is a significant number of samples
that interleave the execution of the original code, and a few samples that
unpack the code on demand, showing some kind of partial code revelation.

How widespread are custom packers in collected malware, and, how so-
phisticated are they compared to off-the-shelf packers?

The results show that, by simply looking for samples with a high en-
tropy in one of their sections not labelled as packed by any signature-based
tool, the number of samples that actually showed an unpacking behaviour
is relatively high (around 80%). While Type-I packers are very common for
off-the-shelf packers, in the case of custom packers there is a relatively low
number of samples in this category - showing that malware writers look
for more complex protection schemes. Also, the number of Type-V and
Type-VI packers is slightly higher for the set of off-the-self packers. Finally,
we can conclude that custom-packed binaries rarely employ these complex
protection techniques.

How has the packer complexity evolved over the years?

We did not observe a clear evolution in the packer characteristics and
complexity over time. In fact, the complexity of custom packers has re-
mained pretty stable during the past 7 years, and apparently malware writ-
ers are not developing more complex packer structures. Despite it is rel-
atively easy to develop more complicated packing techniques, apparently
malware authors are not adopting them for the protection of their binaries.
This fact might be a sign that current automated scanners can be evaded by
employing simple Type-III packers.

How does this complexity affect the common assumptions of generic un-
packers?

Generic unpackers rely on a number of assumptions about the packer
structure that, as we have seen in our study, are not always true for the
samples observed in the wild. First of all, there is a significant number of
packers with more than 2 layers. This implies that every unpacked code
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is not necessarily part of the original code. Despite some approaches like
Renovo [KPY07] consider cases with several layers of protection, not many
studies have focused on determining in which layer resides the original
code, and it is not clear how to proceed in these cases. In this case, things
are complicated by the fact that around 10% of the off-the-shelf packers
and 14% of the custom packed malware did not have the original code in
the last layer.

Many unpackers try to identify the tail-jump to dump the protected code
at the appropriate moment. Type-IV, Type-V and Type-VI packers compli-
cate this operation. Even though Type-V and Type-VI packers are not very
common in the wild, we have found several examples in our dataset. These
packers require a more complex development and also impose a run-time
overhead that may not be desired by malware writers. It is important to
highlight that none of the generic unpackers proposed to date has dealt
with this kind of packers.

5.5 Related work
Now that we have described and evaluated our run-time packer complexity
analysis framework, we can compare it to previous work.

Generic unpackers have generally focused on determining the correct
moment to dump the original code from different perspectives.

i Discovery of hidden code. PolyUnpack [RHD+06] is proposed as a tool
based on the static analysis of the packed binary, and the dynamic ex-
ecution of the sample in order to discover executed instructions that
were not originally present in the binary. By applying a disassembly
process starting from the executed instructions, the model can be used
to find memory areas containing hidden code. In order to handle pro-
grams protected multiple times, it proposes to re-execute the resulting
binary again with the tool. Nevertheless, this approach does not ad-
dress the problem of distinguishing where the unpacking code and the
original code reside, or where the original entry point of the binary is.
Also, it assumes that the different unpacking layers are isolated and
independent, which is something that might not be true for complex
packers.

ii Memory writes followed by memory execution. Renovo [KPY07] is a
generic unpacker that applies fine-grained granularity tracing. When

226



5.5 Related work

the binary is under execution, it maintains a shadow memory with the
memory addresses that have been modified. Whenever a modified ad-
dress is executed, it dumps the memory contents of the process and
cleans the shadow memory to continue with the execution of the sam-
ple. Using this approach, it can dump an image of the process each
time some written code is executed. Nevertheless, it does not help in
the task of identifying the original entry point, since it assumes that the
packer has a number of N independent layers of unpacking code, and
every time the execution hits a written memory address, a new layer
is discovered. Besides, it cannot distinguish the unpacking code and
unpacked code.

iii Statistical properties of the code. Eureka [SYS+08] proposes the use
of bi-gram frequency based statistical analysis in order to determine if
certain regions of code are packed or not during the unpacking process
of the sample. Other approaches [CX10] measure the change in the
entropy of the binary in order to determine the appropriate moment to
dump the contents of the binary. This kind of approaches assume that
there is a significant entropy change in the code when it is unpacked,
which is something that can be easily evaded by using certain encodings
for the data.

iv System-call based heuristics. Similarly, Eureka [SYS+08] assumes that
the code is unpacked in the moment the program reaches the NtTermi-
nateProcess API call. While for simple packers this assumption may
hold, other packers apply repacking to certain regions of code. Omni-
unpack [MCJ07] keeps track of modified and executed memory pages,
and calls an antivirus over those pages whenever a dangerous system
call is executed. Unfortunately, this approach does not measure the
complexity of the packer. Universal PE Unpacker considers the exe-
cution of the GetProcAddress function call as a heuristic to determine
the end of the unpacking routine. Nevertheless, some packers do not
call these functions to recover the Import Address Table, but instead
only need the base address where the DLL is loaded in order to parse
its export table and update the import table by themselves. As we see,
system-call based heuristics are generally focused on the identification
of the original entry point, but they are very dependent on the imple-
mentation of the packer.

While these models are effective for simple packers, they are not aimed
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at measuring and presenting the structural complexity of the packer.

The concept of layer was addressed by some of the generic unpackers
proposed in the past (e.g., Renovo [KPY07]), but it was not formalised un-
til Debray and Patel [DP10] proposed an approach to extract the unpacking
code of a binary based on dynamic slicing techniques that considered the
fact that a binary might be protected by many layers of unpacking code.
While this approach considers a model based on execution layers, it is fo-
cused on the extraction of the unpacking code. Nevertheless, the model is
not focused on measuring the complexity of packers.

Besides, Marion and Raynaud [MR13] propose a a formal definition of
the concept of execution layers as code waves. They define a formal lan-
guage to represent the self-modifying code in a binary, and describe a set
of first-order logic rules that can be applied to their model in order to test
certain properties, like self-modifying code. Nevertheless, in their model
they do not represent and address the technical challenges involved in the
analysis of complex packers, that may not follow the classic assumptions.

Although both approaches defined a concept similar to our layers (un-
der different names like phases or waves), these definitions differ from ours
in the following way.

Debray et al. [DCT08, DP10] proposed a formalization of the semantics
of self-unpacking code, and modeled the concept of execution phases. In
their model, a phase involves all the executed instructions written by any
of the previous phases. This concept is related to our definition of execu-
tion frames, with the difference that, in our model, execution frames only
occur in the context of a single unpacking layer. Guizani et al. [GMRP09]
proposed the concept of waves. This first definition of waves is equivalent
to our concept of execution layers. Later, Marion et al. [MR13] proposed
a different formalization in which they modified the semantics of waves,
proposing a model similar to the phases proposed by Debray et al. Some
of these publications have measured the number of layers present in mal-
ware samples. Nevertheless, they do not cover other complexity aspects
such as the transition model, execution frames, or code visibility. More-
over, our model differentiates between the concept of unpacking layers and
unpacking frames, allowing us to compute different properties that can be
combined to provide a complexity score based on the class of the packer.
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5.6 Summary
In this chapter we have presented a packer taxonomy to measure the com-
plexity of run-time packers. We also developed an analysis framework that
we evaluated on two datasets: off-the-shelf and custom packers.

The results show that, while many run-time packers present simple
structures, there is a significant number of samples that present more com-
plex topologies. We believe that this study can help security researchers
to understand the complexity and structure of run-time protectors and to
develop effective heuristics to generically unpack binaries.
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«A man does not climb a mountain
without bringing some of it away with
him and leaving something of himself
upon it.»

Martin Conway (1856–1937) Chapter

6
Generic unpacking of

samples with partial code
revelation

G
eneric unpacking techniques have been widely studied in
the literature. Some of the approaches proposed adopt static
analysis techniques but the most successful approaches are
based on dynamic execution. More specifically, existing ap-
proaches have focused their efforts in (i) making the plat-

form resilient to anti-analysis techniques [DRSL08], (ii) tracing the exe-
cution of the binary at different granularity levels [RHD+06, KPY07] (iii)
adopting different heuristics to detect the original entry point of the bi-
nary [CX10], or to dump the code at the appropriate moment [SYS+08] and
(iv) improving the efficiency of the process [MCJ07].

Nevertheless, one of the main limitations of dynamic analysis is that
it can only explore the execution trace given a concrete input, exploring
one execution path at a time. Malware writers can take advantage of this
limitation in several ways in order to evade dynamic unpackers [BLB11].

Many malware samples conditionally execute certain parts of the code
depending on the inputs provided by the system. In some occasions, these
triggers are explicit anti-sandbox implementations in which, if certain con-
ditions are observed (e.g., monitoring tools, virtual machine presence) the
malicious payload is not executed.
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In other cases, the malware sample under analysis is designed to com-
municate with external entities (e.g., a Command and Control Server). If
the sample is executed in a network contained environment, the sample
might not have connectivity to the internet. Although there are network
simulation tools, the correct simulation of proprietary network protocols
generally requires a hard reverse engineering effort. In these cases, certain
parts of the code will never be executed under a single-path dynamic exe-
cution engine.

Both aspects affect to the unpacking of samples. First, a malware sample
might eventually trigger the decryption routine only under certain condi-
tions. In these cases the original code will not be present in memory (not
even a single region) unless the adequate input is provided to the program.

Second, during the study conducted in Chapter 5, we describe the tech-
nique named shifting-decode-frames (Type-VI in our taxonomy) technique
and identify several packers that apply it in order to protect the code. A
sample protected by this technique will only reveal one region at a time
(in case it applies repacking) and also, it will only uncover the regions cov-
ered by the execution path triggered by the concrete input provided by the
system.

The first problem described has been previously addressed in several
publications [MKK07a, BHL+08, BHK+07, JWL+12, PDZ+14] that design
and evaluate multi-path exploration techniques in order to discover code
only executed under certain conditions.

While these publications address the problem of multipath exploration,
all of them have focused on malware analysis and software testing. Never-
theless, no previous approach has addressed the adoption of this technique
for the generic unpacking of samples protected by the shifting-decode-
frames technique.

Packers heavily rely on self-modifying code and obfuscated control flow,
making very hard to automatically explore different execution paths. At the
same time, we do not need to execute all possible paths, but only to guide
the execution in a way to maximise the recovered code.

For this reason, in this chapter we address the technical challenges of
these approaches when applied to this specific problem. Moreover, one
of the major limitations of multi-path exploration techniques is their ef-
ficiency, making the approach almost infeasible for large-scale malware
analysis. In order to deal with this limitation, we propose several enhance-
ments and a heuristic that allows to drastically reduce the number of paths
to explore in order to discover as much code regions as possible.
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Accordingly, we define the following research questions for this study:

Research question 6.1 Is it possible to direct the execution by ap-
plying heuristics in order to efficiently un-
cover the protected code?

Research question 6.2 What are the technical challenges and lim-
itations of multi-path exploration tech-
niques when applied to the unpacking
of samples protected with shifting-decode-
frames?

In order to answer these research questions, we leverage the Bitblaze
platform and implement a series of modifications and heuristics that al-
low us to generically unpack samples protected by this technique, creating
a memory dump of each region and exploring the paths that trigger the
unpacking of previously uncovered memory regions.

In this chapter we propose a set of domain specific optimizations over
a baseline implementation of a multi-path exploration engine. The design
and implementation aspects of this system are detailed in Section 6.1. Sec-
tion 6.2 describes the domain specific optimizations proposed. Section 6.3
proposes a heuristic based on the concept that it is not necessary to fully
explore the binary, but only to drive the execution to the most interesting
points in the binary (i.e., those that might trigger the execution of new re-
gions of code). Section 6.4 describes our evaluation of the system, while it
outlines other limitations that should be addressed in order to deal with
complex obfuscations present in off-the-shelf packers. Finally, Section 6.5
concludes the chapter.

6.1 Implementation of the multi-path exploration
engine
Moser et al. [MKK07b] proposed for the first time the application of multi-
path exploration for the analysis of environment-sensitive malware. In
their approach, they leveraged taint analysis and symbolic execution in or-
der to query a linear constraint solver that allowed to compute the values
to force at each moment. Their approach explored the paths in depth-first
order, and in order to achieve this, they implemented a user-level process
snapshot mechanism in order to restore the execution of the binary.
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In order to evaluate our system, we implemented a baseline framework
based on the concepts proposed by Moser et al. [MKK07b] over the Bitblaze
platform. Also, we propose a set of domain specific optimizations of this
approach that allows us to conditionally explore multiple-paths over cer-
tain interesting regions of code: the code of the original program protected
by the packer. This modification is described in Section 6.2.2.

In this section we describe the technical aspects of our multi-path ex-
ploration engine implemented over the Bitblaze project.

The Bitblaze project offers 2 main components, TEMU, a binary trac-
ing platform based in the whole-system emulator QEMU and Vine, a tool
capable of analysing binaries or execution traces. More concretely, Vine
translates the code in the x86 architecture to an intermediate representa-
tion (Vine IR). This intermediate representation allows to compute differ-
ent control-flow and data-flow analysis algorithms over a simple language
avoiding the inherent complexity of x86 assembly language (CISC archi-
tecture). Every instruction is translated as a set of atomic instructions. The
side effects of assembly instructions are modelled as separate instructions.

TEMU also provides a plugin (Tracecap) that outputs execution traces
that are interpretable by Vine. These instruction traces contain one entry
per assembly instruction, and contain not only the instruction bytes but
also the values and taint propagation data associated to their parameters.

Finally, TEMU also allows to implement callbacks on every conditional
jump instruction executed that is affected by a tainted flag (cjmp). When
a cjmp is executed, it means that the conditional branch depends on the
tainted variables (input values provided to the program). In these cases, we
can process the execution trace and compute a set of values for the input
variables that would trigger the execution of both sides of the branch.

On top of the framework described in Chapter 5, we implemented our
multi-path exploration engine for the experiments consisting of 3500 C/C++
and 800 OCaml lines of code.

6.1.1 Execution tree, execution paths, and execution trace
First, in order to record the execution trace and snapshots we represent
the multi-path exploration state as an execution tree. Considering that the
branch instructions in x86 assembly involve only two different paths, we
define our execution tree as a binary tree in which every node represents a
tainted conditional jump instruction found during execution. In this way,
every node contains the following elements:
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• Instruction trace. The instruction trace for a node comprises the pre-
vious conditional jump, and the instructions executed from that point
until the next tainted branch in the trace.

• Address of the cjmp. Address where the conditional jump was found.

• System snapshot. When we find a tainted branch, we store a system
snapshot that allows us to restart the execution at that point.

• Execution paths. Every node has one or two execution paths, each
path containing a new node. We define a natural execution path as a
path that does not need any modification in the program state in or-
der to be explored. On the contrary, a forced execution path requires to
update the system state in order to trigger the alternative path of the
branch. When we query the constraint solver and it provides a feasi-
ble set of values to force the execution of both sides of the branch, we
store these values in order to force the path whenever it is necessary.

print("Path 2");

b = a + 4;

b = b * 2;

if (b != 12)

if (b == 10)

printf("Path 4"); printf("Path 3");

b != 12b == 12

b != 12

b == 10

b != 12

b != 10

b = a + 4;

b = b * 2;

if (b != 12){ 

  if (b == 10){

    printf("Path 3");

  } else{  

    print("Path 4"); 

  }

}else{

  print("Path 2");

}

for (int i=0; i<a;i++){

  printf ("%d",i);

}

i = 0

if(i < a)

i >= a i < a

i >= a i < a

i >= a i < a

i >= a i < a

printf("%d",i");

i++;

printf("%d",i");

i++;

printf("%d",i");

i++;

printf("%d",i");

i++;

Figure 6.1: Execution trees, nodes, and paths for different sample programs.

Figure 6.1 shows this tree structure for a simple program in C language.
Loops in which the loop condition is tainted are represented as a series of
conditional jumps in which one of the branches exits the loop, and the other
branch performs another iteration in the loop.
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When the execution starts, the execution tree contains an execution
node N0 with no execution paths or snapshots, and an empty execution
trace. We define the current execution node Ni as the node that is up-
dated at a given instant by the executed instructions. Therefore, when the
execution starts, Ni = N0. Then, we trace the execution of the binary, and
whenever a tainted instruction is executed, we store it in the execution trace
associated to the current execution node. When a conditional jump is exe-
cuted, we update the execution tree in the following way:

1. Update Ni and set the address of the cjmp that expands the node.

2. Add a natural execution path to Ni , create a new node for this path,
and update the current node Ni to point this node.

3. Add the conditional jump instruction (already evaluated) to the cur-
rent node Ni (new node).

4. Query the constraint solver providing the trace of tainted instructions
to the Vine-based component. If the constraint solver provides a set of
feasible values to force the alternative of the branch, create a new path
and a new node for the alternative branch, and update the previous
node accordingly.

5. If both paths of the branch can be explored ensuring the program
state consistency, store a system-snapshot for the previous node.

Whenever a conditional branch is executed, or if the execution of the
program is finished (process is terminated), we can decide the next path to
explore. Moser et al. [MKK07b] proposed a Depth First Search algorithm
to explore the execution tree. Alternatively, we propose the application of
heuristics in order to determine the exploration order to maximise the code
coverage efficiently.

When an snapshot is loaded, we recover the execution state previous
to the execution of the conditional jump (Section 6.1.3 explains the imple-
mentation details). At this point of the execution, the conditional jump has
not been yet evaluated. In order to force an alternative path, we adjust the
program state with the values provided by the constraint solver. Then, the
execution continues until the next conditional jump is found. Nevertheless,
the cjmp that triggered the branch must be logged to the trace indicating
the values of the flags necessary to take that branch. This cjmp will be in-
terpreted as a path constraint the next time the constraint solver is queried,
ensuring the program state consistency is maintained.
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6.1.2 Symbolic execution

Symbolic execution allows to evaluate a program over a set of symbolic
inputs instead of concrete values. In this way, for the code snippet shown
in Listing 6.1, a concrete evaluation would require a concrete input value
for variable a. A concrete evaluation of the program for a = 1 would have a
program state at (1) in which b = 10, and the branch 1.1 would be executed
printing the text Path 1.1. On the contrary, symbolic execution allows to
reason about the values that the variables can hold at different points of
the program.

Listing 6.1: C code snippet to ilustrate symbolic execution.

b = a + 4;

b = b * 2;

if (b != 12){

printf("Path 1");

if (b == 10){

printf("Path 1.1"); (1)

}

else{

print("Path 1.2");

}

}

else{

print("Path 2");

}

In this way, when line 1 is evaluated, b adopts the symbolic expression
b := a + 4. Then, line 2 is evaluated and c is updated accordingly: b :=
(a + 4) ∗ 2. Finally, when the branch at line 3 is evaluated, there are two
possible paths to follow: (a + 4) ∗ 2 != 12 and (a + 4) ∗ 2 == 12. At this
point, a constraint solver can evaluate the expression that determines the
path constraint that must be met to follow each of the paths, providing an
appropriate set of values for each input variable: a in each case.

One of the limitations of this approach is that the size of the expressions
grows for every instruction executed. An option to reduce the size of the
formulas is to split the expression into sets of sub-formulas. Also, an ex-
pression queried to the constraint solver is an equation that cannot express
the program state and program execution order present in imperative lan-
guages such as assembly code. In order to achieve this, the program must
be translated to single static assignment form. In this way, the code would
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be represented as b0 := a0 + 4;b1 := b0 ∗ 2;, and the path condition would be
represented as b1! = 12.

Some symbolic execution engines [CDE08, CKC11] simplify these ex-
pressions to reduce their size and enhance the efficiency of the computa-
tions of the constraint solver.

Alternatively, several publications [BWJS07, FS01, Lei05] propose the
use of weakest preconditions [Dij76], a method that keeps the computa-
tional complexity and size of the formulas O(n2) [SAB10].

Vine provides a tool (Appreplay) that allows to compute the weakest
precondition of an execution trace and to generate a query to the STP con-
straint solver. As a result of this process, the path restrictions imposed by
the conditional branches are represented as a postcondition that is queried
to the solver.

Listing 6.2: Query necessary to reproduce an execution trace in CAML based
pseudo-code.

let a0 = INPUT in

let b0 = a + 4 in

let b1 = b0 * 2 in

let post0 = (b1 != 12) in

let post1 = post0 and (b1 == 10) in

post1

Appreplay allows to query the STP constraint solver for a set of input
values to reproduce the execution trace (See Listing 6.2). This query is per-
formed by asking for a counterexample (set of values for input variables)
that makes a given expression to be evaluated as false. Accordingly, in or-
der to reproduce the trace it is necessary to query the constraint solver to
provide a counterexample for ¬post1, or a set of values that make ¬post1
false, or post1 true.

We leveraged this tool in order to query the constraint solver to provide
a counterexample that negates the last component of the postcondition (last
branch taken in the trace) while maintaining the path constraint imposed
by previous branches. Note that this set of values cannot be obtained by
querying a counterexample for post1. More specifically, a counterexample
for post1 would be any arrangement of values that makes post1 false, or
¬post1 true. Following boolean logic rules, ¬post1 = ¬post0 ∨ ¬(b1 ==
10). Accordingly, both negating the path constraint or the branch condition
makes post1 to be false.
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Alternatively, we modify the postcondition in the following way and
query the STP constraint solver in order to obtain a set of values that drives
the execution to the alternative path (see Listing 6.3).

Listing 6.3: Query to force an alternative path in CAML based pseudo-code.

let a0 = INPUT in

let b0 = a + 4 in

let b1 = b0 * 2 in

let post0 = (b1 != 12) in

let post1 = post0 and not(b1 == 10) in

post1

Finally, provided the set of input values provided by the STP constraint
solver, we evaluate the expressions associated to each memory address and
register at the appropriate execution instant. This computation is made
over the intermediate language implemented in Vine. Afterwards, the nec-
essary values are returned to TEMU in order to force the path.

Indirect memory accesses (i.e., memory access instructions in which the
address used is tainted and depends on program input) are a recurrent
problem in symbolic execution. While a concrete evaluation of the program
will have at each point of the execution a concrete value for the address
used to access the memory, when the same program is evaluated symbol-
ically, the address can present any value in the address space constrained
by the corresponding expression. This limitation is specially problematic
for the symbolic execution of jump tables, a mechanism widely used by
compilers to implement switch statements.

In taint-analysis systems there are different possible approaches, de-
pending on the tainting policy specified. The taint might be propagated
only if the memory accessed during the execution is tainted (may result in
under-tainting), or also (and optionally) if the expression that determines
the memory address to access is tainted (might result in over-tainting).

In the case of symbolic execution this situation is more problematic.
The symbolic expression referred by the operation depends on the possible
values that can be adopted by the expression used as a memory index. Some
approaches let the constraint solver reason about the possible values, while
other approaches perform alias analysis in order to determine the possible
memory ranges pointed by the index [SAB10].

In our approach, we let Vine adopt the concrete value observed during
execution for every tainted memory index avoiding any possible symbolic
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processing of these values. Although this unsound assumption implies that
some paths will never be executed, it simplifies the reasoning process in-
volved in multi-path exploration.

Also, considering that some shifting-decode-frames based packers pro-
tect the original code with a page or function granularity, this limitation
might be overcome by the fact that several paths in the program might
trigger the execution of a page or function. Successfully exploring one of
those paths is enough to trigger the unpacking of such function or memory
page.

6.1.3 System-level snapshots
In order to save the execution state at a given point (before a cjmp is eval-
uated), we leverage the functionality present in TEMU to make system-
snapshots. Previous approaches have proposed the use of process snap-
shots, a technique more efficient in terms of computational overhead and
disk space. Nevertheless, making snapshots of the process state (memory
and registers) involves many technical problems that are not easy to ad-
dress. Processes running on the system generally use resources provided
by the operating system like files, sockets, or the registry. Besides, the ker-
nel of the operating systems maintains innumerable structures with infor-
mation regarding memory assignment, heaps, stacks, threads or handles.
While ensuring the consistency of the snapshot and saving and recovering
the memory and register state is not difficult to implement, it is difficult
to maintain the system consistency when the state of a process is restored.
Moser et al. [MKK07b] proposed several methods to ensure that the pro-
cess can continue running even if it is restored to a previous state (e.g.,
avoiding closing handles).

Since this aspect is beyond the scope of this study and stands as a re-
search problem itself, we adopt a system-snapshot approach that, in spite
of sacrificing system efficiency, allows us to securely restart the execution
of a program at any point ensuring the consistency of the whole system.

There are some technical aspects that need to be addressed in order to
reliably save and restore snapshots during the execution of the emulated
guest system.

In TEMU, taint propagation is performed as part of the instrumenta-
tion code inserted in the translated blocks executed by the dynamic bi-
nary translation engine. In the case of cjmps, the event that triggers the
callback function for their detection is performed in the moment the in-
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struction is evaluated and the taint is propagated. Besides, among other
aspects, TEMU optimizes flag computation by performing a lazy evalua-
tion of the flags considering the fact that some instructions do not access
them. For this reason, making a snapshot in the moment before the exe-
cution of a conditional jump is not reliable since the flag state has still not
being computed. Nevertheless, we know that in order to process the cjmp it
is necessary to evaluate the flag state. Also, this instruction represents the
end of the translation block. In this way, when a cjmp callback is executed
and the execution trace is evaluated by Vine, we defer the snapshot saving
operation to the end of the block. At this point, the flag state is in a consis-
tent state and we can safely record the execution state since the emulator
has exited the translated routine in order to determine the next translation
block to execute. Finally, when a system-snapshot is recovered, we need
to re-evaluate the conditional jump over the forced set of values. In order
to do this, we modify the instruction pointer recorded in the snapshot to
point the address where the conditional jump is located. Since cjmps do not
affect the program state (except the instruction pointer), we do not need to
modify any other value in the snapshot.

It is also important to determine the appropriate moment to load an
snapshot. If the snapshot is loaded in the middle of the CPU execution
loop, the execution loop will continue over the recovered snapshot produc-
ing an undetermined behaviour. For this reason, we defer the snapshot
loading to the moment before the system enters the execution loop, which
is exited every time there is an interruption in the system (e.g., a context
switch or a system call). In this way, when we recover the snapshot after
an interrupt we disable the pending interrupts and clean the translation
block cache and the Translation Look-aside Buffer. At this point, the emu-
lator will continue with the execution of the process in the instant before
the conditional jump.

6.1.4 Taint sources
TEMU provides several ways to introduce taints in the system. Moreover,
it allows to taint the network interface, files, memory address ranges, and
keystrokes.

Nevertheless, since many of the API calls requiring I/O operations block
the execution until some input is read, we alternatively taint the output
of interesting API calls (Section 6.2.5 describes how to deal with blocking
system calls). In this way, we taint network operations such as connect,
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recv, gethostbyname or gethostbyaddr, file operations such as ReadFile
or CreateFile, API functions for retrieving command line arguments such
as __wgetmainargs or ReadConsoleInput, and other functions typically
used to query the system state like GetSystemTime or Process32First /
Process32Next.

6.2 Domain specific optimizations

6.2.1 Inconsistent multi-path exploration

In some occasions, traditional symbolic execution approaches impede the
execution of certain paths that, despite of being feasible, cannot be solved
by a constraint solver. In our system, one example of this limitation is
tainted key-strokes. TEMU supports tainting key-strokes both for Linux
and Windows based guest systems. When the monitored program calls
to the scanf function with the "%d" format string, the system reads from
standard input a series of characters and then translates them to a decimal
number. The translation from an ASCII representation to a decimal num-
ber is done by using a conversion table. As a consequence, the memory
index to access this table will be tainted (because it is based on each of the
characters provided as input). In our case this access is made concrete in
the symbolic engine, and the solver cannot provide a feasible set of values
to force multiple paths.

In these cases, we take an unsound assumption and query the constraint
solver ignoring the path restrictions imposed by the trace. This approach
lets us explore the path by forcing a set of values inconsistent with the path
restrictions.

In our specific domain, maintaining the consistency of the system is
only important in order to avoid system crashes and to maximise the execu-
tion time of the analysis. Nevertheless, from the perspective of unpacking
the code, the objective is to trigger the execution of as many regions as pos-
sible, regardless of the conditions necessary to do it. While other domains
may suffer from this unsound implementation (e.g., malware analysis may
require to know under which circumstances a certain path is triggered), in
our case this information is not relevant.
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6.2.2 Partial symbolic execution

Multi-path exploration is a computationally expensive approach. Reduc-
ing the amount of code explored in this fashion allows to drastically reduce
the complexity of the problem. Besides, in our problem domain, it is desir-
able to restrict this approach to the execution of the original code, avoiding
code belonging to the packer or system libraries. First, this code will not
trigger the unpacking of new regions of code. Second, the unpacker code is
generally highly obfuscated and does not follow standard calling conven-
tions, making more difficult to correctly trace and symbolically process the
code. For this reason, we restrict multi-path exploration to the regions that
contain the code of the original application.

Intuitively, it might seem that the packer code will hardly ever exe-
cute tainted conditional jumps because the execution paths inside this code
will not depend on the program input. This might render unnecessary to
restrict the areas explored. Nevertheless, many packers perform several
tasks apart from unpacking the original code aimed at protecting the bi-
nary (e.g., licensing). For instance, Armadillo fetches the system date using
the GetSystemTime API function in kernel32.dll, affecting to conditional
instructions.

For this reason we modified the basic approach described in order to
restrict the areas explored. In this way, whenever a conditional jump is
executed outside the regions susceptible of multi-path exploration, we do
not expand the possible execution paths and continue normal execution.

6.2.3 Local and global consistency

Another aspect to consider is the consistency of the symbolic execution
engine. For example, the S2E project [CKC11] allows to run programs at
different consistency levels. In our case, global consistency is maintained
when all the instructions that propagate a taint are recorded. When con-
ditional jumps are found in regions of code that are not interesting to ex-
plore, these instructions will be recorded in the trace imposing path con-
straints. An example of this situation is, again, the tainting of keystrokes. If
a program performs a scanf("%d",val) operation to read a number from
standard input, and we taint one keystroke provided as input, when the
explored code is reached the variable containing the tainted value will be
affected by all the path restrictions from that taint origin. Among other as-
pects, these restrictions will limit the possible values for the number to be
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between 0 and 9 (numbers that can be represented by one single ASCII
character). Nevertheless, in some occasions these restrictions introduce
a high computational overhead and sometimes involve conversions that
make use of tables accessed by indirect memory accesses.

In order to minimise the computational overhead of such operations we
implement a locally consistent multi-path exploration approach of the re-
gions that may contain the original code of the binary. This locally con-
sistent approach ignores global consistency allowing any possible value
when a tainted variable is accessed in the explored code. In this way, when
the value read in the scanf operation is used for the first time in the ex-
plored code, we create a completely new symbolic variable not dependant
on the previous instructions. A first approximation to this model could be
achieved by avoiding to trace any instruction propagating taints if it is ex-
ecuted outside the explored regions. In this way, when the execution trace
is interpreted in the symbolic engine, only the instructions in the explored
regions impose restrictions over the symbolic variables.

In order to ensure that local consistency is correctly preserved, we mod-
ify the tainting propagation policy in TEMU. Whenever we taint a value in
TEMU, we introduce a taint of one byte for each memory address or regis-
ter byte. We use one bit of this byte in order to distinguish values tainted
outside the explored code. In this way, when a byte tainted outside the ex-
plored code is read in the explored code, instead of propagating the taint we
create a new taint source by updating the corresponding bit. This tainted
variable will be considered as a free symbolic variable by Vine because it
represents a new taint source. Also, in the aforementioned case, when the
keystroke is tainted only one byte is affected. When the explored code first
reads the value provided by the scanf function, this byte has been manip-
ulated by the system library and at that point the 4 bytes of the integer
value have the same taint. If at this point we create a completely new taint
and assign the 4 bytes the same taint source, Vine will interpret them as
identical copies of the same value. In order to avoid this, we define a new
taint source for each byte and allow the integer to adopt any possible value.
The instructions traced in the explored code will restrict the possible val-
ues that the variable may contain ensuring the local consistency of the code
explored, but allowing a global inconsistency if the values tested in the ex-
plored code are values that can never be returned by system libraries.

Finally, whenever the program calls to a function outside the region
delimited, if the arguments of the call are tainted then the result of the call
is consequently tainted. As we do not trace the execution of such code, the
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taint propagation chain will be broken and Vine will be unable to provide
a solution.

Executing symbolically all the code present in API functions or not in-
teresting regions is not computationally feasible. In fact, one of the main
limitations of multi-path exploration is its inability to scale to large pro-
grams.

For this reason, we avoid tracing the execution of code outside the bound-
aries of our regions of interest. In order to allow Vine to process these traces
with broken taint propagation, we create a new independent symbolic vari-
able whenever necessary.

In this case, again, we loose program consistency. Nevertheless, as we
describe in Section 6.2.1, this inconsistency does not affect our approach
but on the contrary, lets us explore as many paths as possible (triggering
the execution and thus the unpacking of new regions of code).

6.2.4 Size of the traces
One of the limitations that make multipath exploration infeasible to anal-
yse large programs is the well-known state explosion problem [CKNZ12]:
when the number of state variables increases, the number of states grows
exponentially. In our case, this growth is represented by the number of
cjmps in the program trace that are successfully expanded. Furthermore,
some cases present infinite state spaces, for example when unbounded loops
are implemented in the explored code.

Unfortunately, the Vine tool and constraint solvers in general cannot
compute too long execution traces. In our case, we configured our multi-
path exploration engine to discard execution paths with a trace longer than
a given threshold. This parametrization allows us to keep the analysis as
simple as possible and computationally feasible.

6.2.5 Blocking API calls
Also, we have implemented a mechanism that allows to bypass blocking
API function calls. In some cases, the program gets blocked waiting for
user input or certain events in the system. For this reason, when certain
APIs such as the read or recv functions are called, instead of letting the
program run, we restore the instruction pointer to the return address in the
moment of the call. Also, we fill the output buffers and output values with
junk data, and taint those buffers. As a side effect, the state of the dynamic
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binary translation engine in TEMU is affected. In order to correctly restore
the execution we also manually restore the stack pointer of the translated
routine before returning to the translation engine.

6.2.6 String comparison optimization
The last optimization implemented deals with string comparison, an oper-
ation commonly performed by malware that parses commands (e.g., IRC
bots or bots managed from a C&C). These string comparisons are generally
implemented by means of system API calls such as strcmp, or strlen. In
some occasions these libraries are statically linked into the compiled binary,
while in other cases, the libraries are linked dynamically. In any of the two
cases we are not interested in exploring the code in these libraries. Nev-
ertheless, the execution of this code imposes path restrictions that affect
the output of the function call. Also, taint propagation presents a limita-
tion in these cases. Different paths in this code may overwrite the return
value of the function with different values. However, this value is not di-
rectly tainted. Since we do not explore these paths, we restrict the return
parameter to only one possible value, limiting the subsequent multi-path
exploration for branches that depend on this output.

In order to deal with this limitation, we hooked up to 25 different string
comparison functions in several DLLs in order to taint the output of the
function whenever a tainted value is provided as input to them.

Finally, these libraries might be statically linked or even in-lined in the
compiled code. In the first case, it would be possible to identify this code
by using common signatures (following a process similar to IDA Pro). In
the second case, since the code is inlined, it would be explored as part of
the interesting code of the binary.

6.3 Heuristic to guide multipath exploration
One way to reduce the state space and thus the complexity of multipath
exploration is to apply heuristics in order to determine which paths should
be expanded first. We propose a heuristic based on the intuition that, for
a packer protected using the shifting-decode-frames technique, multiple
instructions in the program (and therefore, multiple paths) can trigger the
execution of a region (e.g., function or memory page). In these cases, it is
not necessary to explore the whole state space in order to fully unpack all
the content of a binary. Even in the case in which the protection of the code
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is performed at basic block or instruction level, multi-path exploration can
benefit from this approach, since many conditional branches might lead to
the same blocks, making unnecessary to expand all of them.

The proposed heuristic is built over the packer analysis framework de-
scribed in Chapter 5. First, we extract all the executed code and unpacked
memory areas from a single-path execution trace in order to recover as
much code as possible. Then, we analyse this code and determine the in-
structions that reference locations in the program that have still not been
unpacked. We construct the call graph and control flow graph of the trace
and find the paths that reach these interesting instructions, and finally we
provide this information as input to our multi-path exploration engine in
order to heuristically prioritize the execution of certain paths that trigger
the unpacking of new regions of code. The next sections detail how this
process is performed.

6.3.1 Dumping unpacked memory frames
First, we use the packer analysis framework described in Chapter 5 in order
to create a complete dump of the unpacked memory regions of the packer.
This dump is performed during the post-processing phase. More specifi-
cally, whenever an unpacking frame is detected at any execution layer, we
dump every modified memory address in the page-aligned address space
covered by the layers observed during the execution of the sample. This
process is performed in an off-line fashion. We keep a mirror memory and
update it on every memory operation regardless of the execution layer in-
volved. For each memory address affected by a write operation, we also
update a shadow memory that records the memory address ranges modi-
fied in the previous frames.

When a new frame is detected for any of the layers, we first compute
the sets of contiguous addresses modified (i.e., unpacked memory regions).
Then, we compute the intersection between these blocks and the mem-
ory blocks dumped in previous frames. The blocks that have been already
dumped in previous frames are discarded. Finally, we fetch the list of ex-
ecuted basic blocks that overlap these memory space, and compare their
contents. We dump each block if the content of the majority of the overlap-
ping instructions is equivalent.

The memory writes recorded in an execution trace might eventually
correspond to code repacking. Nevertheless, the method followed to cal-
culate the intersections of the already dumped blocks allows to detect this
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situation. Figure 6.2 shows the packing-repacking process of a shifting-
decode-frames based packer. In step 1, R1 is unpacked (written, and then
executed). In step 2, the execution jumps from R1 to R2. At this point, R1
is repacked, and R2 unpacked. In the moment we detect the new frame
(the first instruction of R2 is executed), the written memory covers R1 and
R2. Nevertheless, R1 has been already unpacked. R1 ∩ (R1 ∪ R2) is R2, so
only R2 is compared against the corresponding basic blocks and dumped
accordingly. The same applies when the execution jumps from R2 to R3.

Figure 6.2: Unpacking process with shifting-decode-frames.

Once we have a complete memory dump, we filter it in order to keep
only the regions to be explored in a multi-path fashion. In order to do this,
we first indicate which regions we want to explore, and then we generate a
filtered memory dump containing (i) the memory blocks dumped that over-
lap those regions, and (ii) all the execution blocks traced for those regions.

6.3.2 Disassembly and translation to intermediate language
In order to analyse the memory dumped by our tool, we developed a com-
ponent in C/C++ and OCaml over the Vine set of tools and libraries.

In order to analyse the memory dumped by our tool, we implemented
our custom disassembly engine to process the unpacked frames of code.
This engine is based on the binutils disassembly interface and the libdisasm
library.

First, for each execution block recorded during the analysis of the packer,
we start a linear sweep disassembly process over the execution blocks. As
defined in Chapter 5, execution blocks do not contain any instruction that
affects the control flow of the program except the last instruction. For this
reason, a linear-sweep algorithm will always successfully extract the code
for these blocks.
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Second, we find all the conditional jumps in the disassembled instruc-
tions. We record both the destiny and the fall-back addresses of the jump.
Each time the block is executed, it is followed by any of these two addresses.
In some cases both targets of the jump may have been executed, but in other
cases, only one of the two possible targets will have been uncovered.

At this point we start the second phase of the disassembly. We disassem-
ble the corresponding instruction for each address recorded if it is located
in the memory address ranges already dumped. In this case, we follow a
recursive-traversal algorithm in order to disassemble as many instructions
as possible from the non-executed parts of the unpacked frames. When a
jump, conditional jump, or call instruction is found, we determine the tar-
get address if it uses direct, absolute or relative addressing and continue
the disassembly process until no more instructions can be fetched.

We avoid applying speculative disassembly techniques or trying to guess
the target address for indirect jump instructions, since these techniques
might result into the incorrect disassembly of the dumped memory.

First, we translate the disassembled result into Vine IL, an intermediate
representation. This language has no side-effects and simplifies the com-
plexity inherent in x86 architecture. Over this language, the Vine tool-set
allows to apply different data flow analysis and control flow analysis tech-
niques, as well as compiler optimizations such as alias analysis.

6.3.3 Interesting memory addresses
Once the content of the memory dump is disassembled and translated, we
build the Control Flow Graph of the disassembled code and process the
result in order to find execution paths not yet explored that might drive
the execution to unpack new code regions.

Control Flow Graphs (CFG) are generally used to represent indepen-
dent functions in the code. In many cases binaries export their symbols, in-
cluding the addresses at which the different functions declared are located.
In other cases, these symbols are stripped from the binary and functions
can be located by analysing the call instructions present in the code. Call
Graphs are generally used in order to represent the relationship between
functions, while Control Flow Graphs display the inner structure of each
function.

Our approach does not employ any symbol information because the ma-
jority of packers strip the symbols from the binary in order to difficult re-
verse engineering. Also, the code extracted from the memory dump covers
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program ::= decl* stmt*
decl ::= var var;
stmt ::= lval = exp; | jmp(exp); | cjmp(exp, exp, exp); | halt(exp); | assert(exp);

| label label: | special string; | { decl* stmt*}
label ::= identifier
lval ::= var | var[exp]
exp ::= ( exp ) | lval | name(label) | exp ^b exp | ^u exp | const

| let lval = exp in exp | cast(exp)cast_kind:τreg
cast_kind ::= Unsigned | U | Signed | S | High | H | Low | L
var ::= identifier:τ
^b ::= + | - | * | / | /$ | % | %$ | « | » | @» | & | ^ | |

| == | <> | < | <= | > | >= | <$ | <=$ | >$ | >=$
^u ::= - | !
const ::= integer:τreg
τ ::= τreg | τmem
τreg ::= reg1_t | reg8_t | reg16_t | reg32_t | reg64_t
τmem ::= mem32l_t | mem64l_t | τreg[const]

Table 6.1: Grammar of the Vine Intermediate Language (IL), obtained from
the project documentation [SBY+08].

all the executed instructions and a significant part of the unpacked code,
but does not distinguish the functions present in the code.

Using the Vine tool-set, we compute the Control Flow Graph of all the
code ignoring the fact that there might be several functions contained in it.
Therefore, as a result, we will find in the CFG several independent uncon-
nected sub-graphs.

6.3.3.1 Obtaining interesting pointers
Once the CFG is computed, we extract, for each basic block, pointers that
potentially lead to the unpacking of new regions of code.

• Control flow instructions. Control flow instructions (jmp,call, and
cjmp) alter the execution flow of the binary and therefore are suscep-
tible of triggering the unpacking of new frames of code. First, if non-
conditional control flow instructions are present in the trace, their
target addresses will also be executed. In the case of cjmp instruc-
tions, it is possible to find cases in which only one of the branches is
executed. Nevertheless, considering that we also disassemble instruc-
tions not executed and extracted from the unpacked memory frames,
we can find jump and call instructions that lead to regions of code
not previously observed.
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Assembly jmp and call instructions take the form of jmp(exp) IL
statements. Memory addresses referenced as targets of these instruc-
tions are declared in vine as name(label) expressions, where label refers
to the actual target address.

Conditional jmp instructions take the form of cjmp(exp, exp, exp)
statements. In this case, we evaluate the potential pointers contained
in the evaluated expression (first parameter), and consider the target
address (second parameter) and the fallback address (third parame-
ter) as interesting pointers.

• Direct memory addressing. When we find an instruction that ac-
cesses a memory address in the module address space of the binary,
we keep the pointer referencing the memory.

In Vine IL, direct memory accesses take the form of var[exp] expres-
sions, in which exp is an integer constant representing the memory
address accessed.

Nonetheless, if the block was executed, then the memory address was
actually accessed and therefore unpacked. In these cases, we keep
a record with all the executed memory accesses that will help us to
filter pointers to regions already unpacked.

• Constants. Finally, we also analyse the constant values provided as
immediate values in the code. Constants are represented by const IL
expressions. In this case, we discard every constant not referencing
to a memory address contained in the module address space. This
approach allows us to consider potential register-indirect or memory-
indirect addressing operations.

• Indirect function calls. Indirect function calls also constitute a prob-
lem in multi-path exploration. When the register containing the call
address is tainted, we need to reason about all the possible values
that it can adopt. In our case, we have simplified this problem by
concretely evaluating the call address regardless of its taint value. In
order to allow the exploration of multiple values for these calls, we
consider them interesting points in the program. Therefore, the dif-
ferent paths that drive the execution to this point may write different
values over the register or memory address used in the indirect call,
allowing our system to execute several paths.
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6.3.4 Finding interesting paths
Once we have found the pointers which may potentially lead to new re-
gions, we can compute in the CFG the paths that drive to each basic block.
When the pointer observed corresponds to a direct memory addressing op-
eration, a constant, or an unconditional jump, if the basic block containing
the pointer is executed, then the execution of such instruction will be trig-
gered. In the case of conditional jumps, we store two possible pointers. In
these cases, reaching the basic block containing the conditional jump does
not mean that both paths will be executed. Instead of associating the point-
ers to the basic block containing the conditional jump, we associate them
to each of the successor basic blocks.

In this way, we can compute the paths that drive to each basic block
containing interesting pointers by recursively fetching its ancestor basic
blocks. Whenever a loop in the CFG is detected, we consider 2 possible
paths: one that enters the loop, and another one that does not meet the
loop condition. We keep iterating the ancestor basic blocks until we reach
the function entry point.

When a node with no ancestors is located, it is treated as a potential
function entry point. For each of these nodes, we retrieve the first instruc-
tion of the block.

6.3.4.1 Identifying interesting functions

After obtaining all the pointers contained in the basic blocks of the CFG,
we discard any pointer that references instructions already executed, in-
structions already written, and memory addresses accessed in any opera-
tion involving a direct memory access.

Nevertheless, there might be functions that, despite executed, still con-
tain paths that were not executed but were successfully disassembled. In
these cases, the function entry-points are still pointers of interest and should
not be discarded. Furthermore, if there is another function containing one
interesting call to any of these functions but not containing any other in-
teresting pointer, we should not discard the path that reaches this instruc-
tion although it calls to a function already executed.

In order to ensure that all the necessary functions are reached, we con-
sider as an interesting pointer to any call to a function that, even if already
executed, contains unexplored interesting pointers.

In order to compute the complete set of pointers of interest, we follow
Algorithm 3. The get_f unctions function computes the list of function
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entry points for the provided pointers.
Data: List of executed memory addresses, X.
List of written memory addresses, W .
List of accessed memory addresses, A.
List of interesting pointers, P .
Result: Filtered list of interesting pointers, P ′.
F← X ∪W ∪A
P ′← P −F
f unctions← get_f unctions(P ′)
N = 0
while N < |f unctions| do

N ← |f unctions|
P ′← P ′ ∪ (P ∩ f unctions)
f unctions← get_f unctions(P ′)

end
Algorithm 3: Computation of the list of interesting pointers.

6.3.4.2 Computing the paths

Finally, once we obtain the list of pointers that should be reached during
execution, we compute the set of paths that reach each pointer as a suc-
cession of (cjmp,address) pairs. For each conditional jump, we indicate the
address that should be executed next in order to reach the pointer.

Note that these paths only cover the code of the function containing the
pointer. Since we also consider function calls as interesting pointers, we
include any possible path that reaches a call instruction to any of these
functions.

Eventually, for a given pointer, there might be several different paths
reaching its container basic block. Instead of simplifying the list, we keep
all the possible paths because they might introduce different path restric-
tions during execution. In fact, many of the paths computed will not be
feasible (i.e., there is no possible assignment for the variables in order to
force the path). This feasibility will be tested by the constraint solver dur-
ing multi-path exploration.

The output of our system is a complete list of the interesting pointers
that can be reached for each of the two possible branches of each cjmp. This
list is provided as input to the multi-path exploration engine to guide the
execution to the interesting parts of the code.
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6.3.5 Execution path selection algorithm

Given the output provided by the implemented Vine module, our TEMU
module keeps a list of every pointer not previously visited with the condi-
tional jumps associated to each pointer.

Whenever a tainted conditional jump is reached during execution, an
event is triggered, and we check the list of interesting conditional jumps. If
the cjmp is present in the list, we inspect the number of interesting pointers
for each of its paths. Also, we check which is the path that will be executed
if we do not force the tainted flag. If it has 2 paths with interesting pointers,
or only one path but it is not the default path, we query the constraint
solver. If there is a feasible set of values that can be forced in order to
follow the alternative path, we create a snapshot and decide the next path
to execute. If the solver cannot provide a feasible solution, we query the
solver again ignoring the path restrictions imposed by the execution trace.
In any of the two cases, if the solver provides a solution, we store the values
to force and create the snapshot. If the path was solved inconsistently, we
will prioritise any other consistent path before forcing it.

The search algorithm used in order to find the next snapshot to load
is Breath First Search. This algorithm allows us to incrementally expand
all the paths in the execution tree. Besides, we maintain a list with the
number of times each path is expanded, and select, among the available
paths, the one with the minimum number of expansions. This approach
allows us to avoid exploring recursively loops which drive to interesting
pointers that can be reached more efficiently by other paths requiring a
lower number of snapshots and queries to the SMT solver. When several
paths have the same number of expansions, we check if one of them was
created inconsistently. If this is the case, we give priority to the consistent
path over the inconsistent one.

Finally, whenever a memory region is written in the execution level in
which the original code resides, we check if it overlaps any of the interest-
ing pointers. In this cases, we assume that the interesting pointers have
been unpacked and remove them from the list of interesting pointers to
explore. If there are no remaining pointers for a conditional jump, we also
remove the conditional jump from the list.

As a result, if a certain memory region can be reached from different
execution paths, even if the constraint solver is not capable of providing
a feasible set of values, we will reach the region if there is at least one
satisfiable path.
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Also, in cases like page-granularity protection, we only need to trigger a
subset of the paths in order to reach all the code pages, avoiding to explore
the rest of paths and thus reducing the state space.

6.4 Evaluation
In order to test our approach, we protected a real malware sample using
backpack, a packer proposed by Bilge et al. [BLB11] that protects the bi-
nary with function granularity. In order to test the packer, we downloaded
the source code of the Kaiten IRC bot, recently reported to be distributed
using the shellsock bash vulnerability1. This sample connects to an IRC
channel on different servers, and receives commands to perform actions
such as remote command execution or network flooding. Backpack is de-
signed to protect the binary at compile time. It is implemented as an LLVM
plugin and it can protect C programs. In order to successfully compile
Kaiten using the LLVM plugin provided by Bilge et al., we had to mod-
ify the command dispatching routines to substitute the function calls that
used function pointers instead of direct calls. Given the functionality of
the malware, we configured our system to taint network input considering
the recv, connect, read, write and inetaddr system API functions.

Table 6.2 shows the results obtained for the Kaiten malware, consisting
of 31 protected functions. The unpacking is performed iteratively. In the
first iteration multi-path exploration was not applied, revealing only 5 of
the 31 functions. The heuristic reported 48 interesting pointers and 36 con-
ditional jumps for the code revealed. In the first multi-path iteration, 6 new
functions were unpacked requiring a total of 44 snapshots. After this, our
heuristic was capable of finding 97 interesing pointers and 107 conditional
jumps. Finally, in the last iteration 27 functions were triggered requiring
1219 snapshots. These results show that a single concrete execution only
reveals a little portion of the real contents of the binary. Also, the heuristic
allows to discover all the functions in the binary exploring a relatively low
number of paths.

Table 6.2 also shows the number of consistent and inconsistent queries
performed in each of the 2 iterations. The results show that the number of
inconsistent queries is very low in both cases. Our local-consistency based

1Shellshock Vulnerability Downloads KAITEN Source Code.
http://blog.trendmicro.com/trendlabs-security-intelligence/

shellshock-vulnerability-downloads-kaiten-source-code/. Accessed: 2014-11-12
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Table 6.2: Results obtained for the Kaiten malware packed with backpack.

It. #0 It. #1 It. #2
Interesting pointers - 48 97
Cjmps - 36 107
Snapshots - 44 1238
Consistent queries - 42 1219
Inconsistent queries - 2 30
Long traces discarded - 3 158
Pointers deleted - 34 83
Cjmps deleted - 19 43
Functions unpacked 5/31 11/31 27/31

exploration algorithm and the rest of domain-specific optimizations allow
us to assume certain inconsistencies with the rest of the system that im-
prove the capacity of the approach to force locally consistent paths. Never-
theless, there are still a few cases in which inconsistent assumptions allow
to explore alternative paths that otherwise would be infeasible to explore.

Also, we can observe that during the execution almost all the pointers
listed by our heuristic were correctly unpacked (and therefore discarded)
during execution. However, there is a number of pointers that were never
unpacked. These pointers correspond to functions or code regions that
could not be explored given the taint inputs provided to the system.

6.5 Conclusions and discussion

Previous sections have described the domain-specific optimizations and
heuristics that can be implemented over multi-path exploration to deal
with the unpacking problem. More concretely, we propose a set of un-
sound assumptions that let us enhance the efficiency of multi-path explo-
ration approaches and a heuristic based on the idea that many different
execution paths might reach the same protected memory regions. We have
evaluated our approach over Kaiten, an IRC flooder malware we packed
with Backpack, a packer that protects each function independently.

In this way, we can answer the research questions established in the
beginning of this chapter.
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Is it possible to direct the execution by applying domain specific opti-
mizations or heuristics in order to efficiently uncover the protected code?

In order to answer this question, we have implemented a heuristic in
order to drive the execution to the points in the binary that most probably
trigger the unpacking of new regions of code. The results show that it is
possible to reduce the state space by keeping a list of the interesting point-
ers that can be reached by every possible conditional jump in the code.

What are the technical challenges and limitations of multi-path explo-
ration techniques when applied to the unpacking of samples protected
with shifting-decode-frames?

We have proposed a set of domain specific optimizations in order to
deal with some of the limitations of multi-path exploration approaches.
Although these optimizations generally require to take unsound assump-
tions, we have demonstrated that they can be applied to the unpacking
problem without affecting to the main objective of the analysis: recovering
the original code of the binary.

Nevertheless, multi-path exploration still presents many other limita-
tions that should be addressed in order to deal with highly obfuscated soft-
ware such as packed binaries. The following list describes several of the
methods employed by packers that should be considered for the imple-
mentation of a comprehensive multi-path exploration engine.

• Calling convention violation. Malware samples typically violate call-
ing conventions in order to confuse the analyst and obfuscate the
code. In some cases these techniques are extended to API function
calls, thus affecting API call tracing mechanisms.

• Alternative methods to redirect control-flow. In order to evade multi-
path exploration approaches, malware samples can potentially use al-
ternative methods to redirect the control flow of a binary. One way to
implement such obfuscation is to use alternative combinations of in-
structions such as push + ret, indirect calls, call + pop + push + jmp,
SEH or VEH based redirection, opaque predicates in branch instruc-
tions, or even obfuscating the computation of triggers [SLGL08].

• API call interception. Some packers intercept API function calls in
order to instrument the execution of the protected binary.
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• Nanomites. This technique consists in replacing conditional branch
instructions by software interrupts (e.g. INT 3) that cause the exe-
cution to break. A parent process intercepts the exception and then
overwrites the conditional jump. A more complicated example in-
volves redirecting the execution of the child by evaluating its context
(state of the EFLAGS register) and redirecting its execution to the ap-
propriate address, without even replacing the interrupt instruction
with the original instruction.

• Use of unsupported instructions. Symbolic execution engines do not
always support every possible instruction in the Intel architecture.
Floating point operations, as well as MMX and other special instruc-
tion sets are typically not covered by these engines. A malware may
eventually use these operations in order to break taint propagation, or
to limit the capacity of symbolic engines to reason about the different
possible execution paths.

6.6 Summary
In this chapter we have studied the different domain-specific optimizations
that can be implemented in order to apply multi-path exploration to the
unpacking of Type-V and Type-VI packers, a class of packers that, although
not very common, violate the assumptions made by existing generic un-
packers. We can conclude that, although multi-path exploration presents
many limitations to scale to large programs, it is possible to apply different
heuristics to reduce the complexity of the approach.
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« It is not the mountain we conquer but
ourselves.»

Edmund Hillary (1919–2008)

Chapter

7
Conclusions

D
uring this dissertation we have presented different meth-
ods based on static and dynamic analysis in order to deal
with different problems related to run-time packer analy-
sis. This chapter summarises the result of this research and
measures the achievement of the objectives proposed for

this dissertation. The rest of the chapter is organised as follows. Section 7.1
enumerates the contributions of this dissertation. Section 7.2 discusses the
limitations of the proposed approaches. Section 7.3 describes future lines
of research that derive from this work. Finally, Section 7.4 outlines the final
remarks of this dissertation.

7.1 Main contributions
In previous chapters we have presented the different approaches proposed
in order to solve several problems related to run-time packer analysis. Now,
we revisit the initial hypothesis established in the first chapter of this doc-
ument.

«It is possible to classify and measure the complexity of run-
time packers using static and dynamic analysis techniques
and to recover the code of binaries protected with partial
code revelation.»
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Next, we summarise the main contributions presented in this disserta-
tion from Chapter 3 to Chapter 6.

1. An evaluation of supervised machine-learning classifiers over struc-
tural feature based and heuristic based feature-sets for the classi-
fication of packed binaries.

We have proposed a model based on the extraction of structural fea-
tures to discriminate packed from non-packed executables. More-
over, we have compared the performance of our approach against the
most typical heuristics used for packer detection. To this aim, we have
tested the most popular supervised machine-learning classifiers and
concluded that our representation improves the performance of these
approaches when considered together with traditional heuristics.

2. An anomaly detection based approach for packed binary classifica-
tion based on two different feature-sets.

We have proposed and evaluated an anomaly detection based ap-
proach capable of differentiating packed from non-packed binaries
modelling only one of the classes: non-packed binaries. This model
is based on the assumption that common compilers generally follow
standard conventions. The resulting binaries are easier to model than
packed binaries that may present any possible scrambled structure.
Also, adjusting the anomaly threshold in this model is an straight-
forward process. This allows to adapt the model to the use-case and
specific requirements of the deployment scenario.

3. A comprehensive framework for run-time packer analysis based on
dynamic tracing of binaries inside an emulator.

In the second part of the dissertation, we have focused on dynamic
analysis. More specifically, we have developed a whole framework
over an existing platform for binary tracing focused on the analysis of
run-time packers. This framework allows us to record several events
that can later be used to compute metrics and information useful for
the analyst. Also, it allows to compute and visualise the structure of
the packer dividing the code into layers and regions. It is, to the best
of our knowledge, the first framework for run-time packer analysis
that combines fine-grained granularity tracing with coarse-grained
visualisation.
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4. A taxonomy capable of measuring run-time packer structural com-
plexity from different perspectives.

Based on the information collected by our framework, we have pro-
posed a set of properties that, combined together in a single taxon-
omy, allow to compute the structural complexity of a packer. This
taxonomy is the result of the analysis and understanding of hundreds
of different packers.

5. The first longitudinal study of run-time packer complexity over
off-the-shelf and custom packed binaries.

The implemented framework and the proposed taxonomy allowed us
to conduct the first longitudinal study of packer complexity over off-
the-shelf packers and custom packed binaries submitted to Anubis, a
public malware analysis sandbox running since 2007. The results of
this study document, for the first time, the structural complexity of
run-time packers and their temporal evolution.

6. A set of domain-specific optimisations that improve the feasibility
of multi-path exploration for unpacking samples with partial code
revelation.

Finally we have focused our efforts on multi-path exploration. Al-
though these techniques present severe limitations for large-scale anal-
ysis and do not show a sound performance for large programs, we
have studied some of the limitations that affect to a potential generic
unpacker for samples that apply partial code revelation. In this sense,
we have proposed a set of domain-specific optimizations in order to
improve the feasibility of these approaches for generic unpacking.

7. A heuristic to select the most interesting execution paths for multi-
path exploration in the domain of generic unpacking.

Another important limitation of multi-path exploration is the well-
known path explosion problem. In order to reduce the number of
paths to explore, we propose a heuristic based on the concept that,
for coarse-grained partial code revelation, it is only necessary to trig-
ger one of the execution paths that drives to the unpacking of each
independently protected region. We have successfully evaluated this
heuristic over a real malware protected with Backpack, a packer that
implements function-based protection.
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With the presentation of these contributions we have accomplished the
specific objectives established in Chapter 1 for this dissertation.

• Improve packed software filtering systems providing alternative clas-
sification techniques.

• Provide a deep understanding of the structural complexity of run-
time packers.

• Study the limitations and propose heuristics to enable the application
of multiple path exploration techniques for the generic unpacking of
samples that implement partial code revelation.

Additionally, we have fulfilled the operational objectives defined in or-
der to conduct this research.

• Propose and evaluate new representation methods capable of differ-
entiating packed and non-packed samples.

• Develop and evaluate classification methods to improve the limita-
tions of current approaches.

• Develop a system capable of capturing all the system events associ-
ated to the unpacking of complex packers.

• Develop a model to analyse all the system events produced during the
unpacking of a sample.

• Propose a taxonomy capable of measuring the structural complexity
of a packer from different perspectives.

• Study the limitations of current multi-path exploration techniques
based on symbolic execution in order to deal with the unpacking of
samples.

• Build a multi-path exploration based generic unpacking system.

• Propose and evaluate a heuristic to guide multi-path exploration in
the context of software unpacking in order to improve its feasibility.

With the accomplishment of these specific and operational objectives,
we believe that we have successfully improved the packer analysis process
from different perspectives in order to enable malware analysis, the general ob-
jective for this dissertation. Therefore, we consider that the present work
validates the general hypothesis established.
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7.2 Discussion of the main shortcomings
In each chapter we have discussed the limitations for each of the contribu-
tions of this dissertation. Nevertheless, in this section we summarise some
of the main shortcomings.

The first part of our research deals with packed binary classification. In
order to test the feature-sets and approaches proposed, we collected and la-
belled a dataset formed by packed and non-packed binaries covering both
malware and goodware samples and including different types of packers.
In Chapter 3 we described the methodology followed to select and label
this dataset. Nevertheless, this method was influenced by two different
facts: (i) the availability of samples in the moment we conducted the ex-
perimentation and (ii) the limitations of the tools available. Although we
believe that the dataset employed to validate our approach is sufficiently
representative, it would be interesting to perform a large-scale analysis in
order to test the capacity of these methods to classify packers in the current
malware landscape.

Moreover, during this research we noticed that there are no publicly
available datasets that satisfy the requirements to perform such a large-
scale analysis. The off-the-shelf packer dataset described in Chapter 5 is
composed of unpack-me challenges and, in most cases, there is only one
single binary per packer configuration. Also, the binary protected is in
most cases the same original program. For this reason, this dataset lacks
the variability necessary for these experiments. A few datasets or services
provide information about the packer used to protected the sample (e.g.
VirusTotal), but unfortunately these services rely on signature-based de-
tection tools and present the same limitations: custom packed samples are
not labelled, and signature based detection tools do not always provide a
sound detection rate for scrambled versions of known packers.

This limitation leads us to the second shortcoming of the approaches
proposed. It is well known that malware analysis represents a moving
target. Every successful detection method is studied by malware writ-
ers and sooner or later evaded. Any of the existing static approaches for
packed binary filtering can be evaded by carefully adjusting the binary to
fit the model representing non-packed binaries. This kind of attacks have
also been referred to in the literature as mimicry attacks [GJM06, BCL07,
KKM+05]. Certain aspects such as the lax implementation of Windows
loaders and its versatility allow the malware writers to tweak binaries in
innumerable ways [JS12]. Unfortunately, our approaches are also vulnera-
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ble to this kind of attacks.
The second part of this dissertation is focused on dynamic analysis tech-

niques. We have successfully measured the structural complexity of two
different datasets. This approach is based on whole-system emulation and
fine-grained execution tracing. These approaches provide a rich source of
information at a high computational cost. Considering the current num-
ber of malware samples in the wild (e.g., the Anubis database has received
more than 60 million unique binaries since 2007) this fine-grained granu-
larity might be too heavy for large scale analysis. In order to operate at this
scale, it would be interesting to study possible optimisations of our model.

Finally, although we have proposed several domain specific optimisa-
tions for multi-path exploration, this kind of approaches are far from being
adequate for their deployment in real scenarios. These complex implemen-
tations suffer from many limitations when dealing with current malware
that implements uncountable obfuscations in order to hinder reverser en-
gineering.

7.3 Future lines of research
Below we describe some possible solutions to the main shortcomings iden-
tified in the previous section. Also, we outline some lines of future research
based on the conclusions extracted.

1. Large scale evaluation of static filtering methods. We have success-
fully evaluated our static binary classification methods over a specific
dataset. Nevertheless, the efficiency of this kind of static analysis ap-
proaches allows to apply them in a large-scale fashion. Such studies
would benefit the community and help researchers understand the
current malware landscape.

2. Aiding binary labelling task with our proposed run-time packer
analysis framework. One of the main limitations found during the
labelling process of our dataset was the availability of packer analy-
sis tools beyond signature-based detection and classic heuristics such
as entropy. We believe that this labelling efforts would have been
reduced by employing a tool like the one developed in the second
phase of this dissertation. Also, this kind of tools can also help to
reduce both the false-positives and false-negatives produced by sig-
nature based packer detection tools.
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3. Study of new static filtering techniques. Current on-line services do
not provide much information about whether the sample is packed
or not. For instance, VirusTotal scans the sample with 3 different
signature based tools: PEiD, TrID, and F-Prot. There also private sig-
nature databases for packed binaries such as Sigbuster. Nevertheless,
malware writers typically employ scrambled or modified versions of
these packers, or implement their custom packers in order to evade
detection. Given this background, we believe that these services re-
quire new and more effective methods to classify binaries besides the
classic heuristics that are now well-known by malware writers.

4. Study of the resilience of different static analysis techniques to ob-
fuscations and mimicry attacks. Another possible future line of re-
search would be to systematically study the resilience to mimicry at-
tacks of the different approaches proposed to date for packed binary
classification. It is well-known that binaries are modified in many
different ways by malware writers. To which extent is it possible to
modify a binary in order to evade detection? How much can it resem-
ble to a non-packed binary?

5. Graph similarity analysis to identify scrambled versions of pack-
ers. Finding scrambled versions of well-known packers in malware
databases can be beneficial in many different ways. First, many tools
incorporate unpacking routines for well-known packers. These tools
are generally more efficient than generic unpackers. Identifying these
scrambled versions may allow to apply these scripts to the modi-
fied versions of the packers. Also, this would help in understand-
ing how malware writers perform these modifications in order to de-
velop more effective detection methods. We believe that our run-time
packer analysis framework could be leveraged to study and identify
these scrambled versions of packers.

6. Evaluating the impact of the proposed visualisation technique on
the reverse engineering task. As part of our run-time packer analysis
framework, we have developed a packer structure visualisation tool
to quickly overview the structure of a packer. It is well-known that
data visualisation can aid reverse engineering. In order to evaluate
the usefulness of our visualisation approach, it would be interesting
to conduct experiments with experts and non-experts in the field.
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7. Deployment of a scalable on-line run-time packer analysis sand-
box. While there are many on-line malware analysis sandboxes, there
are not available services for run-time packer analysis. Security re-
searchers and computer emergency response teams may benefit from
this tool. Also, it would provide a very rich and diverse source of
information for future experiments on this field.

8. Study of new multi-path exploration techniques to deal with differ-
ent obfuscations presented by complex packers. Complex packers,
as well as highly obfuscated malware, still represent a challenge for
multi-path exploration. In fact, dealing with trigger based behaviour
in dynamic analysis platforms is still an open research problem. As
we have affirmed in our study, not all the scenarios require the con-
sistent execution of every possible path. Which other optimisations
could be developed in order to enhance the feasibility of these ap-
proaches?

7.4 Final remarks
The majority of current malware is still protected by run-time packers.
Nevertheless, the absence of tools for comprehensive packer analysis, the
lack of information about packers in on-line malware analysis sandboxes
and the fact that there are no clear studies about packer prevalence in the
current malware landscape make us think that the research community
has shifted the efforts towards other problems leaving the run-time packer
problem partially unsolved. It is true that generic unpacking approaches
proposed to date can deal with simple packers. Nevertheless, recent stud-
ies [SM14] highlight that it is relatively simple for malware writers to im-
plement evasion techniques in order to avoid detection. Different academic
publications [BLB11, SLGL08, SRL12] have tried to attract the attention on
still unsolved problems in the domain of run-time packers. Real exam-
ples like the Gauss virus [Lis13] reveal that it is possible to completely
thwart reverse engineering employing relatively simple (but clever) pro-
tection techniques.

Unfortunately, malware research is a cat and mouse game in which the
malware writer generally plays one step ahead.
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