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It’s not the load that breaks you down,

it’s the way you carry it.






Abstract

Industry 4.0 has played an important role in the digitalization of mod-
ern industrial processes, where multiple sensors are typically used to
monitor the industrial systems. This means that large volumes of data
regarding the performance of the systems are now available, which are
then used for various industrial applications that range from process
control and optimization to maintenance operations. In this context,
processing these volumes of data to detect and diagnose anomalies
has become a necessity as industrial systems are prone to faults and
an undetected fault can lead to critical damage, besides reducing the

productivity and increasing the maintenance operation costs.

This thesis presents a large-scale industrial monitoring system to de-
tect and diagnose anomalies in multi-sensor systems. The monitoring
system is composed of three main modules. First, a supervised Deep
Learning (DL) based anomaly detection system that identifies anoma-
lies within multi-sensor systems. Second, an anomaly diagnosis system
that relies on interpretability methods to explain how the DL based
anomaly detection model reaches a decision, thus identifying in which
sensors and time span the anomalies occur. Third, a large-scale moni-
toring system based on Big Data and cloud computing technologies to
process the large volumes of data in a fast, scalable, and fault-tolerant
way. Therefore, the anomaly detection and diagnosis systems can be
deployed in the cloud to support the monitoring of multiple industrial
systems. To validate the proposal, each module has been validated in

an industrial case study.

The algorithms and methods resulting from this thesis have demon-
strated to be suitable for detecting and diagnosing anomalies in indus-

trial multi-sensor systems since they improve state of the art results.






Resumen

La Industria 4.0 ha jugado un papel importante en la digitalizacion
de los procesos industriales modernos, en los que normalmente se
utilizan maltiples sensores para monitorizar los sistemas industriales.
Esto significa que en la actualidad se dispone de grandes voliumenes
de datos referente al rendimiento de los sistemas, que luego se utilizan
para diversas aplicaciones industriales que comprenden desde el control
y la optimizacion de procesos hasta las operaciones de mantenimiento.
En este contexto, el procesamiento de estos volimenes de datos para
detectar y diagnosticar anomalias se ha convertido en una necesidad,
debido a que los sistemas industriales son propensos a las averias y no
detectar una de estas averias puede provocar dafios criticos, ademas de

reducir la productividad y aumentar los costes de mantenimiento.

Esta tesis presenta un sistema de monitorizacion industrial a gran escala
para detectar y diagnosticar anomalias en sistemas multi-sensor. El
sistema de monitorizacion se compone de tres modulos principales. En
primer lugar, un sistema de deteccion de anomalias basado en técnicas
de Deep Learning (DL) que identifica anomalias dentro de sistemas
multi-sensor. En segundo lugar, un sistema de diagndstico de anomalias
que se basa en métodos de interpretacion para explicar como el modelo
de deteccion de anomalias llega a una decision, identificando asi en
qué sensores y periodos de tiempo se producen las anomalias. En tercer
lugar, un sistema de monitorizacién a gran escala basado en tecnologias
Big Data y de computacion en la nube para procesar grandes volimenes
de datos de forma rapida, escalable y tolerante a fallos. Por lo tanto,
los sistemas de deteccion y diagndstico de anomalias pueden desple-

garse en la nube para facilitar la monitorizaciéon de multiples sistemas



industriales. Para validar el sistema de monitorizacién propuesto, cada

modulo ha sido validado en un caso de uso industrial.

Los algoritmos y métodos resultantes de esta tesis han demostrado
ser adecuados para detectar y diagnosticar anomalias en sistemas in-
dustriales multi-sensor, ya que mejoran los resultados del estado del
arte.
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Introduction

This chapter contains the motivation and challenges behind this thesis. It high-
lights the hardness of detecting anomalies in industrial heterogeneous multi-sensor
systems and how Deep Learning (DL)) can help to address these challenges. Then,
the contributions of this thesis and the research methodology followed to accomplish
them are introduced. Finally, the research activities and the outline of this work are

presented.

1.1 Motivation and Scope

Time series anomaly detection refers to the technique of finding unusual patterns
in sequential data that do not conform to expected behavior (Chandola et al. 2009).
It has many applications for companies, from stock market anomaly detection to
fraud detection in banking transactions. Time series anomaly detection has become
particularly important in industrial domains such as automotive (Theissler |[2017),
manufacturing (Scime and Beuth |2018), energy (Yang et al. 2018]), or industrial
sensor networks (Cenedese et al.[2017) since industrial machines are prone to faults
and an undetected fault can lead to critical consequences, such as the damage to

machinery, or the unexpected stop of the production. In these scenarios, effective
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anomaly detection can improve the availability and the reliability of the systems,
which will then directly affect the productivity, and the operation and maintenance

costs (Hashemian and Bean |2011]).

Recent advances in technology have made the industry evolve towards the
Industry 4.0. This term refers to the fourth industrial revolution that briefly stated,
it consists of connecting the industrial machines to the Internet to monitor their
performance and visualize the entire production line to support the decision-making.
Therefore, industrial companies have experienced a technological transformation by
digitalizing their production processes by adopting Cyber-Physical System (CPS)s
rather than traditional embedded systems (Cheng et al. 2016). In short, are
machines composed of a physical and a cybernetic part that in collaboration facilitate
gathering data from the industrial machines. [CPSk enable new advanced strategies
to be implemented to improve and optimize the processes in the entire lifecycle of
industrial system (Tao and Qi 2019). This has encouraged the European Monitoring
and Control (M&C) market to invest €143 billion in this area by 2020, making
a total of €500 billion invested by the worldwide M&C market (Colombo et al.
2014). has also aided to make advances in the anomaly detection field since
companies now own more efficient and reliable monitoring systems, which facilitate
data collection (Zhong et al.|2017). Industrial machines are complex systems and
thus, they are typically monitored by multiple sensors, which form multi-sensor
systems (Gotuch et al. 2018)), to control the performance of all their components.

Consequently, more data is now available in greater quantity and quality.

Although multi-sensor systems provide more data related to machines’ condition,
they also entail a number of challenges that must be addressed. The main challenge
arises from the use of heterogeneous sensors, which means that they might be of
a different nature, measure differently scaled real value data, or collect data at
different frequencies (Cauteruccio et al. 2019). This fact often implies a previous
data processing such as cleaning the data, extracting meaningful features, or reducing
the dimensionality to convert this data into smart/usable data (Triguero et al. 2018)).
Overall, this is a very time-consuming task and it may require domain knowledge,
that is, to have knowledge about the characteristics of the data or about what an
anomaly looks like. In industrial multi-sensor systems, variability (Iglesias et al.

2017) is another key issue as it is common that the sensor configuration changes
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depending on the current requirements, which includes installing, removing or
modifying sensors. These changes imply that the model used to detect anomalies
must be continuously adapted to the current configuration. In most cases, this
involves retraining the model from scratch, which can be expensive in terms of time
and computation. As inherent issues within the anomaly detection field, imbalance
of the data is a particularly challenging problem due to the fact that, usually, there are
very few anomalous observations available in comparison to normal observations.
Furthermore, the boundary between normal and anomalous instances is often very
thin, and data might also contain noise due to sensor malfunctioning or wrong

measurements that may look similar to an anomaly.

In recent years, techniques have become the “de facto” approach for time
series modeling and classification. In fact, they overcome most of the traditional
Machine Learning (ML) algorithms as they obtain state of the art results in several
domains (LeCun et al. 2015). Furthermore, it has been demonstrated that these algo-
rithms are capable of modeling and classifying time series based on raw data without
the need for expert knowledge in the domain. Although extensive research has been
done to date in this field, the use of algorithms for multi-time series anomaly
detection is not extended. Hence, the motivation of this thesis is to investigate new
techniques to detect anomalies in industrial multi-sensor systems.

In the industrial domain, it is often equally important to detect anomalies as
to identify the conditions that caused them. Having an insight into what causes
a fault might be the key to fix it and to improve maintenance operations (Ren et
al. 2017). However, identifying the error within multiple sensor data might be a
hard task as long as an error might be produced as a result of a combination of
events coming from multiple sensors. Moreover, algorithms are considered
“black-boxes”, meaning that it is yet not clear how they internally work. This fact
hinders the ability to identify the reasons why the network has made one decision
or another. Therefore, the presented anomaly detection technique, besides
effectively identifying anomalies, it must also diagnose the anomalies o point out
the underlying reasons why they occurred.

Furthermore, a reliable anomaly detection technique is not useful without an
effective deployment infrastructure that allows performing a real-time anomaly

detection of all of a company. In many industrial scenarios, systems often
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work 24/7 and cannot be interrupted since this would cause a drop in production
and a loss of money. In the era of the Industry 4.0 and the Internet of Things (IoT),
these systems generate large volumes of data considering that they are continuously
sending data involving their performance and that many of them might be monitored
at the same time. Therefore, being able to process and manage these volumes of
data becomes critical for the anomaly detection task since obtaining the correct
information at the correct moment is a key issue for decision-making (Faiz and
Edirisinghe 2009). In this context, Big Data frameworks and cloud computing
are particularly important since they provide fast, scalable, and fault-tolerant data
processing capabilities. Consequently, a Big Data infrastructure is required to gather
data from industrial systems and process it in real-time to feed the anomaly detection
model to detect anomalies as soon as they occur.

This thesis was originated by four main motivations derived from industrial
challenges and the deficiencies of current methods to address them. The challenges

are summarized below:

1. Anomaly detection in heterogeneous multi-sensor systems: considering
that [DL] algorithms achieve state of the art results in time series classification
but they are not extensively used for anomaly detection tasks, the main moti-
vation is to research in new algorithms to detect anomalies in industrial

multi-sensor systems.

2. Adaptability to changing scenarios: due to the variability on the configura-
tion of multi-sensor systems as sensors are installed, removed, or modified,
the aim is to design a anomaly detection technique capable of adapting to

changing scenarios.

3. Interpretability of algorithms for anomaly diagnosis: considering that
in the industrial domain identifying the reasons why an anomaly occurred
might be as important as detecting it, that an anomaly can be hard to diagnose
since it might be produced by data coming from multiple sensors, and that
algorithms are “black-boxes”, the goal is to investigate how to improve
the interpretability of the algorithm to explain why it reaches a decision.
Thus, it would be possible to point out what causes the anomaly to help the

maintenance operator to fix it.
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4. Model deployment: considering the large volumes of data generated by
industrial systems that must be processed, the motivation is to research in Big
Data approaches to deploy the anomaly detection model in a fast, scalable,

and fault-tolerant infrastructure to detect anomalies in real-time.

Given these challenges, this thesis presents a[DLlbased approach to address the
outlined issues and thus, detect and diagnose anomalies in industrial heterogeneous

multi-sensor systems.

1.2 Research Methodology

The research field of this thesis is moving fast due to technological advances and
the continuous generation of new contributions in[MLl Consequently, an iterative
research methodology was followed. The main idea of this cyclical process is
that the knowledge acquired in its initial phase helps to design an increasingly
promising technique, capable of competing face-to-face against current methods,
either in terms of results, or in terms of concept, offering originality and remarkable
contributions. Figure|l.1|shows the different phases of this research methodology.

These phases are briefly described below:

1. Review of the current state of the art: the main objective of this phase is to
investigate the state of the art related to the field under consideration to identify
problems and/or challenges. To achieve this, the related bibliography is used,
reviewing publications from the scientific community published in journals,
and proceedings of national and international congresses. The knowledge
acquired in this phase should lead to a proposal to address the identified
challenges.

2. Design and development: in this phase, a novel proposal to solve the identi-
fied challenges is designed (or modified, as long as it is not in the first cycle)
and developed. To this end, previously acquired or updated knowledge is used
to ensure that the solution is always up-to-date with the current state of the

art.
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Figure 1.1: Followed research methodology.

3. Experimentation and evaluation: the goal of this phase is to subject the

solution resulting from the previous step to a process of experimentation and
evaluation. To carry out this procedure, it is crucial to provide some criteria
and evaluation methods, which include the parameters and evaluation metrics,
or the techniques with which the results will be compared in the subsequent
phase. All these criteria and methods must be built using the knowledge

acquired in the first stage of this methodology.

. Results analysis and comparison: after conducting the pertinent experimen-
tation, obtained results must be analyzed and contrasted with those obtained
by other leading techniques existing in the literature. At this point, it is advis-
able to check whether the identified challenges are addressed. In such a case,
the development of the thesis could be considered finished, always taking
into account potential updates in the state of the art. Otherwise, the cycle
begins again at its starting point. To this end, conclusions would have to be
drawn to identify why the results have not yielded satisfactory results, thus
gaining knowledge about how to improve the results in the next iteration. At

the same time, and being aware that it is one of the most important aspects
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of the development of the thesis, this stage must result in the dissemination
of results, materialized in scientific production, either in congresses, as in

national or international journals.

These four phases have been followed attractively to address the proposed

challenges and generate the solutions and contributions presented in this thesis.

1.3 Research Hypotheses

In this thesis, three hypotheses are considered to be validated, which are pre-

sented below:

= Hypothesis 1: the use of [DLI methods in which the sensors are processed indi-
vidually can improve the heterogeneous multi-time series anomaly detection
task, besides dealing with changing scenarios. This hypothesis corresponds to
challenges 1 and 2 (Anomaly detection in heterogeneous multi-sensor systems

and Adaptability to changing scenarios).

= Hypothesis 2: the use of interpretability models can help to understand why
algorithms reach a decision to diagnose an anomaly. This hypothesis
corresponds to challenge 3 (Interpretability of IDL) algorithms for anomaly

diagnosis).

= Hypothesis 3: the use of Big Data and cloud computing technologies can
help real-time monitoring at large-scale. This hypothesis corresponds
to challenge 4 (Model deployment).

To validate these hypotheses, three contributions are developed throughout this
thesis, which have meant the definition of a working and experimental environment

to obtain significant results.

1.4 Contributions

The research carried out during this thesis aims to contribute to the scientific
community by addressing the identified challenges following the described method-

ology. Consequently, a novel approach for detecting and diagnosing anomalies in
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heterogeneous multi-sensor systems is presented. Below, the main contributions of

this thesis are briefly discussed:

= Anomaly detection in multi-sensor systems: a supervised anomaly detec-
tion technique based on[DL]is proposed in which a combination of Convolu-
tional Neural Network (CNN)) and Recurrent Neural Network (RNN)) is used.
This architecture uses an independent[CNNIto process each sensor data, which
are defined as convolutional heads. Hence, it is referred to as Multi-head
CNN-RNN. This architecture is valid to detect anomalies in multi-sensor
systems and it allows to 1) work directly over raw data, 2) adapt each of the
convolutional heads to the specific requirements of each sensor, and 3) adapt
to changing configurations by adding or removing convolutional heads to the

architecture.

= Diagnosis of anomalies: a system capable of diagnosing anomalies by iden-
tifying the reasons why the proposed Multi-head CNN-RNN architecture
classifies an observation as anomalous is designed and implemented. This is
achieved by attaching to the developed anomaly detection model an attention
mechanism and the SHapley Additive exPlanations interpretability
model, which in combination are able to identify the reasons why the model
reaches a decision. The former identifies the most relevant time steps of the
time series whereas the latter identifies the most relevant sensors, thus obtain-

ing an accurate view of the instant and place where the anomaly occurred.

= Large-scale monitoring and model deployment: a large-scale archi-
tecture for [CPS| real-time monitoring is proposed. This architecture also
allows deploying in production the developed model to detect and diagnose
anomalies in real-time. The proposed architecture enables gathering data
from and processing it in a fast, scalable, and fault-tolerant manner to
perform the anomaly detection by adopting Big Data and cloud computing

technologies.

As an additional contribution, a large-scale Distributed Simulation (DS)) frame-

work is designed and implemented. This framework uses cloud computing technol-
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ogy to enable running in parallel multiple conditions of a single physical model in

the cloud in a fast, scalable, and fault-tolerant way.
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1.5 Publications

During the research activities of this thesis, several international peer-reviewed
journal and conference articles were published to disseminate obtained results. The

publications can be found in Table|l.1

TITLE Multi-Head CNN-RNN for Multi-Time Series Anomaly Detection:

An industrial case study

AUTHORS M. Canizo, 1. Triguero, A. Conde, E. Onieva

JOURNAL Neurocomputing (Impact Factor = 4.072 — Q1)

STATUS Published. Vol. 363, pp. 246-260, 2019

TITLE Explaining a Deep Neural Network for Multi-Sensor Systems Fault Diagnosis
AUTHORS M. Canizo, A. Conde, J. Labaien, E. Onieva

JOURNAL IEEE Transactions on Industrial Informatics (Impact Factor = 7.377 — Q1)
STATUS Submitted

TITLE Implementation of a Large-Scale Platform for Cyber-Physical System

Real-Time Monitoring

AUTHORS M. Canizo, A. Conde, S. Charramendieta, R. Mifion,

R. G. Cid-Fuentes, E. Onieva

JOURNAL IEEE Access (Impact Factor = 4.098 — Q1)

STATUS Published. Vol. 7, pp. 52455-52466, 2019

TITLE CloudFMI Distributed Simulation Framework: speeding up experimentations
AUTHORS M. Canizo, M. Gonzalez, A. Conde, O. Salgado, E. Onieva

JOURNAL Simulation Modelling Practice and Theory (Impact Factor = 2.426 — Q1)
STATUS Submitted

TITLE Real-time predictive maintenance for wind turbines using Big Data frameworks
AUTHORS M. Canizo, 1. Triguero, A. Conde, E. Onieva

CONGRESS IEEE International Conference on Prognostics and

Health Management, 2017

TITLE The use of Relational and NoSQL Databases in Industrial Asset Management
AUTHORS J. Campos, P. Sharma, M. Canizo, E. Jantunen, D. Baglee,

S. Charramendieta, A. Conde

CONGRESS 13Th World Congress on Engineering Asset Management, 2018

Table 1.1: Publications in journals and conferences conducted during this thesis.
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1.6 Research Context

In this section, some information about the institutions that have supported this

research as well as about the research stay is provided.

1.6.1 Research Support

Below, a brief description of the institutions that participated in the develop-
ment of this thesis is presented: Ikerlan, University of Deusto, and University of

Nottingham.

Ikerlan

Ikerlalﬂ (Figure is a leading knowledge transfer technological centre pro-
viding competitive value to companies. It seeks for excellence in R&D&i, thanks
to the continuous adaptation to the needs of its customers and the proximity with
the business reality. Faithful to its mission, it has been working daily since 1974
to develop solutions that allow customers to become more and more competitive.
Ikerlan is a cooperative member of the MONDRAGON Company.

Thanks to a unique cooperation model, which combines technology transfer
activities, internal research, and training of highly qualified personnel, Ikerlan is
currently the trusted technological partner of major companies in the country. Its
research is structured in three technological specialization units: 1) electronics,
information, and communication technologies, 2) energy and power electronics, and

3) advanced manufacturing.

University of Deusto

The University of Deust (Figure was inaugurated in 1886. The concerns
and cultural interest of the Basque Country in having their own university, as well as
the interest of the Jesuits in establishing higher studies in some part of the Spanish
State, coincided in its conception. Bilbao, a seaport and commercial city which was

undergoing considerable industrial growth during that era, was chosen as the ideal

Thttps://www.ikerlan.es/en/
Zhttps://www.deusto.es/cs/Satellite/deusto/en/university-deusto?cambioidioma=si
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Figure 1.2: Ikerlan Technology Research Centre.

location. Currently, it also has faculties located in Donostia, Vitoria-Gasteiz, and
Madrid.

As a university, its guidelines are the love of wisdom, desire for knowledge
and rigor in scientific research and methodologies. Therefore, its main focus is on
achieving excellence in research and education. Another objective is to provide
the background for free persons, who are responsible citizens and competent pro-
fessionals, equipped with the knowledge, values, and skills needed to take on the

commitment to foster learning and transform society.

University of Nottingham

The University of Nottinghanﬂ (Figure is consistently ranked among the
world’s top 100 universities (QS World University Rankings), and ranked #11
overall in the UK by 2019. It has over 46,000 students from 150 countries, overseas
campuses in China and Malaysia, and strong links with universities and companies
around the world, creating an inspiring place to study.

The university is committed to excellence, enterprise, and social responsibility.

Consequently, its goal is to strengthen and enrich its core activities of Education and

3https://www.nottingham.ac.uk/
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Figure 1.3: University of Deusto.

Research to develop skilled, reflective global citizens and leaders by undertaking
fundamental and transformative discovery. The University of Nottingham offers an
outstanding, broad-based, international education to talented students and is engaged
internationally to enhance industry, health and well-being, policy formation, culture,

and purposeful citizenship.

The University of

Nottingham

)y

Figure 1.4: University of Nottingham.
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1.6.2 Research Stay

During the second year of the Ph.D, an international research stay was made
as part of the research activities. The research stay was carried out in Nottingham,
concretely, in the University of Nottingham within the Automated Scheduling
Optimisation and Planning (ASAP) Research Group Overall, the stay lasted three
months, from February to May 2018.

The objective of the research stay was to collaborate with international experts
in the [ML field to share knowledge and get feedback from them. Therefore, it
was possible to deepen into [ML]techniques for time series anomaly detection tasks.
Consequently, a novel time series anomaly detection technique was designed and
developed in collaboration, which was then published as a journal paper (Canizo
et al.[2019b).

1.7 Outline

This dissertation is divided into 7 chapters. Next, a summary of each chapter is

presented:

» Chapter 2 describes the definitions and the theory of the terms and algo-
rithms used in this thesis. It also presents the industrial case study used to

validate this work.

» Chapter [3;: presents a review of the literature describing the trends, tech-
niques, and resources used for multi-time series anomaly detection, inter-

pretability methods for anomaly diagnosis, and large-scale [CPS| monitoring.

» Chapter[d}: presents the proposed [DL]algorithm for multi-time series anomaly
detection.

» Chapter [5; presents the methodology followed to interpret the output of the
proposed anomaly detection model, providing information about why the

algorithm reaches a decision and thus, diagnosing the anomalies.

“https://www.nottingham.ac.uk/research/groups/asap/
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» Chapter [6; presents the Big Data architecture for [CPS|monitoring. This will
be the module responsible to deploy the proposed anomaly detection and

diagnosis models into an industrial production scenario.

= Chapter|7: concludes the work presented and discusses the reflections drawn

throughout the work, as well as details future lines of research.
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As a technologist, I see how
Al and the fourth industrial
revolution will impact every
aspect of people’s lives.

Fei-Fei Li

Background

This thesis focus on detecting and diagnosing anomalies on multi-time series
using [DL] within the Industry 4.0 domain. This chapter presents a brief background
and theory of some of the concepts used throughout this thesis. First, the Industry
4.0 is introduced, where the key enabling technologies are described and the neces-
sity for efficient monitoring that allows detecting anomalies within the industrial
machines is highlighted. Afterward, the basis of time series anomaly detection
(Section[2.2), and how [DL can yield this task (Section are detailed. Next, what
interpretability means within the MLl field and why it is necessary for the industrial
domain is explained (Section [2.4). Following, a brief description is provided about
what Big Data and cloud computing are, besides explaining their role within the
Industry 4.0 (Section [2.5)). Finally, the industrial case study used to evaluate the
developed contributions (Section , and the execution environment used during
the experimentations (Section are detailed.

2.1 Industry 4.0

The industry has evolved throughout the history driven by technological ad-

vances. In this way, the industry has experienced four revolutions during this time,
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mainly determined by the implementation of the current cutting-edge technology
to the industry. Figure depicts the storyline of these revolutions. The first
revolution changed the concept of manufacturing by implementing mechanization
and steam power. The second revolution occurred when the mass-production assem-
bly lines and electrical energy took place, thus enabling a giant step in production
efficiency. The third revolution emerged as a consequence of automating production
by means of computers and robots. The fourth revolution, in which we are now
involved in, refers to the digitalization of the industrial processes involved in the
previous revolution. Therefore, the production is not only automated, but all the
data related to it is now also collected by sensors that measure the performance of
the industrial equipment that facilitates the automation. However, the Industry 4.0
is not only about gathering data, but it is also about systems’ connectivity and the
use of the collected data for monitoring the performance of the industrial systems.
Therefore, the Industry 4.0 cannot be understood without [CPSk, [oT], and cloud

computing, which are the key enabling technologies in this field.

INDUSTRY 4.0

Cyber physical
systems, internet of

INDUSTRY 3.0

INDUSTRY 2.0

Automation,

INDUSTRY 1.0 computers and Sl

Mass production, electronics networks
Mechanization, assembly line,
steam power, electrical energy
weaving loom

1784 1870 1969 Today

Figure 2.1: Visual representation of the industrial revolutions throughout the history.

The term Cyber-Physical System was first coined in 2006 by Helen Gill at the

National Science Foundation. Briefly, it can be referred to as a new generation of

Shttp://trilliummfg.ca/the-rise-of-big-data-and-industry-4-0/
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systems with integrated computational and physical capabilities that can interact
with humans through many new modalities (Baheti and Gill 2011). In fact,
can be defined as “physical, biological and engineered systems whose operations
are monitored, coordinated, controlled and integrated by a computing and commu-
nication core” (Antsaklis et al. [2012), although more definitions can be found in
the literature (Gerostathopoulos et al. 2016; Harrison et al. 2016; Leitdo et al.|[2016;
Monostori et al.[2016)). [CPSk are composed of:

1. A device which refers to the physical component (hardware) that provides

useful functionality and information when it is connected to a computer.

2. A software interface that is included within the hardware to send or receive
data.

3. A communication interface to enable externalizing the gathered data.

Basically, are responsible for transforming industrial processes into digital
data (digitalization) by means of sensors that measure the performance of the
physical components. might be composed of multiple physical and sensor
devices of different nature, where a single component can have several sensors
installed on it. Moreover, due to the rapid growth of technology and the changing
requirements of industrial systems, the [CPSk are evolving systems since the physical
components and/or sensors might vary due to addition, removal, or replacement of
already installed devices (Z. Chen et al. 2017). As are equipped with multiple
sensors, they form a multi-sensor system which, in addition to the different nature
of the components and the fact that industrial machines usually operate 24/7,
can continuously generate large amounts of heterogeneous data which must be then
sent to the cloud to process it (J. Lee et al.[2015; J. Lee et al.|[2014).

At this point is when the [[oT] takes place. The [[0Tlis a paradigm that can be
briefly defined as connecting any device to the Internet, although it can also refer to
the connection of the devices to each other. In the broadest sense, the [oT]is made up
of devices such as sensors, smartphones, or wearables connected together. Within
the industrial domain, this entails connecting the industrial machines to the Internet.
Therefore, the [oT is responsible for pushing the data gathered by the to the
Internet. To this end, the is divided into four stages, which cover the entire
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process that gathered data follows, from sensors to the Internet (Atzori et al. 2010).

These stages refer to:

1. Sensors and actuators that gather data from the physical industrial system.
In this stage, sensors are limited to gather data, whereas actuators can also

interact with the hardware (i.e., switch on/off a physical component).

2. Internet getaways and data acquisition systems that perform data aggregations
and control which data should be sent to the cloud since not all gathered data
is useful. Besides, they also control when to push the data as it can be made

continuously, periodically, or following a given strategy.

3. The edge, which is in charge of performing enhanced analytics and pre-pro-
cessing. As many devices might send data to the cloud continuously, the goal
of this stage is to reduce the volume of data sent to the cloud, avoiding network
overheads. The underlying idea is to avoid processing the data coming from all
the devices in the cloud, leaving to each device or group of devices processing
the collected data and sending it ready to use. This is referred to as edge
computing. Notice that this process is conducted close to the physical element
(local) and thus, the available computational capacity is typically reduced. It
should also be noted that this stage is optional as the raw data can be directly

sent to the cloud without pre-processing it.

4. The cloud, which is responsible for processing all the data gathered in the

previous stages.

The cloud (check Section [2.5| for more details) refers to a pool of virtualized
computational resources that provides on-demand computing services including
servers, storage, databases, networking, software, analytics, and intelligence over the
cloud (Boss et al. 2007). Thus, it is called cloud computing to all the computation
processes that are conducted in the cloud. Typically, the computational capacity of
the cloud is larger than a common computer, which makes it suitable to process large
volumes of data. Therefore, the cloud is responsible for providing computational
power to process all the data generated by the industrial systems. Within the

Industry 4.0, the cloud is used to centralize all the data gathered from a wide range
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of industrial systems in order to perform further actions such as real-time monitoring,
detect anomalies, or advanced analytics. Having all the data centralized makes it
possible to have a general view of all the industrial systems, thus improving the
decision-making. Furthermore, the cloud is responsible for hosting web interfaces
and applications that are used to visualize all the data related to the condition of the
CPSk.

Figure 2.2]shows the [CPS] the[0T] and cloud computing technologies integrated
within the Industry 4.0. As it can be shown, the last two components of the
and the first two stages of the [oT] seems to be similar. Actually, the sensors and
actuators equipped within the are [[oT] devices that allow sending data to the
cloud. Similarly, cloud computing is also within the [[oT] (fourth stage). Therefore,
the lines that determine when the [CPS] and cloud computing start and finalize
are often blurred. In this thesis, we consider that the [CPS|ends when the data is sent
to the cloud through the gateways (second [oT] stage) and the [[QT] finalizes when the
data reaches the cloud. Hence, we consider that the cloud is not within the scope of
the [oT and that it is a distinguished component.

Considering all this, it can be said that the Industry 4.0 is the combination of
[CPSk, ToTl and cloud computing technologies, which form a complete technological
stack to gather all the data related to the performance of industrial systems and to
monitor their operational status, thus leading to a smart industry or smart manufac-
turing (Kang et al. 2016). One of the main goals of the Industry 4.0 is to monitor
the condition of the industrial systems to avoid down-times due to unexpected faults
(Kagerman and Wabhlster 2013). Therefore, an efficient anomaly detection system is
required, which must be capable of detecting anomalous behaviors within the large
amount of heterogeneous data generated by the [CPSk. Furthermore, a monitoring
system capable of efficiently managing all this data is required in order to shorten the

time between the system failure and its detection (Kagerman and Wahlster 2013).

2.2 Time Series Anomaly Detection

The data gathered from the sensors installed on the industrial systems is usually
regarded as a chronologically ordered sequence of measurements, referred to as

time series (Das|1994). Thus, the anomaly detection system required for monitoring
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Figure 2.2: Diagram of the stages and elements involved in the development of the
Industry 4.0.

the operating status of industrial systems must deal with time series data. This
section provides a brief overview of the field of anomaly detection in time series.
Specifically, it discusses the concept of anomaly (Section [2.2.1)), the differences
between univariate and multivariate time series (Section [2.2.2)), the different types of
anomalies covered in this thesis (Section[2.2.3), and the existing types of anomaly
detection techniques (Section [2.2.4)).

2.2.1 Anomaly Detection Definition

An anomaly can be defined as a pattern in data that do not conform to expected
behavior (Chandola et al.[2009). However, several definitions of what an anomaly is
can be found in the literature (Fu [2011). These definitions might vary depending
on the field or task under consideration. Similarly, other words such as novelty or
outlier are also used in reference to an anomaly (Pimentel et al. 2014).

Although these terms can be used interchangeably, there is not any definition
that is universally accepted. For instance, a novelty can be defined as something new
that does not resemble anything previously seen (Markou and Singh |2003). Thus, a
novelty does not necessarily have to be a fault. On the other hand, an outlier can

be defined as an observation that deviates significantly or that appears inconsistent
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with respect to other observations within the data (Barnett and Lewis [1994). An
outlier can also be shown as an observation or set of observations that are far from

most of the normal observations in the feature space (Markou and Singh [2006)).

Unlike traditional anomalies, time series anomalies are time-dependent. The
main difference is that the input attributes are temporally ordered so that this
relationship must also be considered. This means that an anomaly is not only
given by a novelty or outlier but also by the time in which it occurs. Therefore, an
observation within a time series might be normal at a given period but abnormal
on another. Since the values of a time series are dependent on previous events,
Chandola’s anomaly definition seems more appropriate as a novelty or outlier can

be considered in a time series as an unexpected behavior.

In the industrial context, an anomaly is usually associated to a fault or failure
(interchangeable terms) in industrial systems, where a fault can be defined as an
unpermitted deviation of at least one feature of the system from the acceptable,
usual, or standard condition (Isermann 2006). Hence, the detection of a fault can
be considered as finding the existence of failures in monitored systems by using

dependencies between different measurable signals (time series) (Biljanovicc 2011)).

As far as this thesis focus on detecting anomalies in industrial systems, we define
anomaly detection as a combination of Chandola’s anomaly detection definition and
fault detection definition. In this way, we define time series anomaly detection as the
technique of finding patterns in data that do not conform to the expected behavior

and that lead to a potential failure in the industrial system.

2.2.2 Univariate vs Multivariate Time Series Anomaly Detection

A time series is a sequence of data consisting of time-stamped entries ordered
in time, which can have one to many measurements associated with each time-
stamp. Thus, time series with a single observation measured at each time interval
are considered as univariate time series, whereas time series with multiple variables
at each time-stamp are considered as multivariate time series. Figure [2.3|shows both
types of time series. Note that a multivariate time series can also be seen as multiple

univariate time series. As we focus on anomaly detection based on signals coming
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from multiple sensors, we treat each sensor data as a univariate signal. Consequently,

we define them as multi-time series.
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(a) Univariate time series (b) Multivariate time series

Figure 2.3: Type of time series depending on the number of variables.

Detecting anomalies in univariate time series is a well-known research field
(Gupta et al.[2014). However, real word problems are typically complex and thus,
it is not possible to fit them with only one variable. In this scenarios, multiple
variables are used to describe all aspect of the scenario under consideration, leading
to multi-time series. This fact hinders the task of detecting anomalies due to the
fact that each variable does not only depend on its past values but also on other
time-dependent variables. Consequently, it is necessary to consider the relationship
between time series, since an anomaly might occur when a certain set of time series
have a specific joint behavior at the same time (J. Wu et al.|[2018). Similarly, two
or more weakly relevant features might become significantly useful when working
together. On the contrary, two relevant features might become redundant when
working with each other because they provide correlated information.

Some of the multivariate time series anomaly detection techniques existing
in the literature does not typically perform well if they are directly applied over
raw time series. Furthermore, in scenarios such as the industrial in which systems
are continuously monitored, time series might be large due to continuous streams
of data. Therefore, anomaly detection could be more challenging because of the
huge amount of data to be processed and analyzed, and the complexity of setting
a boundary between normal and abnormal observations. In fact, some traditional
algorithms such as Random Forest (RE), Support Vector Machines (SVYM)), or k-
nearest neighbor suffer from high dimensionality and/or processing of large volumes
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of data. Overall, they require analyzing the time series to find correlation between
them (Banké and Abonyi 2012), cleaning the data, extracting meaningful features
(Toshniwal 2009), or reducing the dimensionality (Bianchi et al. 2015; Krawczak
and Szkatuta 2014) to convert this data into smart/usable data (Triguero et al. 2018]),
as shown in (J. Li et al. [2017; Serdio et al. 2014{ Theissler 2017). This is typically a
very time-consuming task and it may require expert knowledge in the domain and

about what an anomaly looks like.

2.2.3 Time Series Anomaly Types

According to (Chandola et al. 2009), time series anomalies can be categorized
into three main types: point, context-specific, and collective. A brief description of

these anomalies is presented below:

= Point anomaly: is the simplest form of an anomaly since it refers to a single
point that deviates from the expected behavior. Figure [2.4] shows an example
of this. Note that in the case of multi-time series, a point anomaly can
be shown in some of them at the same time interval since they might be

correlated.
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Figure 2.4: Point anomaly example. The red circle points out the anomaly.

= Context-specific anomaly: refers to a point or sequence of points that are
considered as anomalous with respect to the time interval in which they occur,
that is, they can be considered as normal in a given condition and anomalous
in another. Figure [2.5/shows an example of this type of anomaly, in which the

same example as in the above figure is followed. It can be observed how the
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expected behavior in the interval marked by the red circle is ascending, while
in this case, it is descending.
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Figure 2.5: Context-specific anomaly example. The red circle points out the anomaly.

= Collective anomaly: refers to a sequence of points which, if treated as in-
dividual points, do not form an anomaly, but they can show an unexpected
behavior if treated as a group or set of points. Figure[2.6|depicts this type of
anomaly, in which the previous example is followed. It must be noted that in
multi-time series, a collective anomaly can be considered as a group of points

of different time series.
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Figure 2.6: Collective anomaly example. The red circles point out the anomalies.
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2.2 Time Series Anomaly Detection

2.2.4 Machine Learning Methods in Time Series Anomaly Detec-
tion

Within the ML field, anomaly detection techniques can be classified into three
main categories (Chandola et al. 2009): supervised, semi-supervised, and unsuper-
vised. Techniques regarding these categories differ in the type of data they use,
which may be labeled or not. The fact that the data is labeled means that each
observation of the dataset has an associated label that identifies it as normal or
anomalous. In contrast, if no label is available, it is not possible to know the nature

of a given observation. Next, a brief description of these categories is presented:

= Supervised techniques: are used when the entire training dataset is labeled.
In the training phase, there are usually input variables (x) and an associated
output variable (y). Then, an algorithm is used to learn the mapping function
from the input to the output (y = f(x)). Therefore, they attempt to uncover
insights, patterns, and relationships within the training dataset to relate them
to the target class (y). The goal is to approximate the mapping function
in order to correctly predict the output variable (y) given a new input data
(r). Supervised techniques can also be categorized into classification and
regression techniques. The former is used when the output variable is a
categorical variable (i.e., normal or anomalous). Thus, the output of the
algorithm indicates the probability that an observation belongs to one class or
to another. The latter is used when the output variable is continuous, meaning

that the output is numerical.

= Semi-supervised techniques: are appropriate in environments where labeled
data exist but only represent normal behavior. They are also used in scenarios
where although anomalous data is available, there is not enough data to learn
it in a supervised way. At training phase, these techniques typically use only
observations regarding the normal class in order to model the normal behavior.
Afterward, they classify as anomalous all observations that do not match the

normal distribution.

= Unsupervised techniques: are used when no labeled data is available. These

types of algorithms assume that normal data or sequences are much more fre-
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quent than anomalous ones. Thus, they classify as normal those observations
that follow the most frequent patterns, whereas they classify as anomalous
those observations that deviate from those patterns. As the data is not labeled,
these techniques do not require prior knowledge since they evaluate data based
exclusively on the intrinsic properties of the dataset. Unsupervised techniques
can be further classified into clustering and association problems. The former,
attempt to group similar observations together by identifying similar patterns.
Therefore, each group would correspond to a different class. The latter, try to
analyze data for patterns, identifying frequent if-then associations, which are
called association rules. Hence, these methods associate patterns that lead to

an anomaly.

2.3 Time Series Modeling with Deep Learning

In recent years, has obtained promising results modeling temporal data
(LeCun et al. 2015)). In this way, DL algorithms might help at detecting anomalies
within time series due to its powerful learning process. However, DL algorithms may
be complex to comprehend and/or to implement. Therefore, this section provides
a detailed description of the use of DL for time series modeling. First, a general
description of DL is presented (Section [2.3.1). Afterward, how time series are
processed using both (Section [2.3.2)) and (Section [2.3.3) is explained,
which are currently the most used DL algorithms for processing time series. Hence,

these are the base algorithms used in this thesis.

2.3.1 Deep Learning Definition
is a subfield of [ML] that is based on Artificial Neural Networks (ANN)s.

[ANNk were designed to simulate the human brain in an effort to provide computers
with the capabilities of humans to learn. The very beginning of modern is
the perceptron (Rosenblatt|1958), which is a binary linear classifier that attempts to
simulate a biological neuron, and represents the simplest form of neural network.
Figure [2.7|shows its internal structure. As it can be observed, a perceptron takes one

to n variables as input and it then performs a weighted sum. To this end, each input
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2.3 Time Series Modeling with Deep Learning

variable has an associated weight that measures how relevant each variable is. In
this way, some variables will have more influence than others in the final decision.
Finally, a linear activation function is applied over the resulting weighted sum to get

a binary output.
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Figure 2.7: Structure of a perceptron.

Based on the perceptron, the Multilayer Perceptron (MLP) (Hornik et al.[1989)
was one of the first most popular The is a supervised feed-forward
neural network which is composed of stacked layers of perceptrons (neurons), thus
simulating a human brain where multiple layers of neurons are connected to each
other. The is composed of at least three layers: input, hidden, and output.
Figure [2.8] shows an example of this. In this network, the data flows through the
network from the first to the last layer. Here, the neurons represent a computational
node, whereas the edges represent the corresponding weights. In the MLP] the input
layer refers to the layer responsible for feeding input data into the network. This
layer contains as many neurons as input variables are. Hidden layers are considered
those all layers located between the input and the output layer, and there can be
one to [ layers. Opposite to the original perceptron, neurons within these layers
apply non-linear activation functions due to the fact that an output (y) that varies
non-linearly with its explanatory variables is required. Note that a simple linear
function cannot approximate every function (f (X)) and that if a linear function is
used, the whole network would behave like a perceptron since the sum of all the

layers would result in another linear function. Finally, the output layer is responsible
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for giving the final result (y). For classifications tasks, this layer typically contains
as many neurons as target classes (labels). It is worth mentioning that all neurons of
a given layer are fully connected to the rest of the neurons of the next layer, but not

between neurons in the same layer.

Input layer Hidden layer Output layer

Feed forward input data to predict

<

Back propagate error to train

Figure 2.8: Multi Layer Perceptron.

At the training phase, the input data is feed-forwarded into the network until
obtaining the final prediction. At this stage, all the neurons of each layer process the
corresponding received data (equal to how the perceptron does but with non-linear
activation function), which may come from the input data or from other neurons
within the previous layer. As this is a supervised method, the output values are
compared against the ground truth to compute the error between them. Next, the
error is propagated from the last to the first layers of the network using the back-
propagation method (Rumelhart et al.|1986)). Hence, all the weights are adjusted
consequently in order to approximate the target function.

As mentioned, the number of hidden layers can be increased as much as required,
where a more abstract representation of the input data can be obtained as this number
increases, thus allowing to solve more complex problems. Since the number of
hidden layers determines the depth of [ANNE, [DL]can also be defined according to
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the depth of the network (how large the network is), considering as Deep Neural
Network (DNN)s those networks that contain a larger number of hidden layers.
However, there is not a concrete number of layers at which a network is considered
as “deep” (Schmidhuber 2015)). Therefore, the following definition seems more

appropriate as it matches the previous statement:

“Deep-learning methods are representation-learning methods with mul-
tiple levels of representation, obtained by composing simple but non-
linear modules that each transform the representation at one level
(starting with the raw input) into a representation at a higher, slightly
more abstract level. [...] The key aspect of deep learning is that
these layers of features are not designed by human engineers: they
are learned from data using a general-purpose learning procedure
(Goodfellow et al. 2016)).”

In this way, algorithms are able to build hierarchical concepts by stacking
lower to higher feature representations to learn complex functions, mapping the
input to the output directly from raw data, without requiring human-based features
(Bengio 2009; Bengio 2012).

As a downside, increasing the number of hidden layers will also increase the
required computational power to train the network, since computing the calculations
of each neuron and then adjusting their weights is a computationally expensive pro-
cess. Furthermore, might suffer from vanishing/exploding gradient problem
(Pascanu et al. 2012) as very little values will prevent weights from being changed
and could stop the network to train, whereas large values will result in large updates
to the network weights and, in turn, leading to an unstable network. These were
the main reasons for the poor success of until a decade ago (approximately),
when technology advances provided larger computational power to apply large
within reasonable time intervals. Moreover, new [DL]architectures such as and
were designed not to connect all the neurons to each other, thus reducing the
required number of operations, in addition to better managing the learning process
to avoid the vanishing/exploding gradients problem. As a consequence, large neural

networks can currently be trained with large volumes of data to solve more complex
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problems, outperforming more traditional algorithms in a wide range of domains.
As Andrew Ng stated:

“For most flavors of the old generations of learning algorithms [...]
performance will plateau. [...] deep learning is the first class of
algorithms that is scalable. [...] performance just keeps getting better
as you feed them more data (Goodfellow et al. 2016).”

2.3.2 Time Series Processing with Convolutional Neural Networks

A is a type of algorithm that was originally designed for processing
images although it was used mainly for character recognition tasks (Lecun et al.
1998). Currently, they are also used for tasks such as signal (P. Wang et al.|2016) or
text (Salamon and Bello|2017) processing. Its success lies in its ability to extract the
most relevant features from input data, which is then used to make the final decision.

As motioned before, connecting all the neurons to each other is impractical
and thus [CNNk connect each neuron to a local region of the input data. This
local connectivity is called filter or kernel (these terms are used interchangeably)
and it is slid over the input data to extract features from it. A filter is a set of
weights which are learned during the training phase. In this context, a convolution
is defined as the dot product between the filter and the segment of the input data
where the filter is applied. As a result of the convolution, a feature map containing
the features of a given segment is obtained. Thus, filters act as feature detectors.
At the time of applying a convolution, multiple filters can be used so that different
features of the same data can be detected. Furthermore, convolutional layers are
composable, meaning that the output of a convolutional layer can be fed into another.
Consequently, several convolutional layers can be stacked to form a deeper [CNNI so
that the network can detect higher level, more abstract features.

Regarding time series processing, use a one-dimensional (1D) kernel as
far as time series work in the time domain (one dimension). 1D are suitable
for processing sequential data such as voice records, sensors signals, or text data,
among others. The benefit of using 1D for sequence processing is that they
can learn from raw time series data directly and thus, they do not require domain

expertise to manually perform feature engineering. Therefore, 1D can learn
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the internal representation of a time series and might obtain comparable performance
to other algorithms that fit on a version of the dataset with engineered features.
Figure [2.9shows an example of a 1D[CNN]architecture, which is composed by

the following layers:

= Input layer: holds raw time series in a matrix (W, H;), where W, refers to
the length of the time series, and H; to the number of time series or variables.
In this case, the input data corresponds to five time series of length 200
(200 x 5).

= 1D convolutional layer: computes the output of neurons that are connected
to local regions in the input, each computing a dot product between the filters
(F) and the segment of data where they are applied, plus a bias (b). As a result
of the convolution, a matrix of (200 x 100) is obtained as 100 filters are used.
To slide the filters along the width of the time series, a stride (S) must be
set to indicate how much they have to move. Moreover, often the input data
is padded with zeros around the border. Both the stride and the number of
padded zeros (P) are hyperparameters that are used to control the spatial size

of the output.

= Activation layer: introduces a non-linearity into the output of a neuron. It
decides whether a neuron should be activated or not by calculating a weighted
sum and further adding bias with it. Rectified Linear Units (ReLU) is the

most used layer. Note that this layer does not change the output shape.

= Pooling layer: performs a downsampling operation in the temporal dimension
to reduce the dimensionality and thus the number of parameters. Max pooling
is the most used. The result of applying a pooling layer of size 2, is to halve
the length of the time series. Thus, the output shape will refer to (100 x 100).

= Flatten layer: flattens the data introduced in this layer to format it for the
next layer. This results in an output shape of (1 x 10.000).

= Fully Connected layer: computes the class score, which indicates what
probability the input data has of being assigned to each class. In this case, the

output shape will be (1 x 4) as there are four classes.
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Figure 2.9: Example of a 1D CNN architecture for time series processing.

To deepen in how the convolution is carried out, Figure [2.10]depicts this process,
following the previous example. Note that /' = 3, S = 1, and P = 1. As mentioned
before, the convolution is a dot product between filters and the region of data where
these filters are applied, which is of size (' x W7). Therefore, this region contains
a small segment of all the time series. The output (O) of the convolution is a matrix
(Wo x Hp), which size is computed by Equations @ and @ Each of the elements
of the output matrix (O;;) is computed by Equation [2.3] where “*” refers to an

element-wise multiplication.

Wo = (W; — F+2P)/S + 1 2.1)
Ho =K (2.2)
O;j = sum(X[i: (i+ F),:] « F;) +b; (2.3)

It is worth highlighting that the convolution is applied to all the time series as
a whole and therefore, the values of the output matrix are features of all the time

series mixed all together.

2.3.3 Time Series Processing with Recurrent Neural Networks

[RNNE are [DI architectures that are able to remember past events, which makes
them suitable for time series processing. In [RNNk, the data cycles through a
loop, unlike in traditional neural networks where the information only flows in

one direction. Thus, the network uses what it has learned before in addition to the
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Figure 2.10: 1D convolution example. Note that /' =3, 5 = 1,and P = 1.

current input to make a decision. To this end, the neurons of the recurrent layers,
called units, have two inputs instead of one: current and recent past data. As a
consequence, an internal memory is formed with which temporary behaviors can
be captured throughout a sequence. This fact can be shown in Figure where
an unrolled RNN layer is depicted. As it can be observed, the knowledge acquired
in the previous time-steps is passed through the RNN blocks (A) until the last
time-steps. The input (X;) of RNNs is of three dimensions (batch_size, timegteps,
features), where the first refers to the number of samples within a batch, the second
to the lagged observations within the time series, and the third to the number of

features of the time series.
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Figure 2.11: An unrolled recurrent neural network.
In this way, RNNSs can process any sequence of vectors, which can operate in

the input, the output, or in both cases. This fact depends on the input data and the

required output shape. Considering this fact, there are typically three scenarios,
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which are depicted in Figure [2.12] The first scenario is referred to as “one to many”,
where a single data is introduced as input to the model and a sequence is obtained
as a result. This is the case of image captioning since an image is taken as input
and a sequence of words as output. Conversely, the second scenario corresponds to
the “many to one” category, where a sequence is used as input and a single output is
obtained as a result. Sequence classification is the most common in this category
since a sequence is introduced as input and a single classification score as output.
The third scenario is referred to as “many to many”, where a sequence is used in both
input and output. Within this category, machine translation is a common task where
the model reads a sentence in one language and then outputs a sentence in another
one. In this work, we focus on the “many to one” as we are detecting anomalies in
time series and thus, we have sequential data as input and a classification score as

output.

one to many many to one many to many many to many

IR B HER REN
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—
[ Input vector Hidden state 1 Output vector Functions (i.e., matrix multiply)
—

Figure 2.12: Input-output relationship modes for RNNs.

Although RNNs were designed to remember long-term dependencies, the fact is
that they struggle to learn them. This is due to how the output (h;) of each recurrent
unit is processed internally, as a single tanh layer is only used. Consequently, RNNs
are limited to learn short-term dependencies (Bengio et al. 1994). Furthermore,
this fact makes this type of network to be vulnerable to the exploding/vanishing
gradients problem (Hanin 2018) at training time. As a consequence, Long-Short
Term Memory and Gated Recurrent Unit emerged in an effort to
avoid these problems.
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2.3.3.1 Long-Short Term Memory (LSTM)

[LSTME are a type of RNN that were designed by Hochreiter & Schmidhuber
(Hochreiter and Schmidhuber|1997) to learn long-term dependencies. differ
from RNNs in the way in which they internally process the data and in how they
transfer their knowledge through time.

Figure shows the internal structure of a unit. Unlike traditional
RNNs, have a cell state (Cy) that runs straight down the entire chain of units.
This cell is used to flow the information along the chain with only some minor linear
interactions, which facilitates learning long-term dependencies. Each [LSTM]|unit
has also a hidden state (h) to handle its internal state. The has the ability to
add or remove information from the cell state by means of structures, called gates,
that manage the information flowing through the cell state. There are three gates:

forget (f;), input (¢;), and output (0;) gates.
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Figure 2.13: LSTMs’ internal structure.

First, the information that is not relevant is removed from the cell state by using
the forget gate, which is computed by Equation[2.4] In the following equations, W'
refers to the weights, o refers to a sigmoid function, and the b refers to the bias.

It is also worth to point out that “.” denotes a normal multiplication, whereas “x

denotes a point-wise multiplication.

ft =0 - (Wf . [ht—la l‘t] + bf) (24)
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Afterward, new information is added to the cell state through the input gate.
This gate is composed of a sigmoid layer that decides which values will be updated
(Equation , and a tanh layer that creates a vector of new candidate values (CN’t)
that could be added to the cell state (Equation [2.6). Then, the result of both layers is

combined to obtain the values to create or update the cell state.

ip =0 - (Wi [hy—q, 2] + b;) (2.5)
C, = tanh(We - [hi—1, 2] + be) (2.6)

Once that the information to be removed and added from the cell state is already
decided, it must be updated correspondingly. To do so, the old state (C;_1) is first
multiplied by f; to forget not relevant features, and then the new candidate values
are added to the cell state. This is computed by Equation[2.7]

Cy= fixCioy + iy % ét 2.7)

Finally, it must be decided the information that is forwarded to the next times-
step, as the output of the block. This is performed by applying a sigmoid
layer to the input data, and a fanh layer to the cell state (Equation[2.8). Then, both
results are multiplied to select what information to send to the next unit
(Equation and to the next layer.

0Oy = O - (Wo : [ht_l, It} + bo) (28)
ht = Ot * tanh(C’t) (29)

2.3.3.2 Gated Recurrent Unit (GRU)
A (K. Cho et al. 2014) is another type of RNN that surged from the [LSTM

in an effort to facilitate the training of these types of neural networks. Although
have successfully been applied in a wide range of domains, it can be
challenging to train them due to their complexity. The can be seen as a
simplified version of LSTME, since it only has two gates: update (z;) and reset ()

gates. It unifies the forget and input gates into a single update gate, and the forget
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gate is changed by the reset gate. Moreover, it merges the cell and hidden states.
Figure [2.14] shows the internal structure of the
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Figure 2.14: GRU internal structure.

In this case, the first step is to update the values to determine how much of the
past information must be forwarded along the chain. To this extent, the input data
and the previous hidden state are multiplied by their corresponding weights (1/'* and
U?, respectively). Afterward, both results are added together and a sigmoid layer is

then applied to obtain a score between 0 and 1. This is computed by Equation[2.10

=0 (WP .2, + U® 4 hy_y) (2.10)

The second step is to decide how much of the past information to forget. To
do so, the reset gate is used, which is computed by Equation As it can be
observed, this equation looks similar to the previous one. They differ in the usage

of its weights and gates.

=0 - (W 2, + U™ 4+ hy_y) 2.11)

After applying both gates, new memory content must be introduced to the current
memory (hy) which will use the reset gate to store the relevant information from the

past. This is computed by Equation [2.12]

hy = tanh(W(h) sy + (rykhyq) - W(h)) (2.12)
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Finally, it must be computed which information to push along the chain (h;).
For this matter, the update gate is used to determine what to collect from both the

current memory and the previous hidden state. This is computed by Equation [2.13

he = (1—2) % hi_1 4 2 * Iy (2.13)

Although are simpler than LSTME, they are able to achieve similar results

in several domains.

2.4 Interpretability in Machine Learning

Within the MLl field, the techniques that are typically used for detecting anoma-
lies lack interpretability, which means that it is not possible to understand the reasons
why the model has made one decision or another. Therefore, the interpretability of
[MLI models is a critical aspect in several domains such as the industrial. Neverthe-
less, there is not yet a universally accepted definition of what interpretability is. It
can be defined as the degree to which a human can understand the cause of a decision
(B. Kim et al. 2016), or to the degree to which a human can consistently predict
the model’s result (Miller|2019). Therefore, interpretability means explaining the
decision made by the model in a human-understandable manner.

Having an insight into the output of a[MLImodel can entail a number of benefits
at the time of building or using it. First, it may help to debug a model since
understanding how the model reaches a given output can yield the identification of
potential errors. It can also improve feature engineering (C. R. Turner et al.|1999)
by informing how the model behaves depending on the introduced features. On the
other hand, there are cases in which the output of the model is used by a human to
make the final decision and thus, explaining the output can be more valuable than
the prediction itself. Similarly, explaining the output of the model can help humans
to trust the model by showing that the model understands the underlying problem
(Doshi-Velez and B. Kim [2017)).

It must be noted that some [ML] algorithms are easier than others to interpret,
which will be determined by their internal structure and learning process. Although
the nature of the model highly impacts on the difficulty of interpreting a model, the
interpretability is not a property of models (R. Turner|2016). Typically, complex
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algorithms obtain better accuracy and are able to solve more complex problems, but
they do not provide clear explanations of why and/or how they reach a decision.
These algorithms are considered black-boxes. In these cases, the interpretability is
achieved by applying a method that analyzes the model after training it, which is
referred to as “post hoc” interpretability. In contrast, simpler algorithms provide
more understandable predictions although they are weaker in terms of accuracy. In
this case, the interpretability is considered as “intrinsic”, since it is achieved by
restricting the complexity of the[MLImodel. Figure[2.15|shows the trade-off between
interpretability and accuracy of some well-known algorithms. As it can be observed,
linear regression and decision trees are considered weaker but more interpretable

models, whereas [DNNk are considered more powerful but less interpretable models.

O Linear Regression
O Decision Trees
O K-Nearest Neighbors
O Random Forest
O Support Vector Machines
O Deep Nural Networks

>
>

Interpretability

Accuracy

Figure 2.15: Relation between accuracy and interpretability of ML algorithms. Note

that this is only a guidance picture and it might not reflect the real scenario precisely.

According to (Molnar 2019), interpretability methods can also be classified
based on their results, whether they are model-specific or model-agnostic, and
whether the interpretation is global or local.

As the results of these methods are regarded, they can be categorized into five

groups:

= Feature summary statistic: methods provide statistical results indicating the

importance of each input variable or the correlation between pairs of features.
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= Feature summary visualization: methods are based in the former since they
visualize the resulting feature summary. This is due to the fact that in some

cases, statistical results are only meaningful if they are visualized.

= Model internals: methods consist in interpreting the internal representation
of the models such as the weights of linear models and [CNNK, or the tree
structure of decision trees.

= Data point: methods return data points that currently exist or that are created

by the method itself to make the model more interpretable.

= Intrinsically interpretable model: methods are the most used ones to in-
terpret black-box models, which is achieved by approximating them with
an interpretable model. To this end, this model must be interpretable itself

(intrinsic) to check its internal parameters or feature summary statistics.

These methods can be model-specific or model-agnostic. The former involves
methods which are only valid for a specific type of algorithms such as linear models,
decision trees, or neural networks. Intrinsic methods always fall within this category.
The latter involves methods that can be used for any MLl model regardless of its
nature. These methods are usually applied after training the model (post hoc) and
interpret them by analyzing the correlation between the input and output variables.

Regarding global and local interpretability methods, they differ in that former
methods attempt to interpret the entire model at once, whereas latter methods
try to explain a specific prediction (Lipton 2018). To explain the global model
output, global methods require the trained model, knowledge of the algorithm, and
the training dataset in order to have a global view of all the components of the
model. Global methods may help to understand the model’s distribution of the target
outcome based on the features, thus explaining how the model makes predictions.
However, the difficulty of applying these methods increases proportionally with the
number of features. This is why some of these methods focus on modular level
explanations, that is, they attempt to explain how certain parts of the model affect on
the predictions. This is the case of weights in linear models or splits of the trees in
decision trees. As local interpretations are regarded, they attempt to answer how the

model makes a prediction for a single instance. To this end, these methods assume
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that an individual prediction might be simpler than the complex model due to the
fact that the prediction may have a simple dependence with respect to some of the
features rather than having a complex dependence on them or to the entire model.
As detecting anomalies in the industrial domain is concerned, interpretability
methods can be particularly suitable to understand why the model reaches a decision
and thus, to explain how anomalies arise. As mentioned, industrial systems are
monitored by multiple sensors and detecting an anomaly without knowing its causes
might not be sufficient to fix the anomaly. Therefore, interpretability methods might
help to diagnose the anomalies by making the outputs of the anomaly detection

model understandable for humans.

2.5 Big Data and Cloud Computing

Big Data is a paradigm that is related to managing large volumes of data. Al-
though Big Data has been one of the most trending paradigms of the last two decades,
there is not yet any universally accepted definition. Originally, Big Data was defined
by leading technological companies as the challenges and opportunities associated
with the increase of data Volume, Velocity, and Variety (3V model) (Laney 2001}
Meijer 2011} Zikopoulos, Eaton, et al. 2011). In this context, Volume refers to
massive data volumes that becomes increasingly big; Velocity refers to the speed
with which the data is generated; Variety refers to the existence of several types of
data coming from various sources, which might include structured (traditional data),
or unstructured (i.e., images, audio, text) data.

However, Big Data is not only about processing large amounts of disparate data
in a fast way, but it is also about getting valuable information from it to support

decision-making. Therefore, this definition might be more appropriate:

“Big Data technologies describe a new generation of technologies and
architectures, designed to economically extract value from very large
volumes of a wide variety of data, by enabling the high-velocity capture,

discovery, and/or analysis” (Gantz and Reinsel 2011)).

Consequently, another “V”” was added to previous ones. This refers to Value,

which as mentioned, it refers to extracting valuable information from the data.
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Furthermore, Veracity came to play an important role in Big Data as it refers to
the quality or trustworthiness of the data. This is a key aspect to support decision-
making. Hence, Big Data can be defined with these five “V’’s.

On the other hand, the NIST provides a more technological view of what Big

Data is:

“Big Data shall mean the data of which the data volume, acquisition
speed, or data representation limits the capacity of using traditional
relational methods to conduct effective analysis or the data which may

be effectively processed with important horizontal zoom technologies”
(Chang and Grady 2015).

Nevertheless, these definitions are subjective due to the fact that the terms big
and fast are relative. For instance, a given size of data might not be considered
as big for a leading company but massive for a small or medium-sized company.
Furthermore, these terms also evolve according to technological advances and thus,
what is currently considered big and fast might be considered, conversely, small and
slow in the short- to medium-term future.

Big Data is closely related to cloud computing as Big Data technologies usually
run within the cloud. As mentioned in the previous section, cloud computing refers
to a pool of virtualized computers that offer a wide variety of services over the
Internet. These services can be categorized into three groups (Rahimi et al. 2014):
Infrastructure as a Service ([aaS)), Platform as a Service (PaaS)), and Software as a
Service (SaaS). They are briefly described below:

» [aaSk offers computing resources such as servers, networking, storage, and
data-center space as a service. Here, only computational resources are offered

and thus, the user must install and manage all the required software.

= [PaaSk provides a cloud-based environment with everything required to sup-
port the complete lifecycle of building and delivering web-based (cloud)
applications. In this case, an already configured computational environment

is provided in addition to computational resources.
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. provides end-users with access to a specific application, meaning that
the management of the resources and the computation environment lies in the

cloud provider.

The main benefit of using the cloud is that it offers on-demand services so that
the users do not have to worry about the management of these services or to their
scalability. In this context, scalability refers to the idea of a system in which every
application or piece of infrastructure can be expanded to handle increased loads.
The cloud is composed of multiple computational nodes (i.e., computers or servers)
interconnected with each other, acting as a single computer thus offering a large
computational power. Typically, this pool of resources is called a cluster. Therefore,
the cloud offers horizontal scaling, which means that more servers can be added to
the cluster to spread the load across multiple machines (Furht and Escalante 2010).
In this way, services can be scaled by adding more computational resources. Vertical
scaling is the opposite of horizontal scaling, in which the scalability is achieved by
increasing the capacity of a single machine. However, vertical scaling is limited by
the current technology and thus, the required computational resources might exceed
the capacity of the most powerful computer available. In this manner, horizontal
scaling is a better choice in this context as many machines as required can be added,
although this increment also hinders the management of the cluster.

Within cloud computing, fault-tolerance is another key aspect. This refers
to the ability of the infrastructure to continue providing service to underlying
applications even if a failure occurs on one or more components of the infrastructure
(Tanenbaum and Van Steen 2007). As described before, the cloud is composed of
multiple interconnected servers and thus, fault-tolerance is achieved by replicating
the services throughout several computational nodes so that if some of the nodes
fail, the others can still provide the corresponding service. In cloud computing,
there are typically active and replication nodes. The former are the ones that are
actually providing the services, whereas the latter are waiting (stand by mode) ready
to become active when an active node fails.

Big Data frameworks are specially designed to run within the multi-node struc-
ture of the cloud as they rely on cloud technology to offer fast, scalable, and fault-

tolerant services. Consequently, Big Data provides the design of the frameworks to

45



2. Background

run on multi-node structures while the cloud offers computational flexibility and
reliability. Therefore, Big Data frameworks can be considered as cloud computing
frameworks that adhere to the Big Data paradigm. Nonetheless, we will refer to
them as Big Data frameworks.

Due to the described characteristics of Big Data and cloud computing technolo-
gies, they have become particularly relevant at the time of monitoring industrial
systems within the Industry 4.0. As mentioned, [CPSk continuously generate large
volumes of streaming data that must be sent to the cloud to be then processed. How-
ever, managing these volumes of data entails a number of technological challenges
regarded to how to gather, send to the cloud, and process the data efficiently in order
to early detect anomalies (Kagerman and Wabhlster 2013). In this sense, Big Data

and cloud computing might be the key technologies to enable these tasks.

2.6 Industrial Case Study

The contributions of this thesis are validated in a real industrial scenario in which
the operating status of a service elevator is monitored. This case study comprises
two main problems which are related to the performance of the elevator itself and to
how to monitor elevators at large-scale. Therefore, this section describes first the
main components of the elevator and the variables used to detect anomalies in it
(Section [2.6.1)), and then the requirements to monitor multiple elevators to perform

a real-time anomaly detection of all of them are detailed (Section [2.6.2)).

2.6.1 Elevator Performance

The contributions of this thesis are validated in a real industrial scenario in
which the operating status of a service elevator is monitored. Elevators are complex
electro-mechanical systems which carry loads vertically. Figure [2.16] shows its

components. In this work, the most relevant components correspond to:

1. The cabin that holds people and/or objects for transport and is encased in the

elevator shaft.

2. The electric machine that is in charge of generating the power to move the

cabin, either up or down.
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3. The counterweight that is used to reduce the strain on the motor as it creates

constant energy that can be used to propel the elevator car in either directions.

4. The guiding system which is composed of rails that are positioned both in the
elevator cabin and on the counterweight to prevent them from swinging, thus

creating a smooth movement of the elevator in any direction.
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Figure 2.16: Main components of the elevator and location of sensors (check Table
for sensor description).

Often, the assessment of elevators might be limited due to the large heights,
the reduced accessibility, and the reduced number of sensors available in these
installations. Thus, it can be hard and time-consuming to gather data from elevators.
However, a large amount of data that matches all possible scenarios of normal
and anomalous activity is typically required for generating an effective anomaly
detection system. Moreover, might be the case that no faults occurred in the real
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operating scenario, or that testing some fault conditions is expensive. These facts

often hinder the assessment of their different failure modes.

In this context, physics-based modeling is an attractive solution to gain insight
into the system’s behavior under faulty conditions. Consequently, a physics-based
model of the elevator was developed by domain experts, which includes all its rele-
vant components, and where different faults can be introduced as input parameters.
With this model, it is possible to simulate normal conditions as well as different
fault scenarios and their combination. Namely, faults in the guiding system (reduced
lubrication, misalignment), and in the electric machine (de-magnetization, lose of
inductance) are studied. These faults are introduced as model parameters that may
be changed in each simulation. In addition, other operational parameters such as the
cabin’s load are also included in the model. Note that each simulation refers to a
single elevator journey that goes from floor a to floor b, either up or down. Table
describes the main components of the elevator’s model, including their degrees of
freedom (DoF) and fault parameters. This model is partially based on the models
presented in (Gonzalez et al. 2016)) and (Esteban et al. [2016).

Although the physical model can be used to simulate every possible condi-
tion, each simulation takes an average time of 350 s. The execution time for each
simulation depends on the introduced parameters to the model. Considering that
thousands of simulations must be executed to simulate all required normal and
anomalous conditions, it would be very expensive in terms of time to conduct
all the simulations sequentially. Therefore, the CloudFMI Distributed Simulation
Framework was designed and implemented. This is a[DS|framework that allows
executing multiple simulations in parallel using cloud computing technology. Con-
sequently, the time required to execute all the simulations was reduced up to 30
times given the available computational resources (see Appendix [B|for more details).
This framework is freely available in https://github.com/ikerlan2015/
CloudFMI-Distributed-Simulation-Framework.

In this way, 14,000 different normal and anomalous conditions were executed to
generate a dataset and validate this work. Each simulation represents an elevator
journey of fixed length, both uphill or downhill. Consequently, each simulation is
composed of 20 univariate time series corresponding to 20 sensors located all around

the elevator that record data at a frequency of 500 Hz, according to the real scenario.
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The location of each sensor can be found in Figure[2.16] and a brief description of
them is presented in Table [2.2] Each time series has a fixed length of 8,000 data
points. All the simulations were labeled by domain experts and they are classified

into two types of classes: “normal” as the negative, and “anomaly” as the positive.

In this use case, an anomaly can be of different nature: point, context-specific,
or collective, all of them belonging to the positive class. A point anomaly can be
understood as an isolated friction or as an impact in the cabin that is reflected as a
peak in a sensor. A context-specific anomaly can occur when the elevator starts a
journey. A particular behavior may be normal when the journey is ascending but
anomalous when it is descending. A collective anomaly is considered when there is
an accumulation of certain factors that lead to a global anomaly. Note that when
one of these anomalies is detected, the entire journey is classified as anomalous. As

these anomalies are difficult to recognize, they were labeled by domain experts.

2.6.2 Current Maintenance Operations

In the current scenario, the maintenance of elevators is currently performed lo-
cally by technicians. This implies that maintenance operators must physically access
the elevator every time its status is assessed. The data involving the performance
of the elevator is stored in a local hard drive so that operators can connect to it to
analyze the status of the elevator. Therefore, anomalies can only be detected at the
time of manually accessing historical data or when a user reports a fault. Conse-
quently, maintenance operations are limited to manual corrective and preventive
tasks. Moreover, it is worth to point out that a number of travels made by operators
to perform maintenance tasks may be unnecessary due to the correct condition of

the elevator.

Considering that the company owns thousands of elevators located all over the
world, many operators are currently required to provide maintenance support for all
of them. Furthermore, elevators have to work 24/7 and thus availability becomes
a key issue. In this context, late detection of an anomaly can lead to unplanned
down-times and consequently to expensive repair work in terms of availability, user

satisfaction, and the cost of the repair itself.
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L. DOF Operational parameters
Component Description — —
DOF Description Parameter Description
Cabin Component carrying the payload T, Y, 2 Cabin . -
translation
o B, Cabi.n )
rotation
Counter-
C01'.mter- Component balancing the payload T, Y, 2 weight -
weight translation
Counter-
a, B,y weight -
rotation
Guiding Steel rails constraining the cabin and Friction
system counterweight’s horizontal movement i K coefficient
Deviations in
) 5 the guiding
system’s
alignment
Suspension  Steel ropes which connect cabin and
means counterweight i i
Driving Sheave that transmit the traction from the ’ Pulley’s
pulley electric machine to the suspension means 4 rotation i
Machine’s Reduction in
Electric Driving machine which moves the system L quadrature permanent
machine according to the input speed reference. to U and direct A magnets
axis currents generated flux
Reduction in
L, the elf:ctric
machine’s
inductance
Field Oriented Control consisting of three PI
Control loops, which ensures that the electric machine Derivatives of
system follows the given speed reference, while T, Tq, Tq  the controller’s -
maximizing the quadrature current fed to the PI loops

machine.

Table 2.1: Description of the elevator model’s components and fault parameters.

In this way, there is a need for monitoring in real-time the status of all the
elevators in a centralized way. This is typically achieved by sending the data
generated by the elevators to a remote central server where the data is processed to
detect anomalies. This would allow processing in real-time the data corresponding
to elevators’ performance to detect anomalies as soon as they occur. Therefore,
the maintenance operations would be improved by reducing the time between the

anomaly and its corresponding repair work, thus increasing the availability. It would
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Sensor name

Description

Alpha Angular acceleration of the pulley
Ax, Ay, Az Lateral acceleration of cabin on X, Y, and Z axis
Fe, Few Tension on the cabin’s and counterweight cable
Frchw.nCabm, Cabin and counterweight friction
FrictionCw
Fsupport Force on the support of the machine-pulley
1d, Iq Direct and quadrature power
Omega Angular speed of the pulley
Phi Angular position of the pulley
PulleyAz Vertical acceleration of the pulley
Ve, Vew Cabin and Counterweight speed
Vd, Vg Direct and quadrature voltage
Zc, Zew Cabin and counterweight position

Table 2.2: Name and description of the sensors installed in the elevator. Note that they

are grouped by sensor type and that there are a total of 20 sensors.

also be possible to monitor all the elevators from a central maintenance service, and
thus to improve the maintenance operation schedule since the operator would only

move to the elevators when necessary.

However, this entails a number of challenges. First, the monitoring system
must be able to process in real-time the large volumes of data generated by all
the elevators. Moreover, it is expected that the number of elevators, as well as the
number of sensors installed on them, increases in the future. On the other hand,
the volume of data can vary over time as there are time intervals where elevators
are used more often. Hence, the monitoring system must be scalable to provide
support for peak workloads and future demanding requirements. As the transfer
of data to a remote server is concerned, it must be noted that large amounts of
data must be sent to the server after each elevator journey, since the data of all the
sensors corresponding to the journey is required to detect anomalies in it. However,
connectivity might be limited in several scenarios, and the computational power

of the elevators are typically reduced, which might lead to high latencies in data
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transmission. Consequently, the monitoring system must be fault-tolerant to keep

working properly even if network failures arise.

2.7 Execution Environments

This section details the resources used in the experimentations conducted in this
thesis. This includes both hardware and software resources. In this thesis, two types
of experimentations can be differentiated: the ones involving the implementation
of architectures to detect and diagnose anomalies, and the ones referring to the
real-time data processing by means of Big Data and cloud computing technologies.

Hence, both types use different execution environments, which are detailed next.

Experimentations involving DL to detect and diagnose anomalies

All the experiments of this type were executed on a single computer with the

following hardware characteristics (Chapers {] and [5)):

GPU: Titan V.

Processor: Intel 17-6850K 3.6 Ghz Box.

Motherboard: ASUS X99-E-10G WS Intel X99 LGA 2011-v3 SSI CEB.

RAM: 32 GB.

Used software details are shown below:

= Model implementation: Keras 2.2.0 and Tensorflow 1.6.0.
= Parallel computing platform: CUDA 9.2.

= Operating System: Ubuntu 16.04.4 LTS.

Experimentations involving Big Data and cloud computing

Regarding the hardware and software resources used in this type of tests, a
private cloud hosted in the servers of the company was used. Below, the hardware

resources are detailed:
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= Processor: Intel(R) Xeon(R) CPU E5-2640 v3 2.6 GHz.
= Cores: 36.

= RAM: 66 GB.

As the software used to manage the resources of the cluster, a distributed operat-

ing system such as DC/OSE-] was used.

2.8 Summary

In this section, the main characteristics and challenges of the Industry 4.0 have
been presented. Concretely, the process that is carried out since the digitize
the industrial processes until the data reaches the cloud by means of the [[0T] has
been detailed. Moreover, the need to detect anomalies over large volumes of
heterogeneous streaming data is exposed, providing useful information regarding
what time series anomaly detection is, and how can help to accomplish this task.
This section has also highlighted the importance of the interpretability within the
MLl field, describing its bases and the impact it can have at the time of diagnosing
anomalies using. Finally, the terms Big Data and cloud computing have been
presented in addition to explaining how they can facilitate the management of the
large volumes of data generated.

This section has also presented the industrial case study used to evaluate the
contributions developed in this thesis. The industrial case study involves the three
challenges covered in this thesis. First, detecting anomalies based on the data
gathered from multiple sensors. Second, the need for identifying the root causes
of the anomalies to know when and where the anomaly has occurred. Third, the
real-time monitoring of multiple elevators.

Finally, the hardware and software settings used to conduct the experimentations
throughout this thesis have been described. In the following chapter, the literature

review involving the three contributions of this work are presented.

®https://dcos.io/
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Research is to see what every-
body else has seen, and think
what nobody has thought.

Albert Szent-Gyorgyi

State of the Art

This chapter presents a brief literature review regarding the three contributions of
this thesis. First, the current state of the multi-time series anomaly detection field is
exposed (Section[3.T)). Second, the state of the art involving the interpretability of
based techniques is presented (Section [3.2)). Finally, the research and technological
trends for monitoring industrial systems are exposed (Section [3.3)).

3.1 Time Series Anomaly Detection

Anomaly detection can be approached in multiple ways. The choice of a partic-
ular technique heavily depends on the nature of the data and the requirements of
the use case under consideration. A different number of approaches can be found
in the literature as it can be shown in a survey on anomaly detection that covers
different domains (Chandola et al.|[2009), or in another that focuses on data mining
techniques (Fu 2011).

In the anomaly detection field, as in other MLl problem scenarios, the fact that
data is labeled or not is a key factor at the time of selecting which technique to use. In
this way, data mining techniques for anomaly detection can be categorized into three

main groups (Samuelsson 2016): supervised, semi-supervised, and unsupervised.
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As time series anomaly detection is regarded, the capability to detect anomalies in
complex scenarios is another key factor as there are techniques that only consider
univariate time series (Pang et al. 2017). However, in industrial scenarios, machines
typically have heterogeneous multi-sensor systems to monitor their performance and
therefore, techniques that can consider multiple time series are required. Hence, this
section focuses mainly on multivariate anomaly detection techniques. Furthermore,
as within the Industry 4.0 large amounts of data are continuously generated and
are prone to modifications regarding sensor configurations, anomaly detection
techniques must also support training with large datasets, besides being flexible
to adapt to changing sensor configurations. Next, a brief review of unsupervised
(Section [3.1.1), semi-supervised (Section [3.1.2)), and supervised (Section [3.1.3)
methods is presented.

3.1.1 Unsupervised Techniques

Unsupervised techniques are the most extended ones due to the fact that in the
industrial domain it is often difficult to obtain labeled data. In this way, a wide
variety of techniques can be found in the literature. In this context, the management
of multiple time series is typically approached by calculating distances between
time series in order to cluster them and then estimate whether an observation is
normal or abnormal.

Within clustering methods, several approaches can be found such as the com-
bination of K-means clustering and fuzzy models (Diez-Olivan et al.[2017) or the
combination of Hidden Markov Models with Fuzzy C-Means clustering (J. Li et al.
2017)), the use of distributed clusters for wireless sensors (Cenedese et al. [2017)),
or the use of a weighted clustering based on entropy and dynamic time warping
(Benkabou et al. [2018). Online clustering methods can also be found as is the
case of the use of arbitrary shaped clusters for data streams (Hyde et al. [2017),
or the use of a discrete time-sliding window to update continuously the feature
space and perform an incremental grid clustering (Dromard et al.|[2017)). However,
calculating distances between time series is expensive in terms of computational
resources and time. Moreover, this problem will be increased proportionally as the

training dataset increases in volume and dimension. This is why some works can
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be found attempting to avoid this problem by using nearest and farthest neighbors
approach (Faroughi and Javidan 2018)), rather than only using the nearest neighbors
since it suffers from high dimensionality. Nevertheless, it still requires reducing
the dimensionality by means of a Principal Component Analysis (PCAl), such as in
(W. Wang et al. [2018)).

On the other hand, some other approaches make use of a Gaussian process
to extract the most meaningful features, thus reducing the number of distances to
compute (Aljawarneh and Vangipuram [2018; Fei and Sun [2019). In addition to
clustering methods, [ANN] based approaches have also arisen recently in an effort
to avoid the problem of training with large datasets. This is the case of using a
Restricted Boltzmann Machine approach in which the captures the system-
wide patterns that lead to an anomaly in an unsupervised manner (Yang et al. 2018)).

Although unsupervised techniques are more flexible than the others (Goldstein
and Uchida 2016), most of them rely on the assumption that normal instances are far
more frequent than abnormal ones (Samuelsson 2016). However, this assumption
does not always hold true. Moreover, in case the sensor configuration of the
changes, it would imply computing all the distances again for clustering methods.
Furthermore, since there are no labels in unsupervised learning, it is near impossible
to get a reasonably objective measure of how accurate the algorithm is. This fact
might hinder the implementation of unsupervised techniques in the industrial domain
since being able to evaluate the performance of the used anomaly detection technique

is critical to trust the system.

3.1.2 Semi-Supervised Techniques

Within semi-supervised techniques, one-class methods are the most used ones as
they only require having data regarding the normal class. This is a frequent use case
within the industrial domain as often no anomalous data is available or there exist
too few anomalous observations to train a supervised classification algorithm. There
are two main semi-supervised approaches, being both methods related to modeling
the normal behavior. The first one refers to delimiting a boundary in the feature
space in which all normal observations fall into it. Then, all new observations that

fall far from that region will be considered as anomalous.
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In this context, one-class are typically used (W. D. Fisher et al. 2017
M. Hu et al. 2018}; Tang et al. 2018]). Similarly, isolation forest approaches build
multiple decision trees such that the trees isolate the observations in their leaves, and
that they assume that anomalous observations will fall into shorter trees (Puggini
and McLoone 2018}, Stripling et al.|2018). However, modeling a normal region that
captures all normal behavior is extremely difficult and the boundary between normal
an abnormal is often blurred (Samuelsson 2016). Furthermore, these approaches
also suffer from training with large datasets and thus, they require a previous data
processing to extract the most relevant features or to reduce the dimensionality. This
fact hinders detecting anomalies in multi-time series. This is why some researchers
make use of hybrid models in which they combine [CNNk and one-class in
an effort to automatically extract features and reduce dimensionality (Erfani et al.
2016).

The second semi-supervised approach consists in modeling the normal behavior
of a sequence to create a predictive model and then calculate the anomaly score of an
observation as the deviation from the predicted value. Hence, these methods are first
trained in a supervised way (regression) and then define an anomaly threshold in a
semi-supervised way. In this context,[ANNIbased approaches are the most used ones
as is the case of Hierarchical Temporal Memory (Ahmad et al. 2017). Nonetheless,
algorithms are the state of the art in time series modeling (LeCun et al. 2015)),
concretely, the LSTM]Ibased algorithms. Thus, the LSTM]is more frequently used
as it can be shown in (Bontemps et al.|2016; Chauhan and Vig 2015} Filonov 2016;
Malhotra et al.|[2015; Nguyen Thi et al. 2017).

Similarly, Auto-Encoder based approaches can also be found in the literature
(Malhotra [2016)). These methods attempt to encode the input data into a vector
(encoded vector) and then reconstruct it based on that vector. Here, the model is
only trained with normal data so that it is assumed that the reconstruction error
of normal observations will be low, whereas the error will be high at the time of
reconstructing anomalous data (unseen data). However, all of these works require
defining an error threshold to determine if the error is large enough to be considered
as anomalous. This can be challenging and an incorrect definition of the threshold
can lead to a high rate of false positives or false negatives. In fact, some works

claim that it is more important the strategy defined to determine an anomaly based
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on the prediction error rather than the algorithm used to model the time series itself
(Shipmon 2017)). Moreover, predicting the value of multiple time series at the same

time can be challenging, especially as the number of time series increases.

3.1.3 Supervised Techniques

In the anomaly detection field, it is not common to have well-defined anomalies.
Hence, although much research has been done on time series classification, little
research has been done on supervised time series anomaly detection. Actually,
the difference between time series classification and time series anomaly detection
lies into the imbalanced ratio (Saito and Rehmsmeier 20135)) of the dataset under
consideration. Nevertheless, some approaches can be found such as the use of SVMk
(B. Zhang et al. 2015; J. Zheng et al.|2017)), ensemble methods (Chattopadhyay et al.
2018)), or the use of (Bao et al. 2018; Cha et al.[2017; Paragliola and Coronato
2018)). The downside of these classification-based algorithms is that they suffer from
the imbalanced data problem since in the anomaly detection field there is much more
data related to normal behavior than to the anomalous. Hence, over-sampling (Abdi
and Hashemi 2016) and under-sampling (Triguero et al. 2017) techniques are usually
used to balance the number of instances of both classes. However, applying these
techniques to time series is challenging, particularly in cases where new time series
must be artificially generated (Cao et al. 2013; Moniz et al. 2017). The difficulty
increases in the multi-time series domain as the values of a given time series might
be affected by the others.

On the other hand, most of the multivariate time series anomaly detection
techniques existing in the literature (including unsupervised and semi-supervised)
do not perform well if they are directly applied over raw time series. Furthermore,
in scenarios such as the industrial in which systems are continuously monitored,
time series might be large due to continuous streams of data. Therefore, anomaly
detection could be more challenging because of the great amount of data to be
processed and analyzed, and due to the little separation that might exist between
normal and abnormal observations in the feature space. Overall, most of these
techniques require analyzing the time series to find correlation between them (Banké

and Abonyi [2012), cleaning the data, extracting meaningful features (Toshniwal
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2009), or reducing the dimensionality (Bianchi et al. 2015; Krawczak and Szkatuta
2014) to convert this data into smart/usable data (Triguero et al. 2018]), as shown
in (J. Li et al. 2017; Serdio et al. 2014; Theissler 2017). This is often a very time-
consuming task and it may require expert knowledge in the domain and about what
an anomaly looks like. Typically, all the time series are processed all together which,
in the case of heterogeneous multi-time series, it might hinder this process, especially
for the feature extraction. This is due to the fact that time series might be of very
different nature or might be measured at distinct frequencies. Therefore, extracting
the features from these time series all together might result in not capturing properly

the most meaningful features.

At this point, [DL techniques, concretely [CNNk and RNNE, can help to overcome
some of these challenges. On the one hand, [CNNk achieve state of the art results
at automatically extracting the most meaningful features from input data, thus
eliminating the need for extracting features manually or using other techniques such
as [PCAl (Cha et al. 2017). However, [CNNk do not usually take into account the
temporality of the data, which is a critical aspect in time series processing since
the chronology of the events might be the key to detect an anomaly. On the other
hand, RNNE achieve state of the art results at identifying temporal patterns within
sequential data due to the fact that they are able to memorize long and short-term
events in order to make an accurate prediction. Although[RNNk have demonstrated
achieving good results at classifying multi-time series data, they might also require
a previous data processing, like some other traditional algorithms (Paragliola and
Coronato [2018)).

In recent years, the combination of these two algorithms has attracted the
attention of many researchers as it takes the strengths of both of them, the ability to
automatically extracting features of [CNNk and the capability of RNNk to identify
temporal patterns. This architecture is referred to as CNN-RNN since it first
applies the to extract features to then find temporal patterns over them by
means of the This architecture has been successfully applied in several
domains such as speech recognition (Qian et al.|2016)), gesture recognition (Tsironi
et al.[2017), weather recognition (Bin Zhao et al.2018), or emotion detection (Kanjo
et al. 2019). Furthermore, it showed promising results at classifying multi-time

series working directly over raw sensor data (Ordéiiez and Roggen |2016).
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Hence, the CNN-RNN architecture would be suitable for detecting anomalies
within sensor data. However, there are still a number of challenges to be addressed.
First, the performance of this architecture under imbalanced data scenarios is not
yet been proven. Second, the feature extraction in heterogeneous multi-time series
could require further actions as processing data of different nature is challenging.
Third, the architecture must be flexible to adapt to changing sensor configurations
without requiring training it from scratch. Finally, the architecture must also be
capable of identifying the root causes of the anomaly although the fact that
models are black-boxes hinders this task.

3.2 Deep Learning Model’s Interpretability

It has been demonstrated that algorithms achieve state of the art results in
time series modeling and that they can yield the supervised time series anomaly
detection field. However, algorithms are considered black-boxes, meaning that
they lack interpretability. In the industrial domain, interpretability is a critical aspect
as often explaining the reasons why the model has made a given prediction is equally
important (or more) as the prediction itself (Lipton |2018; Miotto et al.[2017; Preece
2018)). This is the case of detecting anomalies in industrial multi-sensor systems as
detecting an anomaly might not be sufficient since it is also necessary to specify the
causes of the anomaly, or which sensor(s) caused the anomaly, in order to help the
maintenance operator to solve it. However, researchers have focused their efforts
on designing even deeper and more complex algorithms to solve challenging
real-world problems, leaving interpretability rather aside. In recent years, the
implementation of [DLl approaches in several domains in which the interpretability of
the model matters (i.e., health care (Gonzalez-Diaz 2019; Kermany et al. 2018)) has
made researchers focus on the interpretability of [DL) algorithms. Although recently
some promising works emerged, this is still a challenging and ongoing research
field (S.-C. Chen 2019} Xiao et al.[2018)).

To interpret algorithms, global methods are not useful as state of the art
models typically have a large number of hidden layers and neurons, resulting
in millions of trainable parameters. Hence, it would be near to impossible to

interpret the entire network. Moreover, interpreting the entire model is not useful
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at the time of explaining why a given anomaly has occurred due to the fact that a
single prediction does not have to follow the same criteria as the majority of the
predictions. Consequently, agnostic local methods could be used to explain single
predictions. Here, one of the most promising approaches is LIMEﬂ (Ribeiro et al.
2016), which is a surrogate model that attempts to explain individual predictions
by generating synthetic variations of the input data corresponding to the given
prediction. Afterward, it trains an interpretable model using the newly generated
data, and then uses the proximity of these instances to the current real sample
to interpret it. Nevertheless, explaining a single prediction in a large network
would also imply understanding millions of weights, meaning that following the
exact mapping from input data to the prediction might be difficult. Therefore,
algorithms require model-specific approaches that can deal with the specific internal
learning structure of neural networks (Molnar [2019). As model-specific methods
for interpreting models, feature visualization (Section [3.2.1)), backpropagation-
based (Section[3.2.2)), and attention-based (Section [3.2.3) methods are the most used

ones.

3.2.1 Feature Visualization Methods

Feature visualization methods are the most commonly used (Q.-s. Zhang and
Zhu 2018)). These methods are mainly applied to [CNN in an effort to explain
what the network has learned by visualizing the weights of the filters, which are
responsible for capturing the meaningful features of the input data. Since
are widely used for image processing, most of the approaches mainly focus on
visualizing features to interpret images (Kermany et al. 2018}, Kondo et al. 2017}
Nguyen et al.[2016; B. Zhou et al. 2018)), being some of them limited to a concrete
problem (Gonzalez-Diaz 2019).

As time series are regarded, although it has been demonstrated that the cells of the
[RNNE can also be interpreted to track temporal dependencies (Karpathy et al. 2015)),
little research has been made to date in visualizing the features of recurrent units,
since some of the approaches working with sequential data use 1D rather
than (Schirrmeister et al. 2017; Sturm et al. 2016). Nonetheless, visualizing

https://github.com/marcotcr/lime
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the features is not always the best option as there might be too many units/filters
to visualize, leading to an unaffordable number of elements to be interpreted (Olah
et al. [2017). This fact might imply losing interpretability. Furthermore, often
the visualized features are not representative or might be blurred. To avoid this
issue, some researchers use regularization and optimization methods for improving
the interpretability of the visualizations, which additionally seem to improve the
performance of the networks (Lin and Runger 2018; C. Wu et al. 2018)). However,
visualizing the features can lead to a false illusion of knowing what the network
is actually doing, since taking a snapshot of one or more layers might not be
representative of the entire learning process of the network (Olah et al. [2018)).
Consequently, although visualizing features could be beneficial in some specific
use cases (i.e., interpreting [CNNk for image processing), it is not the best method
to interpret and thus, other methods are required when working with time

series.

3.2.2 Backpropagation-Based Methods

As an alternative approach, backpropagation-based methods provide useful
mechanisms to interpret the output of neural networks by propagating the explana-
tion backward from the output to input layers (Montavon et al. 2017; Simonyan et al.
2013). These methods are often closely related to feature importance methods (A.
Fisher et al. 2018)), which rely on measuring the relevance that each input variable
has for a given prediction. In this context, positive importance scores will push the
explanation in one way, whereas negative scores will behave conversely. Hence,
feature importance methods are more friendly for interpreting sequential data as
having an insight into which variable is more relevant may be the key to understand
the output of the network. This is the case of multi-time series anomaly detection, in
which the most relevant input variables (sensors) may indicate where the anomaly
has originated. Hereinafter, we will assume that backpropagation-based methods
make use of the feature importance approach.

In this way, backpropagation-based methods typically backpropagate the im-
portance of each input variable through the network. Moreover, these methods are

often more computationally efficient than other methods. Within these kinds of
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approaches, a guided backpropagation method (Springenberg et al. 2014} showed
good interpretability results although it suffers when the importance score is neg-
ative due to the layer. Similarly, another method was proposed which used
a different importance score measurement called Layerwise Relevance Propaga-
tion method (Bach et al. 2015). As an enhanced version of these latter methods,
DeepLiftﬂ (Shrikumar et al.|2017)) appeared as one of the most relevant works within
backpropagation-based methods. This method consists in back-propagating the
contributions of all neurons in the network to every feature of the input to then
compute a score of importance by comparing the activations of the network with the
reference activations. Although it has been demonstrated that this method can work
with images (Jansen et al. 2018)), it does not currently support RNNE.

Nevertheless, (Lundberg and S.-I. Lee 2017) recently emerged as an
approach that connects game theory with local explanations, uniting several previous
methods (Bach et al. 2015; Datta et al. [2016; Lipovetsky and Conklin 2001; Ribeiro
et al. [2016; Saabas |2014; Shrikumar et al.[2017; Strumbelj and Kononenko 2014)
to explain the output of any model, including RNNk. Briefly stated,
measures how important each input variable is for each model’s output. To this end,
it uses the Shapley value (Lipovetsky and Conklin[2001; Strumbelj and Kononenko
2014) as a measure of importance. As said, this method is based on Lime and
DeepLift, among others, grouping the advantages of all of them in a single solution,
showing promising results. The Shapley value is a method taken from game theory
and thus, the considers each input variable of a given sample as a player in a
game in which the prediction is the payout (Molnar|2019).

One of the benefits of the is that it offers several interpreting methods in
a single solution. It provides a model-agnostic approach although it also provides
model-specific methods for decision trees (Lundberg et al. [2018), linear models,
gradient-based models, or[DL] models. These approaches are faster due to the fact
that the model-agnostic version does not make assumptions about the model type.

As interpreting approaches for algorithms are regarded, provides
two different methods: “GradientExplainer”, and “DeepExplainer”. Both use
different approximations to compute Shapley values. Hereinafter, we will refer
to them as values. The former combines ideas from Integrated Gradients

8https://github.com/kundajelab/deeplift
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(Sundararajan et al. 2017), SHAP, and SmoothGrad (Smilkov et al. [2017) into a
single expected value equation. This combination allows an entire dataset to be used
as the background distribution and allows local smoothing. Thus, if the model is
approximated with a linear function between each background data sample and the
current input to be explained, and it is assumed that input features are independent,
then expected gradients will compute approximated SHAP] values. In contrast,
the DeepExplainer is a high-speed approximation algorithm for computing
values in [DIl models that is based on DeepLIFT (Shrikumar et al. 2017). However,
this implementation uses a distribution of background samples instead of a single
reference value. Furthermore, it uses Shapley equations (Strumbelj and Kononenko
2014) to linearize components such as max, softmax, products. Hereinafter, we will

refer to them as explainers.

Figure [3.1] shows an overview of how works. First, the corresponding
model is trained using a training dataset. Next, the explainer is trained taking the
previously trained model and a portion of the dataset. Typically, only a reduced
fragment of the original dataset is used due to the fact that training the
is computationally expensive and often it is sufficient to obtain accurate results.
Training the SHAP| with the entire dataset will provide very accurate results although
it will also increase the training time since the complexity of this method scales
linearly with the number of data points. Finally, at the time of predicting a new
observation, it is introduced into both models as an input parameter. Hence, the
user’s model will output the obtained score, whereas the SHAP model will output a

vector containing the importance of each feature.

 E— model
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training dataset [ user's model [ SHAP model — explanation —J) prediction

Figure 3.1: General working process of the SHAP.

65



3. State of the Art

3.2.3 Attention Mechanism

The attention mechanism was not originally designed for interpreting [DLImodels.
In fact, this mechanism was designed with the objective of improving the language
translation task by paying attention to the most relevant words of the sentence, while
blurring the less important ones (Bahdanau et al. 2014). It was then also used to
improve the performance of in several domains (Cinar et al. 2018 Y. Hu
et al. 2018} Karim et al. 2018; H. Zhang et al. 2017) due to the fact that although
theoretically LSTMs and GRUs are designed to learn long-term dependencies, in the
practice they might also suffer learning such dependencies. This is due to the way
in which they manage the information of the hidden states. As mentioned before
(Section [2.3)), both recurrent networks have a hidden state that flows from the initial
to the last time-step with some minor modifications that add, update, or remove
information from it. Consequently, the last hidden state is expected to contain the
information of all previous time-steps. However, the last hidden state might not be
capable of representing all the information provided by all previous hidden states.
As far as in sequence classification tasks (many to one), the last hidden state is
the one used for the final decision-making, this fact can make the RNNss to fail at

identifying the most relevant temporal patterns, thus reducing their performance.

To solve this issue, the attention mechanism is used to pay attention to the most
important time-steps within the sequential data. This is achieved by creating a
context vector that contains information regarding the importance of each time-step.
Unlike in traditional RNNs, when the attention layer is used after the last recurrent
layer, the hidden states do not only flow through the next time-steps but also flow
to the attention layer. This fact can be seen in Figure Therefore, the attention
mechanism computes the relevance of each hidden state as a probability between
0 and 1, and then it multiplies the weights of each hidden state by its assigned
relevance. In this way, time-steps that are more relevant will have more influence in
the final decision, whereas time-steps which are less relevant will have little impact

on the final decision.

Described mathematically, let’s suppose that X = (zy, 29, ...,7;) € R® is
the input of the RNN, where for each time-step i € {1,...,t}, z; € R? are feature
vectors, and that H = (hy, ho. ..., h;) € R™* are the hidden states of the RNN.
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many to one without attention many to one with attention
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Figure 3.2: Comparison between RNN with and without the attention mechanism.

Therefore, the attention vector (a;) is computed by Equation [3.1] using Bahdanau’s
approach (Bahdanau et al.[2014).

s = softmax(hl - W, - H) 3.1
Ct = Qg - H (32)
Ay = f(Ct, ht) = tanh(Wc[Ct; ht]) (33)

where W,, € R**s_ and W, € R**?* are the weights matrices learned during the
training phase. This allows to use the information of all the hidden states instead of

using only the last hidden state.

In this way, the attention mechanism has been recently used not only for improv-
ing the performance of the network but also for interpreting why it reaches a certain
decision (Kaji et al. 2019). To this end, the probabilities within the attention vector
indicating the relevance of each time-step can be obtained every time a prediction is
made. Hence, it can be determined to which segment of the time series the network
focuses most. This fact could be particularly important for diagnosing an anomaly
since if the network pays more attention to a particular time-step it could indicate
at which point the anomaly occurred. Therefore, the attention mechanism has the

potential to point out when the anomaly occurred in a multi-time series problem.
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3.3 Large-Scale Monitoring

One of the main goals of the Industry 4.0 is to digitalize the industrial processes
in order to reduce down-times in the industrial systems, thus increasing their avail-
ability and productivity (P. Zheng et al. 2018). Exploding the data gathered from
the can also improve the maintenance service, besides providing support for
the decision-making (Serpanos 2018). In this way, the communication between
physical and digital elements has come to play an important role in various industrial
domains (Eidson et al. [2012; Leitao et al. [2016}; Yue et al. 2015)). To this end, the
data gathered must go through all the stages of the Industry 4.0 architecture, that is,
from to the cloud in order to process the data and transform it into relevant
information for the decision-making (Z. Chen et al. 2017; Dean and Ghemawat
2008; Ly et al. 2015; Wilber 2012)).

However, managing the large volumes of data generated by the entails a
number of technological challenges involving all the stages of the architecture:

= First, data must be efficiently gathered and sent to the cloud.

= Second, the cloud must be able to receive all the data sent by a wide range of
without forming a bottleneck.

= Third, the cloud must also be able to process all the received data in real-time
in order to early detect anomalies. Any delay during this process might cause

critical damage in the industrial systems (Babiceanu and Seker 2016).

= Finally, all the information obtained from the data processing must be accu-

rately filtered and served to the user to support the decision-making.

Hence, a monitoring system that covers all these needs is required. To this
extent, these systems should be based on process control algorithms, architectures,
and platforms that are scalable, fault-tolerant, modular (plug and play), and which
are applicable across several sectors (Colombo et al. 2014). Within the process of
monitoring the industrial systems, there are two distinguished phases corresponding
to data gathering and sending to the cloud (Section[3.3.1), and to data processing in
the cloud (Section [3.3.2).

68



3.3 Large-Scale Monitoring

3.3.1 Gathering and Sending Data to the Cloud

Initially, ubiquitous computing (Sakamura and Koshizuka 2005]) was used for
monitoring industrial systems, as is the case of a manufacturing architecture that
uses a cloud platform to visualize in a dashboard the state of the systems (Ferreira
et al. 2013), or the application of ubiquitous methods for manufacturing assembly
cells (Kiirikki and Haag [2013) or to support the decision-making (K. C. Lee et al.
20135)). However, the communication between the industrial systems and the cloud
was limited due to connectivity restrictions, thus hindering the monitoring of the
systems. Similarly, ubiquitous computing presents a number of challenges regarding
standardization, energy efficiency, network integration, and communications, among
others (Babiceanu and Seker [2016).

At this point, the [[0T] emerged as the key enabling technology to make the com-
munications more efficient (Y. Zhang et al. 2015). Unlike in ubiquitous computing,
each [[oT] device (sensor/actuator) can gather, send, and receive data enabled by
communication technologies over wireless and cloud platforms (Cutler 2014)). As
the [oT facilitates pushing data to the cloud, there was a proliferation of works using
this technology to monitor [CPSk. In this way, some works exposed the trends and
challenges for implementing the [[oT] within the industrial domain (Lihui Wang et al.
2015)), while others highlighted the energy savings resulting from the use of the [oT]
(Pop and Bessis 2013)). As the implementation of [oTlis regarded, it has been used
to aided the monitoring of robotics applications (Grieco et al. 2014)), or to enhance
the effectiveness and efficiency of sharing physical assets and services (Qiu et al.
2015)). Despite the [oT facilitated data gathering and sending to the cloud, it also
signified a large increase in the amount of data sent to the cloud that had to be then

processed to extract valuable information.

3.3.2 Data Management in the Cloud

As a consequence of the large volumes of data generated by [CPSk, the application
of Big Data and cloud computing technologies has attracted the interest of several
researchers due to their potential to provide fast, scalable and fault-tolerant data
processing (Babiceanu and Seker|2016), which make them suitable for managing
all the data coming from the [CPSk. Within the cloud, there is a wide range of
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tasks/processes that must be carried out to analyze the received data and to perform
effective monitoring, which entail several challenges. The literature has identified
these challenges and they agree on the need for a monitoring system with the
following requirements (Babiceanu and Seker |2016; Battaia et al. 2018; Serpanos
2018} P. Zheng et al. [2018)):

= Cloud-based distributed file systems for ubiquitous access to data.

= Open-source programming frameworks to process and analyze Big Data.
= Large-scale, fast and fault-tolerant data acquisition and processing.

= Real-time data collection from [CPSk and storage in the cloud.

= Remote monitoring and control capabilities.

.

= Advanced analytics.

= An intelligent search engine to answer queries.

To address these challenges, Big Data frameworks play an important role as
they provide distributed, fast, scalable, and fault-tolerant data acquisition, data
processing, and data storage. In fact, these tasks are the most data-intensive besides
being the most critical when monitoring the conditions of the [CPSk, since any delay
during these processes may also delay the decision-making (Faiz and Edirisinghe
2009). Next, the current trends and used Big Data frameworks in terms of data
acquisition (Section [3.3.2.1)), data processing (Section [3.3.2.2), and data storage

(Section [3.3.2.3)) are presented.

3.3.2.1 Data Acquisition

The data acquisition can be considered as the gateway or the entry point of
the data in the cloud. In this context, distributed messaging systems are typically
used in which messages are appended in a list as new messages arrive (Magnoni
2015). There are two main types of messaging systems: message queuing and

publish-subscribe (pub-sub) systems. Both of them are similar in that there is one
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part which sends the data and another which consumes it, although they differ in the
way they handle the received messages. The former receives incoming messages
asynchronously and ensures that each message for a given topic is delivered to and
processed by exactly one consumer (Choi et al. 2017). Conversely, the latter receives
incoming messages also asynchronously although, unlike in message queuing, the
system ensures that the messages are consumed in the exact order in which they
were received. Furthermore, the consumption of messages is not limited to a single
consumer, but multiple consumers can consume the messages of a given topic (Happ
et al. 2017). Due to this fact, pub-sub messaging systems are more appropriate for
the Industry 4.0 domain since multiple agents might require consuming the same

data for performing different tasks.

As these messaging systems run in a distributed manner (run on different compu-
tational nodes), they provide scalable and fault-tolerant message managing as they
are able to recover themselves from unexpected errors, limiting data loss (Magnoni
2015). Moreover, they are able to balance the message traffic between several
nodes to spread the load across them and alleviate system overheads (Ghomi et al.
2017). In recent years, there have been several pub-sub messaging systems such as
MQT’[ﬂ (Masdani and Darlis [2018)), or RabbitMQ Nevertheless, Apache Kafk

is currently the most powerful and scalable engine (Dobbelaere and Esmaili 2017).

Kafka is a distributed messaging system that uses the publisher/subscriber
communication pattern (Kreps et al.|[2011). Figure shows a general overview
of how Kafka works. As it can be observed, it uses different topics to manage
received data and separate them into groups (i.e., one topic per machine). Internally,
each topic contains a queue in which new messages are appended to the old ones.
In this manner, producers write messages into the topics while consumers read
them in chronological order. Note that Kafka can scale up its throughput by adding
partitions to each topic so that more data can be written/read at the same time. Kafka
minimizes the loss of messages as it persists all published records, whether they have
been consumed. Hence, Kafka meets all the requirements in terms of fast, scalable,

and fault-tolerant data acquisition. In addition, Kafka is a mature framework and

“http://mgqtt.org/
1Ohttps://www.rabbitmgq.com/
https://kafka.apache.org/
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has also been adopted in similar use cases (Carcillo et al. 2018; Du et al. 2018}
Ferndndez-Rodriguez et al. 2017; Park and Chi 2016; Yoon et al. 2017; S. Zhao
et al. [2015). In this way, Kafka can help to manage all the data coming from the
and thus, it is the data acquisition framework used in this thesis.
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Figure 3.3: General representation of how Apache Kafka works.

3.3.2.2 Data Processing

Processing the data gathered from the industrial machines is a key aspect for
assessing their condition in real-time. However, an efficient data processing engine
is required to manage the large volumes of data received, besides being scalable to
support future demanding workload increments. In addition to Big Data frameworks,
the data processing phase must be automated to analyze the data and draw conclu-
sions (J. Lee et al. 2015]). This is because humans are unable to draw conclusions in
a fast and efficient way when a huge amount of data is involved, and systems man-
aged by humans are hard to maintain, besides being incomplete (Niggemann et al.
20135)). Currently, data-driven models (ML models) are typically used to evaluate
the condition of the [CPSk to detect or predict anomalies. Therefore, there is also a
need for engaging [MIL] algorithms to the data processing engine (X. Wu et al. 2013).
Consequently, data analysis can be more efficient than analyzing it manually.

In this context, Hadoop MapReduceEZ] (Shvachko et al.|2010) was originally the
most popular data processing engine and it has been adopted in several domains

2https://hadoop.apache.org/
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(Boyd 2010; F. Li et al. 2014} Triguero et al. 2015). Hadoop is a distributed batch
processing framework that uses the map-reduce data processing paradigm consisting
in three phases: map, shuffle, and reduce. The former applies a map function to
the local data (within each node) and then writes the output to a temporary storage.
Then, the output data is shuffled across the nodes based on a key produced in
the previous phase, thus obtaining key/value paired groups of data. Finally, the
reduce phase processes the groups of data in parallel. Despite Hadoop was the
first framework that provided a fast, scalable, and fault-tolerant data processing, all
the operations are limited to these three phases. Hence, migrating the entire logic
of the applications of a company might be challenging due to the fact that all the
data processing must match the map-reduce paradigm (Kalavri and Vlassov |[2013).
Furthermore, there was a need for processing streaming data rather than processing
data in batch (Shahrivari [2014). Hence, there was a need for a more flexible and

faster framework.

In recent years, some promising distributed data processing frameworks such
as Apache SparkE] Apache StormE] and Apache FlinkE] emerged as alternatives
to Hadoop. The main difference between Hadoop and the new frameworks is that
the latter ones use in-memory data processing, instead of having to load the data
from disk. This fact makes them much faster than Hadoop. Moreover, they are more
suited for streaming data. Of these frameworks, Apache Spark is nowadays the most
mature and used for processing data in real-time as it can be shown in (Alsheikh
et al. 2016 Maillo et al. 2017} Suthakar et al. 2019 D. Zhou et al. [2016).

Apache Spark provides real-time data processing throughout its streaming ver-
sion Spark Streaming ([EDE] which is a scalable, high-throughput, fault-tolerant
stream processing for live data streams. In general terms, [SS|receives live input
data streams and divides the data into batches, which are then processed by the
Spark engine to generate the final stream of results in batches. Figure shows
this process. Internally, it uses a Discretized Stream (Zaharia et al. 2012)

to represent a continuous stream of data and it is responsible for processing the

Bhttps://spark.apache.org/
https://storm.apache.org/
Bhttps://flink.apache.org/
1Shttps://spark.apache.org/streaming/
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incoming data. To process large volumes of data, multiple can be used
in parallel to scale-up the computational capability of the framework and thus, to
process more data within each batch. It must be noted that as far as each
is an independent process, at least one dedicated CPU is required for each of them.
The time interval between batches can vary from very short intervals (micro-batch)
to long ones. Furthermore, Spark provides pipelines to connect the data processing
engine to frameworks such as Tensorflow or Keras to feed processed data into
the developed anomaly detection model.

In this way, meets all the requirements in terms of fast, scalable, and fault-
tolerant data processing. In addition, it is supported by a huge developer community
and is powered by companies such as IBM, Hortonworks or Cloudera, which means

that the framework is mature and resilient over time.
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Figure 3.4: General representation of how Apache Spark Streaming works.

3.3.2.3 Data Persistence

Data storage is a key phase in the monitoring of industrial systems to persist the
historical data to perform advanced analytics and generate ML models in addition to
register all the events occurred during the monitoring. Initially, Relational Database
Management Systems (RDBMS)) were used to store the data. The strength of these
databases lies in the relationship that they maintain between the items of the database
and its standardized Structured Query Language (SQL), which is used for querying
the database to extract information from one or multiple tables (Chatham 2012).

Another key feature of relational databases is that they adhere to ACID properties,
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which ensure that database transactions are performed reliably (Mohamed et al.
2014). In this way, are efficient at storing and querying data when storing
a number of thousands of rows, although they suffer when this number increases to
hundreds of thousands or millions of rows (Agrawal et al. 2011).

The factors that make efficient (relationship and ACID) also hinder
scalability since maintaining the relations makes hard to distribute relational data
across several servers and can lead to performance issues both when reading and
writing data (Bazar, Iosif, et al.2014). are also CAP theorem compliant,
which exposes the fundamental trade-off between consistency (C), availability (A),
and partition tolerance (P). Consistency means that all the clients have the same
view of the data. Availability refers to the ability of the database to ensure that
the clients can always read and write. Partition tolerance enables the database to
work adequately despite network and machine failures (Bazar, losif, et al. 2014)).
Partition tolerance is only applicable to databases that run over multiple nodes and
thus, are CA. In this way, storing and handling large amounts of data is
one big obstacle of the current (Pereira et al.[2018]). Therefore, NoSQL
databases emerged because of the need to tackle this issue.

NoSQL databases are designed to run in a distributed manner across several
nodes, meaning that they are able to scale horizontally to support future growths
of data (Abbasi et al.[2018). Unlike in in NoSQL databases, each record
contains a complete set of information without external references, which in addition
to the non-adherence to ACID properties facilitate the process of spreading the data
across multiple nodes (Bazar, losif, et al. 2014). As theoretically it is not possible to
achieve the three properties of the CAP theorem, most of NoSQL databases lose
on consistency to gain availability and partition tolerance. Furthermore, NoSQL
databases adhere to BASE in which an application works all the time (basically
available) (Chandra 2015). On the other hand, NoSQL databases have typically
more write throughput than[RDBMS| meaning that they are faster and more efficient
at the time of inserting data into the database (Gessert et al. 2017). This fact is a key
issue when monitoring industrial systems as large volumes of streaming data must
be stored efficiently not to form bottlenecks.

As a downside, NoSQL databases are not as powerful as at the time
of querying the database as they do not make use of the In this way, there
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are many NoSQL databases available that meet all these requirements such as
Elasticsearch InﬂuxDBE or MongoDBE]

3.4 Conclusions

This chapter has presented the current trends and technologies in terms of time
series anomaly detection, [DL] algorithms interpretability, and large-scale monitoring
of industrial systems. Concretely, it has detailed:

= How the CNN-RNN architecture can improve the multi-time series anomaly
detection field.

= How the and attention mechanism can help to interpret the decisions
made by the model in order to point out the causes of the anomaly.

= How Big Data and cloud computing technologies can be used for managing
the large volumes of data generated by the [CPSk.

In the following chapters, the three contributions regarding these challenges will

be presented.

https://www.elastic.co/
Bhttps://www.influxdata.com/
Yhttps://www.mongodb.com/
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Real learning, attentive, real
learning, deep learning, is
playful and frustrating and
Jjoyful and discouraging and
exciting and sociable and pri-
vate all the time, which is

what makes it great.

Eleanor Duckworth

Anomaly Detection in
Heterogeneous Multi-Sensor
Systems

This chapter presents the proposed Multi-head CNN-RNN architecture for multi-
time series anomaly detection. First, the motivation behind this contribution is
exposed (Section @ Then, the architecture of the Multi-head CNN-RNN is
described (Sectiond.2), providing detailed information about both the Multi-head
CNN and the RNN sides of the architecture. Furthermore, the benefits of using
the proposed architecture to adjust its configuration to each sensor, and to adapt
to changing sensors’ configuration are described. Afterward, the configuration of
the experimentation carried out to validate this architecture (Section 4.3)) and the
obtained results (Section 4.4)) are presented. Finally, some conclusions and future
works are exposed (Section[4.5). The content of this chapter is partially published
in (Canizo et al.[2019b).

7



4. Anomaly Detection in Heterogeneous Multi-Sensor Systems

4.1 Motivation

Detecting anomalies in industrial systems is a key issue to avoid unexpected
down-times and improve their availability and reliability. As mentioned, industrial
systems (CPSk) are equipped with heterogeneous multi-sensor systems to monitor
the performance of all their components, which might vary as the evolve due

to the addition, modification, or removal of already installed components/sensors.

Traditionally, dealing with sensor data implies a previous data processing to clean
the data, extract meaningful features or reduce the dimensionality to convert this data
into smart/usable data (Triguero et al.|[2018]). Moreover, treating heterogeneous data
hinders this task as each sensor data might have its properties, which will require
further data processing (Garcia-Ceja et al.|2018). This is because traditional
algorithms such as[RE or[SVMk do not typically obtain good results when applied
over raw data (Feurer et al. 2015). This data processing usually supposes most of
the time when generating an anomaly detection model (or any other ML model), in
addition to the fact that it may require expert knowledge in the domain to know how
an anomaly looks like. In fact, data pre-processing is the most critical phase as not
defining the correct features can lead to a low performance regardless of the used
ML algorithm (Ramirez-Gallego et al.[2017).

On the other hand, the variability of the sensor configuration of a[CPS| makes
the developed anomaly detection model to be outdated every time a modification
is made. This fact implies, in the best scenario, retraining the model from scratch.
Otherwise, it might involve conducting the data pre-processing again since the
feature relevance could have also been changed as a consequence. Therefore, a[ML]

model that facilitates adapting to changing scenarios is required.

As stated in Section algorithms achieve state of the art results in
multi-time series modeling, where the CNN-RNN architecture has particularly
exhibited promising results at classifying multi-time series over raw sensor data.
This architecture can automatically extract the most meaningful features from raw
data, thus removing the necessity for pre-processing it. However, there are still some
challenges to be addressed. First, all sensor data is treated the same way regardless
of their properties, which can lead to lower performance. Second, its suitability for

detecting anomalies over multi-sensor data is not yet proven and thus, it may suffer
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in imbalanced data scenarios as it is a supervised technique. Third, the CNN-RNN
architecture is not adaptable to changing sensor configurations since a variation in
the configuration might imply training the model from scratch.

Hence, the motivation of this work is to apply and modify the CNN-RNN
architecture to address the described challenges, thus adapting this architecture to
detect anomalies in changing heterogeneous multi-sensor systems. To this end,
we propose a variant of the previous architecture, referred to as the Multi-head
CNN-RNN.

4.2 A Multi-Head CNN-RNN Architecture for Multi-

Sensor Systems

This section details the proposed Multi-head CNN-RNN architecture. First,
the proposed architecture is introduced (Section #.2.1). Afterward, a detailed
explanation of both the CNN (Section[4.2.2)) and the RNN (Section {.2.3) sides of
the architecture is provided. Finally, how the proposed architecture can adjust its
configuration to each sensor data (Section 4.2.4)), and how it adapts to changing

sensor configurations are explained (Section #.2.5).

4.2.1 General Overview of the Multi-Head CNN-RNN

The proposed architecture is a variant of the CNN-RNN architecture that differs
in the way it manages the sensor data. Unlike the base CNN-RNN model used in
the literature (Liu et al.|2017; Mohammadian Rad et al.[2018; Bendong Zhao et al.
2017), we utilize an independent CNNs to process each sensor data. Throughout
this document, we refer to each convolution as a convolutional head, thus forming
a Multi-head CNN. Processing each sensor data on independent CNNs entails a
number of advantages: 1) the feature extraction is enhanced by focusing only on
one particular sensor rather than on all at once, 2) each convolutional head can be
adjusted to the specific nature of each sensor data, and 3) it makes the architecture
flexible to adapt it to new sensor configurations as the convolutional heads can easily

be added, modified or removed.
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Figure[4.1]shows the general overview of the Multi-head CNN-RNN architecture.
From the left, data coming from sensors are individually processed by independent
convolutional heads by means of a window W of length ;. The window slides
over the time series with a step of size IWs. A feature map £ is obtained as a result
of applying a CNN to the window w of sensor n. Feature maps corresponding to
the same window w are then concatenated. Once all windows of all sensor data are
processed, the RNN (R ,,) of depth [ and number of units u yield the classification
outcome by processing all the windows chronologically and applying a final dense

layer D.

In this way, the Multi-head CNN is responsible for extracting meaningful fea-
tures from sensor data. In many industrial scenarios, machines have installed
multiple heterogeneous sensors that are independent of each other and thus they
might not be correlated. Hence, it is reasonable to treat them independently. Another
key characteristic of the proposed architecture is that it does process the time series
using a sliding window instead of processing the entire sequence at once. Often,
multiple behaviors can be represented within a single time series, especially in
industrial systems where the action it performs is composed of different phases. In
this way, processing the time series in a window-based way makes the network to
focus the feature extraction on each phase. Otherwise, the feature extraction would
be done according to the entire time series, thus leaving possible key features of
each phase uncaptured. Hence, the feature extraction is done window by window
for each time series, meaning that it can focus on the different phases existing in a
time series. Finally, the features coming from all convolutional heads are processed

together window by window by the RNN side to classify the entire event.

The RNN is responsible for finding the hidden temporal patterns from the
extracted features. It acts as the classifier of the architecture. To this end, the RNN
processes all the extracted features corresponding to each window in chronological
order. Finally, it gives a final result according to the temporal behavior that all

sensors exhibit throughout a specific event.

This architecture can be implemented with a variety of CNN and RNN layer
types. As there is no layer that best suits all scenarios, it is advisable to analyze all

alternatives to determine which one performs best for the use case under considera-
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tion. In this chapter, all the possibilities to find the architecture that best adapts to

our use case are analyzed. See Sections [4.3]and .4] for more details.
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Figure 4.1: General overview of the Multi-head CNN-RNN architecture.

4.2.2 Multi-Head CNN

The Multi-head CNN uses one-dimensional convolutions, where the dimension
defines how it processes input data. CNNs are very popular on image processing
and they become the state of the art in this field. Since images have two dimensions,
two-dimensional convolutions are used. In this way, the kernel moves from left to
right and from top to bottom to process the entire image. However, time series can
be defined as one-dimensional vectors. Therefore, one-dimensional convolutions
are applied to make the kernel move over it in a single dimension, that is, in the time
dimension.

To process multiple time series, the Multi-head CNN uses multiple one-dimen-
sional convolutions with a single channel. Traditionally, when dealing with multiple
time series, CNNs with multiple channels are used where each channel corresponds
to a single time series (Liu et al. 2017; Mohammadian Rad et al. 2018; Bendong
Zhao et al.|2017)). Hereinafter, we will refer to it as Multi-channel CNN. When a
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Multi-channel CNN is used to process multiple time series, a single feature map
containing the main features of all the time series is obtained as a result. Although
a different set of filters is used for each channel and therefore, the extraction of
features is independent for each channel, all of them are mixed together to give a
final result. In this way, the specific features of each sensor data might be lost by
mixing them all together. In contrast, the Multi-head CNN extracts the features of
each time series independently. As a consequence, an independent feature map for
each time series is obtained. Conversely, this fact has an impact on the number of
parameters of convolutional architectures. The number of parameters of each layer

on a traditional Multi-channel CNN is computed using Equation 4.1

p:FN-KS-DpL—l—bias (41)

where Fy denotes the number of filters, K¢ the kernel size, Dp; the last
dimension of the output vector resulting from the previous layer, and bias = Fl.
However, for Multi-head CNN layers, the number of parameters must be multiplied
by the number of sensors. Hence, it increases linearly according to the number
of sensors. As in this architecture the objective on the convolutional network is
to extract the main features of each sensor data, processing them on individual
convolutions is the only way to preserve their characteristics unaltered.

As described, time series are processed in a window-based way (Ordéiez and
Roggen 2016). To divide the time series into smaller segments, all of them are
partitioned into the same number of segments. The number of windows is computed
as stated in Equation {4.2]

- SL—WL
= W +

where S;, denotes the sequence length or the number of data points within the

W 1 (4.2)

time series, W, denotes the window length and W denotes the window step, that
is, how big is the step to be taken to slide the window over the time series. If
Wgs < Wy, it means that windows overlap with each other. If Wg = W, it means
no overlapping between windows.

Therefore, each convolutional head processes its corresponding time series

window by window. As a result, a feature map F;, is obtained for each window
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and sensor data, where n denotes the sensor number and w the window number.
After applying the convolution over all the windows, a sequence of feature maps
is obtained for each time series, where each feature map is chronologically sorted
within the sequence. As these sequences are independent of each other, they are
then concatenated all together. Note that only the feature maps corresponding to
the same window number (w) are concatenated with each other. In this way, a
sequence of feature maps is obtained where the feature maps of all the time series
are concatenated.

Regarding the input data of the Multi-head CNN, each convolutional head
requires a four-dimensional input, which is given by Equation

input_dim = (n_samples, Wy, Wy, n_channels) (4.3)

where n_samples denotes the number of samples within the batch, and n_channels

the number of channels. As the time series are univariate, n_channels = 1.

4.2.3 RNN

RNNs are DL architectures with the ability to remember past events. Unlike
in traditional neural networks where the information only flows in one direction,
in RNNs the data cycles through a loop. Thus, to make a decision an RNN does
not only take into consideration the current input but also uses what it has learned
before. To this end, the neurons of the recurrent layers, called units, have two inputs
instead of one: current and recent past data. As a consequence, an internal memory
is formed with which temporary behaviors can be captured throughout a sequence.

In this way, RNNs are suitable for finding temporal patterns throughout the
features extracted from each window. The input of the RNN is a three-dimensional
vector resulting from the last layer of the Multi-head CNN. The input size is given
by Equation 4.4

input_dim = (n_samples, Wy, Dpr,) (4.4)

At this point, bear in mind that the feature map of each window is formed by
the concatenation of the feature maps resulting from each sensor. In this way, the

RNN processes the extracted feature maps in chronological order, that is, from F}
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to F,. The RNN processes each window to store in its internal memory the relevant
information corresponding to the current window. Finally, it makes a decision taking
into account what has happened throughout the windows. It is worth to point out
that the RNN does not make a decision for each window, instead, it processes the
information corresponding to all the windows as a whole to classify the entire event.
Therefore, the RNN side of the architecture is not triggered until the Multi-head
CNN does not process all the windows. As a consequence, an event is not classified
until it is already completed since all sensor data involving the event is required to

make the final decision.

4.2.4 Adjusting Convolutional Heads to Each Sensor Data

One of the benefits of the Multi-head CNN-RNN is its capability to adjust
each of the convolutional heads to the requirements and needs of each sensor. As
mentioned above, heterogeneous sensor systems might measure disparate signals
and thus, applying the same convolutional layers to all of them might result in a poor
quality feature extraction. It may also be the case that some of the signals of the
multi-sensor system are more complex than others. In this case, these sensors might

require applying a higher number of filters and/or stacked convolutional layers.

Figure 4.2 shows an example of this. Note that this figure only depicts the
convolutional side of the architecture. As it can be observed, this architecture
facilitates applying different[CNN to each sensor number without modifying the
architecture of the Multi-head CNN-RNN. In this architecture, a convolutional layer
within a given convolutional head is defined by Cffi »Fv , where n indicates the
sensor number, and [ the layer. Recall that Kg refers to the filter size, and Fy to
the number of filters. Consequently, the depth of each convolutional head can be
modified as well as the used number of filters and their size. It must be noted that
the resulting feature map will be affected by the used configuration. In case that only
the depth is modified from one convolutional head to another, the output vector size
will be equal for all of them. The only difference between them is that some sensor
data will experience more transformations due to a higher number of convolutional

layers.

84



4.2 A Multi-Head CNN-RNN Architecture for Multi-Sensor Systems

1D Convolution

WL

I =

WS

Sensor #1

(@]
!
!

2, 100 2,100 2,100
L1 CI.Z 1,3

C
- - - ﬁ
2,100 2,100 2,100 2,100
C C C

Sensor #2

2,1 2,2 2,3 2,4
Input
—> - -

Input

[TTTTTTTT]
[TTTTTTTT]

Concatenate

[

[

Sensor #3

[
[

(TTTTTTTTTTT]

Sensor #4
!

Sensor #5
@ :
=}
g

Figure 4.2: Example of different configurations of convolutional heads applied to five
sensor data.

In contrast, the size of the output vector will vary if the number of filters, their
size, or the stride is modified from one convolutional head to another. A higher
number of filters will increase the length of the resulting feature map whereas a
lower number will decrease it. On the other hand, larger filters or strides will make
the length of the output vector to be decreased, while smaller filters or strides will
increase the vector. For instance, Figure @ shows that sensor #4 has a fewer number
of convolutional layers than sensor #5. However, sensor #4 has a higher number of
filters than the others and sensor #5 has a fewer number of filters than the others.
Consequently, the length of the feature map of sensor #4 is larger than the rest of
the sensors, whereas the length of the feature map of sensor #5 is smaller than the

rest of the sensors.

It is worth to point out that if the length of the feature vector varies from one

convolutional head to another, sensors with a larger number of features might have
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more influence in the network’s decision as they will be represented by more features
than the others.

4.2.5 Adapting to Changing Sensor Configurations

On the Industry 4.0, the sensor configuration of industrial machines often varies
as new sensors are installed, removed, or modified. Hence, the model has to be
adapted each time. In these situations, the previous model becomes old-fashioned
and a new model is typically generated from scratch using the current sensor
configuration. This is often expensive in terms of time and computational resources.
As far as the proposed Multi-head CNN-RNN uses independent convolutional heads
to process each sensor data, it facilitates the process of generating a new model suited
for the current sensor configuration. This is done by adding, removing, or modifying
the corresponding convolutional heads to the old model (the one used until the
sensor configuration changed). Therefore, instead of generating a new model from
scratch, the knowledge (weights) of the old model can be used to generate the
new one by leaving unchanged the parts that are shared by both models and only
training the changing part. Consequently, the knowledge of the convolutional heads
corresponding to unmodified sensors is transferred directly to the new model. In
contrast, the convolutional heads corresponding to added/removed/modified sensors
are trained from scratch along with the recurrent side of the architecture. In this
manner, less time and computational resources would be required to train the new
model.

This is inspired by Transfer Learning (TL)) as the underlying idea is to transfer
knowledge from one model to another (Weiss et al. 2016). However, this approach
differs from [TLlin that [T typically uses the first layers of the trained network to
transfer knowledge from one model to another. Then, the new network is trained by
freezing or fine-tuning these layers. This is often used for image classification where
a[CNN]| model is trained to classify an image between a given number of classes.
Afterward, the knowledge of this model to detect features within images is used to
train another model suited to classify images of other classes. Conversely, in this
proposal, all the convolutional layers corresponding to unchanged convolutional

heads are transferred to the new model, and its weights are then frozen. Therefore,
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at the time of training the new model, transferred convolutional heads are never
trained. Note that the concatenation layer does not have trainable parameters as it
only joins the vectors resulting from the convolutional heads. Hence, no weights are

transferred to this layer.
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Figure 4.3: Example of training a Multi-head CNN-RNN trained with an additional
sensor data. The part of the architecture included within the red box is the part that is

trained from scratch. The rest of the architecture remains unaltered.

Figure [4.3|shows an example of how a new model is trained when a new sensor
is installed in an industrial machine which was already monitored by four sensors.
First, a new architecture is generated by adding a convolutional head to the previous
one, meaning that there are now five convolutional heads instead of four. Next, the
weights of the four convolutional heads corresponding to the previous sensor data
are transferred to the new architecture. The weights of these convolutional heads
are frozen as they are already trained. Finally, the new model is trained by training

the convolutional head corresponding to the fifth sensor and the recurrent part.
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4.3 Experimental Framework

This section describes the configuration and properties related to the experi-
mentation followed in this chapter. In this way, this section presents the measures
used to benchmark the performance of the models (Section d.3.T)), the properties of
the used validation dataset (Section4.3.2)), the parameters and the base classifiers
(Section |4.3.3)), and finally, a description of the non-parametric statistical methods
used to compare the results obtained (Section 4.3.4).

4.3.1 Performance Measures

In this section, the metrics used to measure the performance of the DL architec-
tures studied in the experimentation are analyzed. As this contribution focuses on
the anomaly detection field, datasets are often imbalanced. Thus, selected metrics
are widely used in such scenarios to avoid neglecting the minority class (i.e. the
anomalies) (Bosman et al. 2017; Hamamoto et al. 2018} T.-Y. Kim and S.-B. Cho
2018).

As standard classification methods, the performance of these classifiers can
be measured in terms of precision and recall. Nonetheless, the Precision-Recall
Curve (PRC) was used since it is a plot that summarizes the trade-off between the
precision and the recall using different probability thresholds. Often, the Receiver
Operating Characteristic (ROC) curve is used instead of the PRC (Kanarachos et al.
2017). However, it is demonstrated that the PRC is more informative at the time of
evaluating binary classifiers on imbalanced datasets (Saito and Rehmsmeier |[2015)).
The main difference with respect to the ROC curve is that it does not make use of
the true negatives as it is only concerned with the correct prediction of the minority
class.

In addition, the Average Precision (AP) was used to obtain a specific value with
which the classifiers can be compared. The [APlsummarizes the PRC as the weighted
mean of the precision achieved at each threshold, with the increase in recall from

the previous threshold used as the weight. It is calculated as in Equation[4.5]

AP =) (R, — Ro_1)P, (4.5)

n
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where P, and R,, are the precision and recall at the ny;, threshold, respectively.
Note that no interpolation was used and thus it is different from calculating the area
under the PRC with the trapezoidal rule.

In imbalanced data scenarios, the g_mean (geometric mean)) is another exten-
sively used metric (Camps et al. 2018; Hua et al. 2017; Weinberg 2017). It is the

geometric mean between precision and recall. It is computed as in Equation 4.6

\/ TP TN “46)
_mean —= . .
g TP+ FN TN+ FP

These metrics are calculated from a confusion matrix, which displays the cross-

ing correct and wrong predictions between pairs of categories (classes) (Limin Wang
et al. 2017). It represents True Positives (TP), False Positives (FP), True Negatives
(TN), and False Negatives (FN) undertaken by the system.

4.3.2 Validation Dataset

The proposed architecture was validated against the industrial case study de-
scribed in Section As mentioned, the dataset contains a set of 14,000 elevator
journeys of fixed length, represented by 20 sensors data of length 8,000. This dataset
contains a 20% of anomalous journeys, although four new datasets were generated
based on the original one to test the behavior of the architectures under different
imbalanced ratios. These new datasets contain 15%, 10%, 5%, and 3% of anoma-
lies, respectively. The selection of anomalies for each dataset was done randomly.
Recall that three types of anomalies were considered: point, context-specific, and
collective.

Regarding the training of the architectures analyzed in the experimentation, all
the datasets were split into train/validation/test sets, with a ratio of 60/20/20%. The
considered datasets were partitioned using a Stratified Shuffle Split (SSS)) cross-
validator (obtained from scikit—learrET]), which splits the datasets into train/test sets
and returns stratified randomized folds. As[SSS|only splits the dataset into two sets,
the datasets were first divided into train/test sets with a ratio of 60/40. Afterward,

the test set was divided into two equally sized sets to generate the validation set.

2https://scikit-learn.org/stable/modules/generated/sklearn.model_selec-
tion.StratifiedShuffleSplit.html
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The folds generated by the [SSS| preserve the percentage of samples for each class.
In the experimentation, the was applied 10 times for each model and thus, each
of them was trained, validated, and tested with 10 different data distributions.
When a dataset with a reduced amount of anomalies is used, the following
method is conducted to randomize the anomalies included on each fold. For each
fold, the corresponding percentage of anomalies (15%, 10%, 5%, or 3%) is extracted
randomly from the original dataset and the others are removed. Then, the dataset
is partitioned into train/validation/test sets. In this way, each fold always contains

different anomalies to train, test, and validate the models.

4.3.3 Parameters and Base Classifiers

In this section, the architecture of all the neural networks used in the experiments
is described. As mentioned in Section 4.2} the proposed architecture has a 1D
convolutional part followed by a recurrent part. Regarding the convolutional side,
two types of layers were considered: ConvId (LeCun et al. 2015), and LCI1d (W.
Zhao et al. 2017)). The LC1d layer is similar to Conv1d although it uses multiple
static kernels instead of using a sliding kernel that moves over the entire vector.
Thus, it uses a single kernel for each different patch of the input (W. Zhao et al.
2017). Although this layer is not purely a convolutional layer but behaves similarly
to it, the LC1d layer was included within the group of convolutions in this work. In
this experimentation, the Conv1d layer was used with both Multi-head and Multi-
channel architectures, while the LC1d layer was only used with the Multi-head
architecture. Recently, the Multi-channel architecture has been used in several works
(Kanjo et al. 2019; Ordéfiez and Roggen [2016; Tsironi et al. [2017) and thus it was
used as baseline. On the other hand, five types of recurrent layers were examined:
RNN (LeCun et al.[20135), LSTM (Greff et al.2017), GRU (Dey and Salemt2017), Bi-
LSTM, and Bi-GRU. The last two types of layers refer to the bi-directional version of
LSTM and GRU layers (Schuster and Paliwal [1997). These layers process input data
in chronological order. However, in bi-directional mode, data is processed in both
chronological and reverse order. All possible combinations between convolutional
and recurrent layers were analyzed in the experimentation. Thus, there were a total

of 15 architectures. Figure {.4] summarizes the used architectures.
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Furthermore, traditional [ML algorithms were used for comparison purposes.
These algorithms refer to RE, CatBoost, LightGBM, and ensemble methods. In-
stead of manually configuring (hyper-parameter selection) these classifiers, an
automated machine learning (AutoML) libra was used. This library is capable
of automatically identifying the ML algorithm (from a pre-defined list) that best
suits the considered dataset. To this extent, it trains several models with different
hyper-parameters and it automatically adjusts them to achieve the best performance.
Furthermore, it performs some pre-processing steps to clean the data, extract the
most important features, and/or reduce the dimensionality of the dataset. The Au-
toML will keep testing different models and configurations until a previously defined
period of time is reached. For example, if one day is defined, the library will spend

an entire day testing several configurations to achieve the best possible performance.

Convolutional layers Recurrent layers
RNN
Multi-channel Convld LSTM
Multi-head Convld GRU
Multi-head LC1d Bi-LSTM
Bi-GRU

Figure 4.4: Summary of the architectures used in the experimentation. All possible
combinations between convolutional and recurrent layers are used, for a total of 15

different architectures.

The configuration of the architectures was divided into two groups: Multi-
head and Multi-channel. The former uses independent single-channel convolutional
heads to process each time series separately (Figure 4.5a). The latter uses a single
convolutional head with multiple channels to process all the time series (Figure
4.5b). The other difference between both is that on Multi-head architectures, the
output of all the convolutional heads is concatenated before reaching the recurrent
part. Despite these differences, the layer configuration of both types of architectures
remains the same. Note that the Multi-channel architecture served of comparison

approach.

2Thttps://github.com/mljar/mljar-supervised
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The convolutional part of the architectures is composed of four stacked one-
dimensional convolutional layers. Each convolution applies a Batch Normalization
(BN) layer (Ioffe and Szegedy [2015) followed by a ReLU (Krizhevsky et al.2012)
activation layer. The inclusion of the layer is particularly important as it reduces
the internal covariance shift. This brings a regularization effect between batches and
makes training faster (K. Zhang et al. 2017)). Unlike other[CNN's for time series
classification (Ignatov 2018; Pourbabaee et al.|[2017; Bendong Zhao et al.[2017)), no
sub-sampling layer is used after the convolution. In our window-based approach, it
is not required as the dimensionality of the input data is already constrained by the

windows.

After the convolutions, two stacked recurrent layers are used with ReL.U as the
activation function. Next, a dropout layer is used to regularize the activations to
avoid overfitting. Finally, a dense layer is applied to generate the output of the
architecture. For this layer, a sigmoidal activation function is used whose output is a
value between 0 and 1. This value refers to the probability that the outputis O or 1,

thus it is then rounded to obtain a binary result.

The training process of these architectures was conducted in a fully-supervised
way using back-propagation to adjust gradients from the final dense layer to the
initial convolutional layers. As architectures were designed for a binary classification
task, Binary cross-entropy (Golik et al.[2013) loss function was used. Regarding the
optimizer, Adam (Kingma and Ba|2014) was used since it obtained the most stable
results throughout all the tests. To find the best values for hyper-parameters, a grid
search was used. Table summarizes the parameter specifications used to train
the architectures. Note that the grid search was performed for this specific use case.
Therefore, this parameter configuration might not be suitable for another use case.
In such a case, another grid search would have to be done. To make the training
more efficient, batches of 50 instances were used and gradients were computed after
each batch. As architectures containing LC1d layers require more computational
resources, batches of 10 instances were used to avoid memory problems at the time
of training. Furthermore, the maximum number of epochs was set to 30. However,
an early stop method was used to stop the training process in case it converges

before reaching the defined maximum number of epochs. In this way, the training
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Figure 4.5: Layer configuration of all the architectures. Each box contains the name
of the layer and its corresponding output shape. Note that, for input layers, the last
dimension of the output shape refers to the number of channels (sensors), while for

convolutional layers it refers to the number of filters.

set was used to train the architectures while the validation set was used to tune them.

Finally, the test set was used to check their performance against unseen data.

4.3.4 Statistical Test for Performance Comparison

In order to provide statistical support to the results obtained in the experimen-
tation, a hypothesis-testing technique was used (Garcia et al. 2009). In particular,
a non-parametric test was used since parametric tests might lose credibility be-
cause the initial conditions guaranteeing their reliability may not be satisfied (i.e.,

independence, normality, and homoscedasticity) (Sheskin 2007).
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Parameter Value

conv. filters 20

recurrent units 128

dropout 0.25

window length 100 (It varies on Section4.4.4

window step 100 (No overlapping windows)
learning rate 0.00001

epochs 30 (with early stop)

batch size 50 (10 for LC1d architectures)

Table 4.1: Parameter specification for all the architectures employed in the experimen-

tation.

In this work, these tests were used in cases where multiple datasets were used
(Section [4.4.3)). For these cases, a Friedman test (Garcia et al. 2010; Garcia et al.
2009) was used to analyze whether there were statistical differences between them.
Furthermore, Holm post hoc test (Garcia et al.|2010) was used to identify which of
the architectures were distinctive among a 1 x n comparison. In this way, a given
hypothesis could be rejected at a specified level of significance of o (o = 0.05 was
used). Hence, the adjusted p-value (APV]) was computed for each comparison which
denotes the lowest level of significance of a hypothesis to be rejected. In addition,
the architectures were classified employing a ranking that determines how good
each of them are in comparison to the others. The positions of the ranking were
assigned by computing the average performance obtained by each architecture in all
the tested datasets. The architecture obtaining the best[APV]have the best ranking.

These tests are widely used in the field of [ML] as can be shown in (Demsar
2006; Garcia et al. 2010; Garcia et al. [2009; Garcia and Herrera 2008)), where they
recommend their use. A more detailed explanation can be found in (Santafe et al.
2015).

4.4 Results and Discussion

In this section, the results of the experimentation are analyzed and discussed.

First, a comparison between using a Multi-head or a Multi-channel convolution
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architecture is performed (Section [#.4.T)). Second, the difference between using a
Convld or a LC1d as convolutional layers is analyzed (Section 4.4.2)). Third, the
performance of the architectures as the percentage of anomalies within the dataset
decreases is analyzed (Section #.4.3)). Fourth, the impact that the window length
has on the performance of the architectures is evaluated (Section 4.4.4). Fifth, the
performance of the Multi-head architectures to transfer knowledge from one model
to another to adequate them to changing scenarios is tested (Section 4.4.5). Note
that only Multi-head Convl1d like architectures were considered in the last two
experiments. Finally, the Multi-head CNN-RNN architecture is compared with
traditional ML algorithms (Section 4.4.6)).

4.4.1 Multi-Head vs Multi-Channel CNN-RNN

In this section, a comparison between our proposal (Multi-head CNN-RNN) and
the Multi-channel CNN-RNN architecture existing in the literature (i.e., (Kanjo et al.
2019; Ordoéiiez and Roggen 2016; Tsironi et al. |[2017)) is performed. The aim of
the convolutional part of the proposed architecture is to extract the most relevant
characteristics from sensor data. Thus, the performance of the entire architecture is
analyzed based on how the features of sensors data are extracted, independently or
as a group. Furthermore, the impact that the different recurrent layers have in these
architectures is discussed. Note that in this experimentation, only the Conv1d layer
was considered as the convolutional layer.

One of the main differences between both architectures lies on the number of
features extracted from each window. Table[d.2]details the shape of the output vector
regarding each layer and architecture. It also shows the total number of features
extracted from each window, which refers to the last dimension of the output vector
of the last layer. As shown, the number of extracted features per window is much
higher for the Multi-head convolution. In fact, it increases linearly according to
the number of sensors. Thus, it contains more features concerning each sensor.
Moreover, the features of each sensor are ordered by sensor while in Multi-channel
convolutions they are not.

Table @ shows the comparison of their results, where the best scores for

each recurrent layer are highlighted in bold. As it can be observed, there is a
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significant difference between Multi-head and Multi-channel architectures in terms
of g_mean. Figures [4.6a and 4.6b| show the PRC of both Multi-head and Multi-
channel architectures. The results demonstrate that Multi-head architectures are
able to detect anomalies significantly better as they obtain higher precision and
recall scores. Furthermore, the variance on the results from one iteration to another
is higher for Multi-channel architectures. As recurrent layers are regarded, the
Multi-head Conv1d-LSTM obtained the best result. However, the LSTM does not
show a good result for the multi-channel architecture. It can also be shown that
the difference between both convolutional architectures is larger in case that they
are combined with the RNN layer. In fact, RNN achieved the worse results in both
cases in comparison to the other recurrent layers. For Multi-head architectures,
there is no significant difference between the other recurrent layers, while for Multi-
channel architectures, the difference between recurrent layers increases slightly,
with bi-directional layers achieving the best performance.

Considering the number of features used by both architectures, one could say that
the main reason of Multi-head architectures obtaining better results in comparison to
Multi-channel architectures, is due to the fact that the former has more information
to make a decision. Consequently, another experiment was conducted in which the
same number of extracted features as Multi-head architectures have was set to the
Multi-channel architectures. To do so, Fy = 400 was set. The results obtained show
an improvement of at most 2% for all the recurrent layers. Moreover, the training
time increased by 20 as a consequence. Therefore, the main reason lies in the fact
of extracting the features of each sensor independently rather than in extracting a
larger number of features.

Thus, it can be observed how the proposed architecture outperforms the Multi-
channel CNN-RNN existing in the literature.

4.4.2 Multi-Head ConvlD vs Multi-Head LC1d

In this section, Convld and LC1d layers are compared, both being Multi-head.
The idea behind this study is to know how the different way in which these layers
extract characteristics from input data impact on the performance of the entire

architecture.
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Layer type Multi-head Multi-Channel
Input 20 x (n_samples, 80, 100, 1)  (n_samples, 80, 100, 20)
Convld (1-4) 20 x (n_samples, 80, 100, 20) (n_samples, 80, 100, 20)
Flatten 20 x (n_samples, 80, 2000) (n_samples, 80, 2000)
Concatenate (n_samples, 80, 40000) -
Total features 40,000 2,000

Table 4.2: Number of features extracted for each window by Multi-head and Multi-
channel architectures. The shape of the output vector of each layer is detailed. For
input layers, the dimensions refer to (n_samples, Wy, W, n_channels). For Convld
layers, they refer to (n_samples, W, W, Fn). Recall that Wy = 80, W, = 100,
and Fy = 20.

Multi-head Convld Multi-channel Conv1d

RNN 0.961 £ 0.021 0.838 + 0.017
LSTM 0.980 £+ 0.002 0.891 £0.023
GRU 0.977 £ 0.002 0.914 £ 0.020
Bi-LSTM 0.978 + 0.004 0.924 £ 0.025
Bi-GRU 0.977 £+ 0.004 0.929 £0.023

Table 4.3: Results of Multi-head and Multi-channel Conv1d architectures using the
original dataset and g_mean as evaluation metric. The corresponding standard deviation

is attached to each metric. The best values for each architecture are highlighted in bold.

In the industrial case study presented in Section[2.6] data comes from an elevator
that has different phases during its journey. Here, the more critical phases of the
journey are when the elevator initializes and ends the journey. These phases are
specific of accelerating and braking actions. Convl1 layers use the same filters to
extract characteristics from each window, while LC1d layers use a unique filter
for each of the patches within a window. Thus, filters in LC1d layers do not share

weights with each other and they only focus on their corresponding patch of the

window.

Table 4.4l shows the results obtained for all the architectures. The best scores for
each recurrent layer are highlighted in bold. Figures4.6aland depict the PRC of
both Multi-head Conv1d and Multi-head LC1d architectures, respectively. Except
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Figure 4.6: PRC of the different architectures using Multi-head and Multi-channel

convolutions. Experiments conducted with the original dataset.

for the RNN, which obtained worse results for the LC1d architecture, no significant
differences can be outlined between using Convld or LC1d layers. However, as
observed in Figure Convld layer is, generally, two times faster at training time.
In fact, Conv1d layer is more than three times faster than LC1D layer in case of
combining them with the RNN layer. On the other hand, the time difference between

both convolutional layers is reduced in case of combining them with Bi-LSTM.

Considering all this, we conclude that for this experiment, LC1d layer does not
significantly improve the feature extraction by applying independent filters to each

patch of the window. In addition, it is considerably slower than Conv1d layer.

Multi-head Convld Multi-head LC1d

RNN 0.961 £ 0.021 0.922 £0.015
LSTM 0.980 £ 0.002 0.979 £ 0.003
GRU 0.977 £ 0.002 0.980 £+ 0.004

Bi-LSTM 0.978 £ 0.004 0.978 = 0.005
Bi-GRU 0.977 £ 0.004 0.977 £ 0.003

Table 4.4: Results of Multi-head Convld and LC1d architectures using the original
dataset and g_mean as evaluation metric. The corresponding standard deviation is

attached to each metric. The best values for each architecture are highlighted in bold.
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4.4.3 Performance Analysis with Reduction of Anomalies

In many use cases, the percentage of anomalies is often lower than in the original
dataset (20%). Thus, an experiment was conducted in which the percentage of
anomalies was decreased to 15%, 10%, 5%, and 3%. In this study, all architectures

of previous sections are included (Section [4.4.T|and #.4.2)). Hence, this experiment

analyzes the performance of all architectures as the ratio of anomalies decreases.

Table [4.5] shows the results obtained. The results of the previous sections (20%)
are also included in the table as a summary. The best AP and g_mean values for
each dataset are highlighted in bold. As shown, the performance of the architectures
decreases as the percentage of anomalies is reduced, although their performance
maintains high for almost all the architectures. Thus, it is demonstrated that the
proposed Multi-head CNN-RNN can also perform well in imbalanced data scenarios
without any pre-processing. Focusing on each architecture, the reader can observe
that Multi-channel convolutions obtained a poor performance in comparison to
Multi-head convolutions since they obtained worse results in all the metrics and
scenarios. Regarding both Multi-head Conv1d and LC1d architectures, they obtained
similar results although the latter achieved slightly better scores in most of the cases.
As recurrent layers are concerned, architectures that include the RNN layer got the

worse results in almost all the scenarios.
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To objectively analyze these results, Table .6 shows the average ranking calcu-
lated for all the architectures according to the g_mean and its corresponding APV,
which was calculated by means of the Holm’s test. Note that the results obtained for
all the datasets were used to compute this test (datasets with 20%, 15%, 10%, 5%,
and 3% of anomalies). It can be seen that the Multi-head LC1d-LSTM achieved
the lowest value in the ranking and thus it is classified as the best architecture. It
is worth pointing out that if a standard level of significance of o = 0.05 is set, the
null hypothesis of equality is rejected for all the Multi-channel architectures as they
obtained lower APV'. This fact supports the conclusion that Multi-head architec-
tures outperform traditional Multi-channel architectures. Regarding Multi-head
architectures, there is no significant difference between them. However, Multi-head
architectures including the RNN layer obtained poor results compared to other

Multi-head architectures. Therefore, its use is not recommended.

Table 4.6/ does not show the differences between Multi-head architectures due
to the fact that the statistical test computes the APV proportionally to the results
obtained by all the architectures, being APV = 1.0 the value that indicates the
highest level of equality. As Multi-channel architectures obtained poor results in
comparison to Multi-head architectures, almost all of them obtained the highest
score. Hence, another statistical test was performed including only Multi-head
architectures to analyze their differences. Table shows the results. It can be
observed that the LC1d layer exhibits better results than Conv1d layer for almost
all recurrent layers. The results also show that the architectures including the RNN

layer obtained poor performance and thus they were rejected.

4.4.4 Analysis of the Window Length

On the proposed architecture, the window length is one of the parameters to take
into account. For this reason, in this experiment, the performance of the architecture
as the window length varies is analyzed. The results are measured in terms of
network size (number of trainable parameters), training time and performance
(metrics). The used range of values for the window length were as follows: W =
{25, 50, 80, 100, 125, 160, 200}.
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Architecture g-mean ranking g mean APV
Multi-head LC1d-LSTM 2.2 -
Multi-head LC1d-Bi-LSTM 3.1 1.0
Multi-head LC1d-GRU 3.2 1.0
Multi-head Conv1d-Bi-LSTM 4.8 1.0
Multi-head Conv1d-GRU 5.1 1.0
Multi-head Conv1d-LSTM 5.6 1.0
Multi-head Conv1d-Bi-GRU 5.8 1.0
Multi-head LC1d-Bi-GRU 6.2 1.0
Multi-head Conv1d-RNN 9 0.129676

Multi-head LCI&-RNN 114 0.010289
Multi-channel Conv1d-Bi-LSTM 11.8 0.006885
Multi-channel Conv1d-GRU 12 0.005836
Multi-channel Conv1d-Bi-GRU 12.2 0.004883
Multi-channel Conv1d-LSTM 13.8 0.000575
Multi-channel Conv1d-RNN 13.8 0.000575

Table 4.6: Average Friedman rankings and APV's using Holm’s procedure in g_mean
for all the architectures. The horizontal dashed line delimits the architectures rejected

(located below the line) as a consequence of setting the level of significance to o = 0.05.

The first insight was determined by the correlation between the network size
and the required training time as the window length varies. Figure shows how
the size of the network increases as the length of the window grows. However,
Figure [4.8b| shows that, although the window length becomes bigger, the required
training time decreases as the window length increases. This is due to the correlation
between the number of windows (11/7) and the size of the feature maps resulting
from applying convolutions over each window. The smaller I}, the smaller the size
of the feature map and thus the smaller the network size. However, Wy increases.
In contrast, the bigger I, the bigger the size of the feature map and thus the bigger
the network size. Nevertheless, Wy decreases. Therefore, the time required to train
the models is given by the number of windows in which the time series are divided
regardless of the network size. It can be observed that the architectures including the

RNN layer have the smallest number of parameters. However, they are the slowest
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Architecture g-mean ranking g_mean APV
Multi-head LC1d-LSTM 2.2 -
Multi-head LC1d-Bi-LSTM 3.1 1.0
Multi-head LC1d-GRU 3.2 1.0
Multi-head Conv1d-Bi-LSTM 4.8 0.523576
Multi-head Conv1d-GRU 5.1 0.519621
Multi-head Conv1d-LSTM 5.6 0.379001
Multi-head Conv1d-Bi-GRU 5.8 0.360617
Multi-head LC1d-Bi-GRU 6.2 0.256997

‘Multi-head Convld-RNN 9 0.003068
Multi-head LC1d-RNN 11.4 0.000417

Table 4.7: Average Friedman rankings and APV's using Holm’s procedure in g_mean
for Multi-head architectures. The horizontal dashed line delimits the architectures
rejected (located below the line) as a consequence of setting the level of significance to
a = 0.05.

architecture to converge. On the other hand, architectures that include Bi-LSTM
and Bi-GRU layers have the largest number of parameters. This is due to the fact
that they process data twice. However, they require as much time to train as others,

being the latter one of the fastest at training time.

Figure shows that, except for the RNN, the performance of the models
remains stable regardless of the length of the window. The RNN achieved an
improvement of at most 4% when W = 125. Overall, for this use case, the length
of the window has no importance apart from the size of the network and the time
required to train it. A trade-off between network size and training time must be

found.

4.4.5 Transfer Ability

In this experiment, the ability of the proposed architecture to adapt to new sensor
configurations by transferring the knowledge from one model to another is analyzed.

To this end, the following experiments were conducted:
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Figure 4.8: Performance of the Multi-head Conv1d architectures as the window length

varies. Experiments conducted with the original dataset.

= First, three models were trained with 10, 15 and 20 sensor data, respectively.
They were used as the base models.

= Then, two new models were generated based on previous models. For that,
five new sensor data were added to the base models trained with 10 and 15
sensor data (10+5 and 15+5).

= Finally, another two models were trained by removing five sensor data to the
base models trained with 20 and 15 sensor data (20-5 and 15-5).

To differentiate the models used in this experimentation, models generated
from scratch (10, 15, and 20) were defined as base models. Models generated
from base models, by adding or removing sensor data, were defined as transfer
knowledge based models. As long as models were compared against
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base models trained with the same number of sensors (i.e., a model trained with
15+5 sensors against a base model trained with 20 sensors), these models were
defined as target models. Therefore, base models also actuate as target models.
models were compared against target models due to the fact that models trained with
the same number of sensor data might obtain similar results. However, TKBl models
should require less time to train. Therefore, target models served as baselines. The

comparison was carried out in terms of training time and performance (metrics).

Table {4.8| shows the performance of all the models. The best g_mean values
for each group of sensors and recurrent layers are highlighted in bold. Figure 4.9]
shows the time required to train them. As the performance of the architectures is
concerned, it can be observed that [TKBl models with added sensor data obtained
slightly worse results than their corresponding target models. However, they are up
to two times faster than target models at training time. models with removed
sensor data achieved better results than target models. In fact, they obtained the
best g_mean values in comparison to [TKBl models with added sensors and their
corresponding target models. For TKBImodels with removed sensors, we cannot
draw general conclusions about the improvement of training speed due to the fact
that there were cases where modes were faster than target models (GRU,
Bi-LSTM, and Bi-GRU in 20-5 model), and vice versa (15-5 model).

Hence, it is demonstrated that the proposed architecture is able to adapt to

dynamic scenarios.

# sensors 20 1545 15 10+5  20-5 10 15-5
RNN 0.961 0946 | 0.924 0905 0.934 | 0.871 0.886
LSTM | 0980 0.954 | 0.923 0.907 0.930 | 0.873 0.897
GRU 0.977 0957 | 0.933 0.922 0.941 | 0.886 0.914
Bi-LSTM | 0.978 0.963 | 0.947 0.916 0.952 | 0.884 0.910
Bi-GRU | 0.977 0.964 | 0958 0.951 0.963 | 0.867 0.926

Table 4.8: g_mean of Multi-head Conv1d architectures, both base and TKB models.
The best g_mean values for each group of sensors and recurrent layers are highlighted

in bold. Experiments conducted with the original dataset.
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Figure 4.9: Training time of both base models and TKB models. They are all grouped

by the number of sensors used.

4.4.6 Comparing with Traditional Algorithms

In this section, the Multi-head CNN-RNN is compared against traditional algo-
rithms. The aim of this experimentation is to check whether the proposed architec-
ture overcomes traditional algorithms. As mentioned in Section the analyzed
traditional algorithms are RF, CatBoost, LightGBM and ensemble. Recall that the
AutoML was used to obtain the best model and its corresponding hyper-parameters
automatically. Since in this experimentation the five datasets referring to the differ-
ent percentage of anomaly ratios were used, the AutoML provides the best model
for each dataset, which can be any of the listed algorithms. Moreover, recall that the
AutoML performs several pre-processing steps to clean the data or extract the most
important features, whereas the Multi-head CNN-RNN architecture works directly
over raw data. To measure the impact of the pre-processing phase performed by the
AutoML, other tests were conducted in which the best traditional algorithms were

evaluated without pre-processing the data. To this extent, the hyper-parameters of
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the models obtained by the AutoML were first extracted and then, the models were
applied over raw data.

Table 4.9] shows the results obtained in this experimentation using the AutoML
and the resulting traditional models applied directly over raw data. Recall that the
results of the Multi-head CNN-LSTM are the same as in Table 4.5] Overall, the
AutoML obtained the best results with the RF despite for the dataset with 15% of
anomalies, in which the LightGBM was the winner. As it can be observed, the
results obtained by the traditional algorithms resulting from the AutoML are worse
than the ones obtained by the Multi-head CNN-LSTM for all the datasets in terms
of AP and g_mean. The difference between the proposed architecture and the
AutoML increases as the percentage of anomalies decreases, being the dataset with
3% of anomalies the one in which the difference is higher. Concretely, the gap

between them is of 10% in terms of AP.

% of anomalies 20 15 10 5 3
AP 0.993 0.992 0.975 0941 0.903
g-mean 0980 0.974 0.949 0.909 0.830
AP 0.962 0960 0946 0918 0.808
g-mean 0966 0.942 0920 0.869 0.815
AP 0911 0.879 0.854 0.715 0.672
g-mean 0968 0.950 0.916 0.869 0.818

Multi-head CNN-LSTM

AutomML

Raw ML

Table 4.9: Comparison results between the Multi-head CNN-LSTM and traditional
algorithms tested with and without the AutoML. The best AP values for each dataset
are highlighted in italic while the best g_mean values are highlighted in bold.

As the impact of the pre-processing step performed by the AutoML, the table
shows a significant difference between using the AutoML of using the resulting
models without pre-processing the data. It can be seen that the g_mean is similar for
all the datasets in both cases. However, focusing on the AP, the difference between
them is higher, ranging from 10% to 20% depending on the dataset. Hence, we can
conclude that the automatic pre-processing phase of the AutoML highly impacts
on the final result. As the proposed Multi-head CNN-RNN architecture processes

directly raw data, it makes more sense comparing it against traditional algorithms
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applied also over raw data. Therefore, we can conclude that the proposed algorithm

outperforms the evaluated traditional algorithms.

4.5 Conclusions

This chapter has presented a novel Multi-head CNN-RNN architecture for time
series anomaly detection. The proposed architecture has demonstrated its potential
in a real industrial scenario where anomalies are effectively detected on a service
elevator based on multiple sensor data. The proposed architecture uses first the
Multi-head CNN to extract the features of each sensor data on a fully independent
basis to deal with heterogeneous data. Moreover, it processed the sensor data in a
window-based method and thus it can focus the feature extraction in the different
phases of the sensor data. Afterward, the RNN uses the extracted features to
determine whether an anomaly occurred during the elevator journey or not. Finally,
as this architecture can be implemented with several types of layers, all possible
alternatives have been analyzed under different scenarios.

The experimental results have shown that our approach can detect anomalies
over multi-time series effectively, since its performance maintains high even if
the percentage of anomalies within the training dataset is reduced up to a 3%,
outperforming traditional algorithms. Furthermore, it has been proven through
statistical tests that the proposed Multi-head CNN architecture also outperforms the
base Multi-channel CNN in all the tested scenarios, due to processing each sensor
data independently. Regarding the recurrent layers, the RNN has shown the worse
results in all the tests while others have obtained similar results. In this way, the use
of the RNN layer is not recommended. However, a deep analysis must be conducted
to know which layer performs best for the use case under consideration.

The experimentation has also demonstrated the ability of the proposed architec-
ture to adapt to new sensor configurations as new models are successfully generated
by transferring knowledge from one model to another. However, further research
must be done to improve the performance and the required training time of the
models generated by this method. The downside of this implementation is that when
the sensor configuration changes, it is necessary to wait until there is enough data

regarding the new sensors to train the model since it is a supervised learning. To
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boost this process, [TLl could be used to transfer the ability to extract features from
sensor data from one convolutional head to another. Nonetheless, little research has
been conducted in this field and in [TLl techniques for time series and thus, it would
be a good line of research for the future.

On the other hand, the proposed architecture has been validated with a dataset
containing fixed-length time series. However, in some real use cases, they are not.
Thus, further research must be done to analyze the performance of the proposed
architecture at the time of processing time series with different frequencies. In our
use case, the unique requirement would be to divide the time series into the same
number of windows (/). For that matter, shorter time series would be filled by
padding them until they reach the maximum length, which will be determined by
the longest time series. Usually, the value used to pad the time series is masked
to not take it into account at the time of computing the gradients. However, the
methodology to mask padded values in one-dimensional convolutions is an ongoing
research and therefore, it is another line of research for the future.

Finally, although the Multi-head CNN-RNN increases linearly according to the
number of sensors, the training process could be parallelized. To this end, each
convolutional head could be trained on a different GPU and the recurrent side of
the architecture on another. This could reduce the training phase up to a point
because the most computationally expensive step within the training phase lies in
the recurrent part rather than on the convolutional side. This is because all the
features coming from the convolutional heads are then concatenated and sent to
the RNN, which might lead to a bottleneck. However, parallelizing the RNN is
challenging because the order with which data is computed matters and therefore, it
would be necessary to ensure that all the gradients were computed in chronological

order.
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By far, the greatest danger of
Atrtificial Intelligence is that
people conclude too early
that they understand it.

Eliezer Yudkowsky

Interpretation of Deep
Learning for Diagnosing
Anomalies

The previous chapter has described how to detect anomalies using the proposed
Multi-head CNN-RNN architecture. This architecture has demonstrated to achieve
good results at detecting anomalies, but it is unable to point out where and when
anomalies occurred. To solve this issue, this chapter presents a methodology to
interpret the predictions of the Multi-head CNN-RNN architecture to diagnose the
detected anomalies. First, the motivation of this contribution is exposed (Section
[5.1). Next, the followed methodology and how it can be implemented within the
Multi-head CNN-RNN architecture are described (Section [5.2)). Afterward, the
configuration of the conducted experimentation to validate this work is detailed
(Section [5.3) and then the results obtained are analyzed (Section [5.4). Finally, the

conclusions and future works resulting from this work are exposed (Section [5.5]).

111



5. Interpretation of Deep Learning for Diagnosing Anomalies

5.1 Motivation

algorithms have demonstrated during the last decade to be more effective
than traditional algorithms in a wide range of domains. For instance, in the previous
chapter, it has been shown how our proposal outperforms other traditional algorithms
in the multi-time series anomaly detection field. However, it is yet not clear how

algorithms learn or how they reach a decision as they lack interpretability.

This can be critical in many domains where classifying correctly a given ob-
servation might not be sufficient. This is the case of detecting anomalies in the
industrial domain since identifying the root causes of the anomaly can be the key
to fix it or to take further actions to prevent it in the future. Hence, in these sce-
narios, it is as important to detect an anomaly as it is to identify the reasons why
it occurred. The interpretability of the model can also be critical at the time of
building, evaluating, or tuning the model to analyze whether the model is learning
the right features/patterns. These facts can lead researchers and practitioners to
mistrust algorithms and, as a consequence, might cause them to stop using
[DLlin certain domains (Ren et al. [2017). For instance, the proposed Multi-head
CNN-RNN effectively detects anomalies in multi-time series, but it is not capable
of pointing out where the anomaly lies or of stating the reasons why such a decision
is made. Consequently, the maintenance operator has no clue as to where to initiate

the troubleshooting and thus, this usually falls on the operator’s experience.

The lack of interpretability of [DL] algorithms is a well-known but not yet solved
issue. Recently, (Lundberg and S.-1. Lee 2017) emerged as a promising
approach for explaining algorithms by calculating the impact that each input
of the model has on the final decisions. Regarding our Multi-head CNN-RNN, this
would help us to identify which sensor or group of sensors have more impact on the
final decision. Nevertheless, we would not be aware of at which point in the time
series the anomaly occurred. For this matter, the attention mechanism (Bahdanau
et al.[2014) has attracted the interest of researchers in the[DLIfield due to its ability to
focus on the most relevant time-steps of the input data. Focusing on our Multi-head
CNN-RNN architecture and its window-based time series processing, the attention
mechanism would help us to identify which window or group of windows have

more impact on the final decision.
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To our knowledge, the performance and suitability of these mechanisms have not
been yet proven to identify the reasons why an anomaly has occurred within a multi-
time series. In the proposed approach, is used to identify from which sensors
the anomaly is coming, whereas the attention mechanism is used to determine in
which point of the time series occurred the anomaly. Thus, our motivation is to
combine both methods and engage them to the Multi-head CNN-RNN in an effort
to explain why it classifies an observation as anomalous, providing key information

to the maintenance operator to fix the anomaly.

5.2 Improving the Interpretability of the Multi-Head
CNN-RNN Architecture

This section describes the methodology followed to identify the reasons why
the Multi-head CNN-RNN architecture detects an anomaly, thus improving its in-
terpretability. First, the and how it can be implemented within the proposed
architecture are described (Section [5.2.1)). Next, the attention mechanism is de-
scribed as well as its implementation (Section [5.2.2)). Finally, a general overview of
how both mechanisms are integrated within the Multi-head CNN-RNN architecture
is detailed (Section[5.2.3).

5.2.1 SHAP for Identifying Anomalous Sensors
As mentioned, the is an algorithm that can explain the output of any ML

model by measuring the importance that each input variable has in the final decision.
In this work, it is used to measure the relevance that each sensor has at the time of
detecting an anomaly. It is assumed that when an anomaly is detected, the sensor(s)
from which the anomaly derives will be the most important. Hence, it is possible to
tell the operator which sensor(s) or component(s) should be checked to analyze the
anomaly.

To implement the into the Multi-head CNN-RNN model, some modifica-
tions must be done in the original working process. Figure shows the modified
working process. First, the Multi-head CNN-RNN model must be trained using
the training dataset. Second, the model must be trained. Recall that the
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[SHAPI model requires the user’s model (the model that must be explained), and a
portion of the training dataset to do so. However, it should be noted that the SHAP|
model must only be trained using the classification/regression model. Considering
that the Multi-head CNN-RNN can be seen as the combination of two models in
which the Multi-head CNN acts as the feature detector and the RNN as the classifier,
only the latter model is required to train the SHAPL Therefore, once the Multi-head
CNN-RNN model is trained, it must be divided into two parts: the Multi-head CNN,
and the RNN. Regarding the training dataset, the input data of the RNN side of
the architecture is not the original dataset but the original dataset processed by the
Multi-head CNN. That is, the input data of the RNN is composed of a sequence
of feature maps obtained through the convolutional part of the model. Hence, to
train the SHAP] the Multi-head CNN is used to generate the training dataset, and
the RNN model is used as the classification model.

Multi-head . .
> »| prediction

CNN-RNN

data ¢ l ¢

Multi-head
CNN

l \,

features [ SHAP

l
:

Y

explanation

training dataset [ user's model ] SHAP model —J explanation —J prediction

Figure 5.1: Implementation of the SHAP into the Multi-head CNN-RNN architecture.

Another fact to consider at the time of implementing the within this
architecture, is the management of the output of the explainer. Figure [5.2] shows the
process to manage the output values. The SHAP model returns a single value
for each input variable. However, the input data of the RNN consists on a sequence
of feature maps where each feature map (F,) contains the extracted features of each
window (w) of all sensors. Recall that each F), is formed as the concatenation of
the feature maps resulting from all the convolutional heads of the Multi-head CNN.

In this way, the features of each sensor are sorted within each F7,. Consequently,
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a[SHAPI value will be obtained for each feature of the F,,. Nonetheless, the main
goal is to measure the importance of each sensor in the final decision. Thus, all
the values corresponding to each sensor are then summed to obtain a single
value per sensor.

To give an example of this process, let the number of sensors be equal to 20 and

2,000
20

where the first 100 features correspond to the first sensor, the next 100 to the second
sensor, and so forth. Therefore, 2.000 values will be obtained as a result,
where each group of 100 values corresponds to each sensor. Finally, the values
corresponding to each sensor are summed all together and thus, 20 values

the size of the F, = 2,000, thus, each sensor is represented by 100 ( ) features,

corresponding to the 20 sensors will be obtained.

It is noteworthy that this is only possible due to how the proposed Multi-head
CNN-RNN independently processes sensor data, providing feature maps sorted
by sensor. Recall that the Multi-channel CNN-RNN does extract features of all
sensor data mixed all together and thus, it would not be possible to separate data by
sensor after applying the convolution. Hence, this is another benefit of the proposed
Multi-head CNN-RNN architecture.

5.2.2 Attention Mechanism for Identifying Anomalies in the Time

Domain

As mentioned, the attention mechanism can help RNNs to pay attention to
the most relevant time-steps of the input data, blurring less important ones. This
is achieved by computing an attention vector that contains the probability values
indicating how important each of the time-steps is. Consequently, each time-step is
weighted so that time-steps with higher values will have more influence in the final
decision. The attention vector, besides improving the performance of the network, it
can be used to visualize the resulting probabilities to point out in which time-steps
has the RNN focused to make the corresponding decision.

As the goal of the proposed Multi-head CNN-RNN architecture is to detect
anomalies, it is assumed that the model will pay more attention to regions of the
time series where anomalous behaviors exist. Thus, the attention mechanism is used

to identify those regions and thus, to indicate to the maintenance operators at which
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Figure 5.2: Implementation of the SHAP into the Multi-head CNN-RNN architecture.

point of the time series the anomaly arose. Recall that the proposed architecture
process the sensor data through a sliding window and that each window represents a
time-step. Consequently, if an anomaly falls within a given window, the attention

mechanism should emphasize that window over the others.

To implement the attention mechanism within the Multi-head CNN-RNN archi-
tecture, it is set between the last LSTM layer and the final dense layer. Figure[5.3]
shows the new RNN side of the architecture. As it can be observed, the attention
layer provides a probability value for each time-step (window), which will be then
used by the output layer to make the decision. Hence, once that the Multi-head
CNN-RNN has made a prediction, the importance of each window can be obtained

by extracting the attention vector from the attention layer.
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Figure 5.3: RNN side of the proposed architecture with the attention layer.

5.2.3 Combining Attention and SHAP to Explain DL Decisions

In the previous sections, how to implement both the and the attention
mechanism separately have been described. Now, they must be implemented and
engaged all together within the Multi-head CNN-RNN architecture in order to

explain its outputs. Figure [5.4] shows this implementation.
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Figure 5.4: Implementation of SHAP and attention within the Multi-head CNN-RNN

architecture.
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To implement them, the attention mechanism does not have any impact on the
architecture design other than appending a new layer after the last RNN layer. In
contrast, the requires implementing an additional branch to the architecture.
As far as both the and the RNN require the same input data, they are located
in parallel, being both connected to the output of the convolutional part. They can be
seen as two different and concurrent modules. The module is also connected
to the RNN module to use the RNN model to train the model. Note that
this connection is only used in the training phase since once the model is
trained, it does not require the RNN model anymore to work. As a result of this
implementation, the output of this architecture is threefold: the prediction of the
Multi-head CNN-RNN model, the attention vector extracted from the attention
layer, and the values resulting from the model. Therefore, besides the
prediction itself, information about which window(s) and sensor(s) have been most
important for the network to make such a prediction is provided.

It is worth pointing out that the module does not affect the output of the
Multi-head CNN-RNN model, whereas the attention layer does. Therefore, the
influence that the attention mechanism has in the performance of the Multi-head
CNN-RNN model must be analyzed (see Section [5.4.2)).

5.3 Experimental Framework

This section describes the set-up of the experimentation conducted to evaluate
the use of the and the attention to explain the output of the Multi-head
CNN-RNN. Thus, it shows the methodology followed to validate the explanations
of the model (Section [5.3.1)), and the parameters and the configuration of the used
algorithms (Section[5.3.2)).

5.3.1 Validation Methodology

As far as the output of both the attention vector and the explainer can be seen
as a general recommendation rather than as a precise response, validating these
explanations by means of traditional evaluation metrics (i.e., accuracy, precision, or

recall) is not possible. Consequently, the validation was performed by visualizing
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the resulting explanations and the raw sensor data corresponding to the classification
of a given anomalous journey. Then, all the images were compared to verify whether
the explanations match the ground truth or not. This comparison was conducted by

a domain expert.

To validate this work, the industrial case study described in Section @] was used.
In this case, only the original dataset was used, that is, the dataset containing the
20% of anomalies. The goal of this experimentation is to evaluate whether the im-
plemented interpretability mechanisms are suitable to identify in which sensors and
region of the time series the anomalies lie. However, although the dataset contains
three types of anomalies (point, context-specific, and collective) that come from
different sensors, all samples are labeled in a binary way (normal, and anomalous).
This means that there is no information regarding the causes of the anomalies. This
is because when failures are introduced to the model as input parameters, the corre-
sponding simulation is automatically labeled as anomalous, although the type and
the root causes of the anomaly cannot be defined without being checked manually
by the domain expert. Therefore, assigning an anomaly type and the causes of each
anomaly would take much time an effort since the dataset contains about 2,800 (20%

out of 14,000) anomalous simulations in the original dataset.

To generate a validation dataset, a small portion of the original dataset was
extracted and labeled by the domain expert. This validation dataset is composed
of 144 anomalous simulations, which are labeled by the expert depending on the
error introduced in the model as an input parameter. Table describes the errors
introduced in the model and the sensors that might be affected as a consequence of
the introduced failure. The fact that these sensors may be affected does not mean
that all of them suffer anomalies in all cases (i.e., a fault of type 3 does not have
to be reflected in all the described sensors but in some of them). Note that errors
with label 1 and 2 can be of context-specific or collective anomalies, whereas errors
with label 3 can also refer to point anomalies due to impacts in the cabin as a result
of peaks in the guidance system. There were a total of 50 anomalous journeys
containing point anomalies, in which one or more anomalies can be shown within

each journey.

119



5. Interpretation of Deep Learning for Diagnosing Anomalies

It should be noted that this dataset was only used to validate the interpretability
mechanisms. Hence, the original dataset was used to train the Multi-head CNN-RNN
and the

Label Introduced anomaly #samples Affected sensors

Reduction in the electric
1 aetont ' 24 Vg and Vd
machine’s inductance (L,)

Reduction in permanent

2 Vg and Vd
magnets generated flux (\)
Ax, Ay, Az, Fc,
3 Malformations in the guiding 96 FrictionCW
system (GS) FrictionCabin, Fsupport,
and Ig

Table 5.1: Summary of the anomalies within the validation dataset.

5.3.2 Parameters and Configuration of the Algorithms

In this section, the configuration parameters of the used algorithms are described.
Regarding the Multi-head CNN-RNN, the used configuration was the same as the
used in the previous chapter. As a reminder, Table[5.2]shows the configuration of
the network. The only change in the architecture was the implementation of the
attention layer between the last recurrent layer and the final dense layer. However,
as the attention layer may impact on the performance of the model, the architecture
was tested using one and two recurrent layers to analyze the real impact.

As mentioned in Section [3.2.2] the has several ways to compute the
values depending on the model that wants to be explained. In this case,
the two approaches suited for explaining DL models were used to train the
model: DeepExplainer, and GradientExplainer. Although they compute the
values differently, their implementation is equal in both cases as both approaches
are provided by the library and no parameters must be configured.

In this experimentation, the Conv1d layer was used for the convolutional side

of the architecture, whereas the LSTM and GRU layers were used for the recurrent
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Parameter Value
conv. layers 4
conv. filters 20

recurrent layers 1 and 2
recurrent units 128
attention layers 1
dropout 0.25
window length 100

window step 100 (No overlapping windows)
learning rate 0.00001

epochs 30 (with early stop)

batch size 50

Table 5.2: Parameter specification for the Multi-head CNN-RNN with attention.

side. Consequently, three different architectures were tested. Recall that these

architectures were tested using one and two recurrent layers.

5.4 Results and Discussion

In this section, the results obtained in the experimentation are discussed. First,
the impact of the attention layer in the anomaly detection architecture described
in the previous chapter is analyzed (Section[5.4.1)). Then, the ability of the SHAP

(Section[5.4.2) and the attention layer to explain anomalies are analyzed (Section

5.4.3).

5.4.1 Impact of the Attention Mechanism on the Performance of
the Multi-Head CNN-RNN Model

As interpreting methods used in this chapter are regarded, the attention mecha-
nism does influence in the performance of the Multi-head CNN-RNN architecture
as it is embedded within the model. As mentioned, the attention layer aims to
pay attention to the most relevant time-steps and to blur the others to increase the

performance of the model. Hence, the main goal of this experimentation was to
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evaluate whether the attention layer can increase the ability of the proposed model
to detect anomalies under several scenarios. As in the previous chapter, five datasets
with different percentage of anomalies were tested: 20%, 15%, 10%, 5%, and 3%.
Besides, the Multi-head CNN-RNN using one and two recurrent layers was analyzed,
where the LSTM and GRU layers were considered. To better distinguish the used
models, the Multi-head CNN-RNN architecture proposed in the previous chapter is
referred to as the base model, whereas the models containing the attention layer are
defined as the attention model. Table[5.3|shows the results of the experimentation.

As it can be observed, the overall difference between the base and attention
models is not significant when the percentage of anomalies is high. However, the
difference increases in higher imbalanced scenarios (5% and 3% of anomalies), in
which attention models achieve better results. In this scenario, the attention model
generally obtains a 2-3% (AP and g_mean) of improvement over the base model
when the is used as a recurrent layer. When using the [GRU] the difference
with respect to the base model decreases although there is an improvement of 3% on
the g_mean when the percentage of anomalies is reduced to 3% and two recurrent
layers are used. As the number of recurrent layers is regarded, the performance
obtained with one and two layers is very similar and thus, using one recurrent layer

would be preferred since the size of the network would be smaller and less complex.

5.4.2 Interpreting Predictions with the Attention Mechanism

In this section, the ability of the attention mechanism to identify the time spans
in which the anomalies occurred is evaluated. In this experimentation, point anoma-
lies were differentiated from the rest because they have different characteristics.
Point anomalies exhibit an abnormal behavior on specific time-steps of the time
series whereas the others show an abnormal behavior throughout the entire time
series. Hence, the attention mechanism would have to highlight concrete time-steps
when detecting point anomalies, unlike in the rest of the anomalies in which the
attention scores of the time-steps are expected to be more similar between them.
As mentioned, there are a total of 144 anomalous journeys from which 50 of them
contain point anomalies. Recall that each journey might contain one or more point

anomalies.
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% of anomalies 20% 15% 10% 5% 3%

o AP 0993 0992 0975 0.941 0.903
= LSTM
= g-mean 0.980 0.974 0.949 0.909 0.830
2 GRU AP 0.994 0994 0987 0.965 0.929
- gmean 0977 0.974 0964 0921 0.857
= AP 0990 0991 0.980 0.967 0.931
= LSTM
S gmean 0.960 0.968 0.954 0.939 0.866
5 GRU AP 0987 0987 0.982 0.963 0.922
< gmean 0964 0.962 0.963 0.937 0.867
Q AP 0993 0.990 0.985 0970 0.923
= LST™M
kel g-mean 0.967 0.969 0.968 0.944 0.880
S GRU AP 0994 0994 0986 0962 0.924
< g-mean 0.974 0966 0.966 0.929 0.890

Table 5.3: Comparison of the base model and the attention model with one and two
recurrent layers as the ratio of anomalies decreases. The results were taken as averages
over 10 runs. The best AP values for each dataset are highlighted in italic while the
best g-mean values are highlighted in bold.

First, the influence that the number of layers has on the model’s interpretability
is analyzed. Figure[5.5]shows three journeys containing point anomalies and their
respective attention interpretations with one and two recurrent layers. Each of these
journeys is defined as a point anomaly journey n (PAJ,), where n refers to the
number of point anomalies that each journey contains. Figures[5.5a [5.5b] and [5.5¢]
show the raw data of these three journeys, which have one, two, and three point
anomalies, respectively. Hence, they are defined as PA.J;, PAJ, and, PAJ;3. The
second row of images (Figures[5.5d} [5.5¢] and[5.51]) correspond to the interpretability
of the journeys by means of the model containing a single recurrent layer, whereas
the second row of images (Figures [5.5g} [5.5h] and [5.51) depict the interpretability of
the model with two recurrent layers. Note that although only the interpretability of

three predictions is shown, they highly represent the rest of the journeys containing
point anomalies.

As it can be observed, the attention model with one recurrent layer can identify
when the point anomalies occur as the focus is paid in the time-steps in which
they arose. Figures [5.5d and show that the model was able to identify the
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Figure 5.5: Comparison of the model’s interpretability by means of the attention
mechanism using one or two recurrent layers. The interpretability of three journeys

containing point anomalies is depicted.

unique point anomaly occurred in PA.J; (Figure [5.5a), as well as the two anomalies
shown in PA.J, (Figure [5.5b). Conversely, Figure [5.51] show that the model only
identified two anomalies when there are actually three in PAJ; (Figure[5.5¢). The
reason lies in that the model only needed these two time-steps to classify the journey,
thus blurring the rest of the time-steps. Therefore, the attention vector does not
always show exactly all the point anomalies but in which time-steps it has focused
to classify the journey as anomalous.
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On the other hand, it can also be shown that the attention model with two
recurrent layers is not able to identify correctly the point anomalies in any of the
three journeys (Figures [5.5g] and [5.51). They seem to pay attention to the
period between point anomalies rather than to the specific point where they occur.
The poor interpretability obtained by this model with respect to the model with
one recurrent layer might be caused by the additional abstraction level achieved
as a consequence of stacking a second layer. In this way, the attention is slightly
blurred throughout the recurrent layers and thus, applying a single recurrent layer is

recommended as it is more interpretable, besides achieving similar performance.

As the other anomalies are regarded (no point anomalies), Figure [5.6| shows
another three anomalous journeys (first row) and their corresponding interpretation
employing the attention mechanism (second row). As concluded before, the attention
model with one recurrent layer is more interpretable and thus, only this model was
used. Each of these journeys corresponds to a different anomaly type (label) and they
are defined as anomalous journey = (AJ,), where z refers to the type of anomaly
(Lg, A, or GS). Of these journeys, AJy, and AJ) are uphill (Figures and
[5.6b), while AJ:g is downhill (Figure[5.6c). Note that unlike point anomalies, these

anomalies are not visible at a glance.

As in can be observed, the attention is more spread over the time-steps in all
the journeys (Figures [5.6d} [5.6¢] and [5.61) since, unlike in point anomalies, there

is no particular point on which to pay attention. Nevertheless, the attention shows
interesting indications regarding where the anomalies might have occurred. In
the first two journeys, the attention is paid mostly in the acceleration phase of the
elevator, whereas in the third journey the braking phase is where the model paid
more attention. Overall, the rest of the analyzed journeys follow a similar pattern
and thus, we can conclude that the acceleration phase is the most critical when
the elevator moves upward, while the braking phase is the most critical when the
elevator moves down. However, the attention mechanism only indicates when the
anomaly might have occurred but not which sensors caused it. Thus, the can
shed light on this issue.
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(a) Row data (AJ,) (b) Row data (AJ)) (¢) Row data (AJgs)
(d) Attention (AJr,) (e) Attention (AJ)) (f) Attention (AJgs)

Figure 5.6: Model’s interpretability by means of the attention mechanism using one
recurrent layer. The interpretability of three journeys containing different anomalies

(no point anomalies) is depicted.

5.4.3 Interpreting Predictions with the SHAP

In this experimentation, the ability of the to identify the sensors that
most influences the model’s output is evaluated. As in the previous section, the
interpretability of point anomalies were measured separately from the rest since the
behavior in both cases is different. Moreover, the same journeys as in the previous
section were used to facilitate the comparison. In this way, PAJ;, PAJ,, and
P AJs were used as the journeys containing point anomalies, whereas AJy, , AJ),
and AJgs were used as the journeys containing the other anomalies. Similarly, the
attention model with one recurrent layer was used as it obtained better interpretability
results. For the sake of reducing the number of experimentations, only the results
obtained with the layer are shown as far as its interpretations are similar to
the ones obtained with the As mentioned, both the DeepExplainer and the
GradientExplainer were evaluated.

First, the differences between both explainers are assessed. As the interpretability

is regarded, Figure[5.7) shows the feature importance obtained by means of the two
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explainers in one of the journeys (A.J,) in which a malfunction in the guiding system
was simulated (it is a representative figure of all the validation dataset in terms of
difference between both explainers). Recall that the sensors that might be affected
as a consequence of this type of anomaly are Ax, Ay, Az, Fc, FrictionCW,
FrictionCabin, Fsupport, and Iq. As it can be observed, both explainers identified
the FrictionCW as the sensor that most influences on the model’s output and the
rest of the sensors are classified in similar positions, based on their importance. This
figure is representative of the rest of the interpretations and thus, we can conclude
that both explainers obtain similar interpretability results despite they use different
approaches to compute values. However, the DeepExplainer is near to two
times faster than the GradientExplainer due to their internal functioning and thus,
the former method is preferred. In this way, the rest of the experimentation was

conducted using the DeepExplainer approach.
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Figure 5.7: Comparison of the interpretability results obtained by DeepExplainer
and GradientExplainer approaches. The interpretations refer to a journey in which a

malfunction in the guiding system is simulated (no point anomaly).
As the interpretation involving point anomalies is regarded, Figure[5.8| shows the

results obtained by applying the DeepExplainer over the three journeys containing

point anomalies. In this figure, the first row of images represents the sensor data of
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the journeys, the second row refers to the overall SHAP| values computed for each
sensor, whereas the third row of images refers to the SHAP| values computed for

each time-step and sensor.
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Figure 5.8: Interpretability results of the DeepExplainer. The interpretability of three

journeys containing point anomalies is depicted.
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As it can be observed in Figures[5.8a] [5.8b] and[5.8c] the sensors in which the
point anomalies can be visualized correspond to Ax, Ay, and pulleyAz. However,
if the feature importance of each sensor is visualized (Figures[5.8d} [5.8¢] and [5.81),

the pulley Az is the only sensor placed in the top positions, whereas Ax and Ay are

placed lower in the ranking. Nonetheless, if the feature importance of each time-step
is visualized (Figures [5.8d} [5.8¢] and [5.8f)), it can be shown that the Az is the most

relevant sensor in the time-steps in which the point anomalies occur. It can also be

shown that the pulley Az is the second most relevant sensor, while the Ay shows no
significant relevance. The reason why some of these sensors do not show overall
high importance lies in the fact that they might not be relevant during a normal
journey, but they become important when a point anomaly occurs. Hence, the values
of these sensors in the time-steps in which the point anomalies occur are the ones
used by the model to classify the journey as anomalous. In this way, it is shown
that the is not only valid to identify the most relevant sensors for the model’s
output, but it is also valid to identify in which time-steps point anomalies occur.
Moreover, it is capable of identifying all the peaks occurred during the journey,

unlike the attention mechanism that might not identify all of them.

Referring to the other anomalies, Figure shows their interpretability results
obtained after applying the DeepExplainer. Following the same distribution, the first
row of images represent the sensor data of the journeys, the second row of images
refers to the overall values computed for each sensor, and the third row of
images refers to the values computed for each time-step and sensor. Recall
that V'd and V ¢ should be the sensors affected in A.J;, and A.J) (Figures and
[5.9b), whereas in AJgs (Figure the sensors affected are the same as in the

point anomalies.

As it can be observed in Figures and Vd and V ¢ sensors are ranked
in the medium to bottom part of the classification, which means that according
to the they have little influence on the model’s output. As the attention
mechanism did, Figures and [5.9h] show a peak of focus on the acceleration
phase of the journey, although none of the two sensors are placed on top of the
feature importance classification, being V¢ placed in the fourth position as the
best-ranked sensor. Conversely, Figure [5.91] shows that F'rictionC'W is the sensor
that most influenced in the model’s output according to the Moreover, Iq
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Figure 5.9: Interpretability results of the DeepExplainer. The interpretability of three
journeys containing different anomalies is depicted.

appears in the fifth position while sensors such as Az, Ay, and Az show to be not
relevant. The latter sensors seem to be relevant only when a point anomaly occurs,
at least for the analyzed journeys. If the values are visualized by time-step
(Figure [5.91)), it can be shown that there is a little focus on the braking phase of the
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journey, although not as accentuated as the attention mechanism did. This behavior

adjusts to the real scenario since the friction is present all through the journey.

5.5 Conclusions

This chapter has presented a novel methodology to interpret the predictions of
the proposed Multi-head CNN-RNN model and thus, identify the root causes of
the anomalies. To this end, the attention layer has been appended to the model to
highlight which time-steps most influenced in the prediction, which indicates when
the anomaly occurred. On the other hand, the SHAP has been used as an external
interpretable model that measures the importance that each sensor has in the final
decision, indicating where the anomaly occurred. In this way, we have been able
not only to detect anomalies but also to point out where and when they occurred,
thus giving to the maintenance operator valuable information to fix the anomaly and
prevent it in the future. Despite we have adapted the to fit the Multi-head
CNN-RNN model, the combination of the and the attention can be applied to
any model, although it should be noted that the attention layer is only valid for
recurrent layers.

The experimentation has shown how the attention layer is capable of successfully
detecting point anomalies as it has highlighted the most relevant time-steps of the
time series, which match with the time span in which the anomalies occurred.
Is must be noted that it only accentuates the most important time-steps used to
classify the journey, which may not match with all the point anomalies that actually
occurred. In this way, the attention mechanism does not necessarily highlight
all the point anomalies. As the remaining anomalies are regarded, the attention
layer is not that useful because the anomalies appear throughout the entire time
series. Nevertheless, it often highlights the initial and final time-steps, which refer
to the acceleration and braking phases of the elevator that are the most critical,
thus indicating that the anomalies fall within these phases. It is worth pointing out
that the attention layer does impact on the performance of the model and that it
achieves up to 2% of improvement with respect to the base Multi-head CNN-RNN,
using one or two recurrent layers. However, the attention layer has achieved better

interpretability results with one recurrent layer rather than with two, whereas the
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overall performance is similar. Therefore, the architecture containing one recurrent
layer has used as the best model.

On the other hand, the has shown generally good interpretability results
at the time of identifying the most relevant sensors in the anomalies involving
malfunctions on the guiding system. More specifically, it has achieved promising
results at interpreting point anomalies as it has been able to identify the sensors that
caused them, However, it has failed at interpreting anomalies involving a reduction
in the electric machine’s inductance (L) or the permanent magnets generated flux
(A). These poor results might be due to the specific architecture of the Multi-head
CNN-RNN since the recurrent side has a feature map for each sensor as input data
rather than a single variable for each sensor. This fact might hinder the process of
identifying the most relevant input variables for each model’s output. Hence, there
is still room for improvement and further research must be done in this context.
Hence, it would be a good line of research for the future, particularly for interpreting
deeper DL architectures.

Besides, the has demonstrated that as the attention mechanism does, it is
also capable of identifying the most relevant time-steps and thus, it can point out
when point anomalies occur or in which part of the journey has the model paid more
attention. In fact, it showed to be more precise at identifying the time-steps in which
point anomalies occur. Therefore, the could only be used to accomplish the
task of identifying when and where anomalies occur. Nevertheless, the use of the
attention mechanism is recommended because it improves the model’s performance
and it can then be complementary to the

As mentioned, this work has been validated using an expert validation method-
ology in which an expert has ensured that the interpretations matched the real root
causes of the anomalies. Nevertheless, this is a manual and time-consuming task.
Moreover, the interpretability of DL based models is becoming increasingly popular
in several domains and thus, we have seen the need for designing and implementing
a methodology to objectively validate the interpretations, rather than relying on an

expert. This would be another interesting line of research for the future.
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The intelligence consists not
only in the knowledge but
also in the skill to apply the
knowledge into practice.

Aristotle

Large-Scale Monitoring
System for Anomaly
Detection

Previous chapters have shown how to generate a [MLI model to detect and to
diagnose anomalies. However, this model must be deployed in production to provide
real-time services to a wide range of industrial machines. Therefore, this chapter
presents the Big Data architecture to monitor the status of industrial systems in
real-time. This architecture is used to deploy in the cloud the anomaly detection and
diagnosis models presented in the previous chapters in other to detect anomalies in
real-time. The motivation of this contribution is first exposed (Section[6.1]). After-
ward, the components of the architecture and the flow of data followed from data
gathering to data processing for detecting and diagnosing anomalies is described
(Section [6.2). This contribution is validated against the industrial case study consid-
ered in this thesis, in which increasing volumes of data scenarios are simulated to
validate the performance and scalability o the proposed Big Data architecture. Thus,
the experimental framework is first defined (Section @ and then, the obtained

results are discussed (Section [6.4]). Finally, the conclusions and future work are
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exposed (Section[6.5)). The content of this chapter is partially published in (Canizo
et al. 2019c¢) and (Campos et al. [2018)).

6.1 Motivation

An effective anomaly detection system is very important when monitoring the
condition of industrial systems within the Industry 4.0. However, when it comes to
real-time monitoring the condition of many industrial systems, the anomaly detection
system might be useless if it is not deployed into the cloud and fed with the data
coming from the [CPSk, in order to early detect anomalies. Moreover, the information
obtained regarding the condition of the [CPSk must also be effectively served to the
user for decision-making. Hence, there is a need for designing and implementing an
efficient monitoring system that covers all the stages of the Industry 4.0, from data
gathering to data processing in the cloud and the posterior data visualization.

However, the rapid growth and widespread use of information technologies,
from individual sensors to cloud computing, has led to an increase in the volume
of data that needs to be processed. Considering that [CPSk can be monitored by
multiple sensors and that they often operate 24/7, the generated data volume is too
large to be processed with traditional technologies (Atat et al. 2018)), thus causing
delays at the time of detecting anomalies. This can be critical for decision-making
processes, since obtaining the correct information at the correct moment is a key
issue (Faiz and Edirisinghe 2009)). Late detection of a fault can also be critical for
an industrial machine and, consequently, for productivity.

As the data volume increases, the monitoring system must be horizontally scaled
up to add more computational resources to keep ingesting, processing and storing
the data in a fast manner. However, other issues can arise as more computational
nodes are added to the existing server to spread the load across them, such as data
partitioning (Xun et al.|[2017) or the management of the computational resources,
among others. Hence, scalability is one of the main challenges to these systems.
On the other hand, fault-tolerance is another key aspect since in the industrial
scenario it is common that errors such as network connectivity loses arise. Hence,
the monitoring system must be capable of recovering itself if an error occurs. In this

context, Big Data frameworks and cloud computing are particularly important since
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they provide fast, scalable and fault-tolerant data processing capabilities for [CPSk
(Tao and Qi 2019).

Thus, the motivation of this work is to advance in the design of Big Data solutions
that cover all the stages of the Industry 4.0. In this way, a real-time large-scale
monitoring of can be conducted by providing the mechanisms to deploy the
anomaly detection models into production.

6.2 Big Data Architecture for CPS Monitoring

This section details the proposed Big Data architecture for CPS real-time mon-
itoring. First, the requirements and needs of the monitoring system are presented
(Section[6.2.T)). Then, the design of the proposed architecture to meet the exposed
requirements is detailed (Section @) Next, the management of the cloud and the
used Big Data frameworks to make the monitoring system fast, scalable, and fault-
tolerant are described (Section . Afterward, the functioning of the architecture
to detect anomalies in real-time is detailed (Section[6.2.4). It is noteworthy that the
proposed architecture is generic and thus some modifications are required to apply
it to a specific domain, which are also described (Section [6.2.5).

6.2.1 Monitoring System Requirements

The main goal of this architecture is to process in real-time the data coming
from industrial machines to monitor their operational state, providing actualized key
information for the decision-making. Nonetheless, processing the large volumes
of data that are continuously generated by these machines requires a Big Data
infrastructure capable of dealing with these workloads. At this stage, several
technological requirements arise, which are present throughout the entire vertical of
the infrastructure, from local data collection, through data processing in the cloud,
to the visualization of the state of the machines by the end-user (Niggemann et al.
2015). These requirements can be categorized into four main issues, which are

briefly described below:

= Data acquisition: a system capable of gathering data from the industrial

machines and sending it to the cloud is required. As far as some industrial
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scenarios suffer from reduced connectivity or computational power, this
requires a system that can gather data and sent it within these conditions.
Furthermore, the cloud side must be able to manage thousands of messages
per second without forming a bottleneck. Similarly, it must also be scalable
to be able to handle data volume increments. Finally, the systems must be
fault-tolerant to prevent data loss even if network issues arise. Otherwise, the

monitoring cannot be properly carried out without all the relevant data.

= Data processing: a data processing engine that is capable of processing the
streams of data coming from the industrial machines is required. Compa-
nies are not limited only to the processing of streaming data. In fact, they
process their data periodically to perform advanced analytics to gain greater
knowledge for decision-making. Therefore, the data processing system must
allow both streaming and batch processing. To detect anomalies as early as
possible and to not form bottlenecks, it must also be fast in terms of processing
received data besides being scalable to manage increasing data volumes, and
fault-tolerant to automatically recover from unexpected failures. As a key
requirement, the data processing engine must be capable of connecting to
existing [ML] frameworks to feed processed data into the deployed anomaly

detection model.

= Data persistence: there is a need to store in the cloud all the raw data
generated by the industrial machines. The database must be able to store huge
volumes of data and thus, it must facilitate scaling its capacity as more data is
saved. Due to the large volumes of data that must be continuously stored, it
must have a high throughput in other not to form a bottleneck and collapse the
monitoring systems. This database must provide an efficient search engine
to query it for advanced analytics purposes or end-users’ customized queries.
Considering the large volumes of data stored in the database, the results of
a given query must be provided without excessive delays. In addition to
raw data, other static data must also be stored, such as information related
to the industrial machines or to the company. Unlike raw data, this type

of information is not expected to increase its volume significantly or to be
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updated frequently. Nevertheless, this data must be remotely accessible at any

time.

= Data serving: a system that provides services to query/push information
from/to a user interface is required to easily check in real-time the operational
status of the industrial machines. This system must provide mechanisms to
handle immediate information (i.e., anomaly alerts or current machine status),
and medium to long-term information (i.e., advanced analytics). In other

words, it manages the connections between the cloud and the user interface.

All these requirements have been considered at the time of designing the pro-

posed Big Data architecture.

6.2.2 Design of the Architecture

With previously described requirements in mind, the proposed Big Data architec-
ture is divided into three main blocks, which correspond to a local data acquisition
system (LDAS), a cloud platform, and a user interface. Figure [6.1] depicts the
general overview of the architecture.

From a general perspective, the data flow of this architecture first consists in
gathering the data from the machines and sending them to the cloud. Once in the
cloud, data is 1) processed in real-time for detecting and diagnosing anomalies, 2)
persisted in the database, and 3) processed periodically for conducting advanced
analytics. If an anomaly is detected during the real-time processing, an alert is sent
to the front-end so that the end-user is informed. Following, the the cloud
platform, and the front-end are analyzed in-depth (Sections [6.2.2.1][6.2.2.2] and

6.2.2.3] respectively).

6.2.2.1 Local Data Acquisition System

The is part of the data acquisition system, concretely, the local side.
The other part is located within the cloud platform. It is physically located in the
same place as the industrial equipment, that is, it is deployed in the servers of the
company (on-premise). This system is responsible for gathering data generated by

the industrial machines and then sending it to the cloud. It is composed of a database
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Figure 6.1: Architecture of the proposed CPS real-time monitoring system.
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where the generated data is stored and of a data producer that pushes it to the cloud.
Considering that this system has to be close to the machines, a different is
required for each factory, building, or geographical location. Consequently, multiple
might exist.

To this purpose, a hard drive is used to store the data generated by industrial
machines. Then, Apache NiF{? was adopted to read the data stored in the hard drive
and to send it to the cloud. NiFi is a real-time integrated data logistics and simple
event processing platform that automates the movement of data between disparate
data sources and systems, making data ingestion fast, easy, and secure. Also, NiFi
offers a reduced version of it, called NiFi MiNiFi,@ which is smaller and requires
lower resource consumption. Thus, it is especially suited for scenarios in which the
computational capacity is reduced. In this way, all the requirements concerning the

data acquisition on the local side are met.

6.2.2.2 Cloud Platform

The cloud platform is the core block of the architecture since it is in charge
of managing, processing, persisting, and serving all the data sent to the cloud. To
meet all the previously described requirements, an implementation of the Lambda
architecture (Darwish and Abu Bakar 2018) is used, which is composed of the

following three layers:

= Speed layer: includes real-time data processing services, that is, it is respon-
sible for processing in real-time the data sent by the and thus, for
detecting and diagnosing anomalies. Moreover, it is in charge of persisting
the data into the database.

= Batch layer: provides batch processing services, which means that the data
is processed periodically with long time intervals. This is responsible for
performing advanced analytics by aggregating historical data stored in the
database. To implement both layers, was adopted to process the data
as it meets all the requirements in terms of fast, scalable, and fault-tolerant

data processing besides enabling the connection with customized ML models.

2https://nifi.apache.org/
Zhttps:/nifi.apache.org/minifi/index.html
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In this way, micro-batch processing is used for the speed layer while batch

processing with a long batch interval is used for the batch layer.

= Serving layer: comprises internally three sublayers which correspond to the
data acquisition, persistence, and serving, as shown in Figure They are

summarized below:

e Serving sublayer: is the layer that connects all the blocks of the archi-
tecture and the different layers within the cloud platform. At this point,
the data acquisition sublayer holds the other side of the data acquisition
systems, concretely, the cloud side. It is responsible for receiving all
the data sent by the and thus, it can be seen as the gateway of
the cloud platform. To this end, Kafka was adopted since it is a dis-
tributed messaging system that meets all the requirements in terms of

fast, scalable, and fault-tolerant data acquisition.

e Persistence sublayer: contains the databases to store all the informa-
tion corresponding to the monitoring systems. Taking into account the
requirements, there are two distinguishable types of data: continuous
streams of raw data, and static data. Both types are of different nature
and they have, therefore, different needs. Since no database engine suits
the requirements of both types of data, two databases are used. Thus, a
NoSQL database engine is used to store streaming data and a relational
database is used to store static data. The reason why a NoSQL database
has been selected is that they offer higher throughput and scalability
than relational databases. To this end, Elasticsearclfj] was adopted as
it is a distributed, document-oriented, RESTful search and analytics
engine that is capable of persisting data and fulfilling the established
requirements (Tong Zachary 2015). Moreover, Elasticsearch is also a
mature and robust technology that has been successfully adopted in other
domains (Andreassen et al. [2015; Balalaie et al. [2016; D. Chen et al.
2017; Langi et al.|2015). As an alternative, InfluxDB is also suitable

although it was discarded as it must be paid in case more than one node

Z4https://www.elastic.co/products/elasticsearch
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is used. On the other hand, PostgreSQL was adopted as a relational
database as it is a mature and powerful storage engine. In this way, all

the requirements corresponding to the data persistence are satisfied.

e Serving sublayer: includes the services regarding the connection be-
tween the cloud platform and the front-end to transfer data from one
block to the other, in both directions. To implement these services, two
components are used: a generic REST API to query the database from
the dashboard to request data regarding advanced analytics or historical
data, and a WebSocket that enables direct messages to be sent to the
dashboard, which is used to send anomaly alerts. These are responsible
for data serving, which is located in the cloud within the serving layer.
To provide fault-tolerant and scalability capabilities to the dashboard,
a micro-service solution based on the 12-factor app approac was
adopted. Therefore, the requirements regarding the data serving are
satisfied.

In this way, a Big Data architecture capable of processing the data coming from

the [CPSk in a fast, scalable, and fault-tolerant manner is achieved.

6.2.2.3 Front-End

The front-end is the visual block of the architecture. Although all the logic
of the monitoring systems lies on the cloud platform, the user interface is equally
important as it shows at a glance all the current information involving the status of
the monitored industrial machines. Figure [6.2] shows a screen-shot of the dashboard.
The front-end is not only limited to visualizing the status of the machines but it
also allows to query the database for advanced analytics or for making customized
queries to acquire more knowledge about the performance of the machines. Hence,
the front-end is a key component at the time of decision-making as it provides
a general view of all the systems of a company. Note that the front-end is also

deployed within the cloud platform.

Zhttps://12factor.net/
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6.2.3 Cloud Management
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Figure 6.2: Dashboard of the monitoring systems.

As mentioned, almost all the components of the proposed Big Data architecture
run in the cloud. In this context, the cloud refers to an infrastructure where multiple
interconnected computational nodes work together and thus, they can be viewed as
a single computer. Therefore, the used frameworks make use of the computational
resources provided by the cluster to run. On the other hand, the used frameworks
require more than one working node running at the same time to guaranty that
they keep running even if an unexpected error occurs. In a typical scenario, there
is a master working node and one or more slave nodes as a replica. However,
managing how the resources of the cluster are used and how the different nodes
are synchronized within the cluster can be a complicated task besides being hard to
maintain.

In other to facilitate the management of the computational resources, a cloud
manager such as Apache Mesoﬂ is used. Among other computational resources,
Mesos abstracts CPU, memory, and storage away from the machines (physical or
virtual), enabling fault-tolerant and elastic distributed systems (Hindman et al. 2011).
Mesos is in charge of dynamically managing the resources used by the frameworks

within the cloud, specifying where and how they have to be executed. In the same

Zhttps://mesos.apache.org/
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way, it allows to dynamically add or reduce the resources that a framework can use

at run-time, depending on the current needs.

The design of the cloud management is shown in Figure [6.3] Mesos has three
master nodes and three agent nodes. The former are responsible for managing the
cloud and the latter for executing the scheduled tasks. Only one of the master nodes
is active (the leader) while the others are in standby mode as a replica in case some

of the leaders fail.

Mesos, Elasticsearch, and Kafka have a master node and two slave nodes. This
allows a threefold replication of the services. Therefore, if an error were to occur
in one of the nodes, then the data would still be available in the remaining live
nodes. Furthermore, this avoids the single point of failure problem (Ranjithprabhu
and Sasirega |[2014)), that is, there is no point at which if something fails, the entire

system stops working.

However, when some of the working nodes fail, neither the cloud manager nor
the frameworks are capable of synchronizing themselves to select a new leader or
master node. To this end, Apache Zookeepe is used. Zookeeper is a centralized
service that is used to maintain the configuration information and naming, to provide
distributed synchronization and group services (Hunt et al. 2010). Therefore, if any
master node fails, then Zookeeper would be responsible for selecting a new master
node. Thus, the application could continue working properly. In this architecture,
Zookeeper has three working nodes since the selection of new master nodes is made

in quorum by all the nodes, and three is the minimum number to form a quorum.

As described, NiFi is deployed locally. Thus, if network problems were to
arise, the gathering of new data would continue and submission of the data to the
cloud would take place when the network is able to recover its normal behavior.
Despite not being deployed on the cloud, NiFi can restart itself at the point it had
reached before a failure occurred. To do this, it uses a checkpointing mechanism to
ensure that no events are lost. Moreover, NiFi itself is a scalable framework. This

guarantees scalability and fault-tolerant services.

2Thttps://zookeeper.apache.org/
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Figure 6.3: Configuration of the cloud platform.

6.2.4 Real-Time Anomaly Detection

This section describes the data-flow followed to perform the real-time monitoring
of the industrial systems and to detect anomalies. Figure [6.4]depicts this followed
procedure. This process starts when data is gathered from industrial machines
through the Internally, the gathers data from each industrial machine
and stores it in a hard drive. Concurrently, the data producer periodically queries
the local storage to check whether new data is available. If so, the LDAS]| publishes
new data within Kafka topics. Note that a different topic is used for each machine.
Therefore, each can send data to one or many topics depending on how many

machines it manages.

Once the local side of the data acquisition system publishes data on Kafka, the
real-time processing engine (SS)) subscribes to the corresponding topics to read the
messages. At this point, the tasks of Apache Spark are twofold and are executed
concurrently: 1) to persist the received data into Elasticsearch, and 2) to process
data and apply the corresponding anomaly detection model to detect anomalies. To
this end, two are used for each topic to execute both tasks in parallel. It
is noteworthy that if the data volume increases in the future, then the number of
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Figure 6.4: Process followed in the proposed architecture to detect anomalies in

real-time.

partitions per topic can be increased. Similarly, the number of can also
be increased proportionally to the number of partitions. Consequently, the data

ingestion throughput can be increased.

After processing the data, the anomaly detection model is applied to detect
anomalies. However, as multiple measurements are typically required as input
parameters of the anomaly detection model, it could be the case that not all of them
are received within a given batch. This may occur due to connection losses or
delays, or because the data to be sent is too large and may take some time to arrive.
It is, therefore, necessary to wait until all data is received. However, Spark does
not support the persistence of values between batches as a default. Consequently,
a stateful method was adopted. In this way, previous data can keep into memory
within each batch. This method takes into consideration a key, a value, and a state
as input parameters. The key is a unique identifier for classifying the data; the value
is the data received within a batch, classified by key, and the state is the parameter

through which data can be persisted in memory between batches.

Algorithm m shows the method followed. As it can be observed, data received
within a batch is first grouped by key. Here, the value is the data received within a
batch grouped by key, while the state refers to an array whose size is determined
by the amount of data required. Thus, this array is filled each time that a batch is
processed. If not all the data is received, then it returns to receive new data. When

all the data is received, the value of the stateful method is returned and the anomaly
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detection model is then applied. At this point, the state is removed to free memory
space, since this data is not used again in this context. The result of the model is

then analyzed and an alert is sent to the front-end in case an anomaly is detected.

Algorithm 1 Stateful algorithm for anomaly detection.
1: receive data from kafka;

2: group received data by key; > key=machineNumber
3: execute statefulMethod,

4. if statefulMethod returns value then
5: isAnomaly = applyAnomalyDetectionModel(value)
6: if statefulMethod == T'rue then
7: send alert to the front-end;
8: end if
9: end if
10:
11: function STATEFULMETHOD(key, value, state)
12: arrayData = getPreviousState(state);
13: fill arrayData with new received data;
14: check if all data is received;
15: if all data received then
16: remove state;
17: return arrayData;
18: else
19: update the current state;
20: end if

21: end function

To correct the maintenance process, alerts are also sent to the Technical Assis-
tance department where a maintenance assistant analyzes the failure and plans the
corresponding corrective actions to be made, if needed. If the failure can be remotely
fixed, then the assistant will start the process using a Virtual Private Network (VPN).
Otherwise, the assistant will launch a maintenance order, in which the assistant will

have to physically fix the fault.
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6.2.5 Implementation of the Architecture on a Specific Domain

This solution can be implemented in any industrial domain as it is composed of
generic frameworks. However, some modifications must be made to implement this

architecture in a specific domain, since each one has its requirements and needs.

At an architectural level, the LDAS]is the only component that might be changed
because each industrial system is different and thus, an ad-hoc system must be
implemented to gather the data generated by it and to store this data into the local
storage. Then, depending on the available computational resources and the quality
of the connectivity, it is necessary to choose between using NiFi or MiNiFi, or
both. Moreover, the number of has to be defined to be capable of sending
the data of all the machines of a given company. The frequency with which data
is sent to the cloud must also be established depending on the specifications and
requirements of the domain. Using the industrial case study of this thesis as an
example, a should be installed for each building, where each would
gather data of one or more elevators, depending on the number of elevators within
the building. Regarding the selection of the technology to send data to the cloud,
both NiFi and its reduced version could be used depending on the resources of each
building. For instance, a normal building with private flats, where computational
resources are generally reduced, MiNiFi would be used, whereas a building of a
company could use NiFi instead since greater computing resources are expected to
be available. As for the frequency of data sending, data would be sent after each
elevator journey. The rest of the architecture, that is, the cloud platform and the

front-end should be equal for any domain.

As the data flow of the architecture is regarded, although the used frameworks
and the process followed to monitor the industrial machines is the same for all the
domains, the data structure is also ad-hoc for each specific domain. That is, the data
required to monitor the industrial systems is different for each domain. Besides,
in the cloud platform, the number of topics used to classify the received data, and
the number of used by [SSImust also be defined depending on the current
requirements and the expected volume of data to be processed.
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6.3 Experimental Framework

This section describes the configuration and properties related to the experi-
mentation followed to validate the proposed Big Data architecture. Note that this
experimentation does only cover the performance of the architecture rather than the
anomaly detection model. Although the architecture has many components, this
experimentation only covers the components involving the anomaly detection task,
which correspond to the data acquisition, processing, and persistence components.
First, a criterion is defined to objectively define the objective of the experimentation
(Section[6.3.1)). Afterward, the evaluation metrics (Section [6.3.2), and the conducted
scalability tests are described (Section [6.3.3).

6.3.1 Evaluation Criterion

To evaluate the performance of the proposed Big Data architecture in terms of
data processing speed and scalability, the following criterion is defined to determine

whether it successfully passes the established tests:

“The developed real-time monitoring system is capable of detecting
anomalies by processing data generated by industrial machines in a
stable way, when the data volume is equal to the data generated in the

current scenario and under conditions considered for future scenarios.”

Since the monitoring system processes data in batch, stable means that it requires
less time to process batch data than the duration of a batch (i.e., five seconds).
Hence, as the data coming from the elevator increases in volume, the monitoring
system would have to maintain stable by scaling its computational resources and,

consequently, processing more data within the same period of time.

6.3.2 Evaluation Metrics

In this section, the metrics used to measure the performance and the scalability
of the developed real-time monitoring system are analyzed. Different parameters
provided by [SS]are used to validate the criterion:
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= Input rate: the number of messages received per second.

= Scheduling delay: the time for which a batch waits in a queue until the
processing of previous batches is finished. For example, assuming that the
monitoring agent reads from the source with a frequency of five seconds and
that the given batch took seven seconds to compute, then means the agent
is two seconds behind (7 — 5 = 2), thus making the scheduling delay two

seconds long.
= Processing time: the time to process each batch of data.

= Delay time: the time spent to complete all the streaming jobs of a batch.
This is calculated by summing the scheduling delay and the processing time.
Following the same example, if the agent is already two seconds behind and
the processing of the next batch takes a further seven seconds, then the data
will be processed with a total delay of nine seconds (247 = 9). These metrics
are calculated for each batch. Therefore, since this parameter is calculated

from the previous ones, it is used to measure the success of the test.

6.3.3 Scalability Tests

To verify the defined criterion, three tests were conducted using the industrial
case study concerning the elevators. The goal of the experimentation is to assess
the scalability and performance of the architecture as the data volume of data to be
processed increases in volume. Therefore, each test varied from the others in terms
of input rate. In addition, the computational resources provided were also modified

in the last test. The details of each test are as follows:

= Realistic test: currently, the number of monitored elevators is low, meaning
that the data volume generated is quite low. Consequently, 40 messages per

second were set as input rate, which was similar to the current real scenario.

= High input rate test: as far as it was expected to increase the number of
monitored elevators and, as a consequence, the volume of data to be processed,
the goal of this test was to find the maximum input rate supported by the

proposed architecture given the computational resources used in the first test.

149



6. Large-Scale Monitoring System for Anomaly Detection

Thus, the data volume was increased to bring the monitoring system to its limit.
To this end, the input rate was progressively increased until the processing
time reached the duration of a batch and the total delay started to increase.

This occurred when the input rate was set to 4, 000 messages per second.

= Scalability test: to evaluate whether the proposed architecture can scale its
performance to process more data by adding more computational resources,
the same input rate as used as for the high input rate test was established.
However, the computational resources of the application were increased for
this test. Therefore, the monitoring system would have to be able to process

this volume of data in a stable way.

As proof of concept, all the tests were executed using a single Kafka topic to
send the data to the cloud. On the other hand, two were used, one to
store the data in the database, and the other to process the data and detect anomalies.
Defined by domain experts, the total delay must be lower than a threshold of 20 s
for realistic and scalability tests to be considered as successful. The duration of each
test was two days, that is, 34, 560 batches. Table [0.1| shows the configuration used

for executing the tests. More specifically, the resources used in the drivers and the

executors.
Driver Executors
#cores Memory Amount #cores Memory
Realistic & high input rate 2 4 GB 1 4 11 GB
Scalability 3 8 GB 3 6 11 GB

Table 6.1: Computational resources used for the experimentation.

6.4 Results and Discussion

In this section, the results of the experimentation are analyzed and discussed.
The aim of this experimentation is to evaluate the performance and scalability of the
proposed Big Data architecture. To this end, the performance under a realistic sce-

nario is first measured, then the maximum capacity of the architecture to process the

150



6.4 Results and Discussion

data coming from the [CPSk is shown and finally, the scalability of the architecture is
assessed by adding more resources in order to deal with the data volume increments.

The results of the realistic test are shown in Figure[6.5] These results demonstrate
that the monitoring system is stable during the computation of the gathered data
(Figure [6.53)). It is worth pointing out that the used system to push data to the cloud
was not designed for real-time purposes. Therefore, the input rate was not stable
throughout time due to system overheads. As shown in Figure [6.5b] the processing
time remains lower than the batch period. Moreover, as depicted in Figure the
scheduling delay is almost zero, which means that almost no batches are enqueued
before being processed. This implies that the data processing is performed in real-
time and that the total delay (Figure [6.5d) is made up of processing time. Overall, the
monitoring system requires 3.38 s, on average, between gathering the data coming
from elevators and providing a result indicating whether an anomaly is detected or
not. Taking into account the condition defining success and the obtained results, the

realistic test was passed satisfactorily.

Similarly, the results of the high input test are represented in Figure[6.6] These
results show that the limit of the monitoring system, for the given computational
resources, is 4,000 messages per second, as it can be seen in Figure As shown
in Figure [6.6b] the processing time borders on the batch time, as its average is 6.23
s. Each time the processing time exceeds the batch time threshold, this implies
a delay time. Moreover, the scheduling delay (Figure increases due to the
execution of other data processing tasks, such as persisting data. This combination
makes the total delay (Figure too large to be considered as a fast response
since detecting an anomaly so late would be critical. It is worth noting that this test
was stopped after two hours since the results obtained during this time span showed
the upward trend of the total delay. If the test had not been stopped, the delay would
have continued to rise with the similar pattern shown in Figure [6.6]

Once the maximum input rate for the given computational resources was known,
the scalability test was executed. The results are presented in Figure These
results confirm the scalability of the developed monitoring system, as it was able to
process the volume of data established in the previous test (Figure in a stable
way. As shown in Figure the increase of computational resources implied

faster data processing than in the high input test. Therefore, almost no batches are
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Figure 6.5: Performance results of the realistic test. The red dashed line indicates in b)

the batch processing time threshold, and d) the total delay threshold.

enqueued (Figure and, consequently, the total delay is almost equal to the
processing time, as shown in Figure [6.7d| Thus, according to the condition defined

for success, the scalability test was passed successfully.

Table[6.2] shows a summary of the results obtained in the three tests. As it can be
observed, these tests show that the monitoring system satisfies all the requirements
of the defined criterion: 1) the system is capable of detecting anomalies, 2) the
data processing is stable under the current and future scenarios, as shown in the
realistic and the high input rate tests and 3) the monitoring system is scalable, as it
can handle future demand for data volume by scaling its computational resources,

as shown in the high input rate and the scalability tests.

The implementation of this solution, for this particular use case, has lead to sev-

eral enhancements in the maintenance service. The combination of a fast, scalable,
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Figure 6.6: Performance results of the high input test. The red dashed line indicates in
b) the batch processing time threshold, and d) the total delay threshold.

and fault-tolerant real-time monitoring system with an effective feedback system
to manage the anomalies has improved the availability of the elevators and the
maintenance operations. However, as it has only been a short time since this solution
was implemented, there is an absence of qualitative and quantitative results from
an empirical application and/or validation. Therefore, it is difficult to evaluate the
potential of the proposed solution with respect to its usability and/or usefulness for
industry adoption. This is a general problem when implementing this type of solu-
tion in the industry (Khurum and Gorschek 2009). Preliminary studies made by the
clients show the adequacy and the correctness of this implementation. Nonetheless,
an exhaustive analysis of the monitoring system will be done once the system has
been in production long enough to obtain sufficient quantitative data to measure the

real gain.

153



6. Large-Scale Monitoring System for Anomaly Detection

8000, 25
7000]
6000
5000
4000|

3000]

Messages per second
Processing time (s)

2000|

1000|

( 0
0 12 24 36 48 0 12 24 36 48

Time (h) Time (h)

(a) Input rate (b) Processing Time

Processing time (s)

Scheduling delay (s)

5
5
(,M A\atend o wwhwwww AN TtV 0
2

0 12 24 36 48 0 12 24 36 48

Time (h) Time (h)

(¢) Scheduling Delay (d) Total Delay

Figure 6.7: Performance results of the scalability test. The red dashed line indicates in
b) the batch processing time threshold, and d) the total delay threshold.

6.5 Conclusions and Future Work

This chapter has presented a Big Data solution for the fast, scalable, and fault-
tolerant monitoring of which has been validated on a real industrial scenario
where several service elevators are monitored. To this extent, the large-scale moni-
toring systems is composed of 1) a local data acquisition system that gathers data
from [CPSk and sends it to the cloud, 2) a remote data acquisition system in charge
of managing the data sent to the cloud, 3) a stream data processing engine that
processes in real-time the received data and feeds it into the developed ML model
to detect anomalies, and 4) a dashboard in which the condition of all the
and advanced analytics can be visualized in real-time. All this process being fast,

scalable, and fault-tolerant. In this way, the proposed solution has demonstrated the
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Realistic test High input test Scalability test
Input Rate Avg 40 msg/s 4,000 msg/s 4,000 msg/s

Min 1.56s 4.42s 3.71s

Processing time  Avg 2.68 s 6.23 s 4.28 s
Max 24.31 25.83s 23.56's

Min 0.00 s 4.66 s 0.00 s

Scheduling Delay  Avg 0.63 s 223.00 s 0.52s
Max 3149 s 380.00 s 4.15s

Min 1.63 s 9.12s 423s

Total delay Avg 3.38s 229.00 s 4.69 s
Max 25.03 s 380.00 s 25.06 s

Table 6.2: Scalability results of the three tests.

potential of Big Data technologies in an industrial scenario where the volumes of
data generated are very large, and unexpected failures must be managed without
affecting the proper operation of the monitoring system.

The experimental results obtained in the industrial use case has shown that
the application exceeds the current needs of the monitoring system since the data
processing remains stable for the data volume generated in the current scenario.
Although the limit of this application was reached in the high input rate test, its
scalability has been demonstrated in the scalability test, since it allows processing
this volume (or more) of data to be processed simply by adding more computational
resources.

The proposed Big Data solution has been developed using open source and
generic Big Data frameworks and thus, it can be deployed in any public or private
cloud. Moreover, its architecture is generic, meaning that it can be applied to any
industrial domain by conducting minimum modifications in the way in which data
is gathered from the industrial machines and in the data structure, since these are

domain-specific and they must be adapted to the current scenario.
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Conclusions and future work

This final chapter summarizes the main contributions and future lines resulted
from this work and validates the hypotheses defined at the beginning of the thesis in
Section[I.3] First, the results obtained and the contributions performed are presented
(Section . Afterward, the future lines of research resulting from this thesis are
exposed (Section [7.2).

7.1 Results and Contributions

In this dissertation, a large-scale system for detecting and diagnosing anomalies
in heterogeneous multi-time series within the Industry 4.0 domain has been pro-
posed. Concretely, this system uses [DL] techniques to detect anomalies along with
interpretability methods to diagnose them. Finally, the system uses Big Data and
cloud computing technologies to deploy the proposed anomaly detection model in a
large-scale production scenario.

Therefore, the proposed anomaly detection system covers all the stages of the
Industry 4.0, which range from gathering data generated by the and sending it
to the cloud, to processing the data in real-time to detect and diagnose anomalies, and

finally to visualizing the extracted information to support the decision-making. To
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this extent, the system is composed of three modules, which match the contributions

described throughout this dissertation. Their characteristics are summarized below:

= Anomaly Detection in Heterogeneous Multi-Sensor Systems: this module
is in charge of detecting anomalies in industrial heterogeneous multi-sensor
systems by using a[DIlbased approach (Canizo et al.[2019b). The proposed
architecture is composed of a convolutional and a recurrent part. The former
is responsible for automatically extracting features from raw sensor data, thus
removing the need for pre-processing it, whereas the latter is responsible for
identifying temporal patterns and for classifying the events. The novelty of
the proposed architecture relies on that sensors are processed in independent

convolutional heads, which entails the following advantages:

e Focus the feature extraction on individual sensors rather than mixing the

features of all sensors, thus improving this task.

e Adjust each convolutional head to the specific characteristics of each

heterogeneous sensor.

e Adapt to changing sensor configurations as it facilitates adding, modify-

ing, or removing convolutional heads to the generated model.

= Interpretation of Deep Learning for Diagnosing Anomalies: this module
is responsible for diagnosing the anomalies detected by the anomaly detection
model (Canizo et al. 2019a). To this end, various algorithms are combined to
interpret the output of the [DLI model. The measures the input variables
that most influences the model’s output, whereas the attention mechanism
highlights the time-steps in which the model has focused to classify the time
series. Hence, the anomalies can be diagnosed and valuable information can
be provided to the maintenance operator to fix it. Note that interpreting this
architecture is only possible due to the fact that the sensors are processed
individually and thus, the data of each sensor can be traced throughout the

network.

= Large-Scale Monitoring System for Anomaly Detection: this is the mod-
ule in charge of providing the architecture to real-time monitoring the condi-

tion of the in the cloud and detecting anomalies at large-scale (Canizo
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et al. 2019c). To this end, the monitoring system is composed of the following

components:

o A that gathers data from [CPSk and sends it to the cloud.
e A cloud data acquisition system that manages the data received.

e A real-time data processing engine that processes the coming streams of

data and feeds the generated anomaly detection and diagnosis model.

e A data persistence system that stores all the data involving the monitoring

processes.

e A real-time dashboard in which the information extracted as well as the

anomaly alerts can be visualized for decision-making.

This architecture allows deploying the anomaly detection model to detect and
diagnose anomalies in real-time as it provides fast, scalable, and fault-tolerant

data processing due to the use of Big Data and cloud computing technologies.

As an additional contribution, the CloudFMI Distributed Simulation Frame-
work has been designed and developed, which is freely available for the use of the
scientific community. Given a physical model, this framework enables running in
parallel multiple simulations of the model with different parameters. For this matter,
the framework uses cloud computing technology to provide a fast, scalable, and
fault-tolerant processing engine. Hence, this framework facilitates running a large
number of simulations in less time.

The three main modules have been tested individually in an industrial scenario
in which a service elevator monitored by multiple sensors has been used. The used
data was generated by means of a physical model developed by domain experts that
mimics the real behavior of the elevator and the CloudFMI Distributed Simulation
Framework. Overall, there were 14,000 journeys of which the 20% were anomalous.
To test the contribution in more imbalanced scenarios, other four datasets containing
15%, 10%, 5%, and 3% of anomalies were generated. In this way, the anomaly
detection system has been extensively evaluated throughout non-parametric tests
under different scenarios in which three types of anomalies have been considered:

point, context-specific, and collective. Moreover, the anomaly diagnosis module has
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been validated using an expert validation approach. Finally, considering the large
volumes of data that can be generated in a real scenario, a scalability test has been
performed to prove the performance and scalability of the developed monitoring
system.

The following conclusions have been drawn from the entire dissertation work,

grouped by the three contributions to which they belong.

Anomaly Detection in Heterogeneous Multi-Sensor Systems:

1. techniques have been shown well suited for the industrial domain. Con-
cretely, the combination of [CNNk and RNNk have demonstrated to be effective
at detecting point, context-specific, and collective anomalies in heterogeneous

multi-sensors systems.

2. The Multi-head CNN-RNN architecture has proven to be able to operate
directly over raw sensor data due to the automatic feature extraction per-
formed by the convolutional side of the architecture, outperforming in this

way traditional [ML]algorithms.

3. Processing each sensor data in an independent way improves the feature
extraction of individual sensors, leading to increased performance at detect-
ing anomalies. Moreover, this fact provides flexibility to the CNN-RNN

architecture to adjust to the requirements of each sensor data.

4. [T based techniques are valid to boost the training phase of based archi-
tectures, particularly when the model must be adapted to changing sensor
configurations. Furthermore, TL techniques can yield the anomaly detection

model in scenarios in which not enough data is available.

Interpretation of Deep Learning for Diagnosing Anomalies:

5. Interpretability methods have shown promising results at explaining how
[DLI models reach a decision in order to diagnose anomalies in multi-sensor

systems.

6. The attention mechanism is a valid interpretability method to identify which

time spans of the time series the model has focused to reach a decision.
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Therefore, it is capable of identifying when anomalies occur. The attention
mechanism is particularly effective in scenarios in which specific time-steps

are more significant than the others, as is the case of point anomalies.

. The SHAP is a valid interpretability method to identify the sensors that most

influence in the output of the model, thus indicating the sensors causing
the anomalies. Furthermore, it has shown to be valid at identifying when

anomalies occurred, outperforming in some cases the attention mechanism.

. The performance of the interpretability methods decreases as the number of

stacked layers increases. The reason lies in that more abstract representations
of input data is obtained as it flows deeper within the network and thus, it is
more difficult to trace the functioning of the network. Therefore, deeper DL

architectures are less interpretable.

Large-Scale Monitoring System for Anomaly Detection:

0.

10.

Big Data and cloud computing technologies have demonstrated to be suitable
for ingesting, processing, and persisting the large volumes of data generated
by CPSs in a fast, scalable, and fault-tolerant way. Furthermore, they enable
deploying the anomaly detection and diagnosis models and feed them in

real-time in order to early detect anomalies.

Big data and cloud computing technologies enable horizontally scaling the
resources of the monitoring system to support future demanding increased

loads, thus facilitating monitoring industrial systems at large-scale.

7.1.1 Hypotheses Validation

Three hypotheses were stated in Section Considering the design, implemen-

tation, and evaluations conducted throughout this dissertation, this section analyses

each of the contributions and briefly discusses whether the stated hypotheses have

been validated or not.
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Hypothesis 1:

“The use ofIDL methods in which the sensors are processed individually
can improve the heterogeneous multi-time series anomaly detection

task, besides dealing with changing scenarios.”

To validate this hypothesis, the proposed architecture has been compared
under different scenarios against traditional algorithms such as[RF, CatBoost, Light-
GBM, and ensemble methods against an existing CNN-RNN architecture used as
a baseline. The proposed architecture has outperformed all the other methods at
detecting anomalies in heterogeneous multi-time series, thus validating this hypoth-

esis.

Hypothesis 2:
“the use of interpretability models can help to understand why

algorithms reach a decision to diagnose an anomaly..”

To validate this hypothesis, a small subset of anomalous journeys has been
extracted from the original dataset and labeled by a domain expert. This data has
been then used to check whether the interpretations obtained using both the
and the attention mechanism were able to correctly diagnose the detected anomalies.
The obtained results have demonstrated that, overall, both methods are capable of
diagnosing anomalies by interpreting the output of the model. Hence, it can be said

that this hypothesis has been validated.

Hypothesis 3:

“The use of Big Data and cloud computing technologies can help real-
time monitoring at large-scale.”

To validate this hypothesis, a scalability test has been conducted in which
the capability of the proposed Big Data architecture to efficiently ingest, process,
and persist data within the cloud has been evaluated. The test has consisted first
in assessing the architecture in a realistic scenario to show that it is capable to

efficiently monitoring the considering the current volume of data. Then,
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the limit of the architecture has been identified by increasing the volumes of data
until the architecture has not been able to efficiently manage the data. Finally, its
scalability has been tested by increasing the computational resources to deal with
the increased volumes of data in an efficient manner. The obtained results have
demonstrated that the proposed monitoring system is able to efficiently scale up to
monitor [CPS| at large-scale. Therefore, it can be said that this hypothesis has been
validated.

7.1.2 Limitations

This section discusses the limitations that the proposed anomaly detection system

have:

= Scalability of the anomaly detection model: as the size of the Multi-head
CNN-RNN increases linearly with the number of sensors, one of the biggest
limitations of this architecture refers to the scalability. Concretely, the problem
arises in the input of the RNN, which is where all the features resulting from
the convolutional heads are concatenated and thus, the input size of the RNN
will become bigger as more convolutional heads are added. This fact could
form a bottleneck and the network could be very slow at training time, besides

requiring more computational resources.

= Adaptability to changing scenarios: despite the Multi-head CNN-RNN is
capable of adapting to changing scenarios by adding, modifying, or adding
convolutional heads to the existing architecture, it requires historical data
regarding the new sensors to train the new model. Therefore, the new model
cannot be trained immediately, but it is necessary to wait until enough data is

generated to be able to train it.

= Interpretability of although it has been demonstrated that the and
the attention mechanism are capable of diagnosing anomalies by interpreting
the output of the DL model, actually they have not been able to diagnose all
the anomaly types considered in this dissertation. Moreover, it has been shown

that the interpretations have been worsened when more layers are stacked to
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the model. Hence, good interpretability results can be obtained provided that
few RNN layers are used.

The resolution of these limitations is contemplated in the future work presented

in the following section.

7.2 Future Research Lines

This section describes the future research lines opened by this thesis. They
range from improving the training phase of the anomaly detection model to the

interpretability of DL models to diagnose the anomalies.

7.2.1 Scaling the Multi-Head CNN-RNN Architecture
Although the Multi-head CNN-RNN architecture uses independent/CNNk to pro-

cess each sensor data and thus, each convolutional head could be easily parallelized,
the bottleneck is formed at the time of feeding the side of the architecture.
This is because all the data resulting from the convolutional heads is centralized in
the entrance of the[RNNl In this way, the higher the number of sensors the bigger
the input of the RNNL

There are typically two main ways to parallelize [DL] architectures:

= Data parallelism: consists in partitioning the data into multiple devices.
Consequently, each device has a copy of the entire model and trains it only
with the local data to finally compute the gradients by communicating with

all the devices.

= Model parallelism: consists in partitioning the model itself in a way in which

each part is executed in a different device.

In this case, the data parallelism method seems to be not useful since the
bottleneck problem would not be addressed. Consequently, model parallelism
should be used. To this end, each convolutional head could be easily executed on
different devices. However, the scalability issue lies in the difficulty of the

to be parallelized since they have to compute the time-steps in sequential order
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because the chronology in time series matters. As each RNN](LSTM and GRU)
layer has a state cell that flows from the initial to the final time-step to remember
events occurred during time, distributing this process will break the chain and
thus, the memory could be lost. Moreover, distributing the computation could lead
to disorderly compute the gradients, which will result in bad performance of the

network.

One way to distribute across multiple devices is to run each layer on
separate devices. Therefore, when a layer finishes its computation it sends the results
to the subsequent layer so that the first layer can start to compute the next batch of
data. Nevertheless, this is a way to alleviate the sequential computation and thus,
further research must be conducted to parallelize RNNk.

7.2.2 Boosting the Training by Using Transfer Learning

MLlis a widely used technique to boost the training of [DI] architectures and to
reduce the amount of data required (Guo et al.|[2017; Shelhamer et al. 2017). This
is particularly used in the image classification field in which a pre-trained is
used as an already trained image feature extractor (Mehdipour Ghazi et al. 2017).

However, little research has been done to date in [TLI for time series classification.

In this case, [TL] would be especially beneficial at the time of adapting the Multi-
head CNN-RNN architecture to new sensor configurations, since fewer data would
be required to train the network to fit the new scenario. The technique to extract the
most meaningful features for signals should be similar to the one used for images
as the only difference is that 1D convolutions are used instead of 2D. However,
this task would require large volumes of signal data, as in Mask R-CNN (He et al.
2017) or YOLO (Redmon and Farhadi 2018]) which need huge amounts of images
for training. Another alternative that would require less data is to use a clustering
method to group sensors by similarity so that the convolutional head that is most
similar to the new sensor could be used as a pre-trained as in (Saeedi and
Gebremedhin [2018)).
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7.2.3 Improving the Interpretability of DL

Although the SHAP and the attention mechanism have shown promising results
at interpreting the output of the proposed Multi-head CNN-RNN architecture to
diagnose anomalies, the truth is that there is still room for improvement. On the
one hand, the SHAP has been able to identify correctly the sensors causing some
of the anomalies, but it has failed to recognize others. On the other hand, the
attention mechanism has shown that it is not able to identify all the point anomalies
occurred during the time series. Moreover, it has achieved good interpretability
results provided that the network is shallow and thus, further research must be
done in this sense to enhance the interpretability of DL architectures to diagnose
anomalies, particularly for deeper DL models.

A possible future research line would be to use of fuzzy logic in combination
with the SHAP and the attention mechanism. In this way, the explanation of both
interpretability methods could be enhanced by setting some fuzzy rules that add
more value to the interpretations. As an example, fuzzy logic could be used to
determine whether an anomaly has occurred as a consequence of SHAP values of a

given sensor being higher than expected.
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APV adjusted p-value

ANN Artificial Neural Networks
AP Average Precision

BN Batch Normalization

CNN Convolutional Neural Network
CPS Cyber-Physical System
DL Deep Learning

DNN Deep Neural Network

DS Distributed Simulation
DStream Discretized Stream
DT Decision Trees

geometric mean g_mean
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GRU Gated Recurrent Unit

IoT Internet of Things

IaaS Infrastructure as a Service
LC1d Locally Connected 1D
LDAS local data acquisition system
LSTM Long-Short Term Memory
ML Machine Learning

MLP Multilayer Perceptron

PaaS Platform as a Service

PCA Principal Component Analysis
RF Random Forest

RDBMS Relational Database Management Systems
ReLU Rectified Linear Units

RNN Recurrent Neural Network
SaaS Software as a Service

SHAP SHapley Additive exPlanations
SS Spark Streaming

SSS Stratified Shuffle Split

SQL Structured Query Language
SVM Support Vector Machines

TL Transfer Learning

TKB transfer knowledge based
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CloudFMI Distributed
Simulation Framework

B.1 Architecture of the CloudFMI Distributed Simu-

lation Framework

The CloudFMI Distributed Simulation Framework is designed for executing
multiple simulations in a parallel and distributed way, reducing the time required to
simulate multiple configurations of the same model. Figure [B.1|shows an overview
of the proposed framework. The simulations are carried out in two phases. First, the
SGA configures the experimentation set-up and stores its information in the central
database. In this experimentation set up, the different configurations with which
the model will be executed are defined. To this end, it utilizes data specified by the
user such us input and output parameters. At this point, the SGA also labels each
simulation based on the values defined by the user.

Second, the SEA executes the simulations scheduled by the SGA in a sequential
manner and stores their output in the database each time a simulation is completed.
To do this, the SEA queries the central database to get the configuration parameters

of a simulation and executes it. The SEA keeps executing simulations until there are
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no pending simulations to run in the database. To execute multiple simulations in
parallel, multiple SEAs can be instantiated. These SEAs will run in parallel and thus,
as many simulations as agents will be executed concurrently. Each SEA is stateless
and fully independent from other running SEAs. It only accesses the database for
new parameter configurations to execute. This makes the framework highly scalable
as its limit is only given by the available computational resources. See Section [B.3]
for scalability tests.

It is worth to point out that this framework can execute any FMI compliant
model. This is due to the fact that the control over the model’s deployment is a key
aspect in the use of simulation during the system’s operation. Therefore, it should
be ensured that the physics-based model can be seamlessly connected with existing
platforms, and that it protects the modeler’s intellectual property. The FMI provides
an attractive solution to ensure a seamless deployment of the model. The FMI is
an industrial model ex-change standard aimed at combining models from different
vendors, as well as combining these models with custom made code. The model
is compiled as a black-box called Functional Mock-up Unit (FMU), which may be
called by any tool compliant with the FMI. Consequently, it preserves the model’s
intellectual property, and allows a seamless integration in different platforms. Next,
the components of the framework are described, i.e. the SGA, the database, and the
SEA.

B.1.1 Simulation Generator Agent

The SGA is responsible of configuring the experimentation environment, which
includes configuring the database and generating the experimentation set up. To this

purpose, it requires three configuration files (JSON) specified by the user:

= Input_params: contains the name of the input parameters and a set of values
for each one. These values represent the different conditions to be tested in

the simulations.

= Anomalous_params: specifies which of the values defined in the input._-
params file represent an anomaly in the simulation. This file is optional as it

is only used for labeling the simulations.
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Figure B.1: Architecture of the CloudFMI Distributed Simulation Framework. From
left, the SGA configures the experimentation set-up based on user specifications and
stores it in a central database. Then, 1 to N SEAs execute in parallel the simulations

scheduled in the central database.

= Qutput_params: defines the name of the output parameters. It is used to
let the user select which of all the output parameters wants to store in the

database.

Hence, the SEA initially configures the database by creating the three previously
described tables. It uses input and output parameter files to generate the schema
of each table as it can change depending on the parameters specified by the user.
Afterward, it defines two stored procedures that will be used by the SEA at execution
time. These stored procedures are used to obtain the configuration data of new
simulations to be executed and to check whether failed simulations exist. See
Section [B.1.3] for more details.

Once the database is configured, the SEA proceeds to configure the set up
of the experimentation. To accomplish it, it uses the parameters specified in the
input_params file to generate all possible combinations between the values of all
input parameters. Note that each combination refers to a single simulation. Then,
the information of the anomalous_params file is used to label each simulation

as “normal” or “anomalous” (binary classification). Moreover, the status of all
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the simulations is set to “Not executed”. Finally, each simulation is stored in the
database as a new row. In case the user prefers to generate the experimentation set
up by its own, the SGA lets a way for uploading it in a Comma Separated Values
(CSV) file.

B.1.2 Central Database

The database is the central component of the framework as it stores the configu-

ration of all the simulations to be conducted and their results.

The database engine must satisfy some requirements of the proposed framework.
First, it has to be a mature and reliable engine that enables safely storing the
simulation’s information. Moreover, it must allow querying the database to search
and analyze simulations. Thus, maintaining the relationship between the tables
that compose the database is a key factor. Regarding the volume of data to be
stored in the database, it is expected to be low as the current requirements of the
experimentation do not imply simulating more than tens of thousands of simulations.
Finally, as well as the other tools used to develop this framework, the database
engine must be open source in order to avoid licensing fees at the time of deploying
the solution.

Considering all this, PostgreSQ was selected as the database engine since it
is an open source object-relational database that satisfies all the stated requirements.

The database contains three tables: experimentation_config, simulation_results,
and simulation_failure_registry. Figure shows the UML diagram of the database.
The first table is used to store the experimentation set up, that is, the configuration
of each simulation to be executed. Hence, each row of the table refers to a single
simulations and each of the columns refer to input parameters (conditions of a given
simulation). In addition, other columns were defined to add valuable information to
each simulation. Thus, a simulation ID, a timestamp when each simulation starts
and finishes, a status, and a label are also included. Note that the status indicates the
current state of a simulation, which can be “Not Executed”, “Executing”, “Executed”,

or “Failed”. The label can refer to “normal” or “anomalous”.

2https://www.postgresql.org
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The simulation_results table is used to store the results obtained on each sim-
ulation. In addition to the results obtained, the corresponding simulation ID, the
identifier of the SEA, and the required execution time is assigned. As the size of
each output parameter might be large, their values are stored in binary format to
improve the performance of the database.

The simulation_failure_registry table contains the registry of the failures occurred
during the simulations. Thus, every time a failure occurs, it is registered in the
database indicating the simulation identification, the timestamp when it occurred,
the identifier of the SEA that executed the corresponding simulation, and a brief

description of the failure.

experimentation_config
simulation_results
simulation_id
simulation_id
simulation_failure_registry timestamp_init

execution_time
simulation_id timestamp_end

sea_id

failure_timestamp — input_param 1 —
output_param 1
sea_id input_param 2

output_param 2
failure_description input_param N

output_param N

label
label

Figure B.2: UML diagram of the database.

B.1.3 Simulation Executor Agent

The SEA is responsible for executing all the simulations scheduled by the
SGA. Figure B.3]shows the flow diagram that follows the SEA to execute all the
simulations. First, it queries the database to get an available simulation to be
executed. To consider a simulation as available, its status must be “Not executed”
and its failure counter must not exceed the maximum permitted value. Note that the
maximum number of allowed failures per simulation is specified by the user at the
time of deploying the framework. If the query obtains a positive result, it marks
the current simulation as “Executing” and initializes the execution of the simulation
using the corresponding configuration. When the simulation is completed, the SEA

marks the simulation as “Executed’”’ and stores the obtained results in the database.
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Every time the SEA completes a simulation, it queries the database again to get new

simulations until all of them are completed.

However, during the execution of the simulations unexpected errors that prevent
the correct operation of the SEA might occur. It may also be the case where a
simulation exceeds the time-limit for completion. This time limit is specified by
the user and we refer to it as a time-out error. To make the SEA fault-tolerant, the
current simulation is automatically canceled as soon as an error is caught. Hence,
the simulation is marked in the database as “Failed” and its counter of failures is
increased by one. Furthermore, a description of the failure is set to let the user know
the error’s root cause. Then it follows its workload.

When a SEA does not find in the database more simulations to be executed, it
checks if failed simulations exist. In such a case, the corresponding simulations are
marked again as “Not Executed” provided that they do not exceed the maximum
number of failures. Consequently, the SEA tries to execute them again. In contrast,
if all the simulations finished successfully or the failed simulations exceed the
maximum number of failures, the SEA stops working as the experimentation is
considered as finished.

To carry out multiple simulations in parallel, multiple SEAs can be executed at
the same time. Thus, we can have 1 to /N number of SEAs running concurrently.
Hence, the time required to complete the entire experimentation can be reduced
linearly as the number of agents increases. As many SEAs as there are simulations
can be instantiated provided that sufficient computational resources are available.
Thus, the framework is highly scalable. However, having multiple SEAs running
in parallel lead to a race condition problem S. Li et al. 2018 when more than one
agent tries to manipulate the same table of the database at the same time. If this
happens, it could lead to malfunctions on the entire experimentation such as setting
incorrect status to simulations or executing the same simulation several times. In
this case, querying the database to get new configuration parameters and checking
for failed simulations to reset them are the conflicting operations. To avoid this kind
of problems, the SEAs use locking transactions, which means that only one agent
can perform operations at the same time. Note that locking a table for updating
a single row implies no delay on the operation of a SEA as relational databases

support thousands of transactions per second.
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Figure B.3: Workload diagram of the SEA.

B.1.4 Deployment

The CloudFMI Distributed Simulation Framework can be easily deployed in
any public or private cloud. To this end, the framework is divided into three layers:
application, virtualization, and infrastructure. Figure depicts these layers.

The application layer contains the components of the framework, that is, the
database, the SGA, and the SEA. These applications are responsible for executing
the business logic of the framework. However, it is assumed that these applications
will run on different machines than in which they are developed and tested. This
might cause incompatibility errors or applications to behave differently from how
they were developed.

To avoid this problem, each component of the framework is encapsulated in a
Docke@ container. Docker is a lightweight open source virtualization engine that

enables packing an application with all the parts it needs, such as libraries and other

https://www.docker.com
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dependencies, and shipping it all into one package called container. In this way, the
database, the SGA, and the SEA are packaged into independent containers and thus
they can be executed in any Linux machine regardless of their configuration. At this
point, the framework could be executed in a cluster. However, the orchestration of the
containers and the computational resources of the cluster would have to be managed
manually. This task is time-consuming and often challenging to accomplish.

Therefore, within the infrastructure layer, a container orquestrator such as Kuber-
netef”’} DC/OS}'} or Amazon EMRPis used to automate the deployment, scaling,
and management of the containerized applications. In this way, at the time of
deploying the applications, the orchestration of the containers and the required
computational resources are managed in an automatic way for the user. Provided
that the resources are available, the user only needs to specify the number of parallel
SEAs, and Kubernetes automatically deploys the agents.

Although the container orquestrator manages the containers in an automated
way, the applications do not know how to connect with each other. Within the
proposed framework, both the SGA and the SEA require connecting to the database
to make queries and to store information related to the simulations. Therefore, the
information they need to connect to the database is introduced into both containers
as environment variables. This information involves the IP, port, user name and
password of the database. Furthermore, the SEA requires two additional variables:
the time-limit and the maximum number of failures per simulation. The former
is used to set a time-out, and the latter determines the maximum number of times
a simulation can be canceled due to an error before being considered as non-
executable.

It is worth to point out, that the configuration files specified by the user and
the compiled model are not packed within the Docker containers. In this way, the
user can modify the configuration files as needed without having to modify the
application. Moreover, different models can be used for each experimentation. Thus,
several models and scenarios can be simulated by only modifying these files. To

do so, they must be remotely accessible by the SGA as it downloads them from a

Ohttps://kubernetes.io
3Thttps://dcos.io
3https://aws.amazon.com/emr/?nc1=h_Is
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remote server such as Amazon S3|3E| service. Hence, the path to the configuration
files is passed to the SGA as argument variables. In the same way, the path to the
compiled model is passed to the SEA.

Both environment and argument variables are introduced by the user at the time

of deploying the applications in the cloud.
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Figure B.4: Deployment of the Distributed Simulation Framework.

B.2 Experimental Framework

This section describes the configuration and properties related to the experi-
mentation followed in this chapter. We show the measures used to benchmark the
scalability of the framework in Section the different physical models used
(Section[B.2.2)), the parameters used for each model (Section [B.2.3), and the infras-
tructure where the framework is deployed (Section [B.2.4). The code used is in this
experimentation is publicly available (https://github.com/ikerlan2015/CloudFMI-

Distributed-Simulation-Framework).

33https://aws.amazon.com/s3/2nc1=h_ls
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B.2.1 Performance Measures

In this section, we describe the metric used to measure the parallel scaling per-
formance of the proposed framework. Namely, speedup is selected as performance
metric. This metric is widely used on parallel computing benchmarks, since it
indicates how efficient an application is at the time of using increasing numbers of
parallel processing elements Archibald et al. 2018; Atashpendar et al. 2018} Y. Zhou
et al. 2018l

As standard distributed computing methods, the parallel scaling performance
of the framework can be measured in terms of speedup (,5), which indicates the
improvement in speed of execution for a given task by using more computational
resources. A program is considered to scale linearly if the speedup (in terms of work
units completed per unit time) is equal to the number of processing elements used
(V). The speedup corresponding to a given N is computed as:

SN (B.1)

Iy
where ¢, denotes the execution time required to complete a work unit with one
processing element, and ¢ denotes the execution time to complete the same work
unit with /V processing elements. In this context, a work unit refers to an experiment
where a fixed number of simulations are executed, and a processing element refers
to a SEA.
The ideal scenario would be to achieve Sy = N although a lower score is
typically obtained due to system overheads caused by multiple processes making

system or database calls, among others.

B.2.2 Used FMI Models

In this section, we describe the physics-based models used in this experimen-
tation. Hence, the proposed framework is evaluated using two different models
developed in Modelica and compiled according to the FMI. Next, a brief description

of each model is presented:

= Elevator model: refers to the model used to generate the synthetic data

considered in this thesis. This model mimics the behavior of an elevator. Each
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simulation of this model requires a computational time of approximately 350 s
(mean value), and studying each combination of faults leads to a significantly
large number of simulations. Additionally, certain combinations of parameters
could make the model diverge. Therefore, with this model the generation
of synthetic measurements to feed a supervised machine learning strategy
requires a framework which allows: (1) simulating several instances in parallel,
(i1) labeling each simulation according to the fault combination, and (ii1)

stopping the simulation in case of divergent simulations.

Academic model: this is a model used to share the use of the presented
platform. It consists of five spring-mass systems connected together. As
such, this model has 5 degrees of freedom, corresponding to the position of
each mass, s;. This model has 10 parameters that may be modified to create
multiple model configurations in the SEA, i.e. the stiffness and mass of each
spring-mass system. This model is depicted in figure[B.5] Note that this model
is only designed for people to test the proposed framework as the elevator
model is private. Therefore, all performed experiments are executed using the
elevator model.

51 So S3 Sy Sp
k1 I—> k2 I_> kg I_’ k4 I_> k5 I_>

M1VWVM2WWM3VWVM4WWM5

Figure B.5: Academic spring-mass system.

B.2.3 Parameters of the Elevator Model

The presented physics-based model can simulate different scenarios depending

on the defined parameters. This section describes the model’s input and output

and their range of values used in this experimentation. Table shows the input

parameters used for the elevator model.

In total, five input parameters and 20 outputs are used. Note that for the elevator

model, each output represents a time series of 8.000 samples and thus, the simula-
tion’s result consists of 160.000 data points (8.000 - 20). For the sake of reducing
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the time required to run all the experiments, only 128 simulations are executed for
each experiment. Therefore, in this experiment, a work unit (w) refers to executing
128 simulations.

As the scalability of the framework is concerned, the database is the unique
component likely to be affected by the number of SEAs accessing to it continuously.
However, the execution time of the simulations varies significantly depending on the
specified input values, being 5s and 6505 the fastest and slowest execution times, and
170 s the standard deviation. Therefore, the probability of multiple SEAs accessing
to the database at the same time is considerably reduced. This situation hinders the
assessment of whether the database is a bottleneck. To be able to evaluate this, a
set of 128 simulations with identical input values is generated, which results in the
same execution time for all of them. In this case, multiple SEAs will access the

database at the same time. Thus, in the experimentation, both sets of simulations

are used.

Description Values Unit
Quadrature axis inductance [0.0261, 0.0267] H
Flux linkage [1.64, 1.66] Wb
Cabin load [0, 150, 300] Kg
Coulomb’s friction coefficient [0.5,0.7] -
Travs:l distance a'nd journey direction (1. -1] floor
(uphill or downhill)

Table B.1: Input parameter of the elevator model.

B.2.4 Deployment Configuration

This section describes the framework’s deployment. Two different hosts are
tested: (i) a private on-premise cloud, where DC/OS is used as container orchestra-
tion manager, and (ii) a public cloud hosted in Amazon Web Services (AWS), where
Kubernetes is used as container orchestration manager.

The deployment of the framework is similar for both clouds although different
container orchestration managers are used. The main difference between them is

the computational resources that are available in each one. Table [B.2] summarizes
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the resources of each cluster. As it can be observed, the are more computational
resources available in the public cloud. This is due to the fact that computational
resources are fixed for the private cloud, and more would have to be bought to
increase them. Conversely, AWS offers on-demand resources meaning that we can
scale our public cloud as much as required in an easy way. We used five “m4.4xlarge”
instances to conduct the experimentation (check the official web pagePz] for more
details).

Table shows the resources used by the database, the SGA, and the SEA in
each of the clusters. As shown, the computational resources used by the components
is higher for the public cloud, meaning that they are more powerful in terms of com-
putational capacity. It must be noted that, for the private cloud, all the components
are deployed in it. In contrast, for the public cloud, the database is deployed outside
of the cluster meaning that all available resources are dedicated to execute the SEAs.
Nonetheless, the database is also deployed in AWS by using the Amazon Relational
Database Servic (RDS), which facilitates the deployment of a relational database.
In this way, we deployed two databases with different computational resources to
test the scalability of the framework. We used a “db.t2.small” instance for the former
and a “db.m4.xlarge” for the latter (check the official web pag for more details).

The other difference between them relies on the way the components of the
framework are executed due to the use of different container orchestration manager.
In DC/OS, SEAs are run as services meaning that every time a SEA finishes its
workload, the system will try to restart the service continuously. This is due to
the fact that a service is designed for being always active and available. Thus,
the services must be deleted manually once they complete their workload. In
contrast, SEAs are run as jobs in Kubernetes. Unlike services, jobs stop themselves
automatically once they complete their task. They only try to recover themselves if
they stop working due to an error.

To deploy the framework, the first step is to deploy the central database and to
upload the model and the user configuration files to a repository accessible by the

cluster. Then, the SGA must be deployed to configure the central database based on

3https://aws.amazon.com/ec2/instance-types/?nc1=h_ls
3https://aws.amazon.com/rds/?nc1=h_ls
3https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts. DBInstanceClass.html
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user’s specifications. Finally, the SEA must be deployed by indicating the number
of agents required to run in parallel, among other database connection parameters
(Check the GitHubE] repository for detailed information).

CPU RAM
model cores Amount
Intel(R) X R
On-premise ntel(R) Xeon(R) 36 66GB
CPU E5-2640 v3 2.6 GHz
AWS m4.4xlarge (x5) 80 320GB

Table B.2: Computational resources of both on-premise and AWS clusters.

On-premise AWS
CPUs RAM CPUs RAM
1 2GB
PostgreSQL 1 2GB
4 16 GB
SGA 1 2GB 1 2GB
SEA 1 2GB 2 4 GB

Table B.3: Computational resources used by the components of the framework. Note
that if N number of SEAs are used the required computational resources will also be
multiplied by N.

B.3 Results and Discussion

In this section we analyze and discuss the results of the experimentation. We
first perform a scalability test in terms of execution time reduction (Section B.3.1)).
Afterward, we perform a scalability test in terms of increasing the volume of work
to be done (Section|B.3.2)).

3https://github.com/ikerlan2015/CloudFMI-Distributed-Simulation-Framework
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B.3.1 Scalability Test: Reducing Execution Time

This test evaluates the scalability of the proposed framework from the perspec-
tive of reducing the execution time required to execute a work unit (W) as the
number of SEAs (V) is increased (computational units). In an ideal scenario, the re-
quired execution time should decrease proportionally to /V. In this experimentation,
two sets of 128 simulations are executed where the first set involves executing simu-
lations with different input values and the other with identical input values. Bear in
mind that the execution of a set of 128 simulations is considered as a single . In
all the tests, IV is increased exponentially up to 32, thatis, N = {1,2,4,8, 16, 32}.

Figure shows the speedup and efficiency obtained for both set of simulations
in the on-premise and AWS clusters. Regarding the test with the set of different
simulations in the on-premise cluster, Figure [B.6a] shows that the speedup of the
framework keeps near to the ideal speedup although it starts to distance from the
ideal line when n > 16. This deviation is caused by the randomness with which
a SEA selects the next simulation to run. That is, each SEA queries the database
to obtain the first simulation that has not been yet executed. However, it is not
possible to know which simulation will be obtained as a results of the query. This
selection is influenced by what the other SEAs have executed before. The selection
is also influenced by the time required to execute a given simulation, which varies
depending on the specified input parameters. Note that it is not possible to know
how much time will require a simulation to run. As a consequence, SEAs running
longer simulations will execute a fewer number of simulation than SEAs running
shorter ones. Considering this fact, the combination of the simulations executed
by a given SEA might not be the most optimal in terms of execution time (i.e., a
given SEA executes the longest simulations meaning that it might be working for
long time while other SEAs have already finished their work and are idle). Hence,
it makes the framework deviates from the ideal speedup since the slowest SEA
determines the total execution time required by the framework to complete a work

unit.

On the other hand, when all simulations take the same amount of time to run,
each SEA should execute the same number of simulations. Therefore, each SEA

should take similar time. It can be seen that the speedup slightly deviates from
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the ideal scenario when N = 16 and that it highly deviates when N = 32. In this
case, the deviation is caused by multiple SEAs accessing simultaneously to the
database, forming a bottleneck. Note that since simulations takes the same time
to execute, SEAs try to read and write into the database continuously at the same
time. The analysis of the log files showed that the insertions in the database were
the underlying cause of the delay. This process is computationally expensive as
much data must be stored and, as a consequence, inserting multiple simulations
concurrently reduces the database’s efficiency.

To evaluate whether the framework can scale-up correctly, two additional tests
were conducted in AWS as it facilitates scaling the computational resources as
needed. The only difference between these tests was the computational resources
used by the database. We used similar computational resources to those used in the
on-premise cluster for the first test, while we scaled its resources for the second.
Note that only the set of identical simulations was used. As shown in Figure[B.6b]
the obtained speedup is similar to the test conducted in the on-premise cluster. Table
summarizes the time required to insert the results into the database depending
on the number of SEAs running in parallel and the type of database used. It can
be seen how the time required increases significantly as more SEAs are executed
concurrently when little resources are set to the database. However, obtained
results demonstrates that the proposed framework can efficiently scale-up if the
computational resources of the database are also scaled correspondingly. Insertions
time detailed in the table supports this conclusion as the time required to insert data
into the database maintains stable regardless of the number of SEAs running in

parallel.

B.3.2 Scalability Test: Increasing Workload

Another way to assess the scalability is to measure the ability of the framework
to efficiently execute more work units as the number of SEAs is increased propor-
tionally. That is, W = N = {1, 2, 4,8, 16, 32}. Hence, the time required to execute
a given IV should be the same for any case, at least in an ideal scenario.

To evaluate the scalability from this point of view, two tests were conducted
in AWS using db.t2.small and db.m4.xlarge instance for the database. Figure [B.7
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Figure B.6: Speedup test (reducing execution time) conducted in (a) on-premise cluster
using both different and identical set of simulations, and (b) AWS cluster using different
computational resources for the database (db.t2.small and db.m4.xlarge instances) and
only using the identical set of simulations.

shows the speedup for the set of different and identical simulations. As it can be
observed, the speedup maintains near the ideal scenario for any /V meaning that the
proposed framework efficiently executes more work units as the number of SEAs is
increased. Therefore, it is demonstrated that the proposed framework is also suitable

for experimentations in which the workload must be increased.
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Figure B.7: Speedup test (increasing workload) conducted in AWS with both different
and identical set of simulations.
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# SEAs Database type ~ Min Max Mean Variance
1 db.t2.small  0.454s 1.168s 0.513s 0.004s
db.m4.xlarge 0.440s 0.798s 0.488s 0.002 s

5 db.t2.small  0.437s 1.763s 0.525s 0.013s
db.m4.xlarge 0.124s 0.873s 0.470s 0.002 s

4 db.t2.small  0435s 8.275s 0.656s 0.497s
db.m4.xlarge 0.424s 0.779s 0.462s 0.002s
db.t2.small  0.441s 12.557s 1.035s 2.177s

8 db.m4.xlarge 0.420s 0.823s 0.466s 0.002s
16 db.t2.small  0.446s 15919s 2.303s 7.180s
db.m4.xlarge 0.425s 1.189s 0.525s 0.016s

1 db.t2.small  0.445s 20.436s 5.767s 15.692s
db.m4.xlarge 0.431s 1.902s 0.715s 0.078 s

Table B.4: Comparison of the time required for inserting simulation results into the

database as the number of both SEAs running in parallel and resources of the database

increase. Test conducted in AWS using a db.12.small and db.m4.xlarge instance for the

database. The best scores for each number of SEAs running in parallel are highlighted

in bold.
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